OMB Control Number: 0694-0119
Expiration Date: 01/31/2010

CRITICAL TECHNOLOGY ASSESSMENT:
Encryption Products

SCOPE OF ASSESSMENT

The Bureau of Industry and Security (BIS), Office of Technology Evaluation (OTE), in coordination with the U.S. Department of Defense,
National Security Agency (NSA) is conducting a critical technology assessment of the U.S. encryption industry. The principal goal of this
data collection is to assess the competitive position of the U.S. in the global encryption market and determine effectiveness of dual-use
export controls in ensuring a vibrant domestic base for these important products. The information gained from the survey will be used to:
1- quantify and assess the state of the U.S. encryption sector and the competitive challenge from non-U.S. producers, 2- document the
impact of dual-use export controls on U.S. firms and encryption exports, and 3- provide government and industry representatives with a
comprehensive picture of this critical sector to benchmark future performance and capabilities.

RESPONSE TO THIS SURVEY IS REQUIRED BY LAW

A response to this survey is required by law (50 U.S.C. app. Sec. 2155). Failure to respond can result in a maximum fine of $10,000, imprisonment of up to one year,
or both. Information furnished herewith is deemed confidential and will not be published or disclosed except in accordance with Section 705 of the Defense Production
Act of 1950, as amended (50 U.S.C App. Sec. 2155). Section 705 prohibits the publication or disclosure of this information unless the President determines that its
withholding is contrary to the national defense. Information will not be shared with any non-government entity, other than in aggregate form. The information will be
protected pursuant to the appropriate exemptions from disclosure under the Freedom of Information Act (FOIA), should it be the subject of a FOIA request.

Not withstanding any other provision of law, no person is required to respond to nor shall a person be subject to a penalty for failure to comply with a collection of
information subject to the requirements of the Paperwork Reduction Act unless that collection of information displays a currently valid OMB Control Number.

BURDEN ESTIMATE AND REQUEST FOR COMMENT

Public reporting burden for this collection of information is estimated to average 12 hours per response, including the time for reviewing instructions, searching existing
data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate
or any other aspect of this collection of information to BIS Information Collection Officer, Room 6883, Bureau of Industry and Security, U.S. Department of Commerce,
Washington, D.C. 20230, and to the Office of Management and Budget, Paperwork Reduction Project (OMB Control N0.0694 -0119), Washington, D.C. 20503.
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Company Name Address

City

State

Zip

Please select the description that most closely reflects your company

Yes

N

jurisdiction.

Manufacturer of encryption items, including all encryption commodities, software and technology that contain
1. | encryption features are are subject to the Export Administration Regulations and under U.S. Department of Commerce

jurisdiction.

Exporter of encryption items, including all encryption commodities, software and technology that contain encryption
2. | features are are subject to the Export Administration Regulations and under U.S. Department of Commerce

If you selected "Yes" to questions 1 and/or 2 above, please continue completing this survey.

4. | If you selected "No" for both questions 1 and 2, please complete "Exemption From Survey" below.

EXEMPTION FROM SURVEY

If your company’s operations during the last 5 years did not involve the manufacture or export of encryption items, you may be exempt from
completing this U.S. Government survey. Please call one of the BIS contacts listed in “General Instructions” to verify your status. Then,

complete steps 5-6 below.

5. | Briefly explain the products and/or services provided by your organization in the space below:

Explanation:

Please complete and print out the Certification page. Then, return a signed copy of the Certification page only after your empowered
6. | official or point-of-contact has confirmed your company’s or organization’s exemption by speaking with one of our staff. Please
transmit the Certification page to our office via U.S. mail, express courier, e-mail, or fax 202-482-5361.
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Your company is required to complete this survey using an Excel template, which can be downloaded from the BIS website. At you
request, BIS staff will e-mail the Excel survey template directly to your company. For your convenience, a PDF version of the surve
is available on the BIS website to aid internal data collection. DO NOT submit the PDF as your company’s response to BIS.

Please indicate “N/A” in the Excel drop-downs if a particular Section question does not apply to your company. Many Sections alsc
ask for narrative, short answer responses in addition to “Yes,” “No,” percents, dollars, measurement or unit numbers, etc. These
guestions should be answered, unless not applicable to your company.

Upon completion, review, and certification of the survey, please transmit to the secure, U.S. Federal Government e-mail address:
encryption@bis.doc.gov.

For questions related to this survey, please contact Ashley Miller at amiller@bis.doc.gov, 202-482-4678 or Gerry Horner at

ghorner@bis.doc.gov, 202-482-2078.

For letter correspondence to the Office of Technology Evaluation please write to:

Brad Botwin, Director, Industrial Studies
Office of Technology Evaluation, Room 1093
U.S. Department of Commerce

1401 Constitution Avenue, NW

Washington, DC 20230

Please do not submit completed surveys to this address; all surveys must be submitted electronically.
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Production and Sales

Description

2008 2009

X
X

2008 2009

Domestic Sales 2006 ($) 2007 ($) 2008 ($) 2009 ($)

Total Sales (all products)
Total Encryption Item Sales
Export Sales 2006 ($) 2007 ($) 2008 ($) 2009 (%)
Total Sales (all products)
Total Encryption Item Sales
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Encryption Item Export Sales 2006 ($) 2007 (%) 2008 ($) 2009 ($)

Country 1

Country 2

Country 3

Country 4

Country 5

Marketshare
Schedule B (1) Schedule B (5)
Schedule B (2) Schedule B (6)
Schedule B (3) Schedule B (7)
Schedule B (4) Schedule B (8)

Competition
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Domestic Competitor:

Product(s) that compete:

Competitor 1

Product Name(s)

Competitor 2

Product Name(s)

Competitor 3

Product Name(s)

Competitor 4

Product Name(s)

Competitor 5

Product Name(s)

Non-U.S. Competitor Competitor Country Product(s) that compete Competitor Standard

Competitor 1 Country 1 Product Name(s) Meets/Exceeds
Competitor 2 Country 2 Product Name(s) Meets/Exceeds
Competitor 3 Country 3 Product Name(s) Meets/Exceeds
Competitor 4 Country 4 Product Name(s) Meets/Exceeds
Competitor 5 Country 5 Product Name(s) Meets/Exceeds

Product Family Details

Family 1 Family 2

Family 3

Family 4 Family 5

Product Family Name

Protocol

Key Length

Other

Other

Other

Other

Other

Other

Other

Other
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Yes No
Producer 1 Product/Family 1
Producer 2 Product/Family 2
Producer 3 Product/Family 3
Producer 4 Product/Family 4
Producer 5 Product/Family 5

Export Control Impact

Positive Negative

Explanation

Explanation

Explanation
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Requirement Total Hours Total Cost ($) N/A
Technical Review # of Hours Cost ($) N/A
Pre-export Notification # of Hours Cost ($) N/A
ENC/ELA Semi-annual Reporting # of Hours Cost ($) N/A
Key Length Increase Notification # of Hours Cost ($) N/A
Comment
Yes No
Explanation

Compliance

Yes No

#

Non-U.S. Availability
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Description

Yes No
Country
Yes No
Explanation
Yes No
Explanation

Yes

No
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Certification Page
The undersigned certifies that the information herein supplied in response to this questionnaire is complete and correct to the best of his/her knowledge. It
is a criminal offense to willfully make a false statement or representation to any department or agency of the United States Government as to any matter
within its jurisdiction. [18 U.S.C.A. 1001 (1984 & SUPP. 1197)]
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Company or Organization Name

Name of Authorizing Official

Title of Authorizing Official

Phone Number

Fax Number

Point of Contact

Title

Email Address

Phone Number

Extension

How many hours did your company dedicate to completion of this survey?

Number of Hours

Would your company like to receive a copy of the BIS encryption technology assessment?

In the space below, please provide all additional comments or any other information you wish to include regarding your participation in this assessment.

Comment:
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