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FFIS Accegs Request
PASIERIO AccessReq
MITC Access Request
MITS Access Request - . . .
ACRWS Access Req Financial Information Security Request Form
CPAIS Access Request

HEAT Access Request
SOLServer Access Red [Welcome to the USFS Financial Information Security Request Form. On the next few screens you will be tasked with completing information needed by the Albugueraue Service Center -
Speciol Requests  [Budget & Finance T Sscuriy Team, This Information s necessary 5o thatthe IT Securiy Team can process your request auickly and cormplsely

Agieement

Secusiy Rules Each screen you'l need focormplete wil ontain navigation butans athe botlorn. Don' ty o skip ahead since subsequent screens often depend on nformation from a pevious screen. n
Prit Imost cases you can safely navigate backwards, tough, fyou need t double-check of Moy eniies youve aleady made.

Introduction

[Before you can proceed we must ask you to answer a couple of questions. Since certain training is required to access financial and Privacy Act-protected information, your responses to
ftnese auestions will deterrine whether or not you may continus with this request.

Have you successfully completed IT Security Training within the past year?
Cives CNo

Have you successfully completed Privacy Act Basics Training within the pastyear?
Cives CNo
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Securty Rules
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User's Profile

Name: | Date of Request 6162007
evtait [ Telephone:

it [

Agency Region/Stationiérea nit

‘Agency, Region, Unit Le. 11, 13, 28):

1 [(Please select ane) x| [(Please select ane) x|

I Federal Employee Sacial Security Number.

Pigase enter
expiration date: [Select Year 7] [Select Month[Z] [Select Date 2]

I Non-Employes (ie. contractor)

[Type of Access:

NOTE: Expiration date must be completed for all users requesting temporary or emergency access.
© Permanent Access " Temporary Access " Emergency Access ! ol questing temporary gency
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Introduction
User's Profile
Action Requested
MEC Access Request
FFIS Systems Access
EFIS Access Request,
PAS/BRIO Access eq
NITC Access Request
MITS Acoess Request
ACRWS Access Reg. CHPEERTER
CPAIS Access Request The following statement must be read and signed by the individual being designated for access. | HEREBY acknowledge the following: | recogriize that FFIS and al other NFC systerms contain
HEAT Aceess Request |data concerning individuals and commericial entities which is private or sensitive in nature. | agree notto use the information in these Systerns for unauthorized purnoses, including those that
SOLServer Access Feq [resultin the intrusion ofthe privacy of an individual or a commercial entity, or the unwaranted disclosure of personal or proprietary information. | agree notto shiare my access ID andior password
Special Requests [With Others. | agree notto alter data in any FFIS document or table, or data elements in any NFC information system, for purposes of personal beneft or those that could resultin theftor misuse of
e lpublic funds

Security Rules signature of Applicant Date
Pint

[User's Sunenisor | cerily that the user has received security nstructions for the systems andjor applications as indicaled, and | approve hisier access (o these systems andjor applications,
Jand the assaciated profies.

supenvisors Name: [ Telephone:

Signature of Applicant's Supenvisor: Date

Signature of Security Administrator Date
Reset Entire Form

PRIVACY ACT NOTICE
In compliance with the Privacy Act of 1974, the following information is provided: Solicitation of your Social Security Number is authorized by Executive Order 8387 of November 22, 1943 and §
U.C. 301 The primary purpose of requesting the Social Security Number (SSN) is to properly dentify the employee. Many employees have similar names and the furnishing of the SSN will
enable USFS to identify authorized users of USDA's computer systems. The information will be used by offices and employees who have a need for the information in the performance of their
offcial duties. The information will not be disclossd outside USDA. Disclosure of your SSN and other information is mandatory. Failure to provide the requested information will resutin the denial
of the requested computer access authority.
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Totzoduction
Usefs Profile
Action Requestedt
NFC Access Request
FFIS Systens Access
FFIS Access Request
PAS/BRIO Access Req
NITC Access Request
B o FINANCIAL INFORMATION SYSTEMS KEY SECURITY RULES
ACEWS AccessBed 4 po NOT ACCESS, research, or change any account, file, record or application not required to perform your official duties. You are forbidden to access your awn account, that of a spouse,
CPAIS Access Request yeigiive friend, neighbos, or any account in which you have a personal or financialinterest, If you are assigned to work on one of these accounts contact your supervisor. Behave in an ethical,
HEAT Access Request technically proficient, informed, and trustworthy manner
SQLServer Access Req
SpecilRequests 2. Ifyow are scked by another person to scosss an account o other sensiive o pivate information, VERIFY that the requested ascess is authorizd. Yor will e held responsile i the aocess s not
Agresment thorized. A 3 generl rul, you should ot s & computer o eninel in behlf of another petson.
Security Rules
Pt 3. DIFFERENTIATE TASKS AND FUNCTIONS to snsuxe that o ons person hss s sosess to o control over importat rssoutces.

4. PROTECT YOUR PASSWORD from disclosure. You are tesponsible for any computer activity associated with your password. DO NOT SHARE your password with others or revealitto
anyone, regardless of his/her position in or outside the 5. Faest Service DO NOT POST your password in yous watk area. DO NOT USE another person’s password. USER Ids must be treated with
the same care as your password. Everything done with your user ID or password will be recorded as being done by you. Use unique passwords for each system and application you access. NEVER
give your password out over the telephone. Be alert o others who may try to obtain your password. Social engineering is a practice used when hackers pase as system administrators. A hacker may
sandomly call 2 user and say that something is wrong on the system ta get arbilrary access to your system. They may tell you that they need your password in order to issue new one. Always
semember that system administrators DO NOT need your password in order o issue you 2 new password. Do not re-cyele passwords by using just a few aver and aver again, or make minor changes to
‘passwrds by adding a number to the base password.

5. CHANGE YOUR PASSWORD i you think your password is know by someons else. Immediately notify your supervisor or your Functional Secusity Coordinator or Security Representative,
Passwards for PAS will be maintained in accardance with Forest Service Manual (FSM) 6684, Passwords shall

a Be changed or expire in 130 days or less.
. Contain at least eight characters,  combination of alphabetic, numeric, and special charasters,

¢ NOT contain: Any dictionery word in any language; any proper noun or the name of any person, pet, chid, or fictional character, any emplayee number, SSN, birth date, phane numiber, of any
information that could be reaclly guessed about the creator of the password, any simple pattern of letiers of numbers, such as “qwerty”, or “xyzi23;” Any word, roun, or name spelled backwards or
appended with 2 single digt or with a bwo-digit “year” string, such as 98xyz123

6. DO NOTPROGRAM your login or password into automatic script roulines or programs.

7. LOG OFF/SIGN OFF or clase the brawser window for server based applications i you go to tunch, or break, or anytime you leave your computer ar terminal, This isin addition to locking the
workstation.

8. PROTECT your system against viruses and sinilar malicious programs. Make certain that updates to desklop virus protection schemes ate performed in a timely mannerin accordance with vendor
or system administration instructions.

9. PARTICIPATE in Forest Service wide annual secusity trsining as required and read and adhere to security information pertaining to the PAS system hardware and softwate.

10, RETRIEVE ALL hard copy printouts in a imely manner, If you cannat determine the originator or receiver of 2 printout, dispose of it in 2 burn waste container or shredder, Store hardsapy reports
and starage media containing sensitive information in  locked raom o cabinet,

11, IDENTIFY ALL sensitive spplications or data that you will be placing on a system, and any equipment processing sensitive information to your supervisor, so that sppropriste security measutes
can be implemented.
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12. DO NOT USE PERSONAL EQUIPMENT or software for offcial business without your supervisor's witten sppraval

13. DO NOTINSTALL OR USE UNAUTHORIZED SOFTWARE on Forest Service equipment. Do not use freeware, shareware or public domain softwate on Forest Service computers, without your
supervisor’s permission and without seanning it for viruses. Comply with local office palicy on the use of antiviral Software.

14, OBSERVE ALL SOFTWARE LICENSE AGREEMENTS. Do not violte Federal copyright laws.
15. DO NOTMOVEEQUIPMENT or exchange system components without authorization by the appropriate functions and mansger’s approval
16, PROTECT FOREST SERVICE COMPUTER EQUIPMENT from hazards such as liquids, food, smoke, staples, paper clips, et

17. PROTECT MAGNETIC MEDIA from exposure to electrical currents, exireme temperatures, bending, fuids, smoke, ete. Ensure the magnetic media s secured based on the sensitivity of the
information contained, and prastice proper labeling procedures. BACK UP critical programs and data, and store in a safe place. Back ups should be performed as often as program and data sensitivity
sequie. Erase sensitive data on starage media befare reusing or disposing of the media.

18 DO NOT DISCLOSE THE TELEPHONE NUMBER(S) or procecute(s) which permit system access fom a remote lacation.
19. DO NOT SEND OR STORE Government information on a commereial E-meil site
2. DO NOT USE sensitive information for equipment or programtest purposes. Vendors should be escorted and monitored while performing maintenance duties.

21 DO NOT DISCLOSE or discuss any USDA personnel or vendor related information with unauthorized individuals. The Privacy Act of 1974, 5 USC 5522, prohibits such disclosure. & pesson
‘making a willul unauthorized disclosute of information covered by this act may b charged with a Misdemeanor and subject o a fine of up f0 33,000

22. PROMPTLY REPORT afl secusity incidents to your supervisor and in accordance with you agency policy on reporting incidents. For example: unauthorized disclosure of nformation, computer
viruses, thefl of equipment, software o information, and deliberate alteration or destruction of data or equipment., NEVER ASSUME that someons else has already seported an incident, The risk ofan
incident gaing unseported far oubweighs the possibiity that an incident is reported mate than once.

23, SEEK assistance and challenge unescorted strangers in areas where the system is being used.

[Eiicking the "Finish button will causs he data fror this Form to be entered info the ASC B&F IT Security database, an email o be sent 1o the ASC Security nbox nforming IT Securty that your
Iequest has been initiated, and the entire form to be displayed to you for printing. The farmat for printing assumes one inch margins. Please check the Page Setup in your browser before printing
o insure the margins are set correctly
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