A Albuquerque Service Center - Budget & Finance - Microsoft Internet Explorer provided by USDA Forest Service

Fle Edt Wew Favortes Toos Help

debock - = - @ [2] A | Qoearch [GFavortes Fedia (B | B & = H

Address @ http: flocalhost: 1:300)bfm/programs technical-support T Security/Requests. aspx.
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User's Profile

Action Requested
HNEC Access Request
FFIS Systems Access
FFIS Access Request
PAB/BRIO AccessReg
HITC fceess Recuest
MITS Access Request . . . 5
ACRWS Access Req Financial Information Security Request Form
CPAIS #ceess Request
HEAT Access Request
S0LServer Access Req |\welcame to the USFS Financial Infarmation Security Reguest Form. Onthe next few screens you will be tasked with completing needed by the Service Centar -
Special Requests Budget & Finance IT Security Team. This information is necessary sa that the IT Security Team can process your request quickly and completely.

Apgreement
Security Rules Each screen you'll need to complete will contain navigation buttons atthe bottorn. Dontry to skip ahead since subseguent screens often depend on information from a previous screen. In
Print most cases you can safely navigate hackwards, though, ifyou need to double-check of modify entries you've already marde

Introduction

Before you can proceed we must askyou to answer a couple of questions. Since certain training is reguired to access financial and Privacy Act-protected information, your responses to
these gquestions will determine whether or notyou may continue with this request,

Have you successfully completed IT Security Training within the pastyear?
Cves O N

Hawe you successiully completed Privacy Act Basics Tralning within the pastyear?
Cves O N
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Introduction

User's Profile

Action Requested
NFC Access Recuest
FEI3 Systems Acress
FFIS Access Request
PAS/ERIO Access Req
NITC Access Request
ACRWS Aceess Reg z z - -
HEAT Access Request Financial Information Security Request Form
SOLServer Access Req FAX this form to ASC at 1-866-342-3441

Special Requests with "Security Access Request” in the title of the fax.

Agrecment
Security Rules
Print

User's Profile

Please enter your Lotus Notes Shortname, if you have one: Please change incorrect data.

Name: I Date of Request: §i8/12007
EMdail | Telephone:

Title: |

Agency Region/Station/Area Unit
Agency, Region, Unit (e 11,13, 28):

1" |(Please select une)j |(F’\ease select Dne)j

™ Federal Employes Social Security Number. I

Pl it
™ Non-Emplayee {i.e. contractar) ax?)iarzz:nnda;te- ‘ |Se|ec( ‘(earﬂ |Se|ac( Mnmhj |Se\ect Da!ej

Type of Access

NOTE: Expiration date must be for all users r i or access.

 Permanent Access (" Ternporary Access ( Emergency Access
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Introduction

User's Profile

Action Requesied
HNEC Access Request
FFIS Systems Access
FFIS Access Request
PAB/BRIO AccessReg
HITC fceess Recuest
TS Access Request
ACRWS Access Req (TR ESED

CPAILS A ceess Request UseriD
HEAT Access Reauest System Modifyf Reinstate Remaove if current Usen
S0LServer AccessReq
Special Requests
Apgreement

Security Bules © © c
Print For PAS-Brio, user must access hitppas fs fed us prior to submitting form

PAS-BRIO ol ol (ol (ol

MFC (=l (=l (ol

NITG o o o o]

ASR

0
A

@«

FTRS
Spending
FTRS
gilling

)

»

)

PeopleSoft

ASC 5QL Server

)

MITS

b

ACRWS

)

CPAIS

»

HEAT

)

FPPS

)
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FPPE with Datamart

b
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Introduction

User's Profile

Action Requested

NEC Access Requesi

FFIS Systems Access

FFIS Access Request

PAB/BRIO AccessReg

HITC fceess Recuest

TS Access Request

ACRWS Aceess Req NFC Actess Request
CEAIS Aoeess Request Complata this section it NFC Add or Modify was selected on page 2
HEAT Access Request
S0LServer Acoass Reg Hanuelnia: Cess
Snecial Requesis Financial Systems Access Scope
Agreement Region/Station/Area

Security Bules
Print (Please select one) 2% j |(F‘Iease select Une)j

Delete PROP 25 INGUIRY

Add NFC System Recard

Previous Page MNext Page
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Introduction

User's Profile

Action Requested
HNEC Access Request
FITS Systems Access
FFIS Access Request
PAB/BRIO AccessReg
HITC fceess Recuest

TS Access Request
ACRWS Access Req

FFIS Systems Access Request
Complete this section If FFIS Add or Modify was selected an page 2

CPALS A ccess Request

Application

HEAT Aocess Request FFIS Applications CICS Region FFIS
Special Requests Production

FF11

0L Server Access Reg
CICSP11 FISVI1P
Apgreement

Security Bules Delets Production CICSP1 FISV11P

FF11

Print
Add FFIS Application Recard |

Previous Page MNext Page
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Introduction

User's Profile

Action Requested
HNEC Access Request
FFIS Systems Access
FITS Access Request
PAB/BRIO AccessReg
HITC fceess Recuest
MITS Access Request FFIS Access Request

ACRWS #ceess Req Complete this seclion if FFIS Add or Modify was selecied on page 2,
CPALS A ccess Request
HEAT Aocess Request Tyme of User
S0LServer AccessReq
Soecial Requssts Please sslectthe type of user requesting access: MON-APPROWING OFFICIAL >
Apgreement
Security Bules
Print

Type of Security Profile

Please select a security profile.

Security Profile Description
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Introduction

User's Profile

Action Requested
HNEC Access Request
FFIS Systems Access
FFIS Access Request
PAS/BRIO Access Reg
HITC fceess Recuest

TS Access Request
ACRWS Access Req

PASBRIO Access Request
Selecta group if PAS/BRIO Add or Modify was selected on page 2

CPALS A ccess Request
HEAT Access Request

Group

S0LServer AccessReq
Special Requests

Apgreement
Security Bules

Print
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Introduction

User's Profile

Action Requested
HNEC Access Request
FFIS Systems Access
FFIS Access Request
PAB/BRIO AccessReg
NITC Access Request

MITS Access Request NITC Access Request
ACRWS #ceess Re Complete this section if NITC Add or Modify was selected on page 2.

CPALS A ccess Request

HEAT Acceas Request LIE Sz Range of Access

S0LServer AccessReq

Special Reguests Region/Station/Area

gaeemem TSR ,ﬁ
cutity Bules

Bt Delete It

Add NITC Systerm Record
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Introduction

User's Profile

Action Requested

HNEC Access Request

FFIS Systems Access

FFIS Access Request

PAB/BRIO AccessReg

HITC fceess Recuest

MITS Access Request MITS Access Request

ACRWS Access Req Selectan access [evel if MITS Add or Modify was selected on page 2.
CPAIS #ceess Request
HEAT Access Request
S0LServer AccessReq
Special Requests
Apgreement

Security Bules

Print

Access Level
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Introduction

User's Profile

Action Requested
NEC Access Reguest
FFIS Systems Access
FFIS Access Request
PAS/BRIO AccessReg
NITC Aceess Request
IMITS Access Request ACRAWS Aocess Request

ACRWS Access Regq Select at least one role if ACRWS Add or Modify was selected on page 2.
CPALS A ccess Request
HEAT Aocess Request Ralets)
S0LServer Sccess Reg
Special Reguests
Agreement

Security Rules

Print

Select all Roles that =
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Introduction

User's Profile

Action Requested
NEC Access Reguest
FFIS Systems Access
FFIS Access Request
PAS/BRIO AccessReg
NITC Aceess Request
IMITS Access Request CPAIS Aocess Request

ACRWS #ceess Req Select a role if CPAIS Add ar Modify was selected on page 2
CPAIS Access Request
HEAT Access Reguest

S0LServer AccessReq

Specisl Reguesis CPAIS_READ_ONLY
Agreement GPAIS Training Received?
Security Bules & ves © Mo

Print
Ifyes, enter date cornpleted 010142001

Role
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Introduction

User's Profile

Action Requested

HNEC Access Request

FFIS Systems Access

FFIS Access Request

PAB/BRIO AccessReg

HITC fceess Recuest

DMITS Access Request HEAT Access Request

ACRWS #ceess Req Selecta role if HEAT Add ar Modify was selected on page 2.
CPALS A ccess Request
HEAT Access Requesi
S0LServer AccessReq
Soecial Requssts (Please select one)
Agreement Secure Remote
ecurity Pules Cyves O o

Print
HEAT Training Received?
T yes Mo

Ifyes, enter date cornpleted

Role
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Introduction

User's Profile

Action Requested
HNEC Access Request
FFIS Systems Access
FFIS Access Request
PAB/BRIO AccessReg
HITC fceess Recuest

MITS Access Request ASC SOL Server Access Request

ACRWS #ceess Re Select atleast one database iASC SGL Server Add ar Modify was selected on page 2

CPALS A ccess Request
HEAT Access Request Datahases

(Pleage select at least one)
= Payments Status
Special Requests oY

Apgreement BOA Central Billed Accounts
Security Rules

S0QLServer Access
Re

4
=

Print. Add S0L Server Daiabazes

Datahases Selected:

Previous Page Next Page
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Introduction

User's Profile

Action Requested
HNEC Access Request
FFIS Systems Access
FFIS Access Request
PAB/BRIO AccessReg
HITC fceess Recuest
TS Access Request
ACRWS Access Req
CPALS A ccess Request
HEAT Access Request
S0LServer AccessReq
Special Requesis
Apgreement

Security Bules

Print

Please use the space below for special rejuests.

Pravious Page MNext Page
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Introduction

User's Frofile

Action Requested
HEC Access Request
FFIS Systems Access
FFI3 Access Request
PAS/ERIO Access Regq
NITC Access Request
MITS Access Request
ACEWS Aceess Req ELiERmant
CPAIS Actess Request [The following

must be read and signed by the individual being designated for access. | HEREBY acknowledge the following: | recognize that FFIS and all other NFC gystems contain
HEAT Access Request |data conceming individuals and commaricial entiies which is private or sensitive in nature. | agree natto use the information in these systems for unauthorized purposes, including those that
S0LServer &ccess Reg [resultin the infrusion of the privacy of an individual or a commetcial entity, or the urwarranted disclosure of personal ar propritary information. | agree notto share my access ID andior password
Special Reguests with others. | agree not to after data in any FFIS document or table, or data elerments in any NFC information systern, for purposes of personal benefit orthose that could result in theft or misuse of
A bublic funds.

Security Pules Signature of Applicant Date
Print

User's Supervisor - | cerlify that the user has received security instructions for the systems and/or applications as indicated, and | approve hisfher access to these systems andfor applications,
and the associated profiles.

Supenisar's Name: || Telephane

Signature of Applicant's Supervisor: Date:

Signature of Security Administratar: Date:

PRIVACY ACT NOTICE
In compliance with the Privacy Act of 1874, the following information is provided: Solicitation of your Social Secutity Number is authorized by Executive Order 8387 of November 22,1843 and &
U.S.C. 301. The primary purpase of requesting the Social Security Mumber (SSH) is to properly identify the employee. hany employees have similar names and the furnishing of the SSM will
enahle USFS to identify authorized users of USDA's computer systerns. The information will be used by offices and employees who have a need for the information in the performance of their
official duties. The information will not be disclosed outside USDA. Disclosure of your S5N and other information is mandatory. Failure to provide the reguested infarmation will resultin the denial
orthe requested computer access authority,

Previous Page MNext Page
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Introduction

User's Profile

Action Requested
HFC fecess Request
FFIS Bystems Access
FFI3 Access Request
PAS/BRIO Access Req
NITC Access Request

Mo Access Request

I‘A’[égf;:“ RER“E“ FINANCIAL INFORMATION SYSTEMS KEY SECURITY RULES

St Aocess Heq DO NOT ACCESS, research, or change any account, fils, record or application not required to perfomm your official duties. Vou ave forhidden 1o access your own account, that of 2 spouse,
CPALS & ccoss Request oftive, friend, neighbor, or any account in which you have a personal or financial interest, 1 you are assigned to work on one of thess accounts contact your supervisor. Behave in an ethical

HEAT Access Request fechnically proficient, informed, and tmastworthy manner

SOLServer Accese Re

Special Requests 2 Ifyou are asked by another personto access an account of other sensitive or private information, VERIFY that the requested acoess is authorized. You wil be held responcible ifthe access is not
Ageement authorized. As a general ruls, you should not use a computer or terminal in bshalf of anather person

Security Rules

Print, 3. DIFFERENTIATE TASKS AND FUNCTIONS to encurs that no one person has sols acesss to or control over important resoutces.

4. PROTECT YOUR PASSWORD fram disclosvee. Vou aze responsible for any computer activity associated with yous password. DO NOT SHARE youe password with sthers or reveal it ta
anyone, regardless of his/her position in or autside the U S, Forest Service DO NOT POST your password in yove watk azea, DO NOT USE another person’s passward, USER Ids must be tzeated with
the same care a5 yous passwozd. Everyihing done with youruser I ar password will be recarded s being done by you. Use unique passwords for ach system and spplication you access, NEVER
give Tout passward ot over the telephane. Be alert 1o othets who may ry 1o obtain your passward. Social engineering s & practice used when hackets pose as system ad A hackes may
randauly call a user and say that something is wiong o the system to get arbitrary aceess to your system, They may tell you that they nesd your paseword in order to issue new one, Always
remember that system administrators DO NOT need your password in order to issus you a new password. Do not re-cycle passwords by using just a few over and over again, or make minor changes to
passwords by adding a mumber to the base password

5. CHANGE YOUR PASSWORD if you think your passward is known by someane else, Imme distely notify you sup oryout F 1 Security Coordinator or Secusity Representative
Passwords for PAS will be maintained in accordance with Forast Service Manual (FSM) 6684, Passwords shall

4 Be changed o expie in 130 days orless

b, Contain at least sight characters, a combination of alphsbetic, numeric, and special characters,

¢ NOT contain Any dictionary word in any language; any propet noun of the name of any person, pet, ohild, or fictional character, any emploges nunber, 53N, birth date, phone numiber, ot any
information that could be zeadily guessed about the creator of the password; any simple pattem of letters or mumbers, such as “qwerty”, or “syzl 23;” Any word, noun, or nams spelled baskwards or
appended with a single digit or with a two-digit “year” string, such as Yzl 23

6. DONOT PROGRAM your lagin or password into sutomatic script routines of progranis.

7. LOG OFF/SIGN OFF oz close the browser window for server based applications if you go to lunch, or break, or anytime you leave your computer ar terminal, This is in addition to locking the
workstation,

g PROTECT your system against viruses and similar malicious programs. Make certain that updates to desklop virus protection schemes aze performed in o inely manner in accardance with vendar
ot system administration instructions

9. PARTICIPATE in Forest Service wide annual security training as required and read and adhere to secuity information pertaining 1o the PAS system hardware and software

10. RETRIEVE ALL hard copy printouts in a timely manner. If you cannot. determine the originator o receiver of a printout, dispose of it in a bum waste container or shredder. Store hardeopy reports
and storage media containing sensitive information in a locked room or cabinet

11, IDENTIFY ALL sensitive applications or data that you will be placing on a system, and any equipment processing sensitive information to your supervisor, so thal appropriste security measures
can be implemented

Local intranet:
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12, DO NOT USE PERSONAL EQUIPMENT o: sofiware for official business without your supervisor’s waitten spproval.

13. DO NOT INSTALL OR USE UNAUTHORIZED SOFTWARE on Forest Service equipment. Do not use freeware, shareware or public domain software on Forest Service computers, without your
supervisor's permission and without scanning it for wiruses. Comply with local office policy on the use of antiviral Software

14 OBSERVE ALL SOFTWARE LICENSE AGREEMENTS. Do not wiolate Federal copyright laws.
15, DO NOT MOVE EQUIPMENT o exchange system components without authorization by the appropriste functions and manager’s approval
16, PROTECT FOREST SERVICE COMPUTER EQUIPMENT fram hazards such as liquids, food, smoke, staples, paper clips, etc

17. PROTECT MAGNETIC MEDLA from expasure to electrical currents, extteme temperatures, bending, fuids, smoke, etc. Ensure the magactic mediais secured based onthe seasitivity of the
infarmation contained, and practics proper labeling procedures. BACK UP citical programs and data, and store in a safe place. Back ups should be performed a5 often 25 program and data sensitivity
teqquire. Erace sensitive data on storage media befoze revsing or disposing of the media.

18, DO NOT DISCLOSE THE TELEPHONE NUMBER(S) oz praceduse(s) which pesmit system aceess from a remate location
19 DO NOT SEND OR STORE Government information on a commercial E-mail site

20. DO NOT USE sensitive information for equipment or program test purposes. Vendors should be escorted and monitored while duties

21, DO NOTDISCLOSE or discuss any USDA personns! or vendor related information with unauthorized individuals. The Privacy Act of 1974, 5 USC 5534, prohibits such disclosure. & persan
making o wiltful unauthorized disclosure of information. covered by this act may be charged with a Misdemeanor and subject o a fine of up ta$5,000

23 PROMPTLY REPORT all secusity incidents o your superviser and in accordanse with you sgeney policy on reperting incidents. For examgle: unauthorized disclosure of information, computer
viruses, theft of equipment, sofiware or information, and deliberate afteration or destruction of data or squipment. NEVER ASSUME that somecns clse has already reporied an incident. The risk of an
incident going unreported far outwsighs the possitility that an incident is reported more than ance

23 SEFK sssistance and challengs unescorted strangers in areas whets the system is being used

To continue this request to completion you must indicate your agreement to abide by these rules. Failure to indicate agreement will result in your request not
heing submitted.
IAGREE © Yes € Mo

Clicking the "Finish" button will cause the data from this Form to be entered into the ASC B&F IT Security database, an ermail to be sent to the ASC Security inbox inforring IT Security that your
reuest has been initiated, and the entire form ta be displayed to you far printing. The format for printing a5sumes one inch margins. Please check the Page Setup in your browser before printing
0 insure the marging are set corractly.

Previous Finish
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