DEPARTMENT OF DEFENSE
PENTAGON FORCE PROTECTION AGENCY

9000 DEFENSE PENTAGON
WASHINGTON, DC 20301-9000

27 APR 2006

MEMORANDUM FOR Office of Management and Budget, Executive Office of the
President of the United States

SUBJECT: PFPA Migration Plan to Meet HSPD-12 Requirements
‘Reference: Email from Ms. Toppings, dated October 25, 2005

This memorandum provides Pentagon Force Protection Agency’s response for the
migration of individuals from the current local badges and building passes to the Common
Access Card (CAC). In October 2006, the Defense Manpower Data Center (DMDC) will
initiate the next generation CAC that will be compliant with Homeland Security Presidential
Directive (HSPD)-12. Beginning October 2006, DMDC will issue the HSPD-12 compliant
CAC to military, DoD civilians and contractors. This migration may take three and a half
years to implement due to the normal transition of expiration of the current CAC. There are
approximately 100,000 personnel within the Pentagon and delegated buildings and 89% will
possess HSPD-12 compliant cards. The Pentagon and delegated buildings contain nearly
89,000 CAC-issued individuals.

The DMDC advocates use of the Defense Biometric Identification System (DBIDS) as
an alternate credential for personnel who are not eligible for an HSPD-12 compliant credential.
The DBIDS credential will be issued to contractors requiring physical access to a single DoD
facility or a local region that employs regional DBIDS and will not have a requirement to visit
other federal facilities. The DBIDS card will also be issued to other personnel requiring
physical access but not eligible for an HSPD-12 compliant card (i.e. volunteers, vendors,
personnel requiring infrequent access, etc.). The use of DBIDS will eliminate many base-level
identification cards currently used for physical access.

An additional card will be authorized and possesses special visual or topology
characteristics that are not available with the current CAC or DBIDS. This card will only be
issued to individuals requiring access to certain locations or have mission-essential tasks such
as deploying to support Continuity of Operations Plan (COOP) and are identified with a “3.”
Emergency workers will require an “EW™ on their badge. Those individuals requiring
concealed firearms will have an “A.” on their card. These additional cards will only have
visual identifiers and not electronic access controls.
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If you have any questions, the point of contact for this action is Mr. Jerry Stanphill at
(703) 695-4668 or JStanphill@pfpa.mil. For access control questions contact Ms. Lillian
Dockery may be reached at (703) 697-9327 or LDockery@pfpa.mil.

-~ James G. Morehouse
Director

Attachment:
Timeline:

cc: Mr. Taylor, PFPA Acting Director
Ms. Dixon, CAC Office, Director



PFPA Time Line for HSPD-12 Implementation

Taskers

3Q06 4Q06 1QO07 2Q07 3Q07 4Q07

1Q08 2Q08 3Q08

4Q08

1Q09 2Q09

Educate the Workforce

Install DBIDS stations

CAC issuance to Mil & GS Only
Request Change to Contract Mods
NAC(Il) Implementation Mil & GS
CAC issuance to contractors

Start installing Contactless Tech.

Identity proofing for 15 yr employees

Resource Requirements

5 Personnel for NAC(l) Suitability FYOQ7
23 Security Officers to run Handhelds FYOQ7
1 Fingerprint Tech for NAC(l) FYO7
15 Handheld Readers for Pentagon FYO7
166 Handheld Readers for NCR FYOQ7

Move 3,000 access to Contactless Tech FY08

Total

$260K
$ 3.6M
$ 40K
$52K
$462K
$10M

$14.414M




