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§ 1912a.14 Petitions for changes in the 
rules; complaints. 

(a) Any interested person shall have 
the right to petition for the issuance, 
amendment, or repeal of rules pub-
lished in this part. Any such petition 
will be considered in a reasonable time. 
Prompt notice shall be given of the de-
nial in whole or in part of any petition. 
Except in affirming a prior denial or 
when the denial is self-explanatory the 
notice shall be accompanied by a brief 
statement of the reasons therefor. 

(b) Any advisory committee member 
or any other aggrieved person may file 
a written complaint with the Assistant 
Secretary alleging noncompliance with 
the rules in this part. Any complaint 
must be timely filed, but in no case 
shall any complaint be filed later than 
thirty (30) days following the day on 
which the act of alleged noncompliance 
occurred. Any complaint shall be acted 
upon promptly and a written notice of 
the disposition of the complaint shall 
be provided to the complainant. 

(c) Complaints and petitions should 
make reference to this § 1912a.14 and be 
filed and addressed as follows: 

Assistant Secretary of Labor for Occupa-
tional Safety and Health 

United States Department of Labor 
Washington, D.C. 20210. 

PART 1913—RULES OF AGENCY 
PRACTICE AND PROCEDURE 
CONCERNING OSHA ACCESS TO 
EMPLOYEE MEDICAL RECORDS 

AUTHORITY: Sec. 8, Occupational Safety 
and Health Act of 1970 (29 U.S.C. 657); Sec. e, 
Privacy Act (5 U.S.C. 552a(e); 5 U.S.C. 301); 
Secretary of Labor’s Order No. 8–76 (41 FR 
25059), or 5–2002 (67 FR 65008) as applicable. 

§ 1913.10 Rules of agency practice and 
procedure concerning OSHA access 
to employee medical records. 

(a) General policy. OSHA access to 
employee medical records will in cer-
tain circumstances be important to the 
agency’s performance of its statutory 
functions. Medical records, however, 
contain personal details concerning the 
lives of employees. Due to the substan-
tial personal privacy interests in-
volved, OSHA authority to gain access 
to personally identifiable employee 

medical information will be exercised 
only after the agency has made a care-
ful determination of its need for this 
information, and only with appropriate 
safeguards to protect individual pri-
vacy. Once this information is ob-
tained, OSHA examination and use of 
it will be limited to only that informa-
tion needed to accomplish the purpose 
for access. Personally identifiable em-
ployee medical information will be re-
tained by OSHA only for so long as 
needed to accomplish the purpose for 
access, will be kept secure while being 
used, and will not be disclosed to other 
agencies or members of the public ex-
cept in narrowly defined cir-
cumstances. This section establishes 
procedures to implement these poli-
cies. 

(b) Scope and application. (1) Except 
as provided in paragraphs (b) (3) 
through (6) below, this section applies 
to all requests by OSHA personnel to 
obtain access to records in order to ex-
amine or copy personally identifiable 
employee medical information, wheth-
er or not pursuant to the access provi-
sions of 29 CFR 1910.1020(e). 

(2) For the purposes of this section, 
‘‘personally identifiable employee med-
ical information’’ means employee 
medical information accompanied by 
either direct identifiers (name, address, 
social security number, payroll num-
ber, etc.) or by information which 
could reasonably be used in the par-
ticular circumstances indirectly to 
identify specific employees (e.g., exact 
age, height, weight, race, sex, date of 
initial employment, job title, etc.). 

(3) This section does not apply to 
OSHA access to, or the use of, aggre-
gate employee medical information or 
medical records on individual employ-
ees which is not in a personally identi-
fiable form. This section does not apply 
to records required by 29 CFR part 1904, 
to death certificates, or to employee 
exposure records, including biological 
monitoring records treated by 29 CFR 
1910.1020(c)(5) or by specific occupa-
tional safety and health standards as 
exposure records. 

(4) This section does not apply where 
OSHA compliance personnel conduct 
an examination of employee medical 
records solely to verify employer com-
pliance with the medical surveillance 
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recordkeeping requirements of an occu-
pational safety and health standard, or 
with 29 CFR 1910.1020. An examination 
of this nature shall be conducted on- 
site and, if requested, shall be con-
ducted under the observation of the 
recordholder. The OSHA compliance 
personnel shall not record and take off- 
site any information from medical 
records other than documentation of 
the fact of compliance or non-compli-
ance. 

(5) This section does not apply to 
agency access to, or the use of, person-
ally identifiable employee medical in-
formation obtained in the course of 
litigation. 

(6) This section does not apply where 
a written directive by the Assistant 
Secretary authorizes appropriately 
qualified personnel to conduct limited 
reviews of specific medical information 
mandated by an occupational safety 
and health standard, or of specific bio-
logical monitoring test results. 

(7) Even if not covered by the terms 
of this section, all medically related 
information reported in a personally 
identifiable form shall be handled with 
appropriate discretion and care befit-
ting all information concerning spe-
cific employees. There may, for exam-
ple, be personal privacy interests in-
volved which militate against disclo-
sure of this kind of information to the 
public (See, 29 CFR 70.26 and 70a.3). 

(c) Responsible persons—(1) Assistant 
Secretary. The Assistant Secretary of 
Labor for Occupational Safety and 
Health (Assistant Secretary) shall be 
responsible for the overall administra-
tion and implementation of the proce-
dures contained in this section, includ-
ing making final OSHA determinations 
concerning: 

(i) Access to personally identifiable 
employee medical information (para-
graph (d)), and 

(ii) Inter-agency transfer or public 
disclosure of personally identifiable 
employee medical information (para-
graph (m)). 

(2) OSHA Medical Records Officer. The 
Assistant Secretary shall designate an 
OSHA official with experience or train-
ing in the evaluation, use, and privacy 
protection of medical records to be the 
OSHA Medical Records Officer. The 
OSHA Medical Records Officer shall re-

port directly to the Assistant Sec-
retary on matters concerning this sec-
tion and shall be responsible for: 

(i) Making recommendations to the 
Assistant Secretary as to the approval 
or denial of written access orders 
(paragraph (d)), 

(ii) Assuring that written access or-
ders meet the requirements of para-
graphs (d) (2) and (3) of this section, 

(iii) Responding to employee, collec-
tive bargaining agent, and employer 
objections concerning written access 
orders (paragraph (f)), 

(iv) Regulating the use of direct per-
sonal identifiers (paragraph (g)), 

(v) Regulating internal agency use 
and security of personally identifiable 
employee medical information (para-
graphs (h) through (j)), 

(vi) Assuring that the results of agen-
cy analyses of personally identifiable 
medical information are, where appro-
priate, communicated to employees 
(paragraph (k)), 

(vii) Preparing an annual report of 
OSHA’s experience under this section 
(paragraph (l)), and 

(viii) Assuring that advance notice is 
given of intended inter-agency trans-
fers or public disclosures (paragraph 
(m)). 

(3) Principal OSHA Investigator. The 
Principal OSHA Investigator shall be 
the OSHA employee in each instance of 
access to personally identifiable em-
ployee medical information who is 
made primarily responsible for assur-
ing that the examination and use of 
this information is performed in the 
manner prescribed by a written access 
order and the requirements of this sec-
tion (paragraphs (d) through (m). When 
access is pursuant to a written access 
order, the Principal OSHA Investigator 
shall be professionally trained in medi-
cine, public health, or allied fields (epi-
demiology, toxicology, industrial hy-
giene, biostatistics, environmental 
health, etc.). 

(d) Written access orders—(1) Require-
ment for written access order. Except as 
provided in paragraph (d)(4) below, 
each request by an OSHA representa-
tive to examine or copy personally 
identifiable employee medical informa-
tion contained in a record held by an 
employer or other recordholder shall be 
made pursuant to a written access 
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order which has been approved by the 
Assistant Secretary upon the rec-
ommendation of the OSHA Medical 
Records Officer. If deemed appropriate, 
a written access order may constitute, 
or be accompanied by, an administra-
tive subpoena. 

(2) Approval criteria for written access 
order. Before approving a written ac-
cess order, the Assistant Secretary and 
the OSHA Medical Records Officer 
shall determine that: 

(i) The medical information to be ex-
amined or copied is relevant to a statu-
tory purpose and there is a need to 
gain access to this personally identifi-
able information, 

(ii) The personally identifiable med-
ical information to be examined or cop-
ied is limited to only that information 
needed to accomplish the purpose for 
access, and 

(iii) The personnel authorized to re-
view and analyze the personally identi-
fiable medical information are limited 
to those who have a need for access and 
have appropriate professional quali-
fications. 

(3) Content of written access order. 
Each written access order shall state 
with reasonable particularity: 

(i) The statutory purposes for which 
access is sought, 

(ii) A general description of the kind 
of employee medical information that 
will be examined and why there is a 
need to examine personally identifiable 
information, 

(iii) Whether medical information 
will be examined on-site, and what 
type of information will be copied and 
removed off-site, 

(iv) The name, address, and phone 
number of the Principal OSHA Investi-
gator and the names of any other au-
thorized persons who are expected to 
review and analyze the medical infor-
mation. 

(v) The name, address, and phone 
number of the OSHA Medical Records 
Officer, and 

(vi) The anticipated period of time 
during which OSHA expects to retain 
the employee medical information in a 
personally identifiable form. 

(4) Special situations. Written access 
orders need not be obtained to examine 
or copy personally identifiable em-

ployee medical information under the 
following circumstances: 

(i) Specific written consent. If the spe-
cific written consent of an employee is 
obtained pursuant to 29 CFR 
1910.1020(e)(2)(ii), and the agency or an 
agency employee is listed on the au-
thorization as the designated rep-
resentative to receive the medical in-
formation, then a written access order 
need not be obtained. Whenever person-
ally identifiable employee medical in-
formation is obtained through specific 
written consent and taken off-site, a 
Principal OSHA Investigator shall be 
promptly named to assure protection 
of the information, and the OSHA Med-
ical Records Officer shall be notified of 
this person’s identity. The personally 
identifiable medical information ob-
tained shall thereafter be subject to 
the use and security requirements of 
paragraphs (h) through (m) of this sec-
tion. 

(ii) Physician consultations. A written 
access order need not be obtained 
where an OSHA staff or contract physi-
cian consults with an employer’s physi-
cian concerning an occupational safety 
or health issue. In a situation of this 
nature, the OSHA physician may con-
duct on-site evaluation of employee 
medical records in consultation with 
the employer’s physician, and may 
make necessary personal notes of his 
or her findings. No employee medical 
records, however, shall be taken off- 
site in the absence of a written access 
order or the specific written consent of 
an employee, and no notes of person-
ally identifiable employee medical in-
formation made by the OSHA physi-
cian shall leave his or her control with-
out the permission of the OSHA Med-
ical Records Officer. 

(e) Presentation of written access order 
and notice to employees. (1) The Prin-
cipal OSHA Investigator, or someone 
under his or her supervision, shall 
present at least two (2) copies each of 
the written access order and an accom-
panying cover letter to the employer 
prior to examining or obtaining med-
ical information subject to a written 
access order. At least one copy of the 
written access order shall not identify 
specific employees by direct personal 
identifier. The accompanying cover let-
ter shall summarize the requirements 
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of this section and indicate that ques-
tions or objections concerning the 
written access order may be directed to 
the Principal OSHA Investigator or to 
the OSHA Medical Records Officer. 

(2) The Principal OSHA Investigator 
shall promptly present a copy of the 
written access order (which does not 
identify specific employees by direct 
personal identifier) and its accom-
panying cover letter to each collective 
bargaining agent representing employ-
ees whose medical records are subject 
to the written access order. 

(3) The Principal OSHA Investigator 
shall indicate that the employer must 
promptly post a copy of the written ac-
cess order which does not identify spe-
cific employees by direct personal iden-
tifier, as well as post its accompanying 
cover letter (See, 29 CFR 
1910.1020(e)(3)(ii)). 

(4) The Principal OSHA Investigator 
shall discuss with any collective bar-
gaining agent and with the employer 
the appropriateness of individual no-
tice to employees affected by the writ-
ten access order. Where it is agreed 
that individual notice is appropriate, 
the Principal OSHA Investigator shall 
promptly provide to the employer an 
adequate number of copies of the writ-
ten access order (which does not iden-
tify specific employees by direct per-
sonal identifier) and its accompanying 
cover letter to enable the employer ei-
ther to individually notify each em-
ployee or to place a copy in each em-
ployee’s medical file. 

(f) Objections concerning a written ac-
cess order. All employee, collective bar-
gaining agent, and employer written 
objections concerning access to records 
pursuant to a written access order 
shall be transmitted to the OSHA Med-
ical Records Officer. Unless the agency 
decides otherwise, access to the records 
shall proceed without delay notwith-
standing the lodging of an objection. 
The OSHA Medical Records Officer 
shall respond in writing to each em-
ployee’s and collective bargaining 
agent’s written objection to OSHA ac-
cess. Where appropriate, the OSHA 
Medical Records Officer may revoke a 
written access order and direct that 
any medical information obtained by it 
be returned to the original 
recordholder or destroyed. The Prin-

cipal OSHA Investigator shall assure 
that such instructions by the OSHA 
Medical Records Officer are promptly 
implemented. 

(g) Removal of direct personal identi-
fiers. Whenever employee medical in-
formation obtained pursuant to a writ-
ten access order is taken off-site with 
direct personal identifiers included, the 
Principal OSHA Investigator shall, un-
less otherwise authorized by the OSHA 
Medical Records Officer, promptly sep-
arate all direct personal identifiers 
from the medical information, and 
code the medical information and the 
list of direct identifiers with a unique 
identifying number for each employee. 
The medical information with its nu-
merical code shall thereafter be used 
and kept secured as though still in a 
directly identifiable form. The Prin-
cipal OSHA Investigator shall also 
hand deliver or mail the list of direct 
personal identifiers with their cor-
responding numerical codes to the 
OSHA Medical Records Officer. The 
OSHA Medical Records Officer shall 
thereafter limit the use and distribu-
tion of the list of coded identifiers to 
those with a need to know its contents. 

(h) Internal agency use of personally 
identifiable employee medical information. 
(1) The Principal OSHA Investigator 
shall in each instance of access be pri-
marily responsible for assuring that 
personally identifiable employee med-
ical information is used and kept se-
cured in accordance with this section. 

(2) The Principal OSHA Investigator, 
the OSHA Medical Records Officer, the 
Assistant Secretary, and any other au-
thorized person listed on a written ac-
cess order may permit the examination 
or use of personally identifiable em-
ployee medical information by agency 
employees and contractors who have a 
need for access, and appropriate quali-
fications for the purpose for which they 
are using the information. No OSHA 
employee or contractor is authorized 
to examine or otherwise use personally 
identifiable employee medical informa-
tion unless so permitted. 

(3) Where a need exists, access to per-
sonally identifiable employee medical 
information may be provided to attor-
neys in the Office of the Solicitor of 
Labor, and to agency contractors who 
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are physicians or who have contrac-
tually agreed to abide by the require-
ments of this section and imple-
menting agency directives and instruc-
tions. 

(4) OSHA employees and contractors 
are only authorized to use personally 
identifiable employee medical informa-
tion for the purposes for which it was 
obtained, unless the specific written 
consent of an employee is obtained as 
to a secondary purpose, or the proce-
dures of paragraphs (d) through (g) of 
this section are repeated with respect 
to the secondary purpose. 

(5) Whenever practicable, the exam-
ination of personally identifiable em-
ployee medical information shall be 
performed on-site with a minimum of 
medical information taken off-site in a 
personally identifiable form. 

(i) Security procedures. (1) Agency files 
containing personally identifiable em-
ployee medical information shall be 
segregated from other agency files. 
When not in active use, files containing 
this information shall be kept secured 
in a locked cabinet or vault. 

(2) The OSHA Medical Records Offi-
cer and the Principal OSHA Investi-
gator shall each maintain a log of uses 
and transfers of personally identifiable 
employee medical information and 
lists of coded direct personal identi-
fiers, except as to necessary uses by 
staff under their direct personal super-
vision. 

(3) The photocopying or other dupli-
cation of personally identifiable em-
ployee medical information shall be 
kept to the minimum necessary to ac-
complish the purposes for which the in-
formation was obtained. 

(4) The protective measures estab-
lished by this section apply to all 
worksheets, duplicate copies, or other 
agency documents containing person-
ally identifiable employee medical in-
formation. 

(5) Intra-agency transfers of person-
ally identifiable employee medical in-
formation shall be by hand delivery, 
United States mail, or equally protec-
tive means. Inter-office mailing chan-
nels shall not be used. 

(j) Retention and destruction of records. 
(1) Consistent with OSHA records dis-
position programs, personally identifi-
able employee medical information and 

lists of coded direct personal identi-
fiers shall be destroyed or returned to 
the original recordholder when no 
longer needed for the purposes for 
which they were obtained. 

(2) Personally identifiable employee 
medical information which is currently 
not being used actively but may be 
needed for future use shall be trans-
ferred to the OSHA Medical Records 
Officer. The OSHA Medical Records Of-
ficer shall conduct an annual review of 
all centrally-held information to deter-
mine which information is no longer 
needed for the purposes for which it 
was obtained. 

(k) Results of an agency analysis using 
personally identifiable employee medical 
information. The OSHA Medical Records 
Officer shall, as appropriate, assure 
that the results of an agency analysis 
using personally identifiable employee 
medical information are communicated 
to the employees whose personal med-
ical information was used as a part of 
the analysis. 

(l) Annual report. The OSHA Medical 
Records Officer shall on an annual 
basis review OSHA’s experience under 
this section during the previous year, 
and prepare a report to the Assistant 
Secretary which shall be made avail-
able to the public. This report shall 
discuss: 

(1) The number of written access or-
ders approved and a summary of the 
purposes for access, 

(2) The nature and disposition of em-
ployee, collective bargaining agent, 
and employer written objections con-
cerning OSHA access to personally 
identifiable employee medical informa-
tion, and 

(3) The nature and disposition of re-
quests for inter-agency transfer or pub-
lic disclosure of personally identifiable 
employee medical information. 

(m) Inter-agency transfer and public 
disclosure. (1) Personally identifiable 
employee medical information shall 
not be transferred to another agency or 
office outside of OSHA (other than to 
the Office of the Solicitor of Labor) or 
disclosed to the public (other than to 
the affected employee or the original 
recordholder) except when required by 
law or when approved by the Assistant 
Secretary. 

VerDate Aug<31>2005 04:07 Jul 30, 2006 Jkt 208113 PO 00000 Frm 00036 Fmt 8010 Sfmt 8010 Y:\SGML\208113.XXX 208113



27 

Occupational Safety and Health Admin., Labor Pt. 1915 

(2) Except as provided in paragraph 
(m)(3) of this section, the Assistant 
Secretary shall not approve a request 
for an inter-agency transfer of person-
ally identifiable employee medical in-
formation, which has not been con-
sented to by the affected employees, 
unless the request is by a public health 
agency which: 

(i) Needs the requested information 
in a personally identifiable form for a 
substantial public health purpose, 

(ii) Will not use the requested infor-
mation to make individual determina-
tions concerning affected employees 
which could be to their detriment, 

(iii) Has regulations or established 
written procedures providing protec-
tion for personally identifiable medical 
information substantially equivalent 
to that of this section, and 

(iv) Satisfies an exemption to the 
Privacy Act to the extent that the Pri-
vacy Act applies to the requested infor-
mation (See, 5 U.S.C. 552a(b); 29 CFR 
70a.3). 

(3) Upon the approval of the Assist-
ant Secretary, personally identifiable 
employee medical information may be 
transferred to: 

(i) The National Institute for Occupa-
tional Safety and Health (NIOSH) and 

(ii) The Department of Justice when 
necessary with respect to a specific ac-
tion under the Occupational Safety and 
Health Act. 

(4) The Assistant Secretary shall not 
approve a request for public disclosure 
of employee medical information con-
taining direct personal identifiers un-
less there are compelling cir-
cumstances affecting the health or 
safety of an individual. 

(5) The Assistant Secretary shall not 
approve a request for public disclosure 
of employee medical information which 
contains information which could rea-
sonably be used indirectly to identify 
specific employees when the disclosure 
would constitute a clearly unwarranted 
invasion of personal privacy (See, 5 
U.S.C. 552(b)(6); 29 CFR 70.26). 

(6) Except as to inter-agency trans-
fers to NIOSH or the Department of 
Justice, the OSHA Medical Records Of-
ficer shall assure that advance notice 
is provided to any collective bar-
gaining agent representing affected 
employees and to the employer on each 

occasion that OSHA intends to either 
transfer personally identifiable em-
ployee medical information to another 
agency or disclose it to a member of 
the public other than to an affected 
employee. When feasible, the OSHA 
Medical Records Officer shall take rea-
sonable steps to assure that advance 
notice is provided to affected employ-
ees when the employee medical infor-
mation to be transferred or disclosed 
contains direct personal identifiers. 

[45 FR 35294, May 23, 1980; 45 FR 54334, Aug. 
15, 1980, as amended at 71 FR 16674, Apr. 3, 
2006] 
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