DHS-VISAT-T  PRA  Screen Shots

Currently the OMB language is located on the third page, which is the fourth page of this document.
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Vulnerability Self-Assessment Tool

Vulnerability Assessments | User Administration | Profile Administration | Administration Tool | Risk Assessment User Management

Vulnerability Vulnerability Assessments
Assessments | Welcome to Vulnerability Assessments.
» Add Assessment

The Vulnerability Assessment module allows authorized users to perform a detailed analysis of the security
posture for a particular entity. Assessments focus on identifying the security issues that may exist for the
entity and how to get these issues solved.

| Search Assessments

Tnbox.

0 Unstarted

37 Draft Please note that the browser back button may cause problems while using this application. Please

0 Submitted use the page navigation buttons instead of the browser's back button to avoid any potential issues.

2 Unresolved

OFmal__ © Add Assessment- To add a new Vulnerability Assessment, click "Add Assessment” on the left navigation
schive bar.

6 To Review

® Edit or View - To edit or view an existing Vulnerability Assessment, click "Search Assessment” on the left
navigation bar.
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Vulnerability Assessments

1. Select 2. Checkist 3. Scenarios 4. Summary.

Select Entity for Vulnerability Assessment

Use the controls below to select the entity for which you wish to perform an assessment. To continue to the
next step click the continue button at the bottom of the page or select the second step in the path above.

Please select the entity for which you wishto [z |
perform an assessment

‘conTINuE | [ CANCEL

Departmant of Homeland Security

Privacy Policy : Terms Of Use : DHS.gov

WARNING: THIS DOCUMENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER THE PROVISIONS OF 4 CFR PART 1520. NO PART OF
THIS DOCUMEIT MAY BE RELEASED WITHOUT THE WAITTEN PERMISSION OF THE UNIDER SECRETARY OF TRANSPORTATION FOR SECURITY, WASHINGTON, DC
20591, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC AVATLABILITY TO BE DETERMINED

UNDER 5 U.5.C. 552.

—— o B oot Dooaneti-v.  EESEEEEE]





[image: image3.png]Windows Internet Explorer.

] hto:topeb. tsa.ch. gov ikfassessmentsfupdateentitydsta.co ][4 (%] [

Fie Edt View Favories Toos Help

* & (e[| @shre | @ varming:sensvveseau.. x | ]

Vulnerability Assessments | User Administration | Profile Administration | Administration Tool | Risk Assessment User Management

Vulnerability Vulnerability Assessments
Assessments
» Add Assessment
1. Select 2. Checkdist 3. Scenarios 4. Summary
b Search Assessments
Mode Instructions
nbox The Department of Homeland Security Vulnerability Identification Self Assessment Tool (DHS-VISAT) is a
37 Dratt multi-modal, no cost, web based, vulnerability self-assessment tool. Individual modules support the
0 Submitted requirements of different transportation modes and their operations. This particular module addresses the
2 Unresolved specific requirements for the evaluation of vulnerabilities of the Highway Tunnel Systems
0 Final
0 Archived process:
6 To Review

« Users answer a list of checklist questions regarding specific security measures in place at the facilty.
Answer the questions with yes/no or “not applicable” and utilize the textbox to include further comments,

« Users rate the effectiveness of security measures in detecting and preventing a given threat scenario

« Users list the specific security countermeasures that would be employed to guard against each threat
scenario

The countermeasures are divided into seven, broad countermeasure groupings that represent different
security layers; these categories are common for all DHS-VISAT modules developed for the different modes of
transportation.

The tool assumes a baseline security posture at the "yellow" threat level, as defined by the Homeland
Security Advisory System (HSAS). For each threat scenario, the assessor describes the baseline (yellow
threat level) security countermeasures employed. After the user defines the baseline security practices, the
tool captures any additional countermeasures deployed in response to increased threat warnings (Orange and
Red),

DHS-VISAT also does not incorporate the "black” (under attack) and "purple” (recovering from attack) threat
levels used by FTA in their security guidelines, but rather follows the HSAS threat levels. The additional FTA-
defined threat levels concern measures taken after an attack has occurred, while the DHS-VISAT tool





[image: image4.png]Windows Internet Explorer.

G + [E]rewiopneb s govrsessessments odatzentiyiate o ] [%][x] [

Fie Edt View Favories Toos Help

* & (e[| @shre | @ varming:sensvveseau.. x | ]

Secunty Tayers; these categonies are common for all DHS-VISAT modules developed for the different modes of
transportation,

»

The tool assumes a baseline security posture at the "yellow" threat level, as defined by the Homeland
Security Advisory System (HSAS). For each threat scenario, the assessor describes the baseline (yellow
threat level) security countermeasures employed. After the user defines the baseline security practices, the
tool captures any additional countermeasures deployed in response to increased threat warnings (Orange and
Red),

DHS-VISAT also does not incorporate the "black” (under attack) and "purple” (recovering from attack) threat
levels used by FTA in their security guidelines, but rather follows the HSAS threat levels. The additional FTA-
defined threat levels concern measures taken after an attack has occurred, while the DHS-VISAT tool
addresses pre-attack security preparedness. While the DHS-VISAT tool does not explicitly cover response
and recovery planning efforts, all operators are encouraged to plan response and recovery efforts,

Upon completion of the DHS-VISAT tool, users receive a complete report of the assessment. This report will
assist personnel in identifying security vulnerabilities and in developing strategies to mitigate these
vulnerabilities

Paperwork Reduction Act Statement of Burden:

Through this information collection, TSA is seeking to assist transportation asset owners/operators in
developing a security plan and in performing a vulnerability assessment of their assets. The public burden for
this collection of information is estimated to be approximately 8 hours. This is a voluntary collection of
information. An agency may not conduct or sponsor, and persons are not required to respond to, a collection
of information unless it displays a currently valid OMB control number. The OMB control number assigned to
this collection is 1652-0037, which expires 02/28/2009

ConTInuE

Privacy Policy : Terms Of Use : DHS.gov
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| Search Assessments

1. Select 2. Checklist 3. Scenarios 4. Summary

Tnbox.

0 Unstarted

37 Draft Entity Information

0 Submitted

2 Unresolved Entity: test4

0 Final

0 Archived Vulnerability Assessment Checklist

6 To Review The completed vulnerability assessment checkiist will provide the vulnerability assessor with a snapshot of the
assessed entity's current security profile. Additionally, the checklist will provide the vulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven
sections that contain security-related questions. The vulnerability assessor will answer every question with a
"Yes', 'No', or 'Not Applicable’ answer. Additionally, the vulnerability assessor will expound on all answers in the
corresponding textbox.
Step 10f7 Next >
Plans, Policies, and Procedures
1: [Corporate Security Practice] Does the agency’s alert  [—saiec W)
system align with the National Homeland Security Alert =
System?
2: [Corporate Security Practice] Does the agency havea  [-selse-
documented system for processing the flow of threat =
information?
3: [Corporate Security Practice] Is the threat information  [--selsc- ¥
that the agency collects kept on file and assessed =
periodically?
4: [Corporate Security Practice] Does the agency conduct  [~seiec- W
vulnerability assessments on its assets? =
5: [Corporate Security Practice] Does the agency havea  [-selse-
documented vulnerability assessment program? |
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57To Review The completed vulnerability assessment checkist will provide the vulnerability assessor with a snapshot of the
assessed entity's current security profile. Additionally, the checklist will provide the vulnerability assessor with
useful information that will assist her or him in completing a security plan. The checkiist consists of seven
sections that contain security-related questions. The vulnerability assessor will answer every question with a
"Yes', 'No', or 'Not Applicable’ answer. Additionally, the vulnerability assessor will expound on all answers in the
corresponding textbox.
Step20f7 <Previous  Next>
Training
1: [Corporate Security Practice] Is the training curriculum  [~seiec— W) ~
documented in the security plan? If yes, please elaborate =
using the comments field. -
2: [Corporate Security Practice] Are drills and trai elea v
exercises regularly conducted so that personnel
‘and practice their security duties and responsibilities? If yes,
please describe (using the comments field) how often such o4
exercises occur. (FTA Top 20 -16; suggests that agencies
conduct table top exercises at least once every six months
‘and regional drills annually.)
ice] Does the agency conduct  [seie- W 2
‘awareness and security plan =
implementation? If yes, how many do you train each year? -
a: [Corporate Security Practice] Does the agency conduct  [—seilec- ¥,
ing on security awareness and security plan
implementation? If yes, please elaborate using the comments
field. o4
5: [Corporate Security Practice] Does the agency use a elea v
ulum? If yes, is it based on a standard,
o= T [ i sies
a BEE a & Ma La
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1. Select 2. Checklist 3. Scenarios

Entity Information

Entity: testd.

Vulnerability Assessment Checklist
The completed vulneral

4. Summary.

ity assessment checKiist will provide the vulnerability assessor with a snapshot of the

assessed entity's current security profile. Additionally, the checklist will provide the vulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven

sections that contain securi

-related questions. The vulnerability assessor will answer every question with a

"Yes', 'No', or 'Not Applicable’ answer. Additionally, the vulnerability assessor will expound on all answers in the

corresponding textbox.

Step3of 7

Cargo, Personnel, and Vehicle Access Control

: [Corporate Security Practice] Does the security plan
identify or define secure areas? If yes, please describe
using the comments field.

e] Does the agency provide
lentification cards to employees?

3: [Corporate Security Practice] Does the agency provide
identification cards to contractor personnel?

: [Corporate Security Practice] Does the agency

differentiate between levels of access for secure areas? If
yes, please describe using the comments field.

< Previous

Next >

Selact-

Selact-

Selact-

Selact-
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Entity: testd.

Vulnerability Assessment Checklist

The completed vulnerability assessment checkiist will provide the vulnerability assessor with a snapshot of the
assessed entity's current security profile. Additionally, the checklist will provide the vulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven

sections that contain security-related questions. The vulnerability assessor will answer every question with a
"Yes', 'No', or 'Not Applicable’ answer. Additionally, the vulnerability assessor will expound on all answers in the

corresponding textbox.

Stepaof 7

Physical Security Assets

describe in the comments field.

2: [Corporate Security Practice] Does the agency use
guard services/patrols (armed/unarmed contract, LEO,
National Guard, USCG)? If yes, please elaborate using the
comments field.

3: [System-wide issue] Are transit agency police officers
armed?

4: [System-wi ue] Does the agency hire contract
employees to provide security? If yes, please describe
(using the comments field) the force level (number of
officers) of the contracted security force. (If no, please
answer "n/a” to the next question.) (APTA Baseline
Security Checklist)

5: [System-wide issue] Are private security officers
armed?

< Previous

Next >

Selact-

Selact-

Selact-

Selact-

Selact-





[image: image9.png]G@ + [ ] htip:/jtopmeb. tsa.chs. govjriskjassessments updatecheckistdata.do

Fie Edt View Favories Toos Help

* & (e[| @shre {gwm:s“msﬂ.....x[ ]

B
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2 Unresolved Entity: tests

0 Final

0 Archived Vulnerability Assessment Checklist

© ToReview The completed vulnerability assessment checklist will provide the vulnerability assessor with a snapshot of the

assessed entity's current security profile. Additionally, the checklist will provide the vulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven
sections that contain security-related questions. The vulnerability assessor will answer every question with a
"Yes', 'No', or 'Not Applicable’ answer. Additionally, the vulnerability assessor will expound on all answers in the
corresponding textbox.

Step5of 7 <Previous  Next>

Security Technologies and Equipment

1: [Corporate Security Practice] Does the agency use  [--selec- ¥,
lentification card technology to verify employee =
Eo— 7
e] Does the agency use  [—select- W)
its buildings? If yes, please =
4: [System-wide issue] Does the agency conductany  [—salect- ¥
\g of the station, vehicles, or passengers using m
‘scanning/detection equipment o other devices?
: [Station-Specific Issue] Does the station have closed- [—selsct— ¥
circuit television (CCTV)? If yes, please describe (using m
the comments field) the technology and how it is used.
(FTA Top 20; APTA Baseline Security Checklist)
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Entity: testd.

Vulnerabi

Assessment Checklist
The completed vulnerability assessment checkiist will provide the vulnerability assessor with a snapshot of the

assessed entity's current security profile. Additionally, the checklist will provide the vulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven
sections that contain security-related questions. The vulnerability assessor will answer every question with a
"Yes', 'No', or 'Not Applicable’ answer. Additionally, the vulnerability assessor will expound on all answers in the
corresponding textbox.

Step 6 of 7 <Previous  Next>

Communications Security.

1: [Corporate Security Practice] Does the agency use  [~selec— ¥/ 3
ternal methods to monitor and transmit threat =

information (e.g. intranet, media, toll-free number)? If

ves, please describe these methods in the text box. o4

2: [Corporate Security Practice] Does the agency use  [-selc— 3

‘external resources to monitor and transmit threat =

information (e.g,, state agency, ISAC, FBL, LEO)? If yes,

please describe in the text box. o4

3: [Corporate Security Practice] Does the agency have a [--selsc

24/7 emergency response center? =

4: [Corporate Security Practice] Does the agency select- ~

maintain an updated list of contact information for their =

personnel? -

5: [Corporate Security Practice] Does the agency have  [-selse- 3

designated personnel to be alerted when the alert-level =

changes or an incident occurs? I yes, please elaborate

using the comments field. o4
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Entity Information

Entity: testd.

Assessment Checklist
The completed vulnerability assessment checkiist will provide the vulnerability assessor with a snapshot of the
assessed entity's current security profile. Additionally, the checklist will provide the vulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven
sections that contain security-related questions. The vulnerability assessor will answer every question with a
"Yes', 'No', or 'Not Applicable’ answer. Additionally, the vulnerability assessor will expound on all answers in the
corresponding textbox.

Vulnerabi

Step7of7 < previous

Information Security

1: [Corporate Security Practice] Does the agency have a Eo—
means to receive, disseminate, and store CLASSIFIED
information?

2: [Corporate Security Practice] Does the agency require  [—salect- ¥
that employees who have access to the security plan sign
non-disclosure agreements?

3: [Corporate Security Practice] Does the agency have Eo—
provisions for a system backup, uninterruptible power’
source, and/or an alternate location? If yes, please elaborate
using the comments field.

4: [Corporate Security Practice] Are the agency’s operation |[—selsct— ¥
systems housed on an isolated network?

5: [Corporate Security Practice] Does the agency conduct  [-salect- ¥
system penetration tests?

o, il 1

[ i o -
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3. Scenarios 4. Summary.

DHS has developed a base set of threat scenarios for each entity category. The base threat scenarios for this
category are listed in the box below. In general, threat scenarios represent the starting point for VSAT
applications, The user should select a scenario, and then click the 'Work Scenario' button to move to the first
VSAT tool application screen. When VSAT has been completely applied against a given threat scenario, the tool
will bring the user back to this vulnerability assessment scenario screen. Once a scenario is complete, it will
appear in the 'Completed Scenarios' box. At that point, the user should select a different scenario. Users should
follow this general procedure until VSAT has been applied against each of the below listed threat scenarios.

Scenarios:

WORK SCENARIO

Completed Scenarios:





[image: image13.png](B htt/fropieb ts3.hs gov/rsassessments upgatescenaros.co

Fie Edt View Favories Toos Help

* & (e[| @shre | @ varming:sensvveseau.. x | ]

B - [ Page - (G Toos -

1. Select 2. Checklist 3. Scenarios 4. Summary

Tnbox

0 Unstarted
37 Draft

0 Submitted
2 Unresolved
0 Final

0 Archived

5 To Review

Entity Information
Entity: testd.

Vulnerability Assessment Scenario Attractiveness

Next, select the consequences rating for each of the five categories listed below that determines how high
the consequences are for the scenario occurring at the entity. Again, use the help text link beneath the
consequences ratings drop down box to assist in determining the proper consequence ratings for the entity.

Relative Attractiveness

Target Selact- v

This category detarmines the level of destruction, devastation, or disruption caused by  terrorist's successful complation of this
thrast scanario. For definitions of the ratings, plesss click hare.

Consequences Rating Criteria

Health and Well Being select- v

thrast scanario. For definitions of the ratings, pleasa click hare.

Economic Impact select- v

=xpands your immadists geographic sras. For definitians of tha ratings, plssse dick hare

Loss of Function

Select v

Flow that would be impaded along vith the potential impact on othar transportation modes. For definitions of the ratings, please
clck hare

Reconstitution select- v

First, select how attractive the entity is as a target for the scenario. Use the help text link beneath the drop
down box for the attractiveness ratings to assist in determining the proper attractiveness rating for the entity,

backpacks on the transit vehicle(s) entering the

This catagory sssaszas the monstary loss resulting from 2 succassful complation of this thrast scanario. Daterming if the impact

This category determines the impact of losing the function(s) housed at your transportation asset. Datermin the voluma of traffic

This category determines the level of deaths, injuries, lllnesses and snvironmental impact assuming 3 successful complation of this
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Severe Alert Level 2 - Code Red

1. Security Plans, Policies, and Procedures

Rats this countarmassurs catagary vithin the context of this thrast scansria and how sffactive the faciity sacurity plans, policiss
=nc procedural countarmassuras 318 in preventing this scanario from heppening. Consicer sach of the lans. palices and
procedural countarmeasuras that you list a5 comprising your response to changing Departmant of Homeland Security Advisory
Cavals. For dsfinitions of the ratings. plesss click hare.

Severe Alert Level 2 - Code Red Security System Effectiveness

Rating [--sslect- v

L
Rating -

Rating -+

Pre-defined Countermeasures.

Plesse check all pra-dfined countarmeasures that apply to the countermeasur from the list below.

Bra-Employmant Bxckground Chacks on Employass Annusl Review and Revision of Sscurt

o ploy: o ploye e ity

[]Policv/Procedure for Reporting and kesping Record of Security Incidents []Approved Security Plans (Kept In A Secure
Location)

[]Polier to Investigate and Manage Threats made against Assets []Approved Security Vulnsrasilty
assessmants (Kept In A Secure Location)

[JEstablished Thraat and Vulnerability Assessment Process []Designated Facilty Security Officer

[ Homeland Sscurity Thrast Advizory Levals Integrated into Sscurity Plans []ther Security Policies and Procedures

Countarmassuras (Dazerise)
[JRegular Coordination vith Outside Securty Staksholdsrs on Implemantation [ Pariodic Security Audits

of Security Measures (Local and State Polics, Fire/Emergancy, FEL, ETC.)
[] Continuity of Operations Plan (COOP)

User-def

Plasse anter any additionsl countarmaasures that are not listed above in the textbox belov.

ed Countermeasures

2. Security Force and Security Awareness Training

Rats this countarmassurs catagary vithin the context of this threst scansrio and hov: sffactive tha faciity training sscurity
countermeasuras ara in preventing this scenario from happening. Consider ach of the training countarmeasures that you st as
Comprising your razponse k2 changing Dasartmant of Homaland Sscurity Advizery Levals. For Ssfinitions of tra ratings, pleass
clck nere. v

Done  Trusted sites -

rming: @ 2 Mico.
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Valnerabily Assessment Summary
“Thank you fr entering the winerabity assessment. The gid below shows 3 summary of your rspenses to
the Scanarios for your 355esSmEnt. You may afher $ave the 355essme WIOUE SUBMIEENG I t the OWS 50
that it may be further modfied or you may submit the sssessment to the OHS by cicking on the buttons o0
the bottom of the page. The buttons are Gefned as folws:

Save - The assessment can be saved multpl tines and modifed based upon addtonalor new nformatin.
The draft verson of the chackist and winerabity assessment Wil not be accessBle by anyane. ONce you e
Satsfed with your assassment, selact the “Submi for Review” button for final Gstrbuton & OKS.

‘Subimitfor Review - Orly seect this button when you are conglatey fished with your ssessment. The
Fasits il be Sent t DHS. Any Changes you mak ater this submiSsien wi not be rafiected i the miomaton
maintined by OHS.
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