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Login Screen
The Login screen is the first and only page the user sees prior to getting to the “Home” page of the ERE application. Information about Social Security’s Online Policies, the Paperwork Reduction Act, and the OMB Number is displayed on this page.  The next three pages contain info for the 3 “Information About Social Security’s Online Policies” links section from this page.
[image: image1.png]Social Security Onlne

www socialsecurity.gov.

Eleclronic Records Express
Questions How to Contact Us

Electronic Records Express Login g:ﬁ‘ﬁvgﬂ 0?50'0753

Acknowledgement for Website Access

1 understand that the Social Security Administration wil validate the information |
provide against the information in Social Security Administration's systerns

| certify that:

ol understand that | may be subject to penalties if| submit fraudulent information

ol agree that | am responsible for all actions taken with my User ID.

o am aware that any person who knowingly and willully makes any representation to falsely obtain
information from Social Security records andfor intends to deceive the Social Securty
Administration s to the true identity of an individual could be punished by a fine or imprisonment,
or both

ol am authorized to do business under this User ID.

By entering your User ID, Password and clicking on the "Login” button, you certfy that you have
read, understand and agree to the above statements

User ID}

Password

Login

~Passward is case sensitive
~System willtime-out after a halfhour of inactivity

Note

If you need assistance with the Electronic Records Express Website, please contact us via email at

EEAccountinfo@ssa.gov or you can call us at 1-886-691-3061

Information about Social Security's Online Policies

The privacy of our customers has ahways been of utrmost importance to the Social Security
Administration. Our first regulation, published in 1937, was written and published to ensure your
privacy. Our concern for your pivacy is no diflrent in the electronic age.

« Details of Social Security's Online Privacy Polic:
« Details of Social Security's Online Security Palic
« The Privacy Act and The Freedom of Information Act

Paperwork Reduction Act

This information collection meets the clearance requirements of 44 U.5.C. § 3507, as amended by
section 2 of the Paperwork Reduction Act of 1995. You do not need to answer these questions
unless we display 3 valid Offce of Managerent and Budget (OME) control nurber. The OME
control nurnber for Electronic Records Express is 0960-0753; expiration date __/{__ We estimate
that it will take about 10 minutes to read the instructions, gather the necessary facts, and answer
the questions. You may send comments on our time estimate above to: SSA, BAD1 Security Bivd,
Battimore, MD 212356401, Send only comments on our time estimate to this address.
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The privacy of our customers has always been of Ltmost importance to the Social
Security Administration. In fact, our first regulation (see hitp:fwww.socialsecurity.ov

JOP_ Home/cfr20/401/401-0000.htr) was witten to ensure your privacy. As a Federal
agency, the Privacy Act of 1974 (5 U.S.C. 552a) requires us to protect the information
we collect from you. (See hitp:/www socialsecurity.doviprivacyacthtm ). The privacy
policy outlined below applies to the data we collect from you over the Internet.

This is our notice to you about why we collect your personal information, how we use it,
and who we share it with; what your choices are for how we use your informatior; how
to get access to your information; and how we protect the information we collect and
maintain.

Why We Collect Your

e e « We collect personal data to administer the Social Security program. We do not

use the information for any other internal secondary purpose.

« You don't have to give us personal informeation to visit our website

« Ifyou do give us your personal information, we treat it very carefully

« We collect personal information about you (e g., name, email address, Social
Security number or other unique identifier) only if you specifically and knowingly
give itto us

How We Will Use Your

B tralloro o * We do not sell the information we collect at this site, or any information we

collect

« The personal information you give us at this site will be used only in connection
with the administration of the Social Security Program and for other purposes as
described in this document or at the point the informetion is collected

« For statistical purposes, we also collect non-personal information about you (see
http: e socialsecurity qoviweb stats htrl). Sometimes we analyze this data
to determine customer interest in different parts of our website. The information
we share is in a format that does not personally identify anyone

Who We Will Share Your We may disclose information you give us (¢.g., to Railroad Retirement Board,
Personal Information With ~ Department of Veteran's Affairs) if authorized or required by Federal law, such as the
Privacy Act or the Social Security Act

Your Choice About Who We  If Federal laws (e.q., Privacy Act, Social Security Act) do not allow us to share
Share Your Personal information, we must get your written authorization before we can discuss your

s information with anyone else.

Your Access to the Information You may have access to any of the information we collect about you at this site. We'll
We Collect About You correct any errors you may find. If you need to get or fix information about you, see SSA

regulation subsections 401.40 and 401 65 (http:/fwwwv.socialsecurity.gow/OP Home
1cfr20/401/401-0000 htm)

How We Protect the Security

e e « The Intermet was originally designed as an open system with no built in security.

however, we are reqired to protect the informetion we collect and maintain
about you and will not use the Internet to do business with you unless we can do
50 in a secure manner. We will take reasonable precautions to maintain the
security, confidentiality and integrity of the information we collect at this site.

* SSA sometimes Uses cortractors to perform various website and database
functions. When we do, we make sure that the agreement language with the
contractor ensures the security, confidentiality and integrity of any personal
information the contractor may have access to in the course of cotract
performance.

Our concern about sending

personal information via email * EISCUoric mailis not sectre. Therefore, we suggest tht you dor't send personal

information to us via email. We wil only send you general information via email

« Electronic mail messages that meet the definition of records in the Federal
Records Act (44 U.S.C. 3101 et seq.) are covered under the same disposition
schedule as all other Federal records. This means that emails you send us will be
preserved and maintained for varying periods of time if those emails meet the
definition of Federal records. Electronic messages that are not records are
deleted when no longer needed

Our use of “cookies” and how
it affects your visit to our
website

« Whatis a "cookie"? A cookie is a small piece of text that is sent to your
computer along with a webpage when you visit a website. Your computer wil give
the information in the cookie only to the computer that sent it, and no other
website can request it. There are three types of cookies--persistent, third party,
and session. We never used persistent of third party cookies, but sometimes we
use session cookies

« We use session cookies orlly in some places where you can transact business
We store the cookie on your computer only during your visit, and we'll tell you in
advance when we do. The session cookie keeps you from losing information
you've entered for a business transaction with us if, during your visit, you leave
our website and return

« Once you tum off your cormputer or stop using the Internet, the cookie is erased

If you visit other websites Our website contains links to international agencies, private organizations, and some
commercial ertities. These websites are not within our control and may not follow the
same privacy, security or accessibility policies. Once youlink to another site you are
subject to the policies of that site. However, all Federal websites are subject to the
same Federal privacy, security or accessibility mandates as ours

oo e Pl st Polie & ffr pornt Biomaton | Kz TR
R oo o foifisd 1NereB6es ApF 0152008 Need Larger Text?




Details of Social Security's Online Security Policy
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Details of SSA's Security Policy
The Intermet is an open system and there is o absolute guarantee that the personal information you enter to
request verification will not be intercepted by others and decrypted. Although this possibility is remote, it
does exist. We have included the safeguards described belowto reduce the risks

+ SSA is taking all reasonable and appropriate measures, including encryption, to ensure that personal
information s disclosed only to you

+ Soyour Internet communications can remain confidential, you must use a Web browser which
supports the Secure Sockets Layer (SSL) security protocol. Your Web browser probably already
supports SSL

+ Social Security will not give, sell or transfer any personal information to a third party.

Ifyou are not comfortable with these risks, please call1-888-772-2970 to speak to a specially rained
technician about your concerns. For TDD/TTY call 1-800-325-0778
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The Privacy Act and the Freedom of Information Act
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g The Privacy Act and The Freedom of Information Act

The Privacy Act of 1974, as amended at 5 U.S.C. 552a, protects records that
can be retrieved from a systern of records by personal identifiers such as a
name, social security number, or other identifying number or symbol. (A systerm
of records is any grouping of information about an individual under the cortrol of
a Federal agency from which information is retrievable by personal identifiers)

An individual is entitled to access to his or her records and to request
correction of these records by stating the reasons for such actions with
supporting justification showing howthe record is untimely, incomplete,
inaccurate or irrelevant. The Privacy Act proibits disclosure of these records
without written individual consent unless one of the twelve disclosure exceptions
enumerated in the Act applies. These records are held in Privacy Act systems
of records. A notice of any such systen is published in the Federal Register
These notices identify the legal authority for collecting and storing the records,
individuals about whom records will be collected, what kinds of informeation will
be collected, and how the records will be used (See

ttp: i socialsecurity dovifoiarbluebookbluebook )

The Privacy Act binds only Federal Executive Branch agencies, and covers
only a systern of records in the possession and control of Federal agencies.
Inqiries concerning the Privacy Act should be directed to (410) 965-1727

The Freedom of Information Act (FOIA), as amended at 5 US.C 552,is a
disclosure statute that requires Federal Executive Branch agencies to make
records available to the public

The intent of the FOIA is to prevent agencies from having "secret law” and to
nake the government accountable to the public for its actions. FOIA recires
agencies to publish in the Federal Register statements of ts organizations,
functions, rules, procedures, general policy, and any changes, and how to get
information. In addition, agencies must index and make available for public
inspection and copying statements of policy, manuals and instructions, and final
opinions and orders in cases, as well as the indexes

FOIA applies to all records created or received by the agency and inits
possession or under its cortrol. Agencies must make records available to the
public on request, unless they fall within one of the nine statutory exemptions
(See hitpwww Socialsecurity qovfoia/htmiffoia_quide him)
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Home Screen
The ERE Home page serves as a “landing” page, which includes links to all of the functions available in this application. The function links on this page are dynamically displayed based on user roles and services the user has been registered to access. The “Payment Request Services” section has been added to support the new fiscal payment processing functionality.
As an enhancement, an underline has been added to the “Frequently Asked Questions” and the “User Instructions” in the blue header bar to show that they are actually links and not just text. “User Instructions” and “FAQ’s” links have also been added to the grey section on the left side of the page.
If the user logged in has an administrator type role, they can create ERE accounts for individuals and select the functions the individuals are authorized to use by selecting the “Account Maintenance” link in the grey section on the left side of the page.

Note: This Home page view is that of a user with an “Administrator” role, who by default has access to all functions.
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Log Out

User Instructions
EAQ

From here you can also:
Modify your account information
Change your password

Eleclronic Records Express

Frequently Asked Questions
N Electronic Records Express Home

(y

Evidence Submission Services
Send Response for Individual Case
Send Grouped Files

Consultative Examination Services

Review / Submit CE Reports.
Pickup Doctor's Transcription Reports

Account Maintenance

Prepare CE Report for Doctor

For your security, please log out
and close all Intemet windows
when you are finished.

Send CE Report
Send CE Report(s) with Scanned Signature
Send CE No Show Response

Document Exchange Services
Access Electronic requests

Access Doctor's Electronic requests.
Send Transcription Report to Doctor
Pickup Transcription Reports
Teacher Questionnaire

Track Status of Submissions.
Customer Status Inguiry

Payment Request Services
Prepare Payment Request
Review / Submit Payment Requests
Submit Payment Request

Communication Services
Secure Messaging: Home Inbox
Communication Utility: Send E-Mail

Bulletin Board
Updated 01/26/2009
What's New?
Recent Changes:

The Electronic Records Express website
has recently been updated. Please read

The website will be unavailable every
night between 4:00 and 5:00 CT for
fouting maintenance.

Email for more information or call tll
free: 18666913061

User Instructions





Account Maintenance Screens

To support enhancements and fiscal payment processing, the following changes have been made to Account Maintenance screens:

· Function options have been reorganized

· Fiscal Services functions have been added
· Relationships between users with access to Fiscal Services can be established and managed (i.e. a relationship between a provider and a billing clerk)
Create an Individual End-User Account
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e An astetisk (7 indicates a mandatory field

[ Demo Account
Account Maintenance

* UserId [Check Userid
Ghange Password
(et *First Name:

Middle Name

* Last Name

* Organization Type: [SelectType ] o

* Organization Name:

Department

Position

* Offce Phone: Ext

Cell Phone Ext

Fax 1 Ext

Fax2 Ext

* Primary Email

Alternate Email,

* Address Line 1

Address Line 2:

Address Line 3:

* Country [NotApplicable ] v
*City
* StatefTertitory [NotApplicable ] v
* Zip Code
* Primary Site: [SelectSite] v
* Primary Site Contact: [ [ Select Contact] v

* Select the functions that apply to the user

Consultative Examination Services:
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* Country [NotApplicable ] v
*City
* StatefTertitory [NotApplicable ] v
* Zip Code
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* Primary Site Contact: [ [ Select Contact] v

* Select the functions that apply to the user
Consulative Examination Senices:
[ Consuttative Exam (CE)
[ Prepare CE Report for Doctor (CEAP)
[ Review/Subrmit CE Reports (CEAS)
[ Cansultative Exam with Scanned Signatures (CESS)
Evidence Submission Senices:
[ Send Individual Case (MER)
[ Grouped Files (Grouped MER)
Communication Senvces:
[ Communications Utility (CU)
[ secure Messaging (SM)
Document Exchange Senices:
[ Send Transcription Report to Doctor
[ Receive Transcription Reports
Fiscal Senices

CE Payment Request [[Not Applicable ] v

MER Payment Request [[ Not Appiicabie | v

Web Senices Provider with Billing Admin
[ ERE web Senices | Provider
Billing Admin

Billing Clerk

Add Comments;
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Manage End-User Relationships
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User D Last Name First Name Organization StateProvince User Type
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][ ORGIZEUK Wihite Tia practice WD WER Billing Clerk
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Available Users

Search by:
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Create Individual End-User Account Summary
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Added Comments:

ew Log History
[(Modity | (Suspend ] [ ResetPassword ] [ Delete | [ Cancel |
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Access Electronic Requests Screen
DDS sites can send evidence and consultative exam requests to ERE registered providers electronically via the ERE website. The Access Electronic Requests screen lists all of a provider’s open evidence and payment requests that are waiting for action by the provider. 

To support enhancements and fiscal payment processing, the following changes have been made to this screen:
· Display of names in the list has been changed from First Name Last Name to Last Name, First Name
· Appt Time, Location, and Payment columns have been added
· “Over 90 Days” and “Open Payments” buttons have been added to allow additional filtering options of what requests are displayed in the list
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Response to Electronic Medical Evidence Request Screens

The following screens are existing, but some changes have been made to support enhancements and fiscal payment processing.

Evidence Request Details Screen

As an enhancement to medical evidence eletronic requests, the DDS will be able to include special instructions and any payment information if applicable.
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Evidence Upload Screen
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Evidence Submission Failure Screen

If the files the provider is trying to submit do not pass our front end checks, they will be presented with a failure message page. The title of this page has been changed from “Rejection” to “Submission Failure”.

Note: This Submission Failure screen will be presented any time a user tries to submits files that do not pass our front end chekcs for for any function .

[image: image19.png]SocialSecurityOnline Eleclronic Records Express

‘www.socialsecurity.gov Electronic Records Express Home
"“Lh" ;" '\"W: Send Response for Individual Case
_Loaou| M Submission Failure

Help Desk 800-888-8388 =

Your response was not submitted due to the following issue(s):
The total size of the submission exceeded the the SOMB limit.

Narme: Johnny Lastly SSN: XXX-XX5555 DOB: 10/12/1960
Provider Name: Shah, Dhaval Requesting Office:  OR - Salem DDS [S40]
Request Type: Evidence Request Request ID; 0146111682T41648 D

Request Date: 01/22/2007

Destination: AL - Mobile DDS [V19] ROID: 353454334534 SSN: 11414111
RF: P DR F cs 1211
Report File Name le Size
FileA jpg 55271.0 KB
Total 55271.0 KB

print_| Try Again | Review Another Request | Home |






Evidence Response Tracking Information Screen

If the files the provider is trying to submit pass our front end checks, they will be presented with a page with tracking information. To support enhancments, the title of this page has been changed from “Confirmation” to “Tracking Information”. The “Confirmation Number” label has also been changed to “Response Tracking #”.
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Request Medical Evidence of Record Payment Screens
After responding to an electronic medical evidence request for an individual case, providers will be given the option to request payment for the evidence they have submitted. The request payment option will allow them to review/update payment information sent by the DDS and/or upload invoice documents. The following screens are all new for fiscal payment processing. 
Note: Depending on DDS rules, providers may be able to request payment for a “No Records” response. 
Evidence Payment Data Entry Screen
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Evidence Invoice Upload Screen
Note: Providers requesting payment for a response to a non-electronic request will only be given this Invoice Upload option.
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Evidence Payment Request Review Screen
Prior to submitting their payment request information, the MER provider will be given the opportunity to review what they have entered and make any changes if needed.
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Evidence Response/Payment Request Tracking Information Screen
Once the payment request information has been submitted, a Tracking Information page will be presented with all the information from their evidence response and payment request submissions.
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Response to Electronic Consultative Exam Request Screens
The following screens are existing, but some changes have been made to support enhancements and fiscal payment processing.

CE Request Details Screen

As an enhancement to CE eletronic requests, the DDS will be able to include special instructions, appointment location, service items, and any payment information if applicable.
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CE Upload Screen 
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CE Response Tracking Information Screen
If the files the CE provider is trying to submit pass our front end checks, they will be presented with a page with tracking information. To support enhancments, the title of this page has been changed from “Confirmation” to “Tracking Information”. The “Confirmation Number” label has also been changed to “Response Tracking #”.
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Consultative Exam (CE) Payment Request

After responding to an electronic CE request for an individual case, CE providers will be given the option to request payment for their services. The request payment option will allow them to review/update payment information sent by the DDS and/or upload invoice documents. The following screens are all new for fiscal payment processing. 
Note: Depending on DDS rules, CE providers may be able to request payment for a “No Show/Search of Records” response.
CE Payment Data Entry Screen
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CE Invoice Upload Screen 
Note: CE providers requesting payment for a response to a non-electronic request will only be given this Invoice Upload option.
[image: image31.png]Eleclronic Records Express

Electronic Records Express Home

N Request Consultative Exam (CE) Payment
i+ e Upload (Optional)

Inve
Help Desk 800-888-8388

If you have no invoices to upload, skip to Review and Submit.
* Denates Required Field

Patient Information: Patient NameiJohnny Lastly  SSN: XXX-XX5555  DOB: 10121/1960

* Select the type of invoice(s) you want to upload.
€ Invoice from DDS
€ Invoice from Provider

€ Both

Invoice Types:

A maximurm of 4 invoices can be submitted and all fles must total less than 50 ME,
File types accepted: wpd, .doc, jpg, brp, .mdi, txt, s, pdf, A, 4, .docx, xisx

Please do not upload password-protected invoices, as they cannot be processed

Upload Invoice(s):

*Invoice 1: |

Add Another Invoice
Cancel Prior Page Next

Browse. Clear Invoice 1




CE Payment Request Review Screen
Prior to submitting their payment request information, the CE provider will be given the opportunity to review what they have entered and make any changes if needed.
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CE Response/Payment Request Tracking Information Screen
Once the payment request information has been submitted, a Tracking Information page will be presented with all the information from their CE response and payment request submissions.

[image: image33.png]SocialSecuriyOnline Eleclronic Records Expre:

Erequently Asked Questions

HahnlRublE ﬁ&i{m‘ Request Consultative Exam (CE) Payment
_Log 0u| < Response and Payment Request Tracking Information

Help Desk 800-888-8388
Print

Thank you for your submission.

Please retain your tracking numbers in case there are errors or problems that prevent us from processing
your submission.

Respanse Tracking # 1133B1AAB21438B9  Response Date & Timestamp 12/08/2008 at 3:13 PM EDT
Payment Request Tracking # ~ 1133B1AA821438B10  Payment Request Date & Timestamp: 12/08/2008 at 4:13 PM EDT

Patient Name: Johnny Lastly ~ SSN: XXX-XX5555 DOB: 10/12/1960

Provider Name:  Dr. Ben James Regquest Type Consultative Exam
Request Date:  10/24/2008 Reguesting Offce: OR - Salem DDS [S40]
Regquest ID: 0DD672900 CE Appaintment Date & Timestamp: 11242008 at 12:00 PM
Location Johns Hopkins Hospital

Johns Hopkins Outpatient Center
1250 Caroline Street

100

imore, MD 21212.0143

DDS Invoice/Voucher Number: 9999999999999 Legacy System Vendor Cade: 9999999999999999999999999

Legacy Case Nurnber 9999999 Other DDS Nurber: 99999999999999999999999999999999999999
Tite Physic

Orgarization Nare: American Medical Associates

Invoice Nurber 9999999999999 Taxpayer ID: 123456789  Payee Taxpayer ID: 345678901

Payee Legal Entity Narme American Medical Providers Inc.

State Vendor Code: 99999999

Rermit Address: 123 Providers Street, Columbia, MD, 21044

Phane Nurnber 1231287800 Ext: 456 Fax Number: 123-128.7891

Has provider information changed: ~ No

Authorization Date 1110372008 Date of Senice: 11/2412008
Service Item 1
Senice lter Description:  Physical exam with blood test.
Seniice tem Code: ABC123 Was this senice item performed? Yes
Payment Authorized Amount: $1,585.25 Payment Requested Amourt:  $1,600.00
Service Item 2
Seniice ltem Description:  Treadmill test and measured BMI.
Seniice tem Code: DEF456 Was this senice item performed? Yes
Payment Authorized $1,000.25 Payment Requested Amount:  $1,025.00
Additional Service Item 1
Seniice tem Description: ~ Chest X-ray
Seniice tem Code: GHIT89 Payment Requested Amount: $1,250.00
Authorized By Linda Stamer When Authorized October 2008
Report File Name File Size
GoodFile jng 1140 K8
AnctherGoodFile jng 1200 KB
Total 134.0 KB
Additional comments were entered during the response submi

Your response was electror

ally signed.

InvoiceA jpg 124.0 KB
InvoiceB.jpg 1240 KB
Total 148.0 KB

Invoice Type(s): Both (invoices from DDS and Provider)

Additional comments were entered during the payment request submi
Your payment request was electronically signed.

Print Review Another Request | Horne |





Prepare Payment Request Screens
As part of the new fiscal payment processing functionality, “Billing Admin” staff will be given the ability to prepare payment requests for evidence and CE providers. The providers will then be able to review and submit these payment requests to the DDS. The following screens are all new and will be shown when the Billing Admin is preparing a payment request for a non-electronic request, which means they will have to enter the DDS request information and they will not be presented with a payment data entry screen.
Note: If the Billing Admin was preparing a payment request for an electronic request, they would access the request from the provider’s Electronic Requests lists.
Evidence/CE Request Information Screen
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 Invoice Upload Screen
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Prepare Payment Request Review Screen
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Prepare Payment Request Tracking Information Screen
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Print

Thank you for your submission.

Please retain your tracking number in case there are errors or problems that prevent us from processing
your submission.

Payment Request Tracking #:  1133B1AA821438B10  Payment Request Date & Timestamp:  12/08/2008 at 4:13 PM EDT

Reviewing Provider Ben James

Patient Name Johnny Lastly DOB:  10/12/1960
Destination: AL - Mobile DDS [V19] ROID: 353454334534 SSN: 11414111
RF 3 DR: F cs 1211

Invoice File Name le

InvoiceA jog 1240 KB
InvoiceB jpg 1240 KB
Total 8.0 KB

Invoice Type(s): Both (invoices from DDS and Provider)
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Review/Submit Prepared Payment Requests Screen

This screen is where the evidence and/or CE providers will be able to access payment requests that have been prepared for them by “Billing Admin” staff.
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Submit Payment Request Screens
As part of the new fiscal payment processing functionality, “Billing Clerk” staff and providers will be given the ability to upload and submit invoices as payment requests for non-electronic evidence and CE requests. The following screens are all new and because this functionality is for non-electronic requests, users will have to enter the DDS request information and they will not be presented with a payment data entry screen.
Evidence/CE Request Information Screen
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Invoice Upload Screen
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Payment Request Review Screen
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Payment Request Tracking Information Screen
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Thank you for your submission.

Please retain your tracking numbers in case there are errors or problems that prevent us from processing
your submission.

Payment Request Tracking #  1133B1AAB21438B10  Payment Request Date & Timestamp:  12/08/2008 at 4:13 PM EDT
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Response to Non-Electronic Medical Evidence Request Screen

As an enhancement to allow evidence providers to select a doc type for their response to a  non-electronic request, a drop down box has been added to the DDS request information screen, which will include specific doc type codes. 
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