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This order prescribes a uniformsystem for classifying,
saf eguardi ng, and decl assifying national security informtion.
Qur denocratic principles require that the American people be
informed of the activities of their Governnent. Also, our
Nation's progress depends on the free flow of informtion.
Nevert hel ess, throughout our history, the national interest
has required that certain informati on be nmaintained in
confidence in order to protect our <citizens, our denobcratic
institutions, and our participation within the community of
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Classified National Security Information

nati ons. Protecting information critical to our Nation's
security remains a priority. 1In recent years, however,
dramatic

changes have altered, although not elimnated, the national
security threats that we confront. These changes provide a
greater opportunity to enphasize our conmtnent to open
Gover nnent .

Now, Therefore, by the authority vested in ne as

Pr esi dent
by the Constitution and the laws of the United States of
Anerica, it is hereby ordered as follows:

Part 1 Oiginal Cassification
Section 1.1. Definitions. For purposes of this order:

(a) "National security” neans the national defense or
foreign relations of the United States.

(b) "Information" neans any know edge that can be
comruni cated or docunentary naterial, regardless of its
physi cal
formor characteristics, that is owned by, produced by or for,
or is under the control of the United States Governnent.
“"Control" neans the authority of the agency that origi nates
I nformation, or its successor in function, to regul ate
accessto
t he i nformation.

(c) "Cdassified national security
i nformation” (hereafter
"classified information") nmeans information that has been
determ ned pursuant to this order or any predecessor order to
require protection against unauthorized disclosure and is

mar ked
to indicate its classified status when in docunentary form

(d) "Foreign Governnent I|nfornmation" neans:

(1) information provided to the United States
Governnent by a foreign governnent or governnments, an
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I nt ernati onal organization of governnents, or any

el ement thereof, with the expectation that the

i nformation, the source of the information, or both,
are to be held in confidence;

nor e

(Over)

(2) information produced by the United States
pur suant
to or as a result of a joint arrangenent with a
foreign
gover nment or governnents, or an international
organi zati on of governnents, or any el enent thereof,
requiring that the infornmation, the arrangenent, or
both, are to be held in confidence; or

(3) information received and treated as "Foreign
Governnent Information” under the terns of a

pr edecessor
or der.

(e) "Cdassification" neans the act or process by which
information is determned to be classified information.

(f) "Oiginal classification" neans an initial
determ nation that information requires, in the interest of
nati onal security, protection against unauthorized disclosure.

(g0 "Oiginal classification authority" nmeans an
i ndi vi dual authorized in witing, either by the President,
or by
agency heads or other officials designated by the President,
to
classify information in the first instance.

(h) "Unaut horized disclosure” neans a conmunication or

physical transfer of classified information to an unauthorized
reci pi ent.

http://www.fas.org/irp/offdocs/e012958.htm (3 of 50)8/10/2006 9:26:59 AM



Classified National Security Information

(i) "Agency" neans any "Executive agency," as defined in

U.S.C. 105, and any other entity within the executive branch
that cones into the possession of classified information.

(j) "Senior agency official" neans the official
desi gnat ed
by the agency head under section 5.6(c) of this order to
di r ect
and adm ni ster the agency's program under which information is
cl assified, safeguarded, and decl assified.

(k) "Confidential source" neans any individual or
organi zati on that has provided, or that nmay reasonably be
expected to provide, information to the United States on

matters
pertaining to the national security with the expectation that
the information or relationship, or both, are to be held in
confi dence.

(1) "Damage to the national security” neans harmto the
nati onal defense or foreign relations of the United States

from
t he unaut hori zed di sclosure of information, to include the
sensitivity, value, and wutility of that infornmation.
Sec. 1.2. (dassification Standards. (a) | nf or mati on
may

be originally classified under the terns of this order only if
all of the followng conditions are net:

(1) an original classification authority is
cl assi fying
t he information;

(2) the information is owned by, produced by or for,
or
I's under the control of the United States Governnent;

(3) the information falls within one or nore of the
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categories of information listed in section 1.5 of
this
order; and

(4) the original classification authority determ nes
t hat the unauthorized disclosure of the informtion
reasonably could be expected to result in danage to
t he
national security and the original classification
authority is able to identify or describe the damage.

nor e

3

(b) If there is significant doubt about the need to
classify information, it shall not be classified. This
provi si on does not:

(1) anplify or nodify the substantive criteria or
procedures for classification; or

(2) create any substantive or procedural rights
subj ect
to judicial review

(c) Cdassified information shall not be declassified
automatically as a result of any unauthorized disclosure of
identical or simlar information.

Sec. 1.3. ddassification Levels. (a) | nf or mati on
maybe
classified at one of the followng three |evels:

(1) "Top Secret" shall be applied to informtion,
t he

unaut hori zed di scl osure of which reasonably could be
expected to cause exceptionally grave danage to the
national security that the original classification
authority is able to identify or describe.

(2) "Secret" shall be applied to information, the
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unaut hori zed di scl osure of which reasonably could be
expected to cause serious danage to the national
security that the original classification authority is
able to identify or descri be.

(3) "Confidential" shall be applied to infornmation,
t he
unaut hori zed di scl osure of which reasonably could be
expected to cause damage to the national security that
the original classification authority is able to
i dentify or descri be.

(b) Except as otherw se provided by statute, no other
terms shall be used to identify United States classified
i nf or mati on.

(c) If there is significant doubt about the appropriate
| evel of classification, it shall be <classified at the | ower
| evel .

Sec. 1.4. dassification Authority. (a) The
authorityto
classify information originally may be exercised only by:

(1) the President;

(2) agency heads and officials designated by the
President in the Federal Register; or

(3) United States Governnent officials del egated

this
authority pursuant to paragraph (c), bel ow.
(b) Oficials authorized to classify information at a
specified |l evel are also authorized to classify information at
a

| ower | evel.
(c) Delegation of original classification authority.

(1) Delegations of original classification
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authority shall be limted to the m ni mum

required to adm nister this order. Agency
heads

are responsi ble for ensuring that designated

subordinate officials have a denonstrabl e and

continuing need to exercise this authority.

nor e

(Over)

4

(2) "Top Secret" original classification
authority nmay be del egated only by the
Pr esi dent
or by an agency head or official designated
pursuant to paragraph (a)(2), above.

(3) "Secret" or "Confidential"™ original
classification authority nay be del egated only
by the President; an agency head or official
desi gnat ed pursuant to paragraph (a)(2),

above;
or the senior agency official, provided that
of ficial has been del egated "Top Secret”
original classification authority by the
agency
head.

(4) Each del egation of original
cl assification
authority shall be in witing and the
aut hority
shall not be redel egated except as provided in
this order. Each delegation shall identify
t he
official by name or position title.

(d) Oiginal classification authorities nust receive

training in original classification as provided in this order
and its inplenenting directives.
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(e) Exceptional cases. Wen an enpl oyee, contractor,
| i censee, certificate holder, or grantee of an agency that
does
not have original classification authority originates
i nformation believed by that person to require classification,
the informati on shall be protected in a nmanner consistent with
this order and its inplenenting directives. The information
shall be transmtted pronptly as provided under this order or
its inplenmenting directives to the agency that has
appropriate
subject matter interest and classification authority with
respect to this information. That agency shall decide
wi t hi n30
days whether to classify this information. If it is not
cl ear
whi ch agency has classification responsibility for this
information, it shall be sent to the Director of the
| nf or mati on
Security Oversight Ofice. The Director shall determ ne the
agency having primary subject matter interest and forward the
i nformation, with appropriate recomrendations, to that agency
for a classification determ nation.

Sec. 1.5. (dassification Categories.

I nformati on may not be considered for classification
unl ess it concerns:

(a) mlitary plans, weapons systens, or operations;
(b) foreign governnent information;

(c) intelligence activities (including special

activities), intelligence sources or nethods, or cryptology;
(d) foreign relations or foreign activities of the
Uni t ed
States, including confidential sources;

(e) scientific, technological, or economc natters
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t i meof

such

to
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relating to the national security;

(f) United States Governnent prograns for safeguarding
nucl ear materials or facilities; or

nor e

5

(g) vulnerabilities or capabilities of systens,
i nstallations, projects or plans relating to the national
security.

Sec. 1.6. Duration of Cassification. (a) At the

original classification, the original classification authority
shall attenpt to establish a specific date or event for

decl assification based wupon the duration of the national
security sensitivity of the information. The date or event
shall not exceed the tinme franme in paragraph (b), below

(b) If the original classification authority cannot
determ ne an earlier specific date or event for
decl assification, information shall be marked for
decl assification 10 years fromthe date of the original
deci sion, except as provided in paragraph (d), bel ow

(c) An original classification authority nmay extend the
duration of classification or reclassify specific informtion
for successive periods not to exceed 10 years at atine if

action is consistent wwth the standards and procedures
established under this order. This provision does not apply

i nformation contained in records that are nore than 25 years

and have been determ ned to have pernmanent historical val ue
under title 44, United States Code.

(d) At the tinme of original classification, the original
classification authority may exenpt from declassification
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10 years specific information, the unauthorized discl osure of

whi ch coul d reasonably be expected to cause danage to the

national security for a period greater than that provided in

par agraph (b), above, and the release of which could
reasonabl y

be expected to:

(1) reveal an intelligence source, nethod, or
activity,
or a cryptologic systemor activity;

(2) reveal information that would assist in the
devel opnent or use of weapons of mass destruction;

(3) reveal information that would inpair the
devel opnent or use of technology within a United
St ates
weapons system

(4) reveal United States mlitary plans, or national
security energency preparedness plans;

(5) reveal foreign governnent infornmation;

(6) damage relations between the United States and a
foreign governnent, reveal a confidential source, or
seriously underm ne diplomatic activities that are

reasonably expected to be ongoing for a period greater
t han that provided in paragraph (b), above;

(7) inpair the ability of responsible United States
Governnent officials to protect the President, the

Vi ce
Presi dent, and other individuals for whom protection
services, in the interest of national security, are
aut hori zed; or

(8 violate a statute, treaty, or international
agr eenent .

nor e
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(Over)

6

(e) Information marked for an indefinite duration of
cl assification under predecessor orders, for exanple,
"Originating Agency's Determnation Required,” or information
cl assified under predecessor orders that contains no
decl assification instructions shall be declassified in
accordance with part 3 of this order.

Sec. 1.7. ldentification and Markings. (a) At the tine
of original classification, the followng shall appear on the
face of each classified docunent, or shall be applied to other
classified nedia in an appropriate manner:

(1) one of the three classification |evels defined

i n
section 1.3 of this order;
(2) the identity, by nane or personal identifier and
position, of the original classification authority;
(3) the agency and office of origin, if not
ot herw se
evi dent ;
(4) declassification instructions, which shall
i ndi cat e
one of the follow ng:
(A) the date or event for declassification,
as
prescribed in section 1.6(a) or section 1.6
(c);
or
(B) the date that is 10 years fromthe date
of

original classification, as prescribed in
section 1.6(b); or
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(C the exenption category from
cl assification,
as prescribed in section 1.6(d); and

(5) a concise reason for classification which, at a
mninmum cites the applicable classification
categories
in section 1.5 of this order.

(b) Specific information contained in paragraph (a),
above, may be excluded if it would reveal additional
classified
i nf or mati on.

(c) Each classified docunent shall, by marking or other
nmeans, indicate which portions are classified, with the
applicable classification level, which portions are exenpt

from
decl assification under section 1.6(d) of this order, and which
portions are unclassified. |In accordance wth standards
prescribed in directives issued under this order, the Director
of the Information Security Oversight Ofice nay grant waivers
of this requirenent for specified classes of docunents or
i nformation. The Director shall revoke any waiver upon a

finding of abuse.

(d) Markings inplenenting the provisions of this order,
I ncl udi ng abbrevi ations and requirenents to safeguard
classified
wor ki ng papers, shall conform to the standards prescribed in
| npl ementing directives issued pursuant to this order.

(e) Foreign governnent information shall retain its
original classification markings or shall be assigned a U S
classification that provides a degree of protection at |east
equivalent to that required by the entity that furnished the
i nf or mati on.

nor e
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2

(f) Information assigned a |level of classification under

this or predecessor orders shall be considered as classified
at

that | evel of classification despite the om ssion of other

required markings. Wenever such information is used in the

derivative classification process or is reviewed for possible

decl assification, holders of such information shall coordinate

with an appropriate classification authority for the
application

of omtted markings.

(g0 The classification authority shall, whenever
practicable, use a classified addendum whenever classified
i nformation constitutes a small portion of an ot herw se

uncl assi fi ed docunent .
Sec. 1.8. dassification Prohibitions and Limtations.
(a) In no case shall information be classified in order to:

(1) conceal violations of |aw, inefficiency, or
adm ni strative error;

(2) prevent enbarrassnent to a person, organization,

or
agency;
(3) restrain conpetition; or
(4) prevent or delay the release of infornmation that
does not require protection in the interest of
nat i onal

security.

(b) Basic scientific research information not clearly
related to the national security nmay not be classified.

(c) Information may not be reclassified after it has
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been
decl assified and rel eased to the public under proper
aut hority.
(d) Information that has not previously been disclosed
to
t he public under proper authority nmay be classified or
reclassified after an agency has received a request for it
under
the Freedomof Information Act (5 U S.C. 552) or the Privacy
Act
of 1974 (5 U.S.C. 552a), or the mandatory review provisions of
section 3.6 of this order only if such <classification neets
t he
requirements of this order and is acconplished on a
docunent - by- docunent basis wth the personal participation or
under the direction of the agency head, the deputy agency
head,
or the senior agency official designated wunder section 5.6 of
this order. This provision does not apply to classified
i nformation contained in records that are nore than 25 years
ol d
and have been determ ned to have pernmanent historical val ue
under title 44, United States Code.
(e) Conpilations of itens of information which are
i ndi vidual ly unclassified may be classified if the conpiled
i nformation reveals an additional association or relationship
t hat :
(1) neets the standards for classification under
this
order; and
(2) 1is not otherw se revealed in the individual
i tens

of information.

As used in this order, "conpilation" nmeans an aggregation of
pre-existing unclassified itens of information.
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nor e

(Over)

8

Sec. 1.9. dassification Challenges. (a) Aut hori zed
hol ders of information who, in good faith, believe that its
classification status is inproper are encouraged and

expect edt o
chal l enge the <classification status of the information in
accordance with agency procedures established under paragraph
(b), bel ow.

(b) In accordance with inplenenting directives issued
pursuant to this order, an agency head or senior agency
of fici al
shal| establish procedures under which authorized hol ders of
i nformation are encouraged and expected to chall enge the
classification of information that they believe is inproperly
classified or unclassified. These procedures shall assure

t hat :
(1) individuals are not subject to retribution for
bri ngi ng such acti ons;
(2) an opportunity is provided for review by an
i npartial official or panel; and
(3) individuals are advised of their right to appeal
agency decisions to the Interagency Security
Cl assification Appeal s Panel established by section
5.4

of this order.
Part 2 Derivative Cassification

Sec. 2.1. Definitions. For purposes of this order: (a)
"Derivative classification" neans the incorporating,
par aphrasing, restating or generating in new forminformtion
that is already classified, and marking the newly devel oped
material consistent wth the classification nmarkings that

apply
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to the source information. Derivative classification

I ncl udes
the classification of information based on classification
gui dance. The duplication or reproduction of existing
classified information is not derivative classification.

(b) "dassification guidance” neans any instruction or
source that prescribes the classification of specific
i nf or mati on.

(c) "dassification guide" neans a docunentary form of
cl assification guidance issued by an original classification
authority that identifies the elenments of information
regar di ng
a specific subject that nust be classified and establishes the
| evel and duration of classification for each such el enent.

(d) "Source docunent" nmeans an existing docunent that
contains classified information that is incorporated,
par aphrased, restated, or generated in new forminto a new
docunent .

(e) "Multiple sources”" neans two or nore source
docunent s,
classification guides, or a conbination of both.

Sec. 2.2. Use of Derivative Cassification. (a)
Per sons
who only reproduce, extract, or summarize classified
i nformation, or who only apply «classification markings derived
fromsource material or as directed by a classification guide,
need not possess original classification authority.

nor e

9

(b) Persons who apply derivative classification markings
shal | :
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(1) observe and respect original classification
deci si ons; and

(2) carry forward to any newly created docunents the
pertinent classification markings. For infornmation
derivatively classified based on nultiple sources, the
derivative classifier shall carry forward:

(A) the date or event for declassification

t hat
corresponds to the | ongest period of
cl assification anong the sources; and
(B) a listing of these sources on or attached
to
the official file or record copy.

Sec. 2.3. (dassification Guides. (a) Agencies wth
original classification authority shall prepare classification
guides to facilitate the proper and uniformderivative
classification of informtion. These gui des shall conformto
standards contained in directives issued under this order.

(b) Each guide shall be approved personally and in

writing

by an official who:

(1) has program or supervisory
responsibility

over the information or is the senior agency

of ficial; and

(2) is authorized to classify information
originally at the highest |evel of
classification prescribed in the guide.

(c) Agencies shall establish procedures to assure that
classification guides are reviewed and updated as provided in
directives issued under this order.

Part 3 Declassification And Downgradi ng

Sec. 3.1. Definitions. For purposes of this order:
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(a)
"Decl assification" neans the authorized change in the status
of
information fromclassified information to unclassified
i nf or mati on.
(b) "Automatic declassification" neans the
decl assification of infornmation based sol ely upon:
(1) the occurrence of a specific date or event as
determ ned by the original classification authority;
or
(2) the expiration of a maxinumtine frame for
duration
of classification established under this order.
(c) "Declassification authority” neans:
(1) the official who authorized the original
classification, if that official is still serving in
t he
same position;
(2) the originator's current successor in function;
(3) a supervisory official of either; or
(4) officials del egated declassification authority
i n

witing by the agency head or the senior agency
of ficial.

nor e

(Over)

10

(d) "Mandatory declassification review' neans the review
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for declassification of classified information in response toa
request for declassification that neets the requirenents under
section 3.6 of this order.

(e) "Systematic declassification review' neans the
revi ew
for declassification of classified information contained in
records that have been determ ned by the Archivist of the
Uni t ed
States ("Archivist") to have permanent historical value in
accordance with chapter 33 of title 44, United States Code.

(f) "Declassification guide" neans witten instructions
| ssued by a declassification authority that describes the
el ements of information regarding a specific subject that
maybe
decl assified and the elenments that nust remain classified.

(g) "Downgrading" neans a determ nation by a
decl assification authority that information classified and
saf eguarded at a specified level shall be classified and
saf eguarded at a | ower |evel.

(h) "File series" neans docunentary material, regardless
of its physical formor characteristics, that is arranged in
accordance with a filing system or nmaintained as a unit

because
it pertains to the sane function or activity.

Sec. 3.2. Authority for Declassification. (a)
I nformation shall be declassified as soon as it no |onger

neet s
the standards for classification under this order.

(b) It is presuned that information that continues to

meet
the classification requirenents wunder this order requires
continued protection. In sone exceptional cases, however, the
need to protect such information may be outwei ghed by the
public
interest in disclosure of the information, and in these cases
the informati on shoul d be decl assifi ed. When such questions

arise, they shall be referred to the agency head or the senior
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agency official. That official wll determ ne, as an exercise
of discretion, whether the public interest in disclosure
out wei ghs the danage to national security that m ght

reasonabl y
be expected fromdisclosure. This provision does not:

(1) anplify or nodify the substantive criteria or
procedures for classification; or

(2) create any substantive or procedural rights
subj ect
to judicial review

(c) If the Director of the Information Security
Over si ght
Ofice determines that information is «classified in
vi ol ati onof
this order, the Director nmay require the information to be
decl assified by the agency that originated the classification.

Any such decision by the Director nay be appealed to the
President through the Assistant to the President for National
Security Affairs. The information shall remain classified
pendi ng a pronpt decision on the appeal.

(d) The provisions of this section shall also apply to
agencies that, under the terns of this order, do not have
original classification authority, but had such authority

under

predecessor orders. Sec. 3.3. Transferred Infornmation.
(a)

In the case of classified information transferred in

conjunction with a transfer of functions, and not nerely for

st orage purposes, the receiving agency shall be deened to be
t he

originating agency for purposes of this order.

nor e

11
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(b) In the case of classified information that 1is not

officially transferred as described in paragraph (a), above,
but

that originated in an agency that has ceased to exist and for

whi ch there 1is no successor agency, each agency in possession

of such information shall be deenmed to be the originating
agency

for purposes of this order. Such information nay be

decl assified or downgraded by the agency in possession after

consultation with any other agency that has an interest in the

subject matter of the infornmation.

(c) dassified informati on accessioned into the National

Archives and Records Administration ("National Archives") as
of

the effective date of this order shall be declassified or
downgraded by the Archivist in accordance with this order, the
di rectives issued pursuant to this order, agency
decl assification guides, and any existing procedural agreenent
bet ween the Archivist and the rel evant agency head.

(d) The originating agency shall take all reasonable
st eps
to declassify classified information contained in records
determ ned to have pernmanent historical value before they are
accessioned into the National Archives. However, the
Ar chi vi st
may require that records containing classified information be
accessioned into the National Archives when necessary to
conmpl y
with the provisions of the Federal Records Act. This
provi si on
does not apply to information being transferred to the
Ar chi vi st
pursuant to section 2203 of title 44, United States Code, or
i nformati on for which the National Archives and Records
Adm ni stration serves as the custodian of the records of an
agency or organi zation that goes out of existence.

(e) To the extent practicable, agencies shall adopt a
system of records managenent that will facilitate the public
rel ease of docunents at the tinme such docunents are

decl assi fi ed
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pursuant to the provisions for automatic declassification in
sections 1.6 and 3.4 of this order.

Sec. 3.4. Automatic Declassification. (a) Subj ect to
par agraph (b), below, within 5 years from the date of this
order, all classified information contained in records that

(1)
are nore than 25 years old, and (2) have been deternmned to
have
permanent historical value under title 44, United States Code,
shal|l be autonatically declassified whether or not the records
have been revi ewed. Subsequently, all classified
i nformati onin
such records shall be automatically declassified no |onger

t han
25 years fromthe date of its original classification, except
as provided in paragraph (b), bel ow
(b) An agency head may exenpt from automatic
decl assi ficati on under paragraph (a), above, specific
I nformation, the release of which should be expected to:
(1) reveal the identity of a confidential hunman
source,
or reveal information about the application of an
intelligence source or nethod, or reveal the
| dent i t yof

a human intelligence source when the unauthorized

di scl osure of that source would clearly and
denonstrably

damage the national security interests of the United

St at es;

(2) reveal information that would assist in the
devel opnent or use of weapons of mass destruction;

(3) reveal information that would inpair U S.
cryptol ogi c systens or activities;

nor e

http://www.fas.org/irp/offdocs/e012958.htm (22 of 50)8/10/2006 9:26:59 AM



Classified National Security Information

(Over)
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(4) reveal information that would inpair the
application of state of the art technology within a U.

S.
weapon system
(5 reveal actual U S mlitary war plans that
remain
in effect;
(6) reveal information that would seriously and
denonstrably inpair relations between the United
St ates

and a foreign governnent, or seriously and
denonstrably

under mi ne ongoi ng di plomatic activities of the United

St at es;

(7) reveal information that would clearly and
denonstrably inpair the current ability of United

St ates
Governnent officials to protect the President, Vice
President, and other officials for whom protection
services, in the interest of national security, are
aut hori zed;
(8) reveal information that would seriously and
denonstrably inpair current national security

enmer gency

pr epar edness pl ans; or

(9) violate a statute, treaty, or international
agr eenent .

(c) No later than the effective date of this order, an
agency head shall notify the President through the Assistant
to
the President for National Security Affairs of any specific
file
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series of records for which a review or assessnent has

determ ned that the infornmation within those file series
al nost

invariably falls within one or nore of the exenption
categori es

|isted in paragraph (b), above, and which the agency
proposesto

exenpt from automatic declassification. The notification
shal |

i ncl ude:

(1) a description of the file series;

(2) an explanation of why the information within the
file series is alnbst invariably exenpt from automatic
decl assification and why the information nust renain
classified for a |longer period of tinme; and

(3) except for the identity of a confidential human
source or a human intelligence source, as provided in
par agraph (b), above, a specific date or event for
decl assification of the information.

The President may direct the agency head not to exenpt the
file

series or to declassify the information within that series
at an

earlier date than recommended.

(d) At least 180 days before information is
autonmatical ly
decl assified under this section, an agency head or senior
agency
official shall notify the Director of the Information Security
Oversight O fice, serving as Executive Secretary of the
| nt eragency Security C assification Appeals Panel, of any
specific information beyond that included in a notification to
t he Presi dent under paragraph (c), above, that the agency
proposes to exenpt from automatic declassification. The
notification shall include:

(1) a description of the information;
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(2) an explanation of why the information is exenpt
fromautomati c decl assification and nust remain
classified for a |longer period of tinme; and

nor e

13

(3) except for the identity of a confidential human
source or a human intelligence source, as provided in
par agraph (b), above, a specific date or event for
decl assification of the information. The Panel may
di rect the agency not to exenpt the information or to
declassify it at an earlier date than recommended.

The
agency head may appeal such a decision to the

Pr esi dent
t hrough the Assistant to the President for National
Security Affairs. The information will renmain
classified while such an appeal is pending.

(e) No later than the effective date of this order, the

agency head or senior agency official shall provide the

Di rector
of the Information Security Oversight Ofice with a plan for
conpliance wth the requirenents of this section, including

t he
establishnment of interimtarget dates. Each such plan shall
i ncl ude the requirenent that the agency declassify at |east 15
percent of the records affected by this section no |ater thanl
year fromthe effective date of this order, and simlar
comm tnments for subsequent years until the effective date for
automatic decl assification.

(f) Information exenpted fromautomatic declassification
under this section shall remain subject to the nmandatory and
systematic declassification review provisions of this order.

(g0 The Secretary of State shall determ ne when the

Uni t ed
St ates shoul d conmence negotiations with the appropriate
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officials of a foreign governnent or international
or gani zati on
of governnments to nodify any treaty or international agreenent
that requires the classification of information contained in
records affected by this section for a period |onger than 25
years fromthe date of its creation, unless the treaty or
i nternati onal agreenent pertains to information that nmay
ot herwi se remain classified beyond 25 years under this
section.

Sec. 3.5. Systenmtic Declassification Review (a) Each
agency that has originated classified information under this
order or its predecessors shall establish and conduct a

program

for systematic declassification review. This program shall
apply to historically val uable records exenpted from autonatic
decl assification under section 3.4 of this order. Agenci es
shall prioritize the systematic review of records based upon:

(1) recommendations of the Information Security

Pol i cy
Advi sory Council, established in section 5.5 of this
order, on specific subject areas for systematic review
concentration; or
(2) the degree of researcher interest and the
| i kel i hood

of decl assification upon review.

(b) The Archivist shall conduct a systematic

decl assification review programfor classified informtion:
(1)

accessioned into the National Archives as of the effective
dat e

of this order; (2) information transferred to the Archivi st

pursuant to section 2203 of title 44, United States Code; and

(3) information for which the National Archives and Records

Adm ni stration serves as the custodian of the records of an

agency or organi zation that has gone out of existence. This

program shal|l apply to pertinent records no later than 25
years
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fromthe date of their «creation. The Archivist shall
est abl i sh

priorities for the systematic review of these records based
upon

t he recommendati ons of the Information Security Policy
Advi sory

Council; or the degree of researcher interest and the
| i kel i hood
nor e
(Over)
14

of declassification upon review. These records shall
be
reviewed in accordance with the standards of this order, its
I npl ementing directives, and declassification guides
provi dedto
the Archivist by each agency that originated the records. The
Director of the Information Security Oversight Ofice shall
assure that agencies provide the Archivist with adequate and
current declassification guides.

(c) After consultation with affected agencies, the
Secretary of Defense may establish special procedures for
systematic review for declassification of classified

cryptol ogi c

i nformation, and the Director of Central Intelligence my
establish special procedures for systematic review for
decl assification of classified information pertaining to
intelligence activities (including special activities), or
intelligence sources or nethods.

Sec. 3.6. Mndatory Declassification Review. (a)
Except
as provided in paragraph (b), below, all information
classified
under this order or predecessor orders shall be subject to a
review for declassification by the originating agency if:
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or

| nformati on

agency

or

t he

for

(b)

(1) the request for a review describes the docunent
material containing the information with sufficient
specificity to enable the agency to locate it with a
reasonabl e amount of effort;

(2) the information is not exenpted from search and
revi ew under the Central Intelligence Agency

Act; and

(3) the informati on has not been reviewed for
declassification within the past 2 years. |If the

has reviewed the information within the past 2 years,
the information is the subject of pending litigation,
t he agency shall informthe requester of this fact and
of the requester's appeal rights.

| nformation origi nated by:

(1) the incunbent President;

(2) the incunbent President's Wite House Staff;

(3) conmttees, conmm ssions, or boards appointed by
I ncunbent President; or

(4) other entities within the Executive Ofice of the
President that solely advise and assi st the incunbent
President is exenpted fromthe provisions of paragraph

(a), above. However, the Archivist shall have the
authority to review, downgrade, and decl assify

i nformati on of forner Presidents under the control of
the Archivist pursuant to sections 2107, 2111, 2111
note, or 2203 of title 44, United States Code. Review
procedures devel oped by the Archivist shall provide

consultation with agencies having prinmary subject
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mat t er
i nterest and shall be consistent with the provisions
of
applicable laws or |awful agreenents that pertain to
t he
respective Presidential papers or records. Agencies
wWith primary subject matter interest shall be notified
pronptly of the Archivist's decision. Any final
deci sion by the Archivist may be appeal ed by the
requester or an agency to the Interagency Security
Cl assification Appeals Panel. The information shall
remai n classified pending a pronpt decision on the
appeal .
nor e
15
(c) Agencies conducting a nmandatory review for
decl assification shall declassify information that no | onger
neets the standards for classification under this order. They
shall release this information unless withholding is otherw se
aut hori zed and warranted under applicable |[|aw
(d) In accordance with directives issued pursuant to
this
order, agency heads shall develop procedures to process
requests
for the mandatory review of classified information. These
procedures shall apply to information classified under this
or
predecessor orders. They also shall provide a neans for
adm nistratively appealing a denial of a mandatory review
request, and for notifying the requester of the right to
appeal

a final agency decision to the Interagency Security
Classification Appeals Panel.

(e) After consultation with affected agencies, the
Secretary of Defense shall devel op special procedures for the
review of cryptologic information, the Director of Central
Intelligence shall devel op special procedures for the review
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of
i nformation pertaining to intelligence activities (including
special activities), or intelligence sources or nethods, and
t he
Archivist shall devel op special procedures for the review of
I nformati on accessioned into the National Archives.

Sec. 3.7. Processing Requests and Reviews. In
responset o
a request for information under the Freedom of |nformation
Act ,
the Privacy Act of 1974, or the mandatory review provisions of
this order, or pursuant to the automatic declassification or
systematic review provisions of this order:

(a) An agency nay refuse to confirmor deny the
exi st ence
or nonexi stence of requested informati on whenever the fact of
Its existence or nonexistence is itself classified under this
or der.

(b) When an agency receives any request for docunents in
its custody that contain information that was originally
cl assified by another agency, or conmes across such docunents

the process of the automatic declassification or systenatic

review provisions of this order, it shall refer copies of any

request and the pertinent docunents to the originating agency

for processing, and nay, after consultation with the
originating

agency, informany requester of the referral unless such

association is itself classified wunder this order. In cases
in

whi ch the originating agency determnes in witing that a

response under paragraph (a), above, is required, the
referring

agency shall respond to the requester in accordance wth that

par agr aph.

Sec. 3.8. Declassification Database. (a) The Archivist
in conjunction with the Director of the Information Security
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Oversight Ofice and those agencies that originate classified
i nformation, shall establish a Governnentw de dat abase of

i nformation that has been declassified. The Archivist shall
al so explore other possible uses of technology to facilitate
t he decl assification process.

(b) Agency heads shall fully cooperate with the
Ar chi vi st
in these efforts.

(c) Except as otherw se authorized and warranted by | aw,
all declassified informati on contained within the database
establ i shed under paragraph (a), above, shall be available to
the public.

nor e

(Over)

16
Part 4 Saf eguardi ng

Sec. 4.1. Definitions. For purposes of this order: (a)
" Saf eguar di ng" nmeans neasures and controls that are prescribed
to protect classified infornmation.

(b) "Access" neans the ability or opportunity to gain
know edge of classified information.

(c) "Need-to-know' neans a determ nation nade by an
aut hori zed hol der of classified information that a prospective
reci pient requires access to specific classified information

order to perform or assist in a lawful and authorized
governnmental function.

(d) "Automated information systenf neans an assenbly of
conputer hardware, software, or firmvare configured to
col | ect,
create, conmunicate, conpute, dissem nate, process, store, or
control data or information.
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(e) "Integrity" neans the state that exists when
i nformation is unchanged fromits source and has not been
accidentally or intentionally nodified, altered, or destroyed.

(f) "Network" neans a systemof two or nore conputers

t hat
can exchange data or information.

(g) "Telecomunications"” neans the preparation,
transm ssion, or communication of information by electronic
means.

(h) "Special access progrant neans a program established
for a specific class of classified infornmation that inposes
saf eguardi ng and access requirenents that exceed those

normal | y
required for information at the sanme classification |evel.

Sec. 4.2. Ceneral Restrictions on Access. (a) A person
may have access to classified information provided that:

(1) a favorable determnation of eligibility for

access
has been nade by an agency head or the agency head's
desi gnee;
(2) the person has signed an approved nondi scl osure
agreenent; and
(3) the person has a need-to-know the information.
(b) dassified information shall remain under the
control

of the originating agency or its successor in function. An
agency shall not disclose information originally classified by
anot her agency wthout its authorization. An official or

enpl oyee | eaving agency service may not renove classified
I nformation fromthe agency's control.

(c) Cdassified informati on may not be renoved from
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official prem ses w thout proper authorization.

(d) Persons authorized to dissemnate classified
i nformati on outside the executive branch shall assure the
protection of the information in a nanner equival ent to that
provided within the executive branch.

nor e
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(e) Consistent with law, directives, and regulation, an
agency head or senior agency official shall establish uniform
procedures to ensure that automated infornmation systens,

i ncl udi ng networks and tel econmuni cations systens, that
col | ect,

create, communicate, conpute, dissem nate, process, or store

classified informati on have controls that:

(1) prevent access by unauthorized persons; and
(2) ensure the integrity of the information.

(f) Consistent with aw, directives, and regulation,
each
agency head or senior agency official shall establish controls
to ensure that <classified information is used, processed,
stored, reproduced, transmtted, and destroyed under
condi tions
t hat provi de adequate protection and prevent access by
unaut hori zed persons.

(g) Consistent with directives issued pursuant to this
order, an agency shall safeguard foreign governnent
i nf or mati on
under standards that provide a degree of protection at | east
equivalent to that required by the governnment or international
organi zati on of governnents that furnished the informtion.
When adequate to achi eve equival ency, these standards may be
| ess restrictive than the safeguarding standards that
ordinarily
apply to United States "Confidential" information, including
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not

and

of

al l owi ng access to individuals with a need-to-know who have

ot herw se been cleared for access to classified infornmati on or
executed an approved nondi sclosure agreenent.

(h) Except as provided by statute or directives issued
pursuant to this order, classified information originating in
one agency may not be dissem nated outside any other agency to
which it has been made avail able w thout the consent of the
originating agency. An agency head or senior agency official
may wai ve this requirenment for specific information originated
wi thin that agency. For purposes of this section, the
Departnent of Defense shall be considered one agency.

Sec. 4.3. Distribution Controls. (a) Each agency shall
establish controls over the distribution of classified
i nformation to assure that it is distributed only to
organi zations or individuals eligible for access who al so have

need-t o-know the i nformation.

(b) Each agency shall update, at |east annually, the
automatic, routine, or recurring distribution of classified
i nformation that they distribute. Recipients shall cooperate
fully with distributors who are updating distribution lists

shall notify distributors whenever a rel evant change in status
occurs.

Sec. 4.4. Special Access Prograns. (a) Est abl i shnent

speci al access progranms. Unless otherw se authorized by the
President, only the Secretaries of State, Defense and Energy,
and the Director of Central Intelligence, or the principal
deputy of each, nay create a special access program For
speci al access progranms pertaining to intelligence activities
(including special activities, but not including mlitary
operational, strategic and tactical prograns), or intelligence
sources or nethods, this function will be exercised by the
Director of Central Intelligence. These officials shall keep
t he nunber of these prograns at an absolute m ninum and shall
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establish themonly wupon a specific finding that:

for

sane

nor e

(Over)
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(1) the vulnerability of, or threat to, specific
i nformation is exceptional; and

(2) the normal criteria for determning eligibility
access applicable to information classified at the

| evel are not deened sufficient to protect the
i nformati on from unaut hori zed di scl osure; or

(3) the programis required by statute.

Requirenments and Limtations. (1) Special access

prograns shall be [imted to prograns in which the nunber of
persons who wi Il have access ordinarily w1l be reasonably

smal |

and commensurate with the objective of providing enhanced
protection for the information involved.

af f or ded

(2) Each agency head shall establish and naintain a
system of accounting for special access prograns
consistent with directives issued pursuant to this
order.

(3) Special access prograns shall be subject to the
oversi ght program establi shed under section 5.6(c) of
this order. |In addition, the Director of the
I nformation Security Oversight Ofice shall be

access to these prograns, in accordance with the
security requirenents of each program in order to
performthe functions assigned to the Information
Security Oversight Ofice under this order. An agency
head may |imt access to a special access programto
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t he

Director and no nore than one other enployee of the

I nformation Security Oversight Ofice; or, for special
access prograns that are extraordinarily sensitive and
vul nerable, to the Director only.

(4) The agency head or principal deputy shall review
annual |y each special access programto determ ne
whether it continues to neet the requirenents of this
order.

(5) Upon request, an agency shall brief the

Assi st ant

this

head

to the President for National Security Affairs, or his
or her designee, on any or all of the agency's speci al
access prograns.

(c) Wthin 180 days after the effective date of this
order, each agency head or principal deputy shall review all
exi sting special access prograns under the agency's
jurisdiction. These officials shall term nate any speci al
access prograns that do not clearly neet the provisions of
order. Each existing special access programthat an agency

or principal deputy validates shall be treated as if it were

established on the effective date of this order.

(d) Nothing in this order shall supersede any

requi r ement

made by or under 10 U.S.C. 1109.

Sec. 4.5. Access by Historical Researchers and Forner
Presidential Appointees. (a) The requirenent in section
4.2(a)(3) of this order that access to classified information
may be granted only to individuals who have a need-to-know t he
i nformati on may be waived for persons who:

(1) are engaged in historical research projects; or

(2) previously have occupi ed policy-making positions
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to
whi ch they were appointed by the President.
nor e
19
(b) Waivers under this section may be granted only if
t he

agency head or senior agency official of the originating
agency:

(1) determnes in witing that access is consistent
with the interest of national security;

(2) takes appropriate steps to protect classified
i nformati on from unaut hori zed di scl osure or
conpr om se,
and ensures that the information is safeguarded in a
manner consistent with this order; and

(3) limts the access granted to forner Presidenti al
appoi ntees to itens that the person originated,

revi ewed, signed, or received while serving as a

Presi denti al appoi nt ee.

Part 5 Inplenentation And Revi ew

Sec. 5.1. Definitions. For purposes of this order: (a)
"Sel f-inspection” nmeans the internal review and eval uation of
I ndi vi dual agency activities and the agency as a whole with
respect to the inplenentation of the program established under
this order and its inplenenting directives.

(b) "Violation" neans:
(1) any knowing, willful, or negligent action that
coul d reasonably be expected to result in an

unaut hori zed di scl osure of classified information;

(2) any knowing, wllful, or negligent action to
classify or continue the classification of information
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contrary to the requirenents of this order or its
| npl ementing directives; or

(3) any knowing, wllful, or negligent action to

cCreate
or continue a special access programcontrary to the
requi rements of this order.
(c) "Infraction" neans any knowi ng, wllful, or
negl i gent

action contrary to the requirenents of this order or its

i npl ementing directives that does not conprise a
"violation,"as

defi ned above.

Sec. 5.2. ProgramDrection. (a) The Director of the
O fice of Managenent and Budget, in consultation with the
Assistant to the President for National Security Affairs and

t he
co-chairs of the Security Policy Board, shall issue such
directives as are necessary to inplenent this order. These
di rectives shall be binding upon the agenci es. Directives

I ssued by the Director of the Ofice of Managenent and Budget
shal | establish standards for:

(1) «classification and nmarking principles;

(2) agency security education and training prograns;
(3) agency self-inspection prograns; and

(4) «classification and decl assification guides.

(b) The Director of the Ofice of Managenent and Budget
shal|l delegate the inplenentation and nonitorship functions of
this programto the Director of the Information Security
Oversight Ofice.

nor e

(Over)
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(c) The Security Policy Board, established by a
Presidential Decision Directive, shall make a recomendati on
to
the President through the Assistant to the President for
National Security Affairs with respect to the issuance of a
Presidential directive on safeguarding classified information.
The Presidential directive shall pertain to the handling,
storage, distribution, transmttal, and destruction of and
accounting for <classified informtion.

Sec. 5.3. Information Security Oversight Ofice. (a)
There is established within the Ofice of Managenent and
Budget
an Information Security Oversight Ofice. The Director of the
O fice of Mnagenent and Budget shall appoint the Director of
the Information Security Oversight Ofice, subject to the
approval of the President.

(b) Under the direction of the Director of the Ofice of
Managenent and Budget acting in consultation with the
Assi st ant
to the President for National Security Affairs, the Director

of
the Informati on Security Oversight Ofice shall:

(1) develop directives for the inplenentation of this
order;

(2) oversee agency actions to ensure conpliance with
this order and its inplenenting directives;

(3) review and approve agency i npl enenting
regul ations
and agency gui des for systematic declassification

revi ew
prior to their issuance by the agency;

(4) have the authority to conduct on-site reviews of
each agency's program established under this order,
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and

agency

access

shal |

for

t he

consul tation

to require of each agency those reports, infornmation,
and ot her cooperation that may be necessary to fulfill
its responsibilities. |If granting access to specific
categories of classified information woul d pose an
exceptional national security risk, the affected

head or the senior agency official shall submt a
witten justification recommendi ng the denial of

to the Director of the Ofice of Managenent and Budget
wi thin 60 days of the request for access. Access

be deni ed pending a pronpt decision by the Director of
the Ofice of Managenent and Budget, who shall consult
on this decision with the Assistant to the President

Nati onal Security Affairs;

(5 reviewrequests for original classification
authority fromagencies or officials not granted
original classification authority and, if deened
appropriate, recomrend Presidential approval through

Director of the Ofice of Managenent and Budget;

(6) consider and take action on conpl aints and
suggestions from persons within or outside the
Governnent with respect to the admnistration of the
program est abl i shed under this order;

(7) have the authority to prescribe, after
with affected agencies, standardi zation of fornms or
procedures that will pronote the inplenentation of the

program est abl i shed under this order;

nor e
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(8 report at least annually to the President on the
| npl ementation of this order; and

(9) convene and chair interagency neetings to

di scuss
matters pertaining to the program established by this
order.
Sec. 5.4. Interagency Security Cassification Appeals
Panel. (a) Establishnment and Adm nistration.

(1) There is established an Interagency Security

Cl assification Appeals Panel ("Panel"). The
Secretaries

of State and Defense, the Attorney General, the
Di rector

of Central Intelligence, the Archivist of the United

States, and the Assistant to the President for
Nat i onal

Security Affairs shall each appoint a senior |evel

representative to serve as a nenber of the Panel. The

President shall select the Chair of the Panel from
anmong

t he Panel nenbers.

(2) A vacancy on the Panel shall be filled as
qui ckly
as possi ble as provided in paragraph (1), above.

(3) The Director of the Information Security
Over si ght
O fice shall serve as the Executive Secretary. The
staff of the Information Security Oversight Ofice
shal |
provi de program and adm ni strative support for the
Panel .

(4) The nenbers and staff of the Panel shall be
required to neet eligibility for access standards in
order to fulfill the Panel's functions.

(5) The Panel shall neet at the call of the Chair.
The
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Chair shall schedul e neetings as nay be necessary for
the Panel to fulfill its functions in a tinmely manner.

(6) The Information Security Oversight O fice shal
include in its reports to the President a sunmmary of

t he
Panel 's activities.
(b) Functions. The Panel shall:

(1) decide on appeals by persons who have fil ed
classification chall enges under section 1.9 of this
order;

(2) approve, deny, or anend agency exenptions from
automati c decl assification as provided in section

3. 4of
this order; and

(3) decide on appeals by persons or entities who

have

filed requests for mandatory decl assification review
under section 3.6 of this order.

(c) Rules and Procedures. The Panel shall issue byl aws,
whi ch shall be published in the Federal Register no later than
120 days fromthe effective date of this order. The byl aws
shal|l establish the rules and procedures that the Panel w ]|
follow in accepting, considering, and issuing decisions on
appeals. The rules and procedures of the Panel shall provide
that the Panel will consider appeals only on actions in which:
(1) the appellant has exhausted his or her admnistrative
remedies within the responsible agency; (2) there is no

current
action pending on the issue within the federal courts; and (3)
the informati on has not been the subject of review by the
federal courts or the Panel wthin the past 2 years.

nor e

(Over)
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(d) Agency heads will cooperate fully with the Panel so
that it can fulfill its functions ina tinely and fully

I nf or med
manner. An agency head nmay appeal a decision of the Panel to
the President through the Assistant to the President for
National Security Affairs. The Panel will report to the
President through the Assistant to the President for National
Security Affairs any instance in which it believes that an
agency head is not cooperating fully wth the Panel.

(e) The Appeals Panel is established for the sole

pur pose
of advising and assisting the President in the discharge of
hi s
constitutional and discretionary authority to protect the
national security of the United States. Panel decisions are
committed to the discretion of the Panel, unless reversed by
t he
Presi dent .
Sec. 5.5. Information Security Policy Advisory Council.
(a) Establishnment. There is established an Infornmation
Security Policy Advisory Council ("Council™). The Council
shal |
be conposed of seven nenbers appointed by the President for
staggered terns not to exceed 4 years, from anong persons who
have denonstrated interest and expertise in an area related to
the subject matter of this order and are not otherw se
enpl oyees
of the Federal Governnent. The President shall appoint the
Counci|l Chair from anong the nenbers. The Council shall
conmpl y
with the Federal Advisory Commttee Act, as anended, 5 U S. C
App. 2.

(b) Functions. The Council shall:

(1) advise the President, the Assistant to the
President for National Security Affairs, the
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Di r ect or of
the Ofice of Managenent and Budget, or such ot her
executive branch officials as it deens appropriate, on
policies established under this order or its
| npl ementing directives, including reconmended
changes to those policies;

(2) provide recommendations to agency heads for
specific subject areas for systematic declassification
revi ew, and

(3) serve as a forumto discuss policy issues in
di sput e.

(c) Meetings. The Council shall neet at |east twce
each
cal endar year, and as determ ned by the Assistant to the
President for National Security Affairs or the Director of the
O fice of Managenent and Budget.

(d) Adm nistration.

(1) Each Council nenber may be conpensated at a rate

of
pay not to exceed the daily equival ent of the annual
rate of basic pay in effect for grade Gs-18 of the
general schedul e under section 5376 of title 5, United
States Code, for each day during which that nmenber is
engaged in the actual performance of the duties of the
Counci | .
(2) Wiile away fromtheir homes or regul ar place of
busi ness in the actual performance of the duties of

t he

Counci |, nenbers may be all owed travel expenses,

i ncluding per diemin lieu of subsistence, as
aut hori zed

by | aw for persons serving intermttently in the

Governnent service (5 U S. C. 5703(b)).

nor e
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appl i cabl e

t hat
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(3) To the extent permtted by |aw and subject to

avai lability of funds, the Information Security
Oversight Ofice shall provide the Council with

adm ni strative services, facilities, staff, and other
support services necessary for the performance of its
functi ons.

(4) Notw thstandi ng any ot her Executive order, the
functions of the President under the Federal
Advi sory Comm ttee Act, as anended, that are

to the Council, except that of reporting to the
Congress, shall be perforned by the Director of the

I nformation Security Oversight Ofice in accordance
wi th the guidelines and procedures established by the
General Services Adm nistration.

Sec. 5.6. Ceneral Responsibilities. Heads of agencies
originate or handle classified information shall: (a)

denonstrate personal commtnment and commt senior managenent

to

t he successful inplenentation of the program established under

this

order;

(b) commt necessary resources to the effective

i npl ement ati on of the program established under this order;

and

(c) designate a senior agency official to direct and

adm ni ster the program whose responsibilities shall include:

under

access

(1) overseeing the agency's program established

this order, provided, an agency head nay designate a
separate official to oversee special access prograns
aut hori zed under this order. This official shall
provide a full accounting of the agency's speci al
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shal |

t hat

and

initiating

prograns at | east annually;

(2) pronulgating inplenenting regulations, which
be published in the Federal Register to the extent
t hey affect nmenbers of the public;

(3) establishing and maintaining security education
trai ning prograns;

(4) establishing and nmaintaining an ongoi ng
sel f-inspection program which shall include the
periodic review and assessnent of the agency's
cl assified product;

(5) establishing procedures to prevent unnecessary
access to classified information, including procedures
t hat : (i) require that a need for access to
classified information is established before
adm ni strative cl earance procedures; and (ii)
ensure that the nunber of persons granted access to
classified information is limted to the m nimum
consistent with operational and security requirenents
and needs;

(6) devel opi ng special contingency plans for the
saf eqguarding of classified information used in or near
hostile or potentially hostile areas;

nor e

(Over)
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(7) assuring that the performance contract or other
systemused to rate civilian or mlitary personnel
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performance includes the managenent of classified
information as a critical element or itemto be
evaluated in the rating of: (i) original
cl assification
authorities; (ii) security managers or security
specialists; and (iii) all other personnel whose
duties
significantly involve the creation or handling of
classified information;

(8) accounting for the costs associated with the
| npl ementation of this order, which shall be
reportedto
the Director of the Information Security Oversight
O fice for publication; and

(9) assigning in a pronpt manner agency personnel to
respond to any request, appeal, challenge, conplaint,
or
suggestion arising out of this order that pertains to
classified information that originated in a
conponent of
t he agency that no | onger exists and for which there

S
no clear successor in function.
Sec. 5.7. Sanctions. (a) |If the Director of the
I nformation Security Oversight Ofice finds that a violation
of
this order or its inplenenting directives nay have occurred,
t he
Director shall nake a report to the head of the agency or to
t he
senior agency official so that corrective steps, if
appropriate, nmay be taken.
(b) Oficers and enpl oyees of the United States
Governnent, and its contractors, licensees, certificate
hol der s,

and grantees shall be subject to appropriate sanctions if they
know ngly, willfully, or negligently:

(1) disclose to unauthorized persons information
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when

properly classified under this order or predecessor
orders;

(2) <classify or continue the classification of
information in violation of this order or any
| npl ementing directive;

(3) create or continue a special access program
contrary to the requirenents of this order; or

(4) contravene any other provision of this order or
| npl ementing directives.
(c) Sanctions nmay include reprimand, suspension wthout
pay, renoval, termnation of classification authority, |oss or

deni al of access to classified information, or other sanctions
I n accordance with applicable |aw and agency regul ati on.

(d) The agency head, senior agency official, or other
supervisory official shall, at a mninum pronptly renove the
classification authority of any individual who denonstrates
reckl ess disregard or a pattern of error in applying the
classification standards of this order.

(e) The agency head or senior agency official shall:

(1) take appropriate and pronpt corrective action

a violation or infraction under paragraph (b), above,
occurs; and

nor e

25
(2) notify the Director of the Information Security
Oversight O fice when a violation under paragraph
(b)(1), (2) or (3), above, occurs.

Part 6 GCeneral Provisions
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or der

of

| aw

t he

Sec. 6.1. Ceneral Provisions. (a) Nothing in this

shal | supersede any requirenent made by or under the Atomc
Energy Act of 1954, as anended, or the National Security Act

1947, as anended. "Restricted Data" and "Fornerly Restricted
Dat a" shall be handl ed, protected, classified, downgraded, and
declassified in conformty with the provisions of the Atom c
Energy Act of 1954, as anended, and regul ations issued under

t hat Act.

(b) The Attorney General, upon request by the head of an
agency or the Director of the Information Security Oversi ght
O fice, shall render an interpretation of this order with
respect to any question arising in the course of its
adm ni strati on.

(c) Nothing in this order limts the protection afforded
any information by other provisions of law, including the
exenptions to the Freedomof Information Act, the Privacy Act,
and the National Security Act of 1947, as anended. This order
Is not intended, and should not be construed, to create any
right or benefit, substantive or procedural, enforceable at

by a party against the United States, its agencies, its
officers, or its enployees. The foregoing is in addition to

specific provisos set forth in sections 1.2(b), 3.2(b) and
5.4(e) of this order.

(d) Executive Order No. 12356 of April 6, 1982, is

r evoked

as of the effective date of this order.

Sec. 6.2. Effective Date. This order shall becone
effective 180 days fromthe date of this order.

WlliamJ. dinton
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The Wi te House,
April 17, 1995.
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