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Section 1. Introduction

This document presents the user guide for the U.S. Environmental Protection Agency’s (EPA's)
Office of Prevention, Pesticides, and Toxic Substances (OPPTS) / Office of Pollution Prevention
and Toxics (OPPT), and Central Data Exchange (CDX) Electronic Toxic Substances Control Act
(eTSCA) Submissions data flow that provides service for 30 different types of Toxic Substances
Control Act (TSCA) submissions through EPA’s CDX system.

1.1 Background

The purpose of this system is to provide secure electronic submission and receipt of eTSCA
submissions. Industries can submit the encrypted and signed data through CDX to the OPPT
environment in the Enterprise Content Management System (ECMS). OPPT analysts obtain the
data from ECMS and use it in a workflow process.

The eTSCA application facilitates the receipt and storage of eTSCA-related submissions into
the ECMS.

1.2 Scope

The eTSCA User Guide provides the user with the information that she/he need to know about
Registration for CDX and eTSCA/ePMN software use, as well as handling backup of the
Encryption and Decryption Keys.
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Section 2. System High Level Overview

The eTSCA system involves submission and distribution of e TSCA detail reports using the Web
services capabilities and generic services of the CDX Node, Java Node Client, and eTSCA
back-end node. The eTSCA system provides the following capabilities:

Submitters can submit encrypted and signed eTSCA detail reports in Zip format via Web
services to the CDX Node.

The CDX Node validates the signature on the .zip file

The CDX Node distributes eTSCA detail reports to the NCS Back-end Node via Web
services.

The NCS Back-end Node accepts the eTSCA detail report and validates the signature,
decrypts the document, unzips it, processes it, and loads it to the Documentum system.

The NCS Back-end Node notifies the CDX Node of the document processing outcome.

The NCS Back-end Node submits the copy of records for all received documents to the
CDX Node.

The CDX Node provides the status of the transaction to the eTSCA/ePMN software via
Web services and e-mails.

The CDX Node provides the Copy of Record (CoR) to the eTSCA/ePMN software via
Web services.

The eTSCA/ePMN software provides an ability to decrypt the CoR.

The eTSCA/ePMN software provides an ability to submit Support documents via submit
Web services.

The eTSCA/ePMN software provides an ability to download documents from the CDX
Node via download Web services.

The CDX Node distributes Support documents to the NCS Back-end Node.

The NCS Back-end Node submits documents containing a Submission Report Number
(SRN document) to the CDX Node via submit Web services.

The NCS Backend Node submits document containing a Pre-manufacturing Notice
(PMN) Case Number to the CDX Node via submit Web services.

The CDX Node provides the status of documents downloaded to the NCS Back-end
Node via query Web services.
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Section 3. Web CDX Registration Steps

The following section describes CDX Web registration process for an eTSCA submitter. All CDX
Web users enter the system through the CDX Web Home page as shown in Figure 3-1.
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U.S. Environmental Protection Agency
CDX Home

Recent Announcements | Contact Us

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site.
The Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by
performing new and existing functions for receiving legally acceptable data in various formats, including consolidated and

integrated data.

o [f you are new to CDX and wish to register, please click here.
« If you already have a CDX ID and password, click here.

We strongly encourage users of this site to employ the most recent version of Internet Explorer {do not download a beta version
of Internet Explorer). because 128-bit encryption support is standard with this release. Users employing an earlier version of
Internet Explorer may update their encryption support to enable 128-hit encryption support at

(http:/fwww.microsoft. com/windows/ie/ie6/downloads/default. mspx).

[€] omst

Help De=k: (888) 880-1885

EP& Heme | Privacy and Security Notice | Contact Us

Last updated on December 29, 2006.
URL: hitp:/fwww epa.gov/epahoms/usenotice. htm

&4 Local intranet ,100%

Figure 3-1. CDX Web Home Page
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New users click on a “Registration” link to start a registration wizard. A warning notice will be
displayed as shown in Figure 3-2.
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U.S. Environmental Protection Agency ~
Registration Warning Notice

Recent Anncuncements | Contact Us

CDX Heme = Registration Warning Notice

About CDX . .
CEETTTILTTT Environmental Protection Agency
i —— Central Data Exchange
Frequently Asked

Questions
Help & Support Warning Notice
CDX Home
Terms & Conditions EPA’s Central Data Exchange Registration procedure is part of a United States Environmental Protection Agency (EPA) computer
system. which is for authorized use only. Unauthorized access or use of this computer system may subject violators to criminal,
civil, and/or administrative action. All information on this computer system may be monitored. recorded. read, copied. and
disclosed by and to authorized personnel for official purposes, including law enforcement. Access or use of this computer system
by any person, whether authorized or unauthorized, constitutes consent to these terms.

Privacy Statement

EPA will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data
Exchange site and for updating and correcting information in internal EPA databases as necessary. The Agency will not make this
information available for other purposes unless required by law. EPA does not sell or otherwise transfer personal information to an

outside third party. [Federal Register: March 18. 2002 (\olume 67. Number 52)][Page 12010-12013

- Click here to continue -

Help Desk: (888) 850-1985
EPA Home | Privacy and Securitv Notice | Contact Us L

Lazt updated on September 2, 2005, M
%J Local intranet #100% -

Figure 3-2. CDX Web Warning Notice and Privacy Statement
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The user clicks on the continue option to start the registration process. This action will display
terms and conditions agreement form as shown in Figure 3-3.

|@ Environmental Protection Agency - Windows Internet Explorer
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U.S. Environmental Protection Agency ™
Terms & Conditions

Contact Us

Anneun

CDX Home > Terms & Conditions

The access and use of CDX Registration for the electronic submittal of emvironmental information require the creation of a user ID and password that | must maintain and keep
confidential. | will review the following steps concerning the creation and maintenance of a user ID and password.

About CDX

Account Login Warning Notice

Registration

F L] EPA's Central Data Exchange Registration procedure is part of a United States Enviranmental Protection Agency (EPA) computer system. which is for authorized use only
nge:"‘go“s & Unautherized access or use of this computer system may subject violators to criminal. civil. and/or administrative action. All information on this computer system may be monitered
CD;“(’":‘:DO recorded. read, copied, and disclosed by and to authorized personnel for official purposes. including law enforcement. Access or use of this computer system by any person
e — whether authorized or unauthorized, constitutes consent to these terms

Privacy Statement
EPA will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data Exchange site and for updating and correcting

infarmation in interal EPA databases as necessary. The Agency will not make this information available for other purposes unless required by law. EPA does not sell or otherwise
transfer personal information to an outside third party [Federal Register March 182002 (Volume 67 Number 52)|[Page 12010-12013]

Choosing a CDX Password

For CDX registration purposes. | agree to select a password which will not be easily guessed {e.g.. my name, my children’s names. birthdays. etc.).
This password will be at least eight characters long and centain a mix of letters and numbers

Protecting my CDX Password

| agree to protect my CDX password.

al; Lwill not store it in an unprotected location: and | will not allow it to be written into computer scripts to achieve automated legin.

Actions to take if my CDX Account has been Compromised

If | have determined that my CDX account has become compromised. | agree to contact the COX Technical Support staff at 1-888-690-1995 as soon as possible

Terminating my CDX Account o |
| agree to notify CDX within ten working days if my duties change and | no longer need to interact with the CDX on behalf of my erganization. | agree to make this notification via either

the CDX web intefface or by notifying the CDX Technical Support staff at 1-888-890-1995. This notification will allow CDX to deactivate my account and protect it from potential abuse
by others.

| have reviewed these terms and conditions.

[ IDECUNE ][ IACCEPT |

[»)

& Local intranet #100% -

Figure 3-3. Terms & Conditions Agreement Form

The user can accept the terms and conditions by clicking the “I Accept” button or cancel the
registration by clicking the “I Decline” button.
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Once the user has accepted the registration agreement, he or she will be redirected to the
personal information form as shown in Figure 3-4.
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About CDX

Account Login

Registration

Frequently Asked
Questions

Help & Support

CDX Home

Terms & Conditions

CDX If ion: User Information

Use the TAB key to maove from field to field. % = REQUIRED FIELD

First Mame: | I | *
Last Mame: & S

Flease choose 3 user name and password-the password must be at least 8 characters
long and contain at least one number. Both passwords and user names are restricted to
alpha-numeric characters and may not begin with 3 number or contain spaces or symbols,
eg. 5% .7 or @ Your user name should not be a part of vour password. If you enter a user
name which is in use, you will be asked to select a new user name.

User Name: *
(More than 7 characters; Don‘tuse 5% .7 or @)

FPassword: *
Re-enter Password: *
(More than 7 characters wi1 number, Contuse 5#. " or
@

The Help Desk will use the Secret Question and Answer to authenticate you if you forget your
password. Please enter a secret question which has relevance to you and has an answer
which is not easily guessed by others.

Secret Question:

Secret Answer:

You are in an encrypted secure session.

[l

&J Local intranet

#,100% T

Figure 3-4. CDX Registration: User Information
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After choosing a login, password and secret question, the user will be asked for his or her
Organization information as shown in Figure 3-5.

@;; - |§, https: /fepacdxdey.csc.com/SSL/CDX fpre-reg-organizationinfo. asprRetrievalkey = M 3 | || X | |Live Search P
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Registration

Recent Anncuncements | Contact Us Logged in az, TESTTSCAZ.

MvCDX = Registration

About CDX

Accf’"m I__og'n CDX Registration: Organization Information
Registration

Frequently Asked Use the TAB key to move from field to field. % = REQUIRED FIELD
Questions

Help & Support

CDX Home P .

Terms & Conditions Jrganization Mame:

Registrant's Work Mailing Address 1:

Registrant's Work Mailing Address 2:

City: *
State/Province: | Alabama ILI *
Zip/Postal Code: *
Country: | UNITED STATES [v] *
E-mail: *
Fhone Mumber: * Ex

5., Canada & Caribbean Islands Phone Format:
S g g
International Phone Format:

011 + Country Code + City Code' + Local Number W |

T4s necessary.

&J Local intranet #100% -

)

Figure 3-5. CDX Registration: Organization Information
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The user will have to provide his or her Organization name, address, e-mail, and phone number.
Clicking the “Next” button will lead to the Add CDX Web Program page. On this page the user
will be able to choose the “TSCA” dataflow as shown in Figure 3-6.
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Great Lakes Environmental Database Query System (GLEMDA):
Lead-Based Paint Activities (LEAD):

LT2:LT2, Stage 2, and IDSE Plan/Report Entry (LT2):
Mational Emmissions Inventory (Web/Mode Integration Pilat) (MNEIpilot):
Mational Envirenmental Methods Index Contaminants (MEMI-CBR):
Ozone Depleting Substances (ODS):
Office of Transportation and Air Guality Fuels Registration (OTAQREG):
FPublic Health Air Serveillance Evaluations (PHASE):
Pesticide Producer Tracking System(PPTS) (FPTS):
Radionuclide NESHAPs (RAD )

Radiation Metwork (RADNET):

Risk Management Flan (RMPESUBMIT):

STORET File Transfer (STORET):

Stormwater Matice of Intent (eMNOI) (SWENCI):

Toxics Release Inventary-Digital Signature (TRI-DS):
Toxic Release Inventory Made Easy (TRIME):

Toxic Release Inventory Made Easy Web (TRIMEweh):
TSCA(TSCA)

Compliance Information Systems (VERIFY):

Request Manufacturer Code for OTAQ Compliance (VERIFY MFR REG):
Water Contaminant Information Tool (WCITY:

Audit Policy Self-Disclosure (eDisclosure):

oOoo0oOO0OOCCCOCCOCCOCOCCOCCOCCOCCOCCODCOCOCOCOCOCC

[l

[l

%J Local intranst #,100% -

Figure 3-6. CDX Registration: Add Program
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After adding the “TSCA” program to the new user account, the user will have to choose between
the roles “Authorized Official” and “Support Registrant” for the Program ID type on the Add
Program ID page as shown in Figure 3-7. Enter N/A for the ID field (this field is not used for the

eTSCA workflow).

EBX

= Environmental Protection Agency - Windows Internet Explorer

Lo |g, https:fepacd:xdey . csc.com)SsL fody fregaddclientrole. asprarouplD=1&sndxOrg= V|@ Certificate Error | || X | | 2 |-
L - - »
1:? *{R? [@Environmental Prokection Agency [ l ﬁ - Q - r_;}Eage v i0F Tools ~

U.S. Environmental Protection Agency
Registration

Recent Announcements | Contact Us Logged in as, TESTTSCAZ.

MvCDX > Registration

About CDX
MyCDX
Inbox
Change Password
Frequently Asked CDX Reqgistration: Add Program D
Questions N N _
Help & Support Use the TAB key to maove from field to field. % = REQUIRED FIELD
CDX Home
Terms & Conditions
Logout Role: | ASUBMITTER
Program ID Type: | Authorized Official Vl IC: | *
Submission Method: | WEBFORM »
FINISHED
You are in an encrypted secure session.
Help Desk: (888) £80-1888
EPA Home | Privacy and Security Netice | Centact Us
Last updated on October 28, 2008.
URL: hitp:#fw ww . epa.gov/epahomeiusenotice.htm
I ‘d Local intranet H100% -

Figure 3-7. Add Program ID

10



U.S. EPA CDX

User Guide

If registering as a Support Registrant, the user will need to specify who their authorized official is
on the eTSCA Support Registrant page as shown in Figure 3-8. Enter the UserlID of the under
which the authorized official is registered and approved.

= eTSCA Registration Information: Environmental Protection Agency - Windows Internet Explorer

B[(=1[E9

@.\—/‘. - |§, https:jjepacdxdey.csc.comf55L cdx/REG-TSCA-ADDLINFO-5R .asp Y|@ Certificate Error | || % |

B

About CDX
MyCDX
Inbox CDX Registration: eTSCA Support Registrant
Change Password
Frequently Asked
Questions Use the TAB keyto move from field to field. % = REQUIRED FIELD
Help & Support
CDX Home
Terms & Conditions Authorized Official's User ID: *
Logout
Next
You are in an encrypted secure session.
Help Desk: (888) 850-1985
EP& Home | Privacy and Security Netice | Contact Us
Last updated on September 1, 2008.
URL: http:/fwww epa.gov/epahome/uzenotice htm
Done ‘:J Local intranet H100% v

i’:f *‘1'% [@ eT5CA Registration Information: Environmental Proke. ., l l

— ﬁ - B é; - I-_:_“’Eage - -:f.j-TgoIs -7

Registration

U.S. Environmental Protection Agency

Recent Announcements | Contact Us Logged in as, TESTTSCAZ.

MvCDX = Regiztration

Figure 3-8. eTSCA Support Registrant Page
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Once the authorized official is specified, the user is then prompted to select the Authorized
Official’s organization with which they’ll be associated as shown in Figure 3-9.

= eTSCA Registration Information: Environmental Protection Agency - Windows Internet Explorer |:||E|r5__<|

G

@'C/" - |g, https:jjepacdxdey.csc.comf55L cdx/REG-TSCA-ADDLINFO-5R . asp V|@ Certificate Error | || X |

Links @ | CDX(D) @ COH(T) @@ COX(F) @ ClearQuestwisb @@ DEW UCMRZ @ | Internst Time Entry System @ | UICMRZ Mockups
- . ¥
B~ 6 @ - e - ook -
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U.S. Environmental Protection Agency
Registration

Recent Announcements | Contact Us Logged in as, TESTTSCAI.

MvCDX = Regiztration

About CDX
MyCDX
Inbox CDX Registration: eTSCA Support Registrant
Change Password
Frequently Asked
Questions
Help & Support
CDX Home

UUse the TAB keyto maove from field to field. % = REQUIRED FIELD

Authorized Official:
TSCA AOTester (TESTTSCAAD)

Terms & Conditions
Logout

Select the organization that you should be associated with:

® Qrganization: AQ Testing, Inc.
Address: 123 Any St
York
PA, 174086
Phone: 5555551212

Email: testeri@testinginc.com

You are in an encrypted secure session.

Help Desk: (388) 890-1%85 v
‘1:) Local intranek Ho100% v

Done

Figure 3-9. eTSCA Support Registrant Page — Select Organization
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For authorized officials and support registrants, if the user has not previously provided an
electronic signature agreement (ESA) for eTSCA and been their account has not been
approved, they will be prompted to print, sign and mail an ESA to the EPA as shown on figure
3.10. A copy of the ESA form will be saved in the user's MyCDX Inbox for future reference and
reprinting, if needed.

FEX

@@ - |@, https: fjepacdxdey. csc.comfSSL cdxCromerrEsa_KickOFf . asp?GroupID=18sndxC Y|@ Certificate Error | 4| X | | Pl

= Environmental Protection Agency - Windows Internet Explorer,

Links @ | CDX(D) @ COH(T) @ COX(F) @ ClearQuestwisb @@ DEW UCMRZ @ | Internst Time Entry System @ | UICMRZ Mockups

i - »
ﬂ? 413? [@Environmental Praokeckion Agency l l ﬁ - D [ I l-_;‘,"Eage AR § Tools -

U.S. Environmental Protection Agency
Registration

Becent Announcements | Contact Us Logged in as, TESTTSCAI.

MvCDX = Registration

Ready to generate the CROMERR ESA

About CDX

MyCDX

Inbox Click the "Create ESA & Continue” button below to generate your ESA. You will be prompted

EETR RS to print the ESA.

Frequently Asked
Questions

Help & Support | Creats ESA& Continue |

CDX Home

Terms & Conditions
Logout

You are in an encrypted secure session.

Help Desk: (888) 850-1985
EP& Home | Privacy and Security Netice | Contact Us

Last
URL: http:ifw
Done ‘:J Local intranek H100% v

dated on August 28, 2009,
w.epa.gov/epahome/uzenotice. htm

Figure 3-10. CROMERR ESA page

The user clicks on the “Create ESA & Continue” button to proceed with the Electronic Signature
Agreement (ESA) generation process. The resulting agreement form is shown in Figures 3-11,
3-12 and 3-13.
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/= Environmental Protection Agency - Windows Internet Explorer :

B
U.S. Environmental Protection Agency 4
ELECTRONIC SIGNATURE AGREEMENT

In accepting the electronic signature credential issued by the U.S. Environmental
Frotection Agency (EPA) to sign electronic documents submitted to EPA's Central
Data Exchange {CDX). and as an employes of

Electronic Signature Holder Company Information
Company Name:

Address: Mew Carllton

City, State, Zip: New Carllton, MD 208350

Pravince: —
Country: us

Fhone Number: 1111111111

E-mail Address:
Reqgistrant's Name:
CDX User Name: TESTTSCAZ

iMame of Electronic Signature Holder)

(1) Agree to protect the electronic signature credential, consisting of my Central Data
Exchange (COX) user identification and password, from use by anyone except me.
Specifically. | agree to maintain the secrecy of the password: | will not divulge or
delegate my user name and password to any other individual: | will not store my
password in an unprotected location; and | will not allow my password to be written into
computer scripts to achieve automated login:

i2) Agree to contact the U.S. EPA CDX Help Desk at 1-358-890-1995 as soon as
possible. but no later than 24 hours. after suspecting or determining that my user name
and password have become lost, stolen or otherwise compromised:

|

(31 Understand that | will be informed throuah mv reaistered electronic mail (e-maill

Figure 3-11. Electronic Signature Agreement Form

14
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/= Environmental Protection Agency - Windows Internet Explorer Z”E'E'
Y

(3) Understand that | will be informed through my registered electronic mail (g-mail)
address whenever my user identification or password have been modified:

(4) Understand that COX reports the last date my user identification and password were
used immediately after successfully logging into CDX;

(5) Agree that | will review the contents of all electronic submissions prior to
submission;

(6) Understand and agree that | will be held as legally bound. obligated. or responsible
by my use of my electronic signature as | would be using my hand-written signature;

(T} Understand that whenever | electronically sign and submit an electronic document to
the CDX. | will receive an & mail at my registered e mail address; This e-mail will inform
me that a submission has been made to COX from my user account and will contain
instructions to view information regarding the submission, including my Copy of Record
(CoR):

(8) Agree that if | receive an e mail notification for a submission that | do not believe that
| subrmitted, | will notify the COX Help Desk as soon as possible. but no later than 24
hours, after receipt;

(9) Agree to contact the COX Help Desk if | do not receive an e mail notification within 5
business days for any electronically signed submission using my credentials;

(10) Agree to report, within 24 hours of discovery. any evidence of discrepancy between
an electranic document | have signed and submitted and what the CD¥ has received
from me by contacting the COX Help Desk:

(11} Agree to notify the EPAif | cease to represent the regulated entity specified above
as signatory of that organization's electronic submissions by contacting the COX Help
Desk as soon as this change in relationship occurs and to sign a surrender certification
at that time; and.

(12} Agree to retain a copy of this signed agreement as long as | continue to represent
the regulated entity specified above as signatory of the company’s electronic
submissions.

|

hlarn nf Aloectronie cionatira

Figure 3-12. Electronic Signature Agreement Form (Cont’d)
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/= Environmental Protection Apency - Windows Internet Explorer |;||E|[z|
Eat

the regulated entity specified above as signatory of the company’s electronic
submissions.

Mame of electronic signature

holder: Mr. Lev Yarmovsky

Signature of electronic
signature holder:

Date:

MOTARY PUBLIC:

Please click PRINT & CLOSE to get a hard copy of this agreement.

PRIMT & CLOSE

(=]

Figure 3-13. Electronic Signature Agreement Form (Cont’d)

The user will be asked to print the resulted ESA as part of the ESA procedure.

16
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Once the user clicks to view and print the ESA, they will be prompted to print, sign and mail a
verification form as shown on figure 3.14. Like the ESA, the verification form will be saved to
the user’'s MyCDX Inbox for future reference.

= eTSCA Registration Information: Environmental Protection Agency - Windows Internet Explorer, |:||E|r5__<|

@.\— I |§, https: {jepacdxdey. csc.com/S5L cdx/REG-TSCA-ADDLINFO-5R., aspiasp=process. Y|@ Certificate Error | 4| X | | Pl

Links @ | CDX(D) @ COH(T) @ COX(F) @ ClearQuestwisb @@ DEW UCMRZ @ | Internst Time Entry System @ | UICMRZ Mockups

- . ¥
Wk [@ETSCA Reqistration Information: Environmental Prote, . l l ﬁ - B duhy ~ ik Page + i) Tools -

U.S. Environmental Protection Agency
Registration

Becent Announcements | Contact Us Logged in as, TESTTSCAI.

MvCDX = Registration

About CDX

MyCDX

Inbox CDX Registration: eTSCA Support Registrant
Change Password

Frequently Asked
Questions You must print, sign and mail a verification form into the EPA. Please click the button below to

Help & Support display the verification form in a pop-up window.
CDX Home

Terms & Conditions
Logout [ Create Form & Continue ]

You are in an encrypted secure session.

Help Desk: (888) 850-1985
EP& Home | Privacy and Security Netice | Contact Us

Last updated on September 1, 2008.
URL: http:/fwww epa.gov/epahome/uzenotice htm

Done ‘:J Local intranek H100% v

Figure 3-14. eTSCA Verification Form Page

The user clicks on the “Create Form & Continue” button to proceed with the Verification Form
generation process. The resulting agreement form is shown in Figures 3-15 and 3-16.
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Below is top half of the verification form for a Support Registrant.

{f eTSCA Yerification Form, - Windows Internet Explorer,

AUTHORIZATION AND VERIFICATION FOR SECTION 5 NOTICE
SUPPORT SUBMITTER
BY COMPANY AUTHORIZING OFFICIAL

Authorized Official Signature

I am an authorizing official and an electronic signature holder in U5, EPA's CDX for the
organization listed below, and verifv that the person identified as the electronic sighature holder
below is authorized to subtnit only supplemental PMIN documents (ie., all support documents
except for a Letter of Support) on behalf of mv organization.

CDX User D TESTTSCAAD
Wame of Authorized Official: Mr. TSCA AQOTester
Company Name: AQ Testing, Inc.
Address: 123 Anv 5t

Citv, State, Zip: Yorlk, PA 17406
Signature Date

Electronic Signature Holder for Submission of Supplemental Information =

I acknowledge by mv signature below that the accuracy of the statements in all electronic
submissions reflect myv best prediction of the anticipated facts regarding the chemical substance(s)
described therein. Anv knowing and willful misrepresentation is subject to critminal penaltv pursuant
to 1ISUSC 1001,

I also acknowledge that I am authorized to submit only supplemental PMN documents (ie., all
support documents except for a Letter of Support) on behalf of the organization listed above.

CDX User ID: TESTTSCAS
Wame of Electronic Signature Holder: |

Company Name: CsC
Address: MNew Carllton
Citv, State, Zip: MNew Carllton, MD 208350

| 4

Figure 3-15. eTSCA Verification Form
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Below is the bottom half of the verification form for a Support Registrant.

(= eTSCA Verification Form - Windows Internet Explorer E
R

described therein. L"s.tl‘- knowing and willful misrepresentation is ;ubjecE to criminal penaltv pursnant
to 18USC 1001.

I also acknowledge that I am authorized to submit only supplemental PMN documents (ie., all
support documents except for a Letter of Support) on behalf of the organization listed above.

CDX User ID: TESTTSCAS
Name of Electronic Signature Holder:

Company Name:

Address: New Catllton

Citv, State, Zip: New Carllton, MD 20850
Country: Province:
Signature Date

PLEASE SEND THIS DOCUMENT AS SOON AS POSSIBLE TO:

Bv U.S. Postal Service: Bv Hand Delivery or Courier:

PMIN CDXE Registration Coordinator (74075M) PMN CDX Eegistration Coordinator

U5, Environmental Protection Agency U5 EPA- OPPT/CBIC

Office of Pollution Prevention and Toxics EPA East Building, Room 6428
Ariel Rios Building 1201 Constitution Ave, INW
1200 Pennsvhbvania Ave, NW Washington, DC 20004-3302
Washington, DC 20460 202-564-8930; 202-564-8940

Please click PRIINT & CLOSE to get a hard copv of this agreement.

PRINT & CLOSE ]

||

Figure 3-16. eTSCA Verification Form (Cont’d)
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This completes the initial user registration process.

ﬂ; Environmental Protection Agency - Windows Internet Explorer, |:||§|fg|

@'C}' - |g, https:,l',l’epacdxdev.csc.com,l’SSL,l’cdx,l’cdxweIcome.asp?GroupID:1&snderg:CDDV|@Certiﬁcate Errar | || X | | 2 |-

Liks @& CDX(D) @ | COR(T) & | CDX(P) @] ClearQuest'web @ | DEVUCMRZ g | Inkernet Time Entry System @ | UCMRZ Mockups

_— - - »»
ﬂ? R’Ri’ [@Environmental Protection Agency [ l ﬁ > G - - jﬁage - {0 Tools ~

U.S. Environmental Protection Agency
Registration

Recent Announcements | Contact Us Logged in as, TESTTSCAZ.

MwCDX > Registration

About CDX

MyCDX

Inbox

Change Password

Frequently Asked
Questions

Help & Support

CDX Home:

Congratulations! You have successfully completed the online portion of CDX registration. You should receive an e-mail
confirmation shortly confirming receipt of your information.

Terms & Conditions

Logot

You are in an encrypted secure session.

Help Desk: (888) £80-1888
EPA Home | Privacy and Security Notice | Contact Us

Last updated on December 7, 2007.
URL: hitp:#fw ww . epa.gov/epahomeiusenotice.htm

IDone ‘ﬂ Lacal intranet H100% -

Figure 3-17. Registration Complete

After hitting the “Finished” button, the user will be redirected to the CDX Web home page screen
as shown in Figure 3-18.
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@;} - |§, https: /fepacdyxdey.csc.com//SSLACDK MyCLX .asp M g | 4| % | |Live Search ol

e' Y! - £'| M| Search Web - &/ - @ anticpy @ | hBockmarks = +29Mail - Wvahoo! - EfGames - ¥
— . - »

W [@Environmenta\ Protection Agency l l o B = - |:bPage v O Tools ¥

U.S. Environmental Protection Agency

Logged in as, TESTTSCAZ.

Central Data Exchange-lyCDX

About CDX
MyCDX Welcome, Last Login:
Inbox Registered Since: September 26, 2008
Change Password Recerification Date: September 26, 2008
Frequently Asked
Questions CDX Registration Status:  Active
Help & Support
CDX Home
Terms & Conditions You have 1 new message in your [nbox
Logout
Change System Edit Personal Edit Current Add Newr
Password Information Account Profiles Employer Profile

Available Account Profiles:

Mo programs are availahble atthis time.

You are in an encrypted secure session.

Help Dezk: (888) 850-1555
EPA Home | Privacy and Security Motice | Contact Us

La
URL: http:ifv,

ated on May 13, 2008.
pa.goviepahoms/uzenctics.htm

Figure 3-18. Empty CDX Web Home Page

The user’'s ESA and verification forms will be reviewed by the eTSCA approver and if the user
credentials are confirmed, the user will be notified via e-mail that his or her account has been
activated.

Upon receiving the approval letter, the user will be able to login to the CDX Web application as
shown in Figure 3-19.
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‘©Environmental Protection Agency - Windows Internet Explorer (0 mf] <
@: - |§, https:/fepacdxdey.csc.com/SSL/CDX Login. asp?Referer =Registration M ﬂ | *2|| % | |Live Search R
e Y?! - _&,"| M| SearchWeb ~ < B+ @ anti-Spy @| [ Bockmarks = <29Mail ~ Wry¥ahoo! v B Games v »
w e [@EnvimnmentalProtection Agency l_l @8 i - [hpage v i Tooks ~

Central Data Exchange Login &

Warning Notice

EPA’'s Central Data Exchange Registration procedure is part of a United States Environmental Protection Agency (EPA) computer system,
which is for authorized use only. Unauthorized access or use of this computer system may subject violators to criminal, civil, and/or
administrative action. All information on this computer system may be monitored, recorded, read. copied. and disclosed by and to authorized
personnel for official purposes. including law enforcement. Access or use of this computer system by any person, whether authorized or
unauthorized. constitutes consent to these terms.

Privacy Statement

EPA will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data Exchange
site and for updating and correcting information in intemal EPA databases as necessary. The Agency will not make this information available
for other purposes unless required by law. EPA does not sell or othenwise transfer personal information to an outside third party. [Federal
Reqgister: March 18, 2002 (Volume 67, MNumber 52)][Page 12010-12013]

User Name:

Password:

[ LoGiN [ CLEAR

You are in an encrypted secure session.

Help Desk: (888) 890-1595
EP4 Home | Privacy and Security Notice | Contact Us

Lazt updated on September 18, 2008, L
URL: http:/fw e w.epa.gov/epahomeiusenotice.htm 1]

%J Local intranet #100% -

Figure 3-19 Central Data Exchange Login
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The first time a user logins into CDX Web, he or she will be asked to provide answers to 5 out of
20 questions. Each time the user enters CDX Web thereafter one of the answered questions will
be used to confirm the identity of the submitter to satisfy the 20-5-1 CROMERR requirement.
The questions are shown in Figure 3-20.

‘@eSIG-PIN Entry: CUX: Environmental Protection Agency - Windows Internet Explorer B =X
@: J ~ | &) https: /fepacddev.csc.com/S5L/CDX /eSigPin_Entry.asp ] & |[#2][x] [Live search ol
e Y- 2 [v|} search web ~ & - @ entiSpy @ | QhBockmarks ~ #29Mail - Wevahoo! - @Games - >
o [@eSIG—PIN Entry: COX: Erwironmental Protecti... ]7] B - B & - [rpage~ Tools ~

U.S. Environmental Protection Agency ~
CDX

Recent Anncuncements | Centact Us Legged in as, TESTTSCAZ

MyCDX > CDX

You are registered for a program that requires eSianature PIN Verification. Please select exactly 5 questions. The gquestions that you
select should be questions that you can remember, but difficult for anyone else to guess.

About CDX
I’-‘!;DX What is the first and middle name of your oldest sibling?
nbox
Change Password Ansier: =
Frequently Asked A What is your favarite painting or photo?
Questions o X . -
Help & Support What is your faverite vacation destination?
CDX Home Answer:

Terms & Conditions
Logout

] What year and model (yyyy-name} was your first car?
What is your favarite TV show?

Answer:
A Where did you first meet your spouse?

What is your favarite book?

Answer:
] Whatwas your first pets name?
What is your favorite movie?
Answer:
O What street was your high school located on?
O What is the name of your home town newspaper?
O What is your faverite hobby?
[] Whatis the name of the hospital where you were born?

A Wha is your favarite all-time entertainer?

1 Whatwas vour high school's mascot? M

EPA Central Data Exchange \ﬂ Local intranet 00w <

Figure 3-20. 20-5-1 CROMERR Questions Page
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A Confirmation Page will be displayed to a user after he or she have answered the verification
guestions and saved the desired answers, as shown in Figure 3-21.

€ e516-PIN Entry: CDX: Environmental Protection Agency - Windows Internet Explorer

=5

M 4 | *2|| X |Live Search

@.\_ ) |g, https: /fepacdxdey.csc.com/SSL/COX /eSigPin_EntryComplete.asp

2|~

e Y -2

M| SearchWweb ~ & [~ 4% anti-Spy @| (U Bookmarks ~ 29 Mail = ¥rvahoo! ~ f@cames ~ »

About CDX

MyCDX

Inbox

Change Password

Frequently Asked
Questions

Help & Support

CDX Home

Terms & Conditions

Logout

EPA Central Data Exchange

W [@ eSIG-PIN Enfry: CDX: Environmental Protecti... l l

fi - B

deh - [=hPage v G Tooks v

U.S. Environmental Protection Agency

CDX

Recent Announcements | Contact Us

MvCDX = COX

Thank you! You have entered answers to your eSIG-PIN questions. You should receive an e-mail notification and a MyCDX Inbaox
message has been created.

Logged in as, TESTTSCA3Z.

To help you remember your questions & answers, the MyCDX Inbox message contains the questions that you selected. If you ever forget

your questions and answers, you may contact the C0X Help Desk to receive an eSI1G-PIN Reset Authorization Code.

You may now proceed to MyCDX by clicking the continue button helow.

You are in an encrypted secure session.

Help Desk: (888) 850-1555
EP& Home | Privacy and Securitv Netice | Contact Us

Last updated on August 28, 2007,
URL: hitp:i v.£pa.goviepahome/uzenotice htm

%J L ocal intranet

H100% -

Figure 3-21. Answers to Your eSIG-PIN Questions
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After the account has been activated, the user will have a “TSCA” program link on his or her
CDX Web home page as shown in Figure 3-22.

{2 Environmental Protection Agency - Windows Internet Explorer |:”E”z|

@;}: - |ﬁ, https: ffepacdxdey. csc. comySSL fodx My CDK, asp V|@Certificate Etror | 4| K | | 2\~

Lirks @ CDX (D) @& COX(T) @ COW(P) & ClearQuest'Web @ | DEVUCMRZ @ | Internet Time Entry System @& | UCMRZ Mockups

- p— — s ¥
5’:? *‘1'{1‘? [@Environmental Protection Agency l l @ < m - - E‘;’Eage - -'QI- Tools -

U.S. Environmental Protection Agency ~

Recent Announcements | Contact Us Logged in as, TESTTSCAI.

Central Data Exchange-MyCDX

About CDX
MyCDX Welcome, Last Login: September 10, 2009
Inbox Registered Since: September 26, 2008
Change Password Recertification Date: September 26, 2008
Frequently Asked
Questions CD¥ Registration Status:  Active
Help & Support
CDX Home
Terms & Conditions You have 8 new messages in your Inbox
Logout
Change System Edit Personal Edit Current Add New
Password Information Account Profiles Employer Profile

Available Account Profiles:

» TSCA eT3CA Client Download and View Support Registrants

You are in an encrypted secure session.

Help Desk: (888) 850-1555 B
EP4 Home | Privacy and Security Notice | Contact Us

w

EP# Central Data Exchange 3 | ocal intranet F00% v

Figure 3-22. TSCA Program Link

The Authorized Official users are shown a link to download the eTSCA/ePMN software and view
their support registrants. (Shown in Figure 3-22)

The Support Registrant users are shown a link to download the eTSCA/ePMN software. (Not
shown)

25



U.S. EPA CDX User Guide

CDX Web will send a confirmation letter for 20-5-1 e-signature questions as shown in Figure 3-
23.

Eile Edit “iew Create Actions Help

ChHETE5 BT S4SC0NEE # - B
Addrezs ""| ¢"|
WWnrk _?]Le X .Le X ET X I:D X LJl:s X%He X |:D....><: EnCDl. x| 3

EPA CDX Ta
HELPDESK
ol
beo
110352008 11:46 _
Aib Subject |eSIG-PIN Questions Answered (DEV)

Tou have provided answers to 5
e3IG-PIN cquestions on 117372008 11:46:15 AM
for the CDE account, ETSCATEIT:Z.

L MyCDE Inbhox message has been created that
contains the gquestions that wyou selected.
Howewer, for your protection, your answers
are not provided. If vou ever forget wyour
questions or answers, you may contact the CDX
Help Desk to receive an e3IG-FIN Reset
Authorization Code.

gedegy v

If vou did not provide e3IG-PIN questions and
answers, please contact the CDE Help Desk at
[(888) 890-1995 and alert them of a possible
security breach of wywour account.

CDX Homepage: http://epacdxdev.csc.com

Tnited 3tates Environmental Protection Agency
Central Data Exchange
A MNew Paradiogmw for Environmental Feporting.

Figure 3-23. eSIG-PIN Questions Answered Confirmation Letter
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Section 4. User Certificate and Key Pair
Generation

A user certificate and Private/Public Key pair is used to digitally sign and encrypt the submitted
documents, providing security protection for eTSCA submissions. The certificate and key pair
will be automatically obtained by the eTSCA/ePMN software after the first login. When the
document submission function of report tool is accessed, the eTSCA/ePMN software dialog
login screen will be displayed as shown in Figure 4-1.

@

U.S. Environmental Protection Agency

Warning Notice

Eecent Announcements | Contact Us

ChX Home * Warming Motice

Environmental Protection Agency
Central Data Exchange

‘Warning Notice

EPA's Central Data Exchange Registration procedure is part of a United States Environmental Protection Lgency (EPA) computer system, which is for
authorized uze only. Unauthorized access or uze of this computer system may subject violators to criminal, civil, andfor administrative action. &1l information on
thiz computer system may be monitored, recorded, read, copied, and dizclozed by and to authorized personnel for official purpozses, including law
enforcement. Access or uze of thiz computer system by any person, whether authorized or unauthorized, constitutes consent to these terms.

Privacy Statement

EP& will uze the personal identifying information which you provide for the expres=zed purpose of registration to the Central Data Exchange site and for
updating and correcting infarmation in internal EPL databazes az neceszsary. The Agency will not make this infarmation awailable for cther purpozes unless
required by law . EPA does not =ell or otherwise tranzfer personal information to an out=zide third party.

[Federal Reaister: March 15, 2002 (“olume 67, Mumber S$2)|[Page 12010-12013]

If you hawve forgotten your password, or if your password doesn't work, you may re-establish your pazsword via:

Production Environment Password Reset

Test Environment Password Reset

Development Environment Password Reset

Help Desk: (535) 290-1925
EFA Home | Frivacy and Security Motice | Contact Us
Last updated on Febroans 23, 2007

URL: http townin epa gowepahomefusenotice him

User Mame:
Password:

Mode:
Production ~

Figure 4-1. eTSCA/ePMN software Login and Warning Notice

On this screen the user will be presented with a warning notice, privacy statements and links to
CDX Web resources for account management. The user enters his or her user name and
password and chooses between the Production, Test, and Development environments. This
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choice will determine the destination for all document submissions and queries that will be
performed through the eTSCA/ePMN software during the current login session. After successful
login, the user key pair and certificate will be created automatically and managed by the
eTSCA/ePMN software, without requiring user interaction.

The eTSCA/ePMN software stores the following data into a keystore under the user home
directory:

e userliID
e user private key
e user certificate
e creation time
The following file will be created: \<userHome>\ .<userld>-cromerr-keystore.jks

Where <userHome> is a local user home directory (C:\Documents and Settings\myuser) and
<userld> is an eTSCA user ID, registered with CDX Web. The user can copy this file to another
safe location for backup, if desired.
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Section 5. Data Submission

The user will prepare the desired document for submission using the eTSCA/ePMN software
Submit dialog. Upon successful login, the following dialog will be presented to the user:

@

(ETSCA Document Submit | ETSCA Transaction Search | ETSCA Document Download

File To Subrmit:

Docurment: Q

I-\.

Submit Response

Figure 5-1. Submit Dialog, Before Submission

The document path will be automatically populated for the user by the Report Tool. The user
has the option to submit Original or Support documents through this dialog. Support documents
require a valid Transaction ID, corresponding to an original submission. The user can click on a
“Submit File to Node” button to initiate the transaction. The following confirmation dialog will be
displayed to the user:
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U.S. Environmental Protection Agency
Cross-Media Electronic Reporting Regulation (CROMERR)

Becent Announcements | Contact L=

Chx. Home = CROMERR Electronic Signature Agreement

Cross-Media Electronic Reporting Regulation (CROMERR)
CROQNVERR Flectronic Sigrnature Agreement

| certify, under penalty of law, that this document and all sttachments were prepared under my direction of supervizion in accordance with a system designed
to assure that qualified personnel properly gather and evaluate the information submitted. Based on my inguiry of the person of perzons who manage the
system, or those persons directly responsible for gatheting the information, the information submitted is, to the best of my knowledoe and belief, true,
accurate, and complete. | am avvare that there are significant penatties for submitting false information, including the possikility of fines and imprisonment for
knowving viclations.

Help Desh: (353)890-1995
EFPA Home | Privacy and Security Motice | Contact s
Last updated on Februany 22, 2007,
URL: hitp iy epa. gowepahomeiusenotice. htm

I Certify ][ Cancel

Figure 5-2. Confiramtion dialog

After the user confirmation one of the 20-5-1 questions will be presented to the user to verify his
or her identity.

-,

'CROMEER Question

\!}) Yhat is your favorite pet's name?

[ Ok H Cancel ]

Figure 5-3. 20-5-1 CROMERR Question

The system will then encrypt the desired document with the Public key of the back-end server
and transmit the encrypted document with related metadata to CDX. The CDX Transaction 1D
will be presented to the user on a submit dialog for the user’s reference.
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{ETSCA Document Subrnit | ETSCA Transackion Search | ETSCA Document Download
File T Subrmit:
Document: | E:\CD¥_ProjectsiMNGhietsca-node-clientidocsiaaa. sup_tsca
¥
Submit Response
Transackion Id: _ 5483033 7-cd20-4bdf-9021-54201b1d57 18
Data Flow: T5CA
Docurment Mame: aaa.sup_tsca
Docurnent Type: ORIGIMAL

_‘_f_ Check Transaction Skatus

Figure 5-4. Document Submitted to CDX

The user can click on a “Check Transaction Status” button to check the status of submitted
document and download any document related reports. CDX will also send an emalil
confirmation of the submission as shown in Figure 5-5.

31



U.S. EPA CDX User Guide

Bile Edit Yiew Create Actions Help

I CHE-TS3| /B R|FCo2OHEE -~ = A
J Addiess ,..”J M :‘
JQ';':Q _l||:|

09/28/2008 02:58 Phd

beco

Subject |eTSCA submission notification for Original document for
COx Tranzaction 1D _e0872cfb-bhe?-4d58-9631-
FOf27bafE6ET

g8 adee Dﬁ@@ﬁﬂ?

was submitted to eTSCL on 09/29/2008 at 14:58:09 EDT

The Original docwwment for CDY Transaction ID
el872cfh-bhhez-4d59-9631-70£27hE8£8661

Document Id: c7166727-3L£79-46a4-bh08-60f543caldie
Document Name: test.=p

Figure 5-5. Submission Confirmation E-mail
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Section 6. Download Reports

CDX will send notification e-mails (see Figure 6-1) in case any transaction related reports are
available for download through the eTSCA/ePMN software.

Eile Edit Yiew Create Actions Help

ICHE- AF33|| /ROR|]TECCDHERE & 7 — @A
J Address v”J @ El
o aE

I
ey

097282008 02:558 P

broo

Subject |Download Available for Original Copy Of Record document
for COX Tranzaction D _e0872ctb-bhe2-4d59-9631 -
7O0f27h 86T

The Original Copy Of Record documwent for CDE Transaction ID
_e087icfh-b5e2-4d59-0631-70L27h3LE661

that was submitted on 09/29/2008 at 14:55:31 EDT

iz now available for download on your Reporting Tool.

Docwwent Id: Zcl3a92Zb-efba-4328-52fl-adzZgd65a25c™
Docuwwent Name: ORIGINAL COR_test.zp

ggaded D@@@ﬁ

Figure 6-1. Report Notification E-mail

The user can open the eTSCA/ePMN software and click on the eTSCA Document Download
tab.

33



U.S. EPA CDX User Guide

1<

ETSCA Document Submit | ETSCA Transaction Search || ETSCA Document Download (| ETSC4 Transackion Details

Transaction Id:

Document MNarme:

5 Document Download

Figure 6-2. Document Download tab

The user can copy the transaction ID and a report name from an e-mail notification and click on
the “Document Download” button. The system will attempt to download the requested file and

decrypt it using the private key of the currently logged in user. The file save dialog will be
presented to the user as shown in Figure 6-3.
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File Save 2
Save in: I I3 etzca-node-client LI = £ B~
. ) externalTooBuilders  Bstestl.zip
ﬁ I .=settings B stest.zip
My Recent Icys L'Iﬂ test.hitml
Documents 3)docs =% test.pdf
@ Detsca @ testaml
s Btestzip
Deskbop C)target test.zp

_ Classpath

..—-} .Cvsignore
= .project

cdxKeystore

o [Z] LICEMSE £t
5?! @ maven-eclipse.xml
My B ORIGINAL_COR_test.zip

@ parm.xml
My Metwark  File name: |ORIGINAL_COR_test 2if | save |

Places
Save az type: I,-i'-.ll Files [*.%) LI Cancel )
£

My Documents

Computer

Figure 6-3. File Save Dialog

All transaction related reports are also available for search and download through the
transaction details dialog, discussed later in this guide.
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Section 7. Transaction History

The transaction history search dialog will be presented to a user upon clicking the “ETSCA
Transaction Search” tab as shown in Figure 7-1.

@

ETSCA Document Submit || ETSCA Transaction Search | ETSCA Document Download

Transaction Id:

Transackion Status: v
Start Date: Sep 26, 2003
End Date: Sep 26, 2003

% Search Transaction History

P

Transaction Search Results

External Transaction Id: Data Flow Date Status Description

Figure 7-1. Transaction Search

The user can search for a specific transaction within a given time period using transaction ID
and/or status, or request a complete list of transactions during this time period. Transaction
search results will be presented to the user in the “Transaction Search Results” panel.
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|2

ETSCA Daocurnent Subrnit | ETSCA Transaction Search | ETSCA Document Download

Transaction Id:

Transackion Status: _
Start Date: Sep 26, 2003
End Date: Sep 26, 2003

% Search Transackion History

P

Transaction Search Results

External Transaction Id: Draka Flow Drake

|_f?d5c953--:15e-482e-9?55-1bc44db42bdb |TSC.°. 09/26/2008 13:38:02

Stakus Descripkion

FENDIMNG

< ] I

Figure 7-2. Transaction Search Results

Two buttons are available for each transaction; “Check Status” and “Details”. The Check Status
button will refresh the status column of a given transaction with a new CDX status. This way the
user can quickly check if a given transaction failed on the server. The Details button will open

the transaction details dialog.
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Section 8. Transaction Detalils

The Transaction Details dialog displays the detailed transaction information, including all of the
documents and reports associated with the current transaction.

&

ETSCA Document Submit | ETSCA Transaction Search | ETSCA Document Download | ETSCA Transaction Details

Descripion: i

External Transaction Id: _f7d6c963-c16e-482e-9755- 1bc44dbazbdb

Diata Flow: T3CA

User Mame: DEYTSCAL

Mode:

Date: 2008-09-26 13:38:02

Status: PENDING | (f CheckStatus |F % Audit Detais -

Documents and Reports

.| Mame Categaory Date Download Skatus (o) Status Type
test. zip ORIGIMAL 09/26/2008 13:38:04 _63cf098b-2... |PENDING ZIP
ORIGINAL_COR_test,zip ORIGINAL_COR 00/26/2008 13:38:23 _ht79bboa-h,., PROCESSED  [ZIP

Figure 8-1. Transaction Details Dialog
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The user can check the transaction status by clicking the “Check Status” button and can review
the audit information by clicking on the “Audit Details” button as shown in Figure 8-2.

7

Transaction Id: _f7dbc963-c16e-482e-9755-1hedd dbd2hdh
Creation Time: 2003-09-26T13:35:02

Status: FEMDIMG

Dataflow: TSCA

Audit Messages:

data collection

# 20038-09-26T13:38:04 INFO archive submission

distribution

# 2003-09-26T13:38:05 INFO create metadata docurnent

# 2003-09-26T13:38:14 INFO distribute the submission to the backend
hode

# 20058-09-26T13:35:14 INFO update status post-distribution
# 20038-09-26T13:38:14 INFO Lser Email Motification
# 2003-09-26T13:38:23 INFO archive backend submission

# 2003-09-26T13:38:24 INFO User Email Motification

download

# 2003-09-26T13:52:01 INFO handle client download

walidation

# 2005-09-26T13:35:04 INFO Schedule Validate Submission
# 2003-09-26T13:38:04 IMFO prevalidate submission
# 20035-09-26T13:38:05 INFO validate zip file and entries

# 2003-09-26T13:38:05 INFO signature validation

Dane

Figure 8-2. Audit Details dialog
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The user can close the dialog by clicking the “Done” button.

The user can also download available reports by clicking the “Download” button related to a
desired report. This will automatically initiate the download procedure. The document will get
decrypted with the current user private key and the Save File dialog will be presented to a user.
Reports can be saved on a local hard drive and accessed with the appropriate application.
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Abbreviations and Acronyms

Acronym/Term
CDX
CoR
ECMS
EPA
ESA
eTSCA
IE
OPPT
OPPTS
PMN
SRN
SSL
TSCA
ul
WSDL

Definition

Central Data Exchange

Copy of Record

Enterprise Content Management System
Environmental Protection Agency
Electronic Signature Agreement
Electronic Toxic Substances Control Act
Internet Explorer

Office of Pollution Prevention and Toxics
Office of Prevention, Pesticides, and Toxic Substances
Pre-manufacturing Notice

Submission Report Number

secure socket layer

Toxic Substances Control Act

user interface

Web services description language
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