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§ 1308. Disclosure of information in possession of
Social Security Administration or Depart-
ment of Health and Human Services

(a) Disclosure prohibited; exceptions

11y No disclosure of any return or portion of a
return tincluding information returns and other
written statements) filed with the Commis-
sioner of Internal Revenue under title VIIT of
the Social Security Act or under subchapter E
of chapter 1 or subchapter A of chapter 9 of the
Internal Revenue Code [of 1839], or under regula-
tions made under authority thersof. which has
been transmitted to the head of the applicable
agency by the Commissioner of Internal Reve-
nue, or of any file, record, report, or other paper,
or any information. obtained at any time by the
head of the applicable agency or by any officer
or emplovee of the applicable agency in the
course of discharging the duties of the head of
the applicable agency under this chapter. and no
disclosure of any such file, record, report. or
other paper, or information. obtained at any
time by any person from the head of the applica-
ble agency or from any officer or employee of
the applicable agency, shall be made except as
the head of the applicable agency may by regu-
lations prescribe and except as otherwise pro-
vided by Federal law. Any person who shall vio-
late any provision of this section shall be
deemed guilty of a felony and. upon conviction
thereof, shall be punished by a fine not exceed-
ing $10,000 for each occurrence of a violation, or
by imprisonment not exceeding 5 years, or both.

(2) For purposes of this subsection and sub-
section (b) of this section. the term “applicable
agency’ meansg-—

(A) the Social Security Administration, with
respect to matter transmitted to or obtained
by such Administration or matter disclosed by
such Administration. or

(B) the Department of Health and Human
Services, with respect to matter transmitted
to or obtained by such Department or matter
disclosed by such Department.

(b) Requests for information and services

Requests for information, disclosure of which
is authorized by regulations prescribed pursuant
to subsection (a) of this section. and requests for
services, may, subject to such limitations as
may be prescribed by the head of the applicable
agency to avoid undus interfersnce with his
functions under this chapter, be compliad with if
the agency. person, or organization making the
raquest agrees to pay for the information or
services requested in such amount, if any (not
excesding the cost of furnishing the information
wr servicesd, as may be determined by the head
of the applicable agency. Payments for informa-
tion or services furnished pursuant to this sec-
tion shall be made in advance or by way of reim-
bursement, as may be reguested by the head of
the applicable agency, and shall be deposited in
the Treasury as a special deposit to be used to
reimburse the appropriations (including author-
izations to make expenditures from the Federal
Old-Ags and Survivors Insurance Truzt Fund,
the Pederal Disability Insurance Trust Fund,
the Federal Hosgpital Insurance Trust Fund, and
the Faderal Supplementary Medical Inzurance
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Trust Fund) for the unit or units of the applica-
ble agency which furnizhed the information or
services. Notwithstanding the preceding provi-
sions of this subsection. requests for informa-
tion made pursuant to the provisions of part D
of subchapter IV of this chapter for the purposs
of using Federal records for locating parents
shall be complied with and the cost incurred in
providing such information shall be paid for as
provided in such part D of subchapter IV of this
chapter.
(¢) Cost reimbursement

Notwithstanding sections 552 and 552a of title
5 or any other provision of law, whenever the
Commissioner of Social Security or the Sec-
retary determines that a request for informa-
tion iz made in order to assist a party in inter-
est (as defined in section 1002 of title 29) with re-
spect to the administration of an emplovee ben-
efit plan (as so defined), or is made for any other
purpose not directly related to the administra-
tion of the program or programs under this
chapter to which such information relates, such
Commissioner or Secretary may require the re-
quester to pay the full cost, as determined by
such Commissioner or Secretary, of providing
such information.
(d) Compliance with requests

Notwithstanding any other provision of this
section, in any case in which—

(1) information regarding whether an indi-
vidual is shown on the records of the Commis-
sioner of Social Security as being alive or de-
ceased is requested from the Commissioner for
purposes of epidemiological or similar re-
search which the Commissioner in consulta-
tion with the Secretary of Health and Human
Services finds may reasonably be expected to
contribute to a national health interest. and

(2y the requester agrees to reimburse the
Commissioner for providing such information
and to comply with limitations on safeguard-
ing and rerelease or redisclosure of such infor-
mation as may be specified by the Commis-
sioner,

the Commissioner shall comply with such re-
quest, except to the extent that compliance with
such request would constitute a violation of the
terms of any contract entered into under section
405(r; of this titls.
{e) Public inspection

Notwithstanding any other provision of this
gection the Secretary shall make available to
each State agency operating a program under
subchapter XIX of this chapter and shall, sub-
ject to the limitations containsd in subssection
te)t of this section, make available for public in-
spection in readily accessible form and fashion,
the following official reports (not including,
however, refsrences to any internal tolerance
rules and practices that may be contained there-
in, internal working papers or other informal
memoranda) dealing with the operation of the
health programs established by subchapters
XVIIT and XIX of this chapter—

(1) individual contractor performance re-
views and other formal evaluations of the per-
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formance of carriers, intermediaries, and
State agencies, including the reports of follow-
up reviews;
i2) comparative evaluations of the perform-
ance of such contractors, including compari-
song of sither overall performance or of any
particular aspect of contractor operation: and
{3y program validation survey reports and
other formal evaluations of the performance of
providers of services, including the reports of
follow-up reviews, except that such reports
ghall not identify individual patients, individ-
ual health care practitioners, or other individ-
uals.
(f) Opportunity for review
No report described in subsection (e) of this
section shall be made public by the Secretary or
the State subchapter XIX agency until the con-
tractor or provider of services whose perform-
ance is being evaluated has had a reasonable op-
portunity (not exceeding 60 days) to review such
report and to offer comments pertinent parts of
which may be incorporated in the public report:
nor shall the Secretary be required to include in
any such report information with respect to any
deficiency (or improper practice or procedures)
which is known by the Secretary to have been
fully corrected, within 60 days of the date such
deficiency was first brought to the attention of
such contractor or provider of services. as the
case may be.

(Aug. 14, 1935, ch. 531, title X1, §1106, as added
Aug. 10, 1839, ch. 666, title VIII, §802, 53 Stat.
1398; amended Aug. 28, 1950, ch. 809, title IV,
§403(d), 64 Stat. 559; Pub. L. 85-840. title VII,
§701, Aug. 28, 1958, 72 Stat. 1055; Pub. L. 89-97,
title I, §108(c). title IIT, §340, July 30, 1965, 79
Stat. 339, 411; Pub. L. 90-248, title 1. §168, title 1I,
§241(ex1), Jan. 2, 1968, 81 Stat. 875, 917; Pub. L.
92-603, title II, §249C(a), Oct. 30, 1972, 86 Stat.
1428: Pub. L. 93-647, §101{(d), Jan. 4. 1975, 88 Stat.
2360; Pub. L. 97-35, title XXII, §2207, Aug. 13,
1981, 95 Stat. 838; Pub. L. 98-369, div. B, title VI,
§2663(112)(Dy(iD). (1. July 18, 1984, 98 Stat. 1170,
1171; Pub. L. 103-296, title 1. §108(b)2)-(5). title
III, §§311cay, 313ca), Aug. 15, 1994, 108 Stat. 1481,
1482, 1525, 1530.)
REFERENCES N TEXT

Title VII of the Social Security Act, referred to in
$ ra;sl‘;, probably refers to former title VIII of the
clagsified to subchapter VIII (81001 st
E pie?‘ prior '0 its rm;asmq fro ﬁn the Code
as superseded by the provis
Code of 1939 and tk na 1 Revenw Cf}dﬁ

Subchapter B of chapter 1 and suachmpt
‘Si g of the IY}f@””%i Hey nu

(3 s} Title
16, 1954, ch.

1986 by Pub. L

For provisio
sision of the 1%8 Ceeie a8 & zefe:ez% e to &k
ponding provisions of the 1985 C
7852ty of the 1988 Code. For ta?s;@ of comp 1onE f}i the
1939 Code to the 18986 Code e table preceding section
1 of Titie 3 CG de. The Internal Reve-

1 gener rally to Title 26,

Part D of subchapter 1V kis chapter, referved to in
subsec. (b}, iz classified to ssction 651 et gseq. of this
title,
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Pub. L. 108286, §313(a), in par. (13,
“misdemeanor’, 310,000 for
“$1.0007. and 5

RDMENTS

¢, (A,
felony™ for
courrence of 2 violation™ for
years” for

Pub. L. 10
sions as pa‘r. ﬁ‘

agency’ for
ployee of the 4pphmb*e agency fo* .
Department of Health and Human bewues
places, and added par, (2).

Subsec. (b). Pub. L. 103286, §108(bx3)
“head of the applicable agency” for @8
aver appearing and “applicable agency v
partment of Health and Human Services which".

Subsec. (¢} Pub. L. 103-286, §108(bi4), substituted
“the Commissioner of Social Security or the Sec-
retary' for “the Secretary’’ where first appearing and
“such Commissioner or Secretary’™ for “‘the Secretary”™
where appearing subsequently in two places.

Subsec. (d). Pub. 1. 103-296, §3111a33), added subsec.
(d). Former subsec. (d) redesignated (e).

Pub. L. 103-296. §108th)5) in subsec. (d) as added by
Pub. L. 103-2886, §311(a)3), in par. (1) substituted ~Com-
missioner of Social Security” for “‘Secretary’ after
trecords of the”, “Commissioner” for “Secrstary”
after “from the’, ~Commissioner in consultation with
the Secretary of Health and Human Services™ for “Sec-
retary” after “which the™, and in par. (2) and closing
provisions substituted “Commissioner” for “Sec-
retary’’ wherever appearing.

Subsec. (e). Pub. L. 103-296, §311(ax1), redesignated
subsec. (d) as (e), Former subgec, (e) redesignated (f).

Subsec. (), Pub. L. 103-296, §31ltaxly, 2), redesig-
nated subsec. (&) as ({) and substituted “subsection (e)”
for “subsection (d)".

1884-—Subsec. (a). Pub. L. 98-369, §2663(]), substituted
“Secretary” and “Department of Health and Human
Services” for Administrator” and “Federal Security
Agency’”, respectively. wherever appearing.

Subsec. (b). Pub. L. 98-369, §2663(2xDyih), sub-
stituted “‘Health and Human Serviceg” for “Health,
Education, and Welfare™.

1981-~Subsec. (a). Pub. L. 97-35, §2207(1), substituted
as otherwise provided by Federal law™ for “as pro-
vided in part D of subchapter IV of this chapter™

Subsgec. (c). Pub. L. 97-35, §2207(2), added subsec. (¢).

1975 Subsec. (a), Pub. L. 93-647. §101cd)l), inserted
“and except as provided in part D of subchapter IV of
this chapter’” after “may by regulations prescribe’,

Subsec. ¢h). Pub. L. 93-847, §101:d¥2), inserted provi-
gzion relating to compliance with requests for informa-
tion made pursuant to part I of subchapter IV of this
chapter for purpose of using Federal records to locate
parents.

Subsec. (¢). Pub. L. 93-647, §101(dx3), repealed subsec.
(£} relating to reqguests by %(Lm or local agencies for
mogt re ,m m}dv 858 af a idual maintained pur-
and requirements for
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in two
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1965--Bubsec, (., Pub, L. 88-97. §108(¢), provided for
use @f gpecial iapesu in the Treasury (nade up of pay-
3 ‘eazﬁceq furnished) to reim-
wpenditures from the
al Hospital I - .t Fuud and the Supple-
menf(xw Medical k}»m ance Trust Fund,
¢ Pub, L. 85 8’7 §340, added subsec. (
ysec. tb). Pub, L. 85-840 amended subsee. (b)
authe*izi‘qg wmplizmce with requests for
v, person, or organization making
the request agrees Lo pay for the services,
Act Aug. 28, 1850, amended section generally,

deqwnatmﬁf existing provisions as subsec. (a). sub-
stituting “under subchapter E of chapter 1 or sub-

chapter A of chapter 9 of the Internal Revenue Code of
19397 for “the Federal Inmsurance Contributions Act,”
reflecting the transfer of functions from the Social Se-
curity Board to the Federal Security Administrator
and the Pederal Sscurity Agency. and adding subsec.
(b).

EFFECTIVE DATE OF 1894 AMENDMENT

Amendment by section 108(b)32)»(5) of Pub. L. 103-296
effective Mar. 31, 1995, see section 110(a) of Pub. L.
103-298, set out as a note under section 401 of this title.

Amendment by section 311ay of Pub. L. 103-296, appli-
cable with respect to requests for information made
after Aug. 15, 1994, see section 311(c) of Pub. L. 103-296,
set out as a note under section 6103 of Title 26, Internal
Revenue Code,

Section 313(¢cy of Pub. L. 103-296 provided that: “The
amendments made by this section [amending this sec-
tion and section 1307 of this title] shall apply to viola-
tions occurring on or after the date of the enactment
of this Act [Aug. 15, 1994].7

EFFECTIVE DATE OF 1984 AMENDMENT

Amendment by Pub. L. 983689 effective July 18, 1884,
but not to he counstrued as changing or affecting any
right. lability. status, or interpretation which existed
(under the provisions of law involved) before that date,
see gection 2664(b) of Pub. L. 98-369, set out as a note
under section 401 of this title.

EFFECTIVE DATE OF 1976 AMENDMENT
Amendment by Pub. L. 93-647 effective Aug. 1, 1975,

see section 10L(f} of Pub. L. 93-647, set out as an Effec-
tive Date note under gection 651 of this title.
EFFECTIVE DATE OF 1972 AMENDMENT

Section 248C(h) of Pub. L. 92-603 provided that: “The
provisions of subsection (ay [amending this section]
shall apply with respect to reports which are completed
by the Secretary after the third calendar month follow-
ing the enactment of this Act [Oct. 30, 197217

§1306a. Public aecess to State disbursement
records

No Btate or any agency or political subdivi-
gion thereof shall be deprived of any grant-in-aid
or other payment to which it otherwise is or has
become entitled pursuant to subchapter I (other
than section 303(ai3) thereoly, IV, X, XIV., or
XVTI (other than section 1383(aj3) theveof) of
this chapter, by reason of the snactment or en-
forcement by such State of any legislation pre-
sceribing any conditions under which public ac-
cess may be had to records of the disbursement
of any such funds or payments within such
State, if such legisiation prohibitg the use of
any st or names obiained through such access
to such records for commercial or political pur-
cse

(Oct. 20, 1951, ¢ch.
Pub. L. 86-778, title

fed

w

521, title VI, §618, 65 Stat. 569;
VI, §603(a), Sept. 13, 1960, T4
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Stat. 992; Pub. L.
1962, 76 Stat. 205.)

87-543, title I, §14ltey, July 25,

2RI TEXT

was repealed by
CAug. 13,1981, 95

Heot zon A03a 3y, referved Lo in text
Pub. L. 97-35, title XXI, §2184a)4
Stat, 818.

Section 1383(a13), referred Lo in text, was in the origi-
nal a reference to section 1603 an3d) of the Social Secu-
rity Act as added July 25, 1962, Pub. L. 87-543, title I,
§1414a), 78 Stat, 200, and amended. That section was
amended generally by Pub. L. 92-603, §301. Oct. 30, 1972,
86 Stat. 1478. However, the amendment by Pub. L. 92.603
was inapplicable to Puerto Rico, Guam. and the Virgin
Islands, so that the prior section (which is set out as a
note under section 1383 of this title) continues in sffect
for Puerto Rico, Guam, and the Virgin Izlands.

CODIFICATION
Section was enacted as part of act Oct. 20, 1951, popu-
larly known as the Revenue Act of 1951, and not as part
of the Social Security Act which comprises this chap-
ter.
AMENDMENTS
1962—Pub. L. 87-543 substituted “XIV, or XVI (other
than section 1383(a)3) thereoly for ~or XIV™,
1960--Pub. L. 86-778 inserted (other than section
303(a)3) thereof)’” after “pursuant to subchapter 1",
EFFECTIVE DATE OF 1960 AMENDMENT
Section 603(h) of Pub. L. 86-778 provided that: “The
amendment made by subsection (a) [amending this sec~
tion] shall take effect October 1, 1960.”

§ 1306b. State data exchanges

Whenever the Commissioner of Social Secu-
rity requests information from a State for the
purpose of ascertaining an individual's eligi-
bility for benefits (or the correct amount of such
benefits) under subchapter II or XVI of this
chapter, the standards of the Commissioner pro-
mulgated pursuant to section 1306 of this title or
any other Federal law for the use, safeguarding,
and disclosure of information are deemed to
meet any standards of the State that would
otherwise apply to the disclosure of information
by the State to the Commissioner.

(Pub. L. 106-169. title II, §209, Dec. 14. 1999, 113
Stat. 1842.)
CODIFICATION
Section was enacted as part of the Foster Care Inde-

pendence Act of 1899, and not as part of the Social Se-
curity Act which compriges thig chapter.

§ 1307. Penalty for fraud

(a} Whosever, with the intent to defraud any
person. shall make or cause to be made any false
representation concerning the requirements of
this chapter, of chapter 2, 21, or 22 of the Inter-
nal Revenue Code of 1886, or of any provision of
subtitle F of such Code which corresponds (with-
in the meaning of section 7852(h) of such Code}
to a provision contained in subchapter E of
chapter 9 of the Internal Revenue Code of 1038,
or of any rules or regulations izsned thereunder,
knowing such representations to bhe false, shall
be deemed guilty of a misdemeanor. and, upon
conviction thereof, shall be punished by a fine
not exceeding $1.000, or by imprisonment not ex-
ceeding one year, or both,

(hy Whoever. with the intent to elicit informa-
tion as to the social security account number,
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Standar made to conform with the defi-
nitions app L vie of this title ag outlined
in the prefaca to the report.

CODIFICATION

5, Bxecutive Departments

Section 551 of tormer Title
3 was trans-

and Gov srs and Employees,
ferred to section 2242 of Title 7, Agriculture.

AMENDMENTS

(D(H). Pub. L. 103-272 substituted “—sab-
hapter 471 of title 49; or sections” for “or

18984-—Par.
chaypter 1T of
sections 1622

1976—Par. (14). Pub. L. 84-409 added par. (141

EFFECTIVE DATE OF 1976 AMENDMENT

Amendment by Pub. L. 94409 effective 180 days after
Sept. 13, 1978, see section 6 of Pub. L. 94-409, set out as
an Effective Date note under section 552b of this title.

STUDY AND REPCRTS ON ADMINISTRATIVE SUBPOENAS

Pub. L. 108-544, §7. Dec. 18, 2000. 114 Stat. 2719, pro-
rided that:

la) STUDY ON USE OF ADMINISTRATIVE SUBPOENAS.—
Not later than December 31, 2001, the Attorney General,
in consultation with the Secretary of the Treasury,
shall complete a study on the use of administrative
subpoena power by executive branch agencies or enti-
ties and shall report the {indings to the Committees on
the Judiciary of the Senate and the House of Rep-
resgentatives, Such report shall include—

{1y a description of the sources of administrative
subpoena power and the scope of such subpoena power
within executive branch agencies:

{2y a description of applicable subpoena enforce-
ment mechanisms;

3y a description of any notification provisions and
any other provisions relating to safeguarding privacy
interests;

(4} a description of the standards governing the is-
suance of administrative subpoenas: and
=5y recommendations from the Attorney General

regarding necessary steps to ensure that administra-
tive subpoena power is used and enforced consistently
and fairly by executive branch agencies.

“{hy REPORT ON FREQUENCY OF USE OF ADMINISTRA-
TIVE SUBPOENAS.—

{1y IN GENERAL.—The Attornsy Gensral and the
Secretary of thg Twsamw all report in January of
s on the Judiciary of the
on the num-

hem under

.%ev}a,te
ver of fimm tmf ve mbme&a
section and the identity

§552. Public information; agency rules, opinions,
orders, records, and proceedings

in) Hach agency shall makp available to the
public infor mat;o*} s follows
{1y KBach agency shall separately state and cur-
rently publish in the PFedersl Register for the
guidance of the public—
(A) descriptions of its central and field orga-
nization and the established places at which,
the employees {and in the case of a uniformed
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service, the members) {rom whom, and the
methods wherehy, the pablic may obtain infor-
mation. make submittals or requests, or ob-
tain devisions;

(B} statements of the general course and
method by which its functions are channeled
and determined, including the nature and re-
guirements of all formal and informal proce-
dures available;

iCy rules of procedure, descriptions of forms
available or the places at which forms may be
obtained, and instructions as to the scope and
contents of all papers, reports, or examina-
tions;

(D3 substantive rules of general applicability
adopted as authorized by law, and statements
of general policy or interpretations of general
applicability formulated and adopted by the
agency; and

(F) each amendment, revision, or repeal of
the foregoing.

Except to the extent that a person has actual
and timely notice of the terms thereof. a person
may not in any manner be required to resort to,
or be adversely affected by, a matter required to
be published in the Federal Register and not so
published., For the purpose of this paragraph,
matter reasonably available to the class of per-
sons affected thereby is deemed published in the
Federal Register when incorporated by reference
therein with the approval of the Director of the
Federal Register.

(2) BEach agency, in accordance with published
rules, shall make available for public inspection
and copying—

(A} final opinions, including concurring and
dissenting opinlons, as well as orders, made in
the adjudication of cases;

(B) those statements of policy and interpre-
tations which have been adopted by the agen-
¢y and are not published in the Federal Reg-
ister;

(C) administrative staff manuals and in-
structions to staff that affect a member of the
public;

(DY copies of all records, regardless of form
or format, which have been released to any
person under paragraph (3) and which, because
of the nature of their sublect matter, the
agency determines have become or are likely
to become the subject of subsequent requests
for substantially the same records; and

(E) a general index of the records referrsd to
under subparagraph (DY

uﬁies ene materials are prompily publizhed and
opies offered for sale. For records created on or
azte November 1, 1888 within one year after
such date, each agency shall make such I‘Nj{}l‘(i\
available, including by computer felecommun
cations or, if computer telesammammomns
means have not been established by the agency,
by other electronic means. To the extent re-
quired to prevent a clearly unwarranted inva-
sion of personal privacy, an agency may delete
identifving details when it makes available or
publishes an opinion, statement of policy, inter-
pretation, staff manual, instruction, or copies of
records referred to in subparagraph (D How-
ever, in each case the justification for the dele-
tion shall be explained fully in writing, and the
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extent of such deletion shall be indicated on the
portion of the record which is made available or
published, unless including that indication
would harm an interest protected by the exemp-
tion in subssction (b under which the dsletion
is made. If technically feasible, the extent of the
deletion shall be indicated at the place in the
record where the deletion was miade. Bach agen-
cy shall also maintain and make available for
public inspection and copying current indexes
providing identifying information for the public
as to any matter issued, adopted, or promul-
gated after July 4, 1967, and required by this
paragraph to be made available or published.
Each agency shall promptly publish, guarterly
or more fregquently, and distribute (by szale or
otherwise) copies of each index or supplements
thereto unless it determines by order published
in the Federal Register that the publication
would be unnecessary and impracticable, in
which case the agency shall nonetheless provide
coples of such index on request at a cost not to
exceed the direct cost of duplication. Each agen-
¢y shall make the index referred to in subpara-
graph (E) avallable by computer telecommuni-
cations by December 31, 1998. A final order, opin-
ion, statement of policy, interpretation, or staff
manual or instruction that affects a member of
the public may be relied on, used, or cited as
precedent by an agency agalnst a party other
than an agency only if—

(i) it has been indexed and either made avail-
able or published as provided by this para-
graph; or

(i1} the party has actual and timely notice of
the terms thereof.

(3)(A) Except with respect to the records made
available under paragraphs {1y and (2) of this
subsection, and except as provided in subpara-
graph (E), each agency, upon any request for
records which (i) reasonably describes such
records and (ii) is made in accordance with pub-
lished rules stating the time, place, fees (1f any),
and procedures to be followed, shall make the
records promptly available to any person.

(B In making any record available to a person
under this paragraph, an agency shall provide
the record in any form or format requested by
the person if the record is readily reproducible
by the agency in that form or format. Each
agency shall make reasonable efforts to main-
tain its records in forms or formats that are re-
producible for purposes of this ssction.

(Cy In responding under this paragraph to a re-
quest for records, an agency shall make reason-
able efforts to search for the records in elec-
sronic form or format, ept when such efforts
would significantly interfere with the apseration
of the agency's automated information system.

Dy For purposes of this paragraph, the term
e " means o review, manually or by auto-
mated means, agency records for the purpose of
iocating those records which are responsive o a
request.

(E) An agency, or part of an agency, that is an
element of the intelligence community (a8 that
term is defined in section 3(4) of the National
Security Act of 1947 (50 U.5.C. 401ai4))) shall not
make any record available under this paragraph
£G—

(i) any government entity, other than a

State, territory, commonwealth, or district of
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the United States, or any subdivision thereof;

or

(iiy a representative of a government entity
described in clause ().

43 AMLY In order to carry out the provisions of
this section, each agency shall promulgate regu-
lations, pursuant to notice and receipt of public
comment, specifying the schedule of fees appli-
cable to the processing of requests under this
section and establishing procedures and guide-
lines for determining when such fees should be
walived or reduced. Such schedule shall conform
to the guidelines which shall be promulgated,
pursuant to notice and receipt of public com-
ment, by the Director of the Office of Manage-
ment and Budget and which shall provide for a
uniform schedule of fees for all agencies.

(i) Such agency regulations shall provide
that—

(I) fees shall be limited to reasonable stand-
ard charges for document gearch, duplication,
and review, when records are requested for
commercial use;

(IT) fees shall be limited to reasonable stand-
ard charges for document duplication when
records are not sought for commercial use and
the request 18 made by an educational or non-
commercial scientific institution, whose pur-
pose is scholarly or scientific research: or a
representative of the news media; and

(I11y for any request not described in (1) or
(I, fees shall be limited to reasonable stand-
ard charges for document search and duplica-
tion.

(1ii) Documents shall be furnished without any
charge or at a charge reduced below the fees es-
tablished under clause (il) if disclosure of the in-
formation is in the public interest because it is
likely to contribute significantly to public un-
derstanding of the operations or activities of the
government and is not primarily in the commer-
clal interest of the requester.

(iv) Fee schedules shall provide for the recov-
ery of only the direct costs of search, duplica-
tion, or review, Review costs shall include only
the direct costs incurred during the initial ex-
amination of a document for the purposes of de-
termining whether the documents must be dis-
closed under this section and for the purposes of
withholding any portions exempt from disclo-
sure under this section. Review costs may not
include any costs incurred in resolving issues of
law or policy that may be raised in the course of
processing 2 reguest under this gection. No fes
may be charged by any agency under this sec-
tion—

(13 if the costa of routine collection and proc-
essing of the fee are likely to equal or exceed
the amount of the fee; or

(I1y for any request described in ¢
(I1y or (01 of this subparagraph for ¢
two hours of search time or for the first
hundred pages of duplication.

(v No agency may requirve advances payment of
any fee unless the requester has previously
failed to pay fees in a timely fashion, or the
agency hag determined that the fee will excesad
$250.

ivi) Nothing in this subparagraph shall super-
sede fees chargeable under a statute specifically




§$552

providing for setting the level of fees for par-
ticular types of records.

(vil) In any action by a requester regarding
the walver of fees under thig section, the court
shall determine the matier de novo: Prowided,
That the court’s review of the matter shall be
limited to the record before the agency.

{8y On complaint, the district court of the
United States in the district in which the com-
plainant resides, or has his principal place of
business, or in which the agency records are sit-
uated, or in the District of Columbia, has juris-
diction to enjoin the agency {rom withholding
agency records and to order the production of
any agency records improperly withheld from
the complainant. In such a case the court shall
determine the matter de novo, and may examine
the contents of such agency records in camera
to determine whether such records or any part
thereof shall be withheld under any of the ex-
emptions set forth in subsection (b) of this sec-
tion, and the burden is on the agency to sustain
its action. In addition to any other matters to
which a court accords substantial weight, a
court shall accord substantial weight to an affi-
davit of an agency concerning the agency’s de-
termination as to technical feasibility under
paragraph (2XC and subsection {(b) and repro-
ducibility under paragraph (3)(B).

(Cy Notwithstanding any other provision of
law, the defendant shall serve an answer or
otherwise plead to any complaint made under
this subsection within thirty days after service
upon the defendant of the pleading in which
such complaint is made, unless the court other-
wise directs for good cause shown.

[{D) Repealed. Pub. L. 98-620, title IV, §402(2),
Nov. 8, 1984, 98 Stat. 3357.]

(F) The court may assess againgt the United
States reasonable attorney fees and other litiga-
tion costs reasonably incurred in any case under
this section in which the complainant has sub-
stantially prevailed.

(F)y Whenever the court orders the production
of any agency records improperly withheld from
the complainant and assesses against the United
States reasonable attorney fees and other litiga-
tion costs, and the court additionally issues a
written finding that the circumstances sur-
rounding the withholding raise guestions wheth-
er agency personnel acted arbitrarily or capri-
ciously with respect to the withholding, thse
Special Counsel shall promptly initiate a pro-
ceeding to determine whether disciplinary ac-
tion is warranted against the officer or em-
ployee who was primarily responsible for the
withholding., The Special Counsel, after inves-
tigation and consideration of the evidence sub-
mitted, shall submit his findings and recom-
mendabions to the sdministrative authority of
the agency concerned and shall send copies of
the findings and recommendations to the officer
or empliovee or his representative. The adminis-
trative authority shall take the corrective ac-
tion that the Special Counsel recommends.

{3y In the event of noncomplliance with the
order of the court, the district court may punish
for contempt the responsible employee, and in
the cage of a uniformed service, the responsible
member.

(5% Bach agency having more than one member
shall maintain and make available for public in-
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spection a record of the final votes of each mem-
ber in every agency procesding.

(8% A) Bach agency, upon any reguest for
records made under paragraph (1), (2), or (3) of
this subsection, shall—

(i) determine within 20 days (excepting Sat-
ardays, Suandays, and legal public holidays)
after the receipt of any such request whether
to comply with such request and shall imme-
diately notify the person making such request
of such determination and the reasons there-
for, and of the right of such person 1o appeal
to the head of the agency any adverse deter-
mination; and

(i1) make a determination with respect to
any appeal within twenty days (excepting Sat-
urdays, Sundaysg, and legal public holidays)y
after the receipt of such appeal. If on appeal
the denial of the reguest for records is in
whole or in part upheld, the agency shall no-
tify the person making such request of the
provisions for judicial review of that deter-
mination under paragraph (4) of this sub-
section.

(B)(1) In unusual circumstances as specified in
this subparagraph, the time limits prescribed in
either clause (i) or clause (ily of subparagraph
(A} may be extended by written notice to the
person making such request setting forth the
unusual circumstances for such extension and
the date on which a determination is expected
to be dispatched. No such notice shall specify a
date that would result in an extension for more
than ten working days, except as provided in

~clause (i) of this subparagraph.

(ii) With respect to a request for which a writ-
ten notice under clause (i) extends the time lim-
its prescribed under clause (i) of subparagraph
(A), the agency shall notify the person making
the request if the request cannot be processed
within the time limit specified in that clause
and shall provide the person an opportunity to
limit the scope of the request so that it may be
processed within that time limit or an oppor-
tunity to arrange with the agency an alter-
native time frame for processing the request or
a modified request. Refusal by the person to rea-
sonably modify the request or arrange such an
alternative time frame shall be considered as a
factor in determining whether exceptional cir-
cumatances exist for purposes of subparagraph
(C).

(1ii) As used in this subparagraph, “unusual
circumstancss” meang, but only o the extent
reasonably necessary to the proper processing of
the particular requests—

{1y the need %o search for and collect the re-
quested records from fleld facilities or other
establishmenta that are separate from the of-
fice processing the request;

{11y the need to search for, coliect, and ap-

ropriately examine a voluminous amount of
separate and distinct records which are de-
manded in a single request; or

(111y the nsed for consultation, which shall
be conducted with all practicable speed, with
ancther agency having a substantial interest
in the determination of the request or among
two or more components of the agency having
substantial subject-matter interest therein.
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{ivy Hach agency may promulgate regulations,
pursuant to notice and receipt of public com-
ment, providing for the aggregation of certain

requests by the same requestor, or by a group of
requestors acting in concert, if the agency rea-

sonably belisves that such requests actually
congtitute a single request, which would other-
wise zatisfly the unusual circumstances spacifisd
in this subparagraph, and the requests involve
clearly related matters. Multiple requests in-
volving unrelated matters shall not be aggre-
gated.

(Ciiy Any person making a request to any
agency for records under paragraph (1), (2), or (3)
of this subsection shall be deemed to have ex-
hausted his administrative remedies with re-
spect to such request if the agency fails to com-
ply with the applicable time limit provisions of
this paragraph. If the Government can show ex-
ceptional circumstances exist and that the agen-
cy is exercising due diligence in responding to
the request, the court may retain jurisdiction
and allow the agency additional time to com-
plete its review of the records. Upon any deter-
mination by an agency to comply with a request
for records, the records shall be made promptly
available to such person making such request.
Any notification of denial of any request for
records under this subsection shall set forth the
names and titles or positions of each person re-
sponsible for the denial of such request.

(i) For purposes of this subparagraph, the
term ‘‘exceptional circumstances” does not in-
clude a delay that results from a predictable
agency workload of requests under this section,

unless the agency demonstrates reasonable
progress in reducing its backlog of pending re-
quests.

{1ii) Refusal by a person to reasonably modify
the scope of a request or arrange an alternative
time frame for procesging a request (or a modi-
fied request) under clause (ii) after being given
an opportunity to do so by the agency to whom
the person made the request shall be considered
as a factor in determining whether exceptional
circumstances exist for purposes of this subpara-
graph.

(Dyi)y Each agency may promulgate regula-

tions, pursuant to notice and receipt of public
comment, providing for multitrack processing of
requests for records based on the amount of
work or time (or both) involved in processing re-
quests.
il Regulations under this subparagraph may
provide a person making a request that does not
qualify for the fastest multitrack processing an
opportunity to limit the scope of the request in
arder qualify for faster processing.

(1i1y This subparagraph shall not be considered
to affect the reguiremsnt under subparagraph
(0 1o exercise due diligence,

{H: Each agency shall promaulgate regula-
tions, pursuant to notice and receipt of public
comment, providing for expedited processing of
requests for records—

(It in cases in which the person reguesting
the records demonstrates a compelling nesd;
and

(I1) in other cases determined by the agency.

(iy Notwithstanding clause (i), regulations
under this subparagraph must ensure—
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(Iy that a determination of whether to pro-
vide expedited processing shall be made, and
notice of the determination shall be provided
to the person making the request, within 10
days after the date of the request; and

tI1) expeditious consideration of administra-
tive appeals of such determinations of whether
to provide expedited processing.

(1i1) An agency shall process as soon as prac-
ticable any request for records to which the
agency has granted expedited processing under
this subparagraph. Agency action to deny or af-
firm denial of a request for expedited processing
pursuant to this subparagraph, and failure by an
agency to respond in a timely manner to such a
request shall be subject to judicial review under
paragraph (4}, except that the judicial review
shall be based on the record before the agency at
the time of the determination.

(iv) A district court of the United States shall
not have jurisdiction to review an agency denial
of expedited processing of a request for records
after the agency has provided a complete re-
sponse to the request.

(v) For purposes of this subparagraph, the
term ‘compelling need” means—

(Il that a failure to obtain requested records
on an expedited basis under this paragraph
could reasonably be expected to pose an immi-
nent threat to the life or physical safety of an
individual; or

(II with respect to a request made by a per-
son primarily engaged in disseminating infor-
mation, urgency to inform the public concern-
ing actual or alleged Federal Government ac-
tivity.

(vi) A demonstration of a compelling need by
a person making a request for expedited process-
ing shall be made by a statement certified by
such person to be true and correct to the best of
such person’s knowledge and belief.

(F) In denying a request for records, in whole
or in part, an agency shall make a reasonable ef-
fort to estimate the volume of any requested
matter the provision of which is denied, and
shall provide any such estimate to the person
making the request, unless providing such esti-
mate would harm an interest protected by the
exemption in subsection (b) pursuant to which
the denial is made.

(b This section does not apply to matters that
are—

(1A specifically authorized under criteria
established by an Executive order to be kept
secret in the interest of national defense or
foreign policy and (B) ars in fact properly clas-
sified pursuant to such Executive order;

(2y related lely to the internal personnel
rules and practices of an agency;

{3y specifically exempted from disclosure by
statute (other thap zection 552b of this title),
provided that such statute (A} requires that
the matters be withheld from the public in
such a manner as to leave no discretion on the
issue, or (B) establishes particular criteria for
withholding or refers to particular types of
matters to be withheld;

(4) trade secrets and commercial or financial
information obtained {rom a person and privi-
leged or confidential;
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5y inter-agency or intra-agency memoran-
dums or letters which would not be available
by law to a party other than an agency in liti-
gation with the agency;

16y personnel and medical files and similar
files the disclosure of which would constitute
a clearly unwarranted invasion of personal
privacy;

7y records or information compiled for law
enforcement purposes, but only to the extent
that the production of such law enforcement
records or information (A) could reasonably be
expected to interfere with enforcement pro-
ceedings, (By would deprive a person of a right
to a fair trial or an impartial adjudication, ()
could reasonably be expected to constitute an
unwarranted invasion of personal privacy, (D)
could reasonably be expected to disclose the
identity of a confidential source, including a
State, local, or foreign agency or authority or
any private institution which furnished infor-
mation on a confidential basis, and, in the
case of a record or information compiled by
criminal law enforcement authority in the
course of a criminal investigation or by an
agency conducting a lawful national security
intelligence investigation, information fur-
nished by a confidential source, (E) would dis-
close technigues and procedures for law en-
forcement investigations or prosecutions, or
would disclose guidelines for law enforcement
investigations or prosecutions if such disclo-
sure could reasonably be expected to risk cir-
cumvention of the law, or (¥F) could reasonably
be expected to endanger the life or physical
safety of any individual;

(8) contained in or related to examination,
operating, or condition reports prepared by. on
behalf of, or for the use of an agency respon-
sible for the regulation or supervision of finan-
cial institutions; or

(9) geological and geophysical information
and data, including maps, concerning wells.

Any reasonably segregable portion of a record
shall be provided to any person requesting such
record after deletion of the portions which are
exempt under this subsection. The amount of in-
formation deleted shall be indicated on the re-
leased portion of the record, unless including
that indication would harm an interest pro-
tected by fthe exemption in this subsection
under which the deletion is made. If technically
feasible, the amount of the information deleted
shall be indicated at the place in the record
where such deletion is made.

(cy(1y Whenever a request is made wh
volves access to records described in subs
{(bHTHA) and—

(A) the investigation or proceeding involves

a possible violation of criminal law: and

(B) there is reascn to believe that (i) ¢
subject of the investigation or proceeding is
not aware of its pendency, and (ii) disclosure
of the existence of the records could reason-
ably be expected to interfere with enforcement
proc ngs,

-k in-
ction

the agency may, during only such time as that
circumstance continues, treat the records as not
subject to the requirements of this section.

12y Whenever informant records maintained by
a criminal law enforcement agency under an in-
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formant’s name or personal identifier are re-
guested by a third party according to the in-
formant's name or personal identifier, the agen-
¢y may treat the records as not biect to the
reguirements of this section unl the inform-
ant’'s status as an informant has been officially
confirmed.

(3) Whenever a request is made which involves
access to records maintained by the Federal Bu-
reau of Investigation pertaining to foreign intel-
ligence or counterintelligence, or international
terrorism, and the existence of the records is
classified information as provided in subsection
(b1}, the Bureau may, as long as the existence
of the records remains classified information,
treat the records as not subject to the require-
ments of this section.

(d) This section does not authorize withhold-
ing of information or limit the availability of
records to the public, except as specifically stat-
ed in this section. This section is not authority
to withhold information from Congress.

(eX1) On or before February 1 of each year,
each agency shall submit to the Attorney Gen-
eral of the United States a report which shall
cover the preceding fiscal year and which shall
include—

(A) the number of determinations made by
the agency not to comply with requests for
records made to such agency under subsection
(a)y and the reasons for each such determina-
tion;

(B)(1) the number of appeals made by persons
under subsection (a)#8), the result of such ap-
peals, and the reason for the action upon each
appeal that results in a denial of information;
and

(i1) a complete list of all statutes that the
agency relies upon to authorize the agency to
withhold information under subsection (b)(3),
a description of whether a court has upheld
the decision of the agency to withhold infor-
mation under each such statute, and a concise
description of the scope of any information
withheld;

(C) the number of requests for records pend-
ing before the agency as of September 30 of the
preceding vear, and the median number of
days that such requests had been pending be-
fore the agency as of that date;

(D) the number of requests for records re-
ceived by the agency and the number of re-
quests which the agency processed;

(E) the median number of days taken by the
agency to process different types of requests:

y the total amount of fees collected by the
ney for processing requests; and

() the number of full-time staff of the agen-
cy devoted to processing requests for records
under this section, and the total amount ex-
pended by the agency for processing such re-
Guesis,

(2y Each agency shall make sach such report
available to the public including by computer
tetecommunications, or if computer tele-
communications means have not been estabh-
lished by the agency, by other electronic means.

{3y The Attorney General of the United States
shall make each report which has heen made
available by electronic means available at a sin-
gle electronic access point. The Attorney Gen-
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eral of the United States shall notify the Chair
man and ranking minority member of the Com-
mittee on Government RHeform and Oversight of
the Houge of Representatives and the Chairman
and ranking minority member of the Commit
tees on Governmental Affairs and the Judiciary
of the Senate. no later than April 1 of the year
in which each such report is issued, that such re-
ports are available by electronic means.

(4) The Attorney General of the United States,
in consultation with the Director of the Office of
Management and Budget, shall develop report-
ing and performance guidelines in connection
with reports reguired by this subsection by Oc-
tober 1, 1997, and may establish additional re-
quirements for such reports as the Attorney
General determines may be useful.

(5) The Attorney General of the United States
shall submit an annual report on or before April
1 of each calendar year which shall include for
the prior calendar year a listing of the number
of cases arising under this section, the exemp-
tion involved in each case, the disposition of
such case, and the cost, fees, and penalties as-
sessed under subparagraphs (E), (F), and (&) of
subsection (ay4). Such report shall also include
a description of the efforts undertaken by the
Department of Justice to encourage agency
compliance with this section.

(fy For purposes of this section, the term—

(1y —agency’ as defined in section 5511 of
this title includes any executive department,
military department, Government corpora-
tion, Government controlled corporation, or
other establishment in the executive branch of
the Government (including the Executive Of-
fice of the President’, or any independent reg-
ulatory agency; and

(2y “record” and any other term used in this
section in reference to information includes
any information that would be an agency
record subject to the requirements of this sec-
tion when maintained by an agency in any for-
mat, including an electronic format.

(g) The head of each agency shall prepare and
make publicly available upon request, reference
material or a guide for requesting records or in-
formation from the agency, subject to the ex-
emptions in subsection (b, including—

1y an index of all major information
vems of the agency:

(2} a de ption of major informati
record locator systems maintained
agency; and

on and
by the

and categories of public information from the
agency pursuant to chapter 35 of title 44, and
under this section.

(Pub. L. 89-554, Sept. 6, 1966, 80 Stat. 383; Pub. L.
80-23, §1. June 5, 1967, 81 Stat. 54; Pub. L. 93-502,
§§1-3, Nov. 21, 1974, 83 Stat. 1561-1564; Pub. L.
94-409, §5(h), Sept. 13, 1976, 90 Stat. 1247; Pub. L.
G5-454, title IX, §806(a)(10), Oct. 13, 1978, 92 Stat.
1225; Pub. L. 98-820, title IV, §402(2), Nov. §, 1984,
98 Stat. 3357 Pub. L. 989-570, title I, §§1802, 1803,
Oct. 27, 1986, 100 Stat. 3207-48, 3207-49: Pub. L.
104-231, §§3-11, Oct. 2, 1996, 110 Stat. 3049-3054;
Pub. L. 107-306, title 111, §312, Nov. 27, 2002, 118
Stat. 23800
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and the style of this title as cutlined

in the preface to the report.
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ion 1{of Pub. L. 80-23] amends section 552 of title
5. United States Code, to reflect Public Law 89-487.

In subsection 3, the words “employees (and in
the case of a uniformed service, the member)” are sub-
stituted for “officer’™ to retain the coverage of Public
Law 89-487 and to conform to the definitions in 5 U.8.C.
2101, 2104, and 2105,

In the last sentence of subgection (a)2). the words “A
final order * * * may he relied on * * * only if" are sub-
stituted for “No final order * * * may be relied upon
# % % gnless'; and the words “a party other than an
agency’ and “the party’ are substituted for “'a private
party’’ and “the private party respectively. on au-
thority of the definition of “private party” in 5§ App.
U.8.C. 1002y,

In subsection (ai(3). the words “the responsible em-
ployee. and in the case of a uniformed service, the re-
sponsible member™ are substituted for ““the responsible
officers™ to retain the coverage of Public Law 89-487
and to conform to the definitions in 5 U.S.C. 2101, 2104.
and 2105,

In subsection (a)4). the words “shall maintain and
make available for public inspection a record” are sub-
stituted for shall keep a record * * * and that record
shall be available for public ingpection™.

In subsection (hi5) and (7). the words “a party other
than an agency’ are substituted for “‘a private party”
on authority of the definition of “‘private party" in 5
App. U.S.C. 1002(g).

In subsection (¢), the words “This section does not
authorize™ and ““This section is not authority' are sub-
stituted for ~Nothing in this section authorizes and
“nor shall this section be authority ™. respectively.

5 App. U.B.C. 1002(g). defining ~private party’ to
mean a party other than an agency. is omitted since
the words “‘party other than an agency’ are sub-
stituted for the words “private party’ wherever they
appear in revised 5§ U.S.C

5 App. U.8.C. 1002thy, m
omitted as unn

ribing the effective date
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Pub., L. 164231 $41y, in s sd
AT manual, ingtruction, or coples of records 1;,39/1 rad

3 in subparagraph (D) for Uor staff manual or instruc-

ted beforg ;}cl“ofi at end of
ue letion shall

L. 104-231, §442). ins
entence . and the extent of s
indicated on the portion of the record which is made
unless including that indlcation
st protected by the exemption in
subsection (b under which the deietion is made”

Pub. L. 104-231, §443), inserted after third sentencs “'If
technically feasible, the extent of the deletion shall be
indigated at the place in the record where the deletion
was made.”

Puab. L. 104-231, §4¢63, which directed the iasertion of
the following new sentence after the fifth se
“Each agency shall make the index r
paragraph (E) avallable by computer telecommunica-
rions December 31, 19997, was executed by making
the insertion after the sixth sentence, to reflect the
probable intent of Congress and the addition of a new
sentence by section 43) of Pub, L. 104-231.

Subsec. (233 Pub, L. 104-231, §5. inserted subpar. (A)
gnation after “(3)”, redesignated subpars. (A) and

would harm an inte

(B) as ¢ls. (i) and (D), respectively, and added subpars.
(B to (D).
Subsec. (ay4iB). Pub, L. 104-231, §86, inserted at end

In addition to 'mv oth( rm )attu‘» to whmh a com‘t ac-

agency's determination as to technical feasibility
under parag;ranh [¢31(83] and sub@ection (b) and reproduc-

Subat,(t. ‘l}(@)(A)(l). Pub. L, 104-231, §8(h), substituted
<20 days’ for “ten days’.

Subsec, (a}6)(B). Pub. L. 104-231, §7h), amended sub-
par. (B) generally. Prior to amendment. subpar. (B)
read as follows: In unusual circumstances as specified
in this subparagraph, the time limits prescribed in ei-
ther clause (1) or clause (ii) of subparagraph (A} may be
extended by written notice to the person making such
reguest setting forth the reasons for such extension and
the date on which a determination is expected to be
dispatched. No such notice shall specify a date that
would result in an extension for more than ten working
days. As used in this subparagraph, ‘unusual circam-
stances’ means, but only to the extent reasonably nec-
essary to the proper processing of the particular re-
quest—

(1) the need to search for and collect the requested
records from field facilities or other establishments
that are separate from the office processing the re-

j the need to search for. collect, and appro-
p-“ataiy examine a velumingus amount of separate
and distinect records which are demanded in a single
reguest. or

eiun tcti with all pract peed, with another
substantial interest in the det

3. Pub, L. 104-231.

?ab L. 104-231. §9
’?‘ézm amaun&

prot
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Government (inclading the the

or any mdependent ;cguigzto

{(gy Pub. L. 1 .
ubsec. (@idrnA). P b L 3&3’?{} gl&f}? amenaesi
(A) generally. Prior to amendment. sabpar. (A}
“In order to carry out the provisions of
hiis section, each agency shall promulga egulations,
nursuant to notice and receipt of publ ymment,
ving a uniform scheduls of fees applicable to all
constituent units of such ency. Such fess shall be
limited to reasonable standard chargss for document
search and duplication and provide for recovery of only
the direct costs of such search and duplication. Docu-
ments shall be furnished without charge or at a reduced
charge where the agency determines that waiver or re-
duction of the fee is in the public interest because fur-
nighing the information can be considered as primarily
benefiting the general public.”

Subsec. (hXT). Pub. L. 99-570. §1802(a), amended par.
(71 generally. Prior to amendment, par. (7} read as fol-
lows: “investigatory records compiled for law enforce-
ment purposes, but only to the extent that the produc-
tion of such records would (A; interfere with enforce-
ment proceedings. (B) deprive a person of a right to a
fair trial or an impartial adjudication, (C) constitute
an unwarranted invasion of personal privacy, (D) dis-
close the identity of a confidential source and. in the
case of a record compiled by a criminal law enforce-
ment authority in the course of a criminal investiga-
tion, or by an agency conducting a lawful national se-
curity intelligence investigation. confidential informa-
tion furnished only by the confidential source. (£ dis-
close investigative techniques and procedures, or (¥)
endanger the life or physical safety of law enforcement
personunel:”.

Subsecs. (¢) to (f). Pub. L. 99-570. §1802(b), added sub-
zec. (0) and redesignated former subsecs. (¢} to (e) as (d)
to (D). respectively.

1984-—S8ubsec. (a)X4)(D). Pub. L. 98-620 repealed subpar.
(D) which provided for precedence on the docket and
expeditious disposition of district court proceedings au-
thorized by subsec. (a).

1978—Subsec. (a)(4)}F). Pab. L. 95154 substituted ref-
orencec to the Special Counsel for references to the
Civil Service Commission wherever appearing and ref-
erence to his findings for reference to its findings.

1976—Subsec. (bi3). Pub, L. 84-409 inserted provision
excluding section 552b of this title from applicability of
exemption from disclosure and provision setting forth
conditions for statute specifically exempting disclo-
sure.

1974—Subsec. (ai(2). Pub. L. 93-502, §1i
provisions }atm; to maintenance and a
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compiled

reiating to exemption for inve
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23, inserted
portion

L Ldd, . Pub. L.

93-502,

§3. addsd suabsecs. |

and (e
1967—8ubseo,
tory statement

Pub, L. 50-23 substituted introduc-
uiring every agency to make avail-
rtain information for former intro-
provision excepting f{rom disclosure (1} any
1 of the United Btates requiring sscrecy in the
public interest or (2) any mat relating to internal
management of an agency, covered in subsec. (b1} and
(2} of this section,

Subsec. (axly Pub. L. 90-23 incorporated provisions
of: former subsec. (bxl) in (A, inserting requirement of
publication of names of officers as sources of informa-
fifm and provizion for public to obtain decisions, and

triking out publication requirement for delegations by
thc agency of final authority: former subsec. (b¥ 21 in-
troductory part, in (By former sabsec, (bi2), conclud-
ing part. in (), inserting publication reguirement for
rules of procedure and descriptions of forms available
or the places at which forms may be obtained: former
sabsec. (133), Introductory part, in (D), inserting re-
quirement of general applicability of substantive rules
and interpretations, added clause (E). substituted ex-
emption of any person from failure to resort to any
matter or from being adversely affected by any matter
required to be published in the Federal Register but not
s0 published for former subsec. (bit3). concluding part,
excepting from publication rules addressed to and
served upon named persons in accordance with laws and
final sentence reading ‘A person may not be required
to resort to organization or procedure not so pub-
lished” and inserted provision deeming matter, which
is reasonably available, as published in the Federal
Register when such matter is incorporated by reference
in the Federal Register with the approval of its Direc-
tor.

Subsec. (a)(21. Pub. L. 90-23 incorporated provisions of
former subsec. (c), provided for public copying of
records, struck cut requirement of agency publication
of final opinions or orders and authority for secrecy
and withholding of opinions and orders reguired for
good cause to be held confidential and not cited as
precedents, latter provision now superseded by subsec.
(hy of this section, designated existing subsec. (o) as
clause (A), including provision for availability of con-
curring and dissenting opinions, inserted provisions for
availability of policy statements and interpretations in
clause (B and staff manuals and instructions in clagse
(Cy, deletion of personal identifications from records to
protect personal privacy with written justification
therefor. and provision for indexing and prohibition of
uge of records not indexed against any private party
without auu‘} and timely not of the terms thereof.
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ined in subs
al for good o

(dy of this section,
bsac. (e Pub. L. 3023 added subseo. (),

CHANGE OF NaMp

Committee on Governmental Affairs nate
changed to Committes on Homeland Seourity cmd Gov-
ernmental Affairs of Senate, eifective Jan. 4. 2005, by
Benate Resolution No. 445, One Hundred Eighth Con-
gress, Oct. 8, 2004,

Committee on Government Reform and Overs
House of Representatives changed to Commit
Government Reform of House of Represent
House Hesolution No. 5. One Hundred Sixth Congr
Jan. 8, 1889,

EFFECTIVE DATE OF 1995 AMENDMENT

Seetion 12 of Pub, L. 104-231 provided that:

“ta) IN GENERAL.—Except as provided in subsection
(b}, this Act [amending this section and enacting provi-
sions set out as notes below] shall take effect 180 davs
after the date of the enactment of this Act [Oct. 2.
19961.

~ib) PROVISIONS EFFECTIVE ON ENACTMENT [sicl.—Sec-
tions 7 and 8 [amending this section] shall take effect
one year after the date of the enactment of thiz Act
(Oct. 2, 1996]."

BEFFECTIVE DATE OF 1986 AMENDMENT

Section 1804 of Pub. L. 99-570 provided that:

“{a) The amendments made by section 1802 {amending
this section] shall be effective on the date of enactment
of this Act [Oct. 27, 1988]. and shall apply with respect
to any requests for records, whether or not the request
was made prior to such date. and shall apply to any
civil action pending on guch date.

“{byly The amendments made by section 1803 [amend-
ing this section] shall be effective 180 days after the
date of enactment of this Act [Oct. 27, 1986], except that
regulations to implement such amendments shall be
promulgated by such 180th day.

“(2) The amendments made by section 1803 [amending
this section] shall apply with respect to any reguests
for records, whether or not the reguest was made prior
to such date, and shall apply to any eivil action pend-
ing on such date, except that review charges applicable
to records requested for commercial use shall not be
applied by an agency to requests made before the effec
tive date specified in paragraph (1) of this subsection or
before the agency has finally issued its regulations.”

EPFECTIVE DATE OF 1984 AMENDMENT

Amendment by Pub. L. 98-620 not applicable to cases
pending on Nov. 8, 1984, see section 403 of Pub. L. 08-620.
set out as an Eifective Date note under section 1857 of
Title 28, Judiciary and Judicial Procedure.

SFPECTIVE DATE OF 1978 AMENDMENT

Amendment by Pub. L. 85-454 affec
Got. 13, 1978, ¢ stion 907 of Pub. L
otion 1161 of this title

ICTIVE DATE OF 1976 AM
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SHORT TITLE

This section is popularly known as the “Fresdom of

Information Act™

NONDISCLOSURE OF CERTAIN PRODUCTS OF COMMERCIAL

SATELLITE OPERATIONS

Pub. 1. 108-375, div. A, title IX. §914. Oct. 28, 2004, 118
Stat, 2029, provided that:

“(a) MANDATORY DISCLOSURE REQUIREMENTS INAP-
PLICABLE.—The requirements to make information
avallable under section 552 of titie 5, United States
Code, shall not apply to land remote sensing informa-
tiom.

“{b) LAND REMOTE SENSING INFORMATION DEFINED,—In
this section, the term ‘land remote sensing informa-
tion'—

(1Y means any data that—

“(A) are collected by land remote sensing; and
} are prohibited from sale to custombrs other

than the United States Government and United

States Government-approved customers for reasons

of national security pursuant to the terms of an op-

erating license issued pursuant to the Land Remote

Sensing Policy Act of 1992 (15 U.S.C. 5601 et seq.):

and

(2) includes any imagery and other product that is
derived from such data and which is prohibited from
sale to customers other than the United States Gov-
ernment and United States Government-approved
customers for reasons of national security pursuant
to the terms of an operating license described in
paragraph (1B).

“(c) BTATE OR LOCAL GOVERNMENT DISCLOSURES,—
Land remote sensing information provided by the head
of a department or agency of the United States to a
State, local, or tribal government may not be made
available to the general public under any State. local.
or tribal law relating to the dizclosure of information
ar records.

“(dy BAFEGUARDING INFORMATION.—The head of each
department or agency of the United States having land
remote sensing information within that department or
agency or providing such information to a Stats, local.
or tribal government shall

1 take such actions, commen-

ity of that information. as are
hat information from disclosure
wnce with this section and other
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closed under 5 U.S.C. 552 prior to the date of the enact-
ment of this Act [Feb, 20, 2003].

INFORMATION ON JAPAN IMPERIAL

GOVERN T
Pub. L. 106-567. title VIII, Dec. 27, 2000, 114 Stat. 2861,
as nmended by Pub. L. 108-1989, div. H. $183, Jan. 23, 2004,
118 Stat, 452: Pub. L. 108-5, §1. Mar. 25, 2005, 119 Stat, 19,
provided that:

DISCLOSURE OF

SEC. 801. SHORT TITLE.
“This le may be cited as the ‘Japanese Imperial

Government Disclosure Act of 2000°.
“SEC. 802. DESIGNATION.

“(a) DEFINITIONS,—In this section:

“i1) AGENCY.—The term ‘agency’ has the meaning
given such term under section 551 of title 5. United
States Code,

(2 INTERAGENCY GROUP.—The term ‘Interagency
Group’ means the Nazi War Crimes and Japanese Im-
perial Government Records Interagency Working
Group established under subsection ().

(3) JAPANESE IMPERIAL GOVERNMENT HECORDS.—The
term “Japanese Imperial Government records’ means
classified records or portions of records that pertain
to any person with respect to whom the United
States Government, in its sole discretion. has
grounds to believe ordered. incited, assisted. or other-
wise participated in the experimentation on. and per-
secution of. any person because of race, religion. na-
tional origin. or political opinion, during the period
beginning September 18, 1931, and ending on Decem-
ber 31. 1948, under the direction of. or in association
with—

“(A) the Japanese Imperial Government:

“(B) any government in any area occupied by the
military forces of the Japanese Imperial Govern-
ment;

0y any government established with the assist-
ance or cooperation of the Japanese Imperial Gov-
ernment; or

“(D) any government which was an ally of the
Japanese Imperial Government.

(1) RECORD.—The term ‘record” means a Japanese
Imperial Government record.

“(h) ESTABLISHMENT OF INTERAGENCY GROUP,—

(13 1IN GENERAL.—Not later than 60 davs after the

date of the enactment of this Act [Dec. 2000]. the

President shall designate the Working Group estab-
Crimes
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CBEC. 803, REQUIREMENT OF DISCLOSURE OF

RECORDS,
gy R OF RECORDS.—Sublect to subsections
iby, ter and (d), the Japaneze Imperial Government

Hecords Interagency Working Group shall release in
their entir Japanese Imperial Government records,

i) BEXEMPTIONS.—An agency head may exempt {rom
release under subsection {a) specific information, that
would—

{1y copstitute an unwarranted invasion of personal
privacy:
2y reveal the identity of a confidential human
source, or reveal information about an intelligence
source or method when the unauthorized disclosure of
that source or method would damage the national se-
curity interests of the United States:
(3) reveal information that would assist in the de-
velopment or use of weapons of mass destruction;
{4y reveal information that would impair United
States cryptologic systems or activities;
“(5) reveal information that would impair the ap-
plication of state-of-the-art technology within a
United States weapon system:

(6) reveal United States military war plans that
remain in effect;

(71 reveal information that would impair relations
between the United States and a foreign government,
or undermine ongoing diplomatic activities of the
United States;

(8 reveal information that would impair the cur-
rent ability of United States Government officials to
protect the President. Vice President, and other offi-
clals for whom protection services are authorized in
the interest of national security:

(9) reveal information that would impair current
national security emergency preparedness plans; or

{10y violate a treaty or other {nternational agree-
ment.

() APPLICATIONS OF EXEMPTIONS. —

(1) IN GENERAL—In applying the exemptions pro-
vided in paragraphs (2) through (10 of subsection by,
there shall be a presumption that the public interest
will be served by disclosure and release of the records
of the Japanese Imperial Government. The exemption
may be asserted only when the head of the agency
that maintains the records determines that dig
sure and release would be harmful to a specific inter-
est 1éem‘f15md in the exemption. An agency head who
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FOR JAPANESE
RECORDS

“For purposss of ¢ sing un
le 5, United States Code, any ps
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guests a Japaness Imperial Go

t record shall be desmed to have a compelling need

for such record.

“BEC. 805, EFFECTIVE DATE.

“The provisions of this title shall take effec

date that is 90 days after the date of the enactment of

this Act {Dec. 27, 20007

N

Pub. L. 105-246, Oct. 8. 15898, 112 Stat. 1859, as amended
by Pub. L. 1868567, §802thx2). Dec. 27, 2000, 114 Stat. 2865,
provided that:

“SECTION 1. SHORT TITLE.
“This Act may be cited as the -
closure Act’.

CBEC. 2. ESTABLISHMENT OF NAZI WAR CRIMINAL

RECORDS INTERAGENCY WORKING GROUP
“(a) DEFINITIONS.—In this section the term—

(1) ragency’ has the meaning given such term
umier section 551 of title 5, United States Code;

“(2) ‘Interagency Group’ means the Nazi War Crimi-
nal Records Interagency Working Group [redesig-
nated Nazi War Crimes and Japanese Imperial Gov-
ernment Records Interagency Working Group, sgee
section 802(bi(1y of Pub. L. 106-567. set out above] es-
tablished under subsection (b);

*(3) 'Nazi war criminal records’ has the meaning
given such term under section 3 of this Act; and

4y ‘record’ means a Nazi war criminal record.

(b)) ESTABLISHMENT OF INTERAGENCY GROUP.—

—(1) IN GENERAL.—Not later than 60 days after the
date of enactment of this Act [Oct. 8, 1998]. the Presi-
dent shall establish the Nazi War Criminal Records
Interagency Working Group. which shall remain in
cxistence for 3 years after the date the Interagency
Group is established.

*(2) MEMBERSHIP.—The President shall appoint to
the Interagency Group individuals whom the Presi-
dent determines will most completely and effectively
carry out the functions of the Interagency Group
within the time limitations provided in this section,
including the Director of the Holocaust Museum. the
Historian of the Department of State, the Archivist
of the United States, the head of any other agency
the President considers appropriate, and no more
than 4 other persons who shall be members of the
public, of whom 3 shall be persons appointed under
the provisions of this Act in effect on October 8,

(sic] The head of an agency appointed by the
ent may designate an appropriate officer fo
on £h9 Inte ency Group in leu of the head of
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inow Committes on {‘ovﬂmm?m Reform] of the

House of Reprosentati ving all such records
position of such records, and the ac
rency Group and agencies under this

Ner—There are authorized to be appro-
5 a8 may be necegsary to carry out the
pz*@vmmns of this Act.
“HEC. 3. REQUIREMENT OF DISCLOSURE OF REC-
ORDS REGARDING PERSONS WHO COMMITTED
NAZI WAR CRIMES.
ay NAZI WaR CRIMINAL RECORDS.—For purposes of
s Act. the term ‘Nazi war criminal records’ means
ied records or portions of records that—
i1y pertain to any person with respect to whom the
United States Government, in its scole digeretion, has
grounds to believe ordered. incited, as ed. or other-
wise participated in the persecution of any person be-
cause of race, religion, national origin, or political
opinion, during the period beginning on March 23,
14933, and ending on May 8, 1945, under the direction
of, or in association with—
“{A} the Nazi government of Germany;
(B} any government in any area cccupied by the
military forces of the Nazi government of Germany:
() any government established with the assist-
ance or cooperation of the Nazi government of Ger-
many: or
(D) any government which was an ally of the
Nazi government of Germany; or
“(2) pertain to any transaction as to which the

ATION AND EMPLOYEES Puage 34

Y n:‘@na;‘v@nee» piam, s}
late a treaty or in
CICATION OF BEXEMPTT
GENBERAL—In applying the exemptions
listed in scubparagraphs (B) through J) of para-
graph (23, there shall be a presumption that the
public interest in the release of Nazl war c¢riminal
records will served by disclosure and releass of
the records. € ich exemption may only
be made when the agency head determines that dis-
closure and release would be harmfal to a specific
interest identified in the exemption. An agency
head who makes such a determination shall
promptly report it to the commistees of Congre
wi appropriate jurisdiction, including the Com-
mittee on the Judiciary of the Senate and the Com-
mittee on Government Reform and Oversight [now
Committee on Government Reform] of the House of
Representatives. The exemptions set forth in para-
graph (2 shall constitute the only authority pursu-
ant to which an agency head may exempt records
otherwise subject to release under paragraph (1.
“{B) APPLICATION OF TITLE 5 —A determination by
an agency head to apply an exemption listed in sub-
paragraphs (B) through Iy of paragraph (2) shall be
subject to the same standard of review that applies
in the case of records withheld under section
552(b1y of title 5, United States Code.
“(4) LIMITATION ON APPLICATION.—This subsection

United States Government, in its sole discretion, has shall not apply to records—

grounds to believe—

(A) involved assets taken from persecuted per-
sons during the period beginning on March 23, 1933,
and ending on May 8, 1945, by, under the direction
of, on behalf of, or under authority granted by the
Nazi government of Germany or any nation then al-
lied with that government; and

(B such transaction was completed without the
assent of the owners of those assets or their heirs
or assigns or other legitimate representatives,

(e INA
1947 EXEMPTION.—Section 701(a) of the National Secu-
rity Act of 1847 (50 U.S.C. 431{¢a)]) shall not apply to
any operational file, or any portion of any operational

“(A) related to or supporting any active or inac-
tive investigation. inguiry, or prosecution by the
Office of Special Investigations of the Department
of Justice: or

(B solely in the possession, custody, or control
of that office.

PPLICABILITY OF NATIONAL SECURITY ACT OF

file, that constitutes a Nazi war eriminal record under

“(b) RELEASE OF RECORDS,— fil

(1) IN GENERAL.—Subject to paragraphs (2), (3), and  section 3 of this Act.
(1), the Nazi War Criminal Records Interagency “QEC. 4. EXPEDITED PROCESSING OF FOIA RE-

Working Group shall release in their entirety Nazi
war criminal records that are described in subgection
(a)

QUESTS FOR NAZI WAR CRIMINAL RECORDS.

“(a) EXPEDITED PROCESSING.—For purposes of expe-
. ; dited processing under section 552aX6XE) of title 5.
" N FOR TRV o " : . ; :
2) EXCEPTION FOR PRIVACY, BTC.—An agency head  ynieq States Code, any requester of a Nazi war crimi-

may exempt from release under paragraph (1) specific  ya1 record shall be deemed to have a compeliing need
information, that would— for such record.

(A} constitute a clearly unwarranted invasion of

“{b) BEQUESTER.—For purposes of this section, the

o 1 iy . )
personai privacy: term ‘reguester’ means any person who was persecuted

(B reveal the identity of a confidential human in

the manner described under section 3{aj(1) of this

source, or reveal information about the application 4. who requests a Nazi war criminal record.

of an intelligence source or method, or reveal the
identity of a human intelligence source when the
unauthorized disclosure of that source would
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“SEC. 5. EFFECTIVE DATE.
~Thig Act and the amendments made by this Act
shall take effect on the date that is 80 days after the

te of enactment of this Act [Oct. 8, 1388].
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agency records and inform
<23 improve public access to agency records and in-
formation:
(31 ensure
limits; and
maximize the usefulness of agency records and
information collected, maintained. used, retained,
and disseminated by the Federal Government.”

agency compliance with statutory time

FREEDOM OF INFORMATION ACT EXEMPTION FOR
CERTAIN OPEN SKIES TREATY DATA

Pub. L. 103-236. title V. §533, Apr. 30, 1994, 108 Stat.
480. provided that:

{ay IN GENERAL—Data with respect to a foreign
country collected by sensors during observation flights
conducted in connection with the Treaty on Open
Skies, including flights conducted prior to entry into
force of the treaty. shall be exempt from disclosure
under the Freedom of Information Act—

i1y if the country has not disclosed the data to the
public: and

“i2) if the country has not, acting through the Open
Skies Consultative Commission or any other diplo-
matic channel, asthorized the United States to dis-
cloge the data to the public.

“{by BTATUTORY CONSTRUCTION.—This section con-
stitutes a specific exemption within the meaning of
section 352013 of title 5. United States Code.

vicy DEFINITIONS.—For the purposes of this section—

(1) the term "Freedom of Information Act’ means
the provisions of section 552 of title 5. United States
Code;

{2y the term ‘Open Skies Consultative Commis-
sion’ means the commission established pursuant to
Artmlc X of the Treaty on Open Skios; and

(31 the term “Treaty on Open akms‘ means the

Treaty on Open Skies, signed at Helsinki on March

24, 19927

CLASSIFIED NATIONAL SECURITY INFORMATION

isions relating to a response to a request for
information under thig section when the fact of its ex-
istence or nonexistence isg itself classified or when it
was originally classified by another agen ¢

. No. 3 7, 1995, 60 F.R. 1983
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reguester, the
may be required to disciose the rec
guires that an agency use good-faith efforts to a
submitters of confidential commercial information of
the procedures established under this Order. Further.

where notification of a4 voluminous namber of submit-
ters is required, such notification may b ccomplished

or publishing the notice in a place reason-
v caleulated to accomplish notification.

SEC. 2. For purposes of this Order, the following defi-
nitions apply:

(a) Confidential commercial information” means
records provided to the government by a submitter
that arguably contain material exempt from release
under Exemption 4 of the Freedom of Information Act.
5 U.B.C. 552(b)4). because d osure could reasonably
be expected to cause substantial competitive harm.

(h) “Bubmitter’ means any person or eatity who pro-
vides confidential commercial information to the gov-
ernment. The term —submitter” includes. but is not
Iimited to. corporations, state governments, and for-
eign governments,

SEC. 3. {(a)y For confidential commercial information
submitted prior to January 1, 1988, the head of each FEx-
ecutive department or agency shall, to the extent per-
mitted by law, provide a submitter with notice pursu-
ant to section 1 whenever:

(1) the records are less than 10 years old and the infor-
mation has been designated by the submitter as con-
fidential commercial information: or

(ily the department or agency has reason to belisve
that disclosure of the information could reasonably be
expected to cause substantial competitive harm.

(1) For confidential commercial information submit-
ted on or after January 1. 1988, the head of each Execu-
tive department or agency shall, to the extent per-
mitted by law, establish procedures to permit submit-
ters of confidential commercial information to des-
ignate, at the time the information is submitted to the
Federal government or a reasonable time thereafter,
any information the disciosure of which the submitter
claims could reasonably be expected to cause substan-
tlal competitive harm. Such agency procedures may
provide for the expiration, after a specified period of
time or changes in circumstances, of designations of
competitive harm made by sabmitte Additionally.

ufh procedures may permit the agency to designate
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SEC. 3. The mtu,e x"qanemcm,, of this Order need
not be followed if:

ta; Tt goney determines
should not be disclosed:;

(h) The information has been published or has been
officially made available to the publie;

() Diselosure of the information is required by law
tother than 5 U.8.C. 552);

(d) The dizsclosure is required by an agency rale that
(1) was adopted pu ant to notice and public comment,
{2) specifies narrow classes of records submitted to the
agency that are to be released under the Freedom of In-
formation Act [5 U.8.C. 552]. and (3) provides in excep-
tional circumstances for notice when the submitter
provides written justification, at the time the informa-
tion is submitted or a reasonahle time thereafter. that
disclosure of the information could reasonably be ex-
pected to cause substantial competitive harm:

) The information reguested is not designated by
the submitter as exempt {from disclosure in accordance
with agency regulations promulgated pursuant to sec-
tion 7, when the submitter had an opportunity to do so
at the time of submission of the information or a rea-
sonable time thereafter, unless the agency has substan-
tial reason to believe that disclosure of the information
would result in competitive harm; or

(fy The designation made by the submitter in accord-
ance with agency regulations promulgated pursuant to
section 7 appears obviously frivolous: except that, in
such case, the agency must provide the submitter with
written notice of any final administrative disclosure
determination within a reasonable number of days
prior to the specified disclosure date.

SpC. 9. Whenever an agency notifies a submitter that
it may be required to disclosge information pursuant to
section 1 of this Order. the agency shall also notify the
reguester that notice and an opportunity to comment
are being provided the submitter. Whenever an agency
notifies a submitter of a final decision pursuant to sec-
tion 5 of this Order. the agency shall also notify the re-
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SEC. 2 Az iaea’zséf» The Workd
its work to the greatest extent possi
the Congress within 1 year.

SEC. 3. hip. (a3 The Working Group shall be
COMPo; he following members:

¢4y Archivist of the United States (who shall serve as
Chalr of ths Working Group)h:

(2y Becretary of Defenss:

(3) Attorney General;

4y Director of Central Intelligence;

{3y Director of the Federal Bureau of Investigation;

(6 Director of the United States Holocaust Memorial
Musgeam:

(7) Historian of the Department of State; and

(8) Three other persons appointed by the President.

(b} The Senior Director for Records and Access Man-
agement of the National Security Council will serve as
the laison to and attend the mesetings of the Working
Group. Members of the Working Group who are full-
time Federal officials may serve on the Working Group
through designees.

SEC. 4. Administration. (a) To the extent permitted by
law and subject to the availability of appropriations,
the National Archives and Records Administration
shall provide the Working Group with funding, admin-
istrative services, facilities, staff, and other support
services necessary for the performance of the functions
of the Working Group.

(b) The Working Group shall terminate 3 years {rom
the date of this Executive order.

z Group should complets
sle and report to

WILLIAM J. CLINTON.

EX. ORD. NO. 13392. IMPROVING AGENCY DISCLOSURE OF

INFORMATION

Ex. Ord. No. 13392, Dec. 14, 2005,
vided:

By the authority vested in me as President by the
Constitution and the laws of the United States of
America, and to ensure appropriate agency disclosure
of information, and consistent with the goals of section
552 of title 5, United States Code, it is hereby ordered
as follows:

SECTION 1. Policy.

{a) The effective functioning of our constitational de-
mocracy depends upon the participation in public life
of a citizenry that is well informed. For nearly four
decades, the Freedom of Information Act (FOIAj [5
U.8.C. 5521 has provided an important means through
Whif‘h the public can obtain information regarding the
es of Federal agencies, Under the FOIA, the

70 F.R. 75373, pro-
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and performance. sreby
with the FOTA, and will help
shall des-

ter a senior
cy 1&t the Assistant Secretary or
sautvalent level), to serve as the Chief FOIA Officer of
that agency. The head of the agency shall promptiy no-
ify the Director of the Office of Management and
Budget (OMB Director) and the Attorney General of
ignation and of any changes thereafter in suct

oificial of bu(,h E

. The Chief FOIA Officer of each
<y «hail. subject to the authority of the head of
gency:

have agency-wide responsibility for efficient and
appropriate compliance with the FOIA;

t1iy monitor FOIA implementation throughout the
. including through the use of meetings with the
public to the extent deemed appropriate by the agen-
c¢y’s Chief FOIA Officer, and keep the head of the agen-
cy, the chief legal officer of the agency, and the Attor-
ney General appropriately informed of the agency's
performance in implementing the FOIA, including the
extent to which the agency meets the milestones in the
agency's plan under gection 3(b) of this order and train-
ing and reporting standards established consistent with
applicable law and this order;

(iii} recommend to the head of the agency such ad-

justments to agency practices, policies, personnel, and
funding as may be necesgary to carry out the policy set
forth in section 1 of this order:

(iv) review and report. through the head of the agen-
cy. at such times and in such formats as the Attorney
General may direct, on the agency's performance in im-
plementing the FOIA; and

(v) facilitate public understanding of the purposes of
the FOIA's statutory exemptions by including concise
descriptions of the exemptions in both the agency's
FOIA handbook issued under section 552(g) of title 5,
United States Code, and the agency’s annual FOIA re-
port, and by providing an overview, where appropriate,
of certain general categories of agency records to
which those exemptions apply.

ey FOIA Reguester Sevvice Center and FOIA Public Ligi-
sons. In order to ensure appropriate communication
with FOIA requesters:

(i3 Bach agency shall establish one or more FOIA Re-
quester Service Centers (Center’, as appropriate, which
shall serve as the first place that a FOIA requester can
contact to seek information concerning the status of
the person’s FOIA request and appropriate information
about the agency's POIA response. The Center shall in~
clade at}pr“;}f’late stafl to receive and respond to in-
from FOIA qu}fﬁster&.
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existing esources. A Center shall ha
appropris 1t to receive and respond to ingui
from FOIA requesters:

(vi As determined by the agency Chief FOIA Officer
in consultation with the FOIA Publ;g Li E
agency shall post appropriate information about
Center or Centers on the agency's website. ing
contact information for |
the case of an agency without a website, the agency
shall publish the information on the Firstgov.gov we
site or, in the case of any agency with neither a websi
noy the capability to post on the Firstgov.gov website,
in the Federal Re er; and

(viy The agency Chief FOIA Officer shall ensure that
the agency has in place a method (or methods), includ-
ing through the use of the Center. to receive and re-
spond promptly and appropriately to inguiries from
FOIA requesters about the status of their requests. The
Chief FOIA Officer shall algo consider, in consultation
with the FOIA Public Liaisons, as appropriate. whether
the agency's implementation of other means (such as
tracking numbers for requests, or an agency telephone
or Internet hotline) would be appropriate for respond-
ing to status inquiries.

SEC. 3. Review, Plan. and Report.

(a) Review. Each agency's Chief FOIA Officer shall
conduct a review of the agency's FOIA operations to
determine whether agency practices are consistent
with the policies set forth in section 1 of this order. In
conducting this review, the Chief FOIA Officer shall:

1y evaluate, with reference to numerical and statis-
tical benchmarks where appropriate, the agency's ad-
ministration of the FOIA, including the agency's ex-
penditure of resources on FOIA compliance and the ex-
tent to which, if any, requests for records have not been
responded to within the statutory time limit (backlog):

(ii) review the processes and practices by which the
agency assists and informs the public regarding the
FOIA process;

(1ii) examine the agency's:

(A) use of information technology in responding to
FOIA requests, including without limitation the
tracking of FOIA requests and communication with
requesters;

(B practices with respect to rerjuests for expedited
processing: and

(C) implementation of multi-track processing if
used by such agency;

(iv) review the agency’s policies and practices relat-
ing to the availability of public information through
websites and other means, including the use of websites
to make available the records described in section
582(a) 2y of title 5, United States Code: and

vy identify ways to eliminate or reduce its FOIA
backlog, consistent with available resour and taking
into consideration the volume and complexity of the
FOIA requests pending with the agenc
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(i3 The head of each agency shall submit a report. no
later than 6§ months from the date of this order, to the
Attorney General and the OMB Director that summa-
rizes the results of the review under section 3(a) of this
order and encloses a copy of the agency’s plan under
section 3thy of this order. The agency shall publish a
copy of the agency’s report on the agency's website or,
in the case of an agency without a website, on the
Firstgov.gov website, or. in the case of any agency with
neither a website nor the capability to publish on the
Firstgov.gov website, in the Fedsral Register,

{11y The head of each agency shall include in the agen-
cy’'s annual FOIA reports for fiscal years 2006 and 2007
a report on the agency's development and implementa-
tion of its plan under section 3(b) of this order and on
the agency’s performance in meeting the milestones set
forth in that plan, consistent with any related guide-
lines the Attorney General may issue under section
552(e} of title 5 L’nited States Code.

plan. the heﬁd of t,he agency shall:

(A) identify this deficiency in the annual FOIA re-
port to the Attorney General;

(B) explain in the annual report the reasons for the
agency's failure to meet the milestone;

(Cy outline in the annual report the steps that the
agency has already taken. and will be taking, to ad-
dress the deficiency: and

(D) report this deficiency to the President’s Man-
agement Couneil.

SEC. 4. Atiorney General.

(a) Report. The Attorney General, using the reports
submitted by the agencies under subsection 3{c)(i; of
this order and the information submitted by agencies
in their annual FOIA reports for fiscal year 2005, shall
submit to the President, no later than 18 months from
the date of this order, a report on agency FOIA imple-
mentation. The Attorney General shall consult the
OMB Director in the preparation of the report and shall
include in the report appropriate recommendations on
administrative or other agency actions for continued
agency dissemination and release of public informa-
tion. The Attorney General shall thereafter submit two
further annual reports, by June 1, 2007, and Jane 1. 2008,

he President with an update on the agen-
ption of the POIA and of their plans
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i, and the {}’\«IB Direc-
ance rogarding informa-
emination of information.

ident. the Attorney Ge
tor, inclading the laws az
tion technology and the d
1) This order:
all be implemented in a manner consistent with
applicable law and subject to the availability of appro-
priations;
1) shall not be constraed to impair or otherwise af-
fect the functions of the OMB Director relating to
budget, legislative, or administrative proposals: and
(iiiy is mtz/m.m only to improve the internal manage-
ment of the executive branch and not intended to,
and does not. create any right or benefit, substantive
or procedural. snforceable at law or in equity by a
party against the United States, its departments. agen-
cles, instrumentalities, or entities, its officers or em-
ployees, or any other person.

GEORGE W. BUSH.

§552a. Records maintained on individuals

(&) DEFINITIONS.—For purposes of this sec-
tion-—

(1) the term “‘agency’ means agency as de-
fined in section 552(e)?! of this title;

(2) the term “individual’ means a citizen of
the United States or an alien lawfully admit-
ted for permanent residence;

(3) the term “‘maintain’ includes maintain,
collect, use, or disseminate;

(47 the term “‘record” means any item. col-
lection, or grouping of information about an
individual that is maintained by an agency,
including, but not limited to, his education, fi-
nancial transactions. medical history, and
criminal or employment history and that con-
tains his name, or the identifying number,
symbol, or other identifying particular as-
signed to the individual, such as a finger or
voice print or a photograph:

(5) the term ‘system of records” means a
group of any records under the control of any
agency from which information is retrieved by
the name of the individual or by some identi-
fying number, symbol, or other identifying
particular assigned to the individual;

(6) the term ‘‘statistical record’” means a
record in a system of records maintained for
statistical research or reporting purposes only
and not used in whole or in part in making
any determination about an identifiable indi-
vidual, except as provided by section 8 of title
13;

7y the term ‘‘routine use’ means, with re-
spect to the disclosure of a record, the use of
such record for a purpose which is campatih}é

h the purpose for which it was "G soted;
(8 the term “matching program”’
(A) means any compub emﬁeé mparison

of—
iy two or more automated systems of
rvecords or a system of records with non-
Federal records for the purpose of—

() establishing or verifying the eligi-
bility of, or continuing compliance with
statutory and regulatory requirements
hs applicants for, reciplents or bene-
fici aries of, participants in, or providers
of services with respect to, cash or in-
kind assistance or payments under Fed-
eral benefit programs, or

HSee Refere 5 in Text now below.
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{11y recouping payments or delinguent
debts under such Pederal benefit pro-
grams, or

i1y two or more automated Federal per-
sonnel or pavroll systems of records or a
system of Federal personnel or payvroll
records with non-Federal vecords,
(B but does not include—

i1y masches performed to produce aggre-
gate statistical data without any personal
identifiers;

ti1y matches performed to support any
research or statistical project, the specific
data of which may not be used to make de-
cigsions concerning the rights, benefits, or
privileges of specific individuals;

component thereof) which performs as its
principal function any activity pertaining
to the enforcement of criminal laws, sub-
sequent to the initiation of a specific
criminal or civil law enforcement inves-
tigation of a named person or persous for
the purpose of gathering evidence against
such person or persons;

{iv) matches of tax information () pur-
suant to section 6103(d) of the Internal
Revenue Code of 1886, (II) for purposes of
tax administration as defined in section
6103(byd) of such Code, (I1I) for the purpose
of intercepting a tax refund due an individ-
ual under authority granted hy section
404(e), 464, or 1137 of the Social Becurity
Act; or (IV) for the purpose of intercepting
a tax refund due an individual under any
other tax refund intercept program au-
thorized by statute which has been deter-
mined by the Director of the Office of
Management and Budget to contain ver-
ification, notice, and hearing requirements
that are substantially similar to the pro-
cedures in section 1137 of the Social Secu-
rity Act;

(v) matches—

(I} using records predominantly relat-
ing to Federal personnel, that are per-
formed for routine administrative pur-
poses (subject to guidance provided by
the Director of the Office of Management
and Budget pursuant to subsection vy
or

(II) conducted by an agency using only
records from systems of records main-
tained by that agency:

if the purpose of the match 1s not to taks
iy adverse financial, personnel, discipii-
nary, or other adverse action against Fed-
eral personnel;

iviy wmatches performed  for  foreign
counterintelligence purposss or o producs
background checks for security clearances
of eral personnel or Federal contractor
personnel;

(vily matches performsd incident to a
levy desgceribed in section B103(KHE of ths
Internal Hevenue Code of 1886; or

ivilly mabtches performed pursuant to
section 202(x3(3) or 161ifex 1) of the Social
Security Act (42 U.R.C. 402cx 03y, 1382 in

(9) the term “‘recipient agency’ means any
agency, or contractor thereof, receiving

TITLE 5—GOVERNMENT ORGANIZATION AND EMPLOYEES §$552a

records contained in a system of records {rom
a source agency for use in a matching pro-
gram;

(10) the term “non-Federal agency’ means
any State or local government, or agency
thereof, which receives records contained in a
system of records from a source agency {or use
in a matching program;

{11y the term “source agency’ means any
agency which discloses records contained in a
system of records to be used in a matching
program, or any State or local government, or
agency thereof, which discloses records to be
used in a matching program;

(12) the term “‘Federal benefit program’
means any program administered or funded by
the Federal Government, or by any agent or
State on behalf of the Federal Government,
providing cash or in-kind assistance in the
form of payments, grants, loans, or loan guar-
antees to individuals; and

(13) the term “Federal personnel” means of-
ficers and employess of the Government of the
United States, members of the uniformed serv-
ices (Including members of the Reserve Com-
ponents), individuals entitled to receive imme-
diate or deferred retirement benefits under
any retirement program of the Government of
the United States (including survivor bene-
fits).

(by CONDITIONS OF DISCLOSURE.—NoO agency
shall disclosge any record which is contained in a
system of records by any means of communica-
tion to any person, or to another agency, except
pursuant to a written request by, or with the
prior written consent of, the individual to whom
the record pertains, unless disclosure of the
record would be—

(1) to those officers and employees of the
agency which maintains the record who have a
need for the record in the performance of their
duties;

{2y required under section 552 of this title;

(3) for a routine use as defined in subsection
(ax™ of this section and described under sub-
section (X4 D) of this section;

{4y to the Bureau of the Census {or purposes
of planning or carrving out a census or survey
or related activity pursuant to the provisions
of title 13;

(5) to a recipient who has provided the agen-
oy with advance adeguate written assurance
that the record will be used solely as a statis-
tical research or reporting record, and the
record is to be transferred in a form that is
not individually identifiable;

(61 to the National Archives and Records Ad-
ministration as a record which has sufficient
historical or other value to warrant its con-
tinued preservation by the United States Gov-
ernment, or for evaluation the Archivist of
che United States or the desiznee of the Archi-
vist to determine whether the record has such
value;

71 to another agency or to an instrumental-
ity of any governmental jurisdiction within or
under the control of the United States for a
civil or criminal law enforcement activivy if
the activity is authorized by law, and if the
head of the agency or instrumentality has
made a written request to the agency which
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maintains the record specifying the particular
portion desired and the law enforcement activ-
ity for which the record is sought;

(8 to a person pursuant to a showing of com-
peliing circumstances affecting the health or
safety of an individual if upon such disclosure
notification is transmitted to the last known
address of such individual;

{91 to either House of Congress, or, to the ex-
tent of matter within its jurisdiction. any
committee or subcommittee thereof, any joint
commitiee of Congress or subcommittee of
any such joint committes;

(10) to the Comptroller General, or any of his
authorized representatives, in the course of
the performance of the duties of the Govern-
ment Accountability Office;

{11y pursuant to the order of a court of com-
petent jurisdiction; or

(12) to a consumer reporting agency in ac-
cordance with section 3711(e) of title 31.

() ACCOUNTING OF CERTAIN DISCLOSURES.—
Each agency, with respect to each system of
records under its control, shall—

(1) except for disclosures made under sub-
sections (b)1) or (b¥2) of this section, keep an
accurate accounting of—

(A) the date, nature, and purpose of each
disclosure of a record to any person or to an-
other agency made under subsection (b) of
this section: and

(B) the name and address of the person or
agency to whom the disclosure is made;

(2) retain the accounting made under para-
graph (1) of this subsection for at least five
yvears or the life of the record, whichever is
longer, after the disclosure for which the ac-
counting is made;

{3y except for disclosures made under sub-
section (b)X(7) of this section, make the ac-
counting made under paragraph (1) of this sub-
section available to the individual named in
the record at his request; and

(4) inform any person or other agency about
any correction or notation of dispute made by
the agency in accordance with subsection (d)
of this section of any record that has been dis-
closed to the person or agency if an account-
ing of the disclosure was made.

(dy ACCESS TO RECORDS.—Each agency that
maintains a svstem of records shall—

(1) upon request by any individual to gain
access 6o his record or to any information per-
tal g to him which is contained in the sys-
tem, permit him and apon his request, a per-
son of his own choosing to acecompany him, to

view the record and have a copy made of 5
or any portion thereof in a form compre
sible to him, except that the agency may re-
guire the individual to furnish a written state-
ment authorizing dizcussion of that individ-
ual's record in the accompanying person's
2y permit the individual to request amend-
ment of a record pertaining to him and—

(A) not later than 10 days (excluding 8
ardays, Sundays, and legal public holida
after the date of receipt of such reguest, ac-
knowledge in - zuch receipt; and

(B promptly, either—
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(1) make any correction of any portion
thereof which the individual believes is
not accurate, relevant, timely, or com-
plete; or

{11y inform the individual of its refusal to
amend the record in accordance with his
request, the reason for the refusal, the pro-
cedures established by the agency for the
individual to request a review of that re-
fusal by the head of the agency or an offi-
cer designated by the head of the agenocy,
and the name and business address of that
official;

(3) permit the individual who disagrees with
the refusal of the agency to amend his record
to request a review of such refusal, and not
later than 30 days (excluding Saturdays, Sun-
days, and legal public holidays) from the date
on which the individual requests such review,
complete such review and make a final deter-
mination unless, for good cause shown, the
head of the agency extends such 30-day period;
and if, after his review, the reviewing official
also refuses to amend the record in accordance
with the request. permit the individual to file
with the agency a concise statement setting
forth the reasons for his disagreement with
the refusal of the agency. and notify the indi-
vidual of the provisions for judicial review of
the reviewing official’s determination under
subsection () 1)(A) of this section;

(4) in any disclosure, containing information
about which the individual has filed a state-
ment of disagreement, occurring after the fil-
ing of the statement under paragraph (3) of
this subsection, clearly note any portion of
the record which is disputed and provide cop-
ies of the statement and, if the agency deems
it appropriate, copies of a concise statement of
the reasons of the agency for not making the
amendments requested, to persons or other
agencies to whom the disputed record has been
disclosed; and

(8) nothing in this section shall allow an in-
dividual access to any information compiled in
reasonable anticipation of a civil action or
proceeding.

(e} AGENCY REQUIREMENTS.—Each agency that
maintains a system of records shall—

(1) maintain in its records only such infor-
mation about an individual as is relevant and
necesgary to accomplish a purpose of the agen-
¢y required to be accomplished by statute or
by executive order of the President;

(2y collect information to the greatest extent
practicable directly from the subject individ-
ual when the information may alt in ad-
verse determinations about an individual's
rights, benefits, and privileg under Federal
programs;

3y inform each individual whom it asks to
supply information, on the form which it usesg
to collect the information or on a separate
form that can be retained by the individual—-

¢A) the authority (whether ¥

granted by
statute. or by executive order of the Presi-
dent) which authorizes the solicitation of
the information and whether disclosure of
such information I8 mandatory or voluntary;
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(B) the principal purpose or purposes for
which the information is intended to be
used:

{C) the routine uses which may be made of
the information, as published pursuant to
paragraph (43D} of this subsection; and

(I>) the effects on him, if any, of not pro-
viding all or any part of the requested infor-
mation;

(4) subject to the provisions of paragraph (11}
of this subsection, publish in the Federal Reg-
ister upon establishment or revision a notice
of the existence and character of the system of
records, which notice shall include—

(A) the name and location of the system;

(B) the categories of individuals on whom
records are maintained in the system;

(Cy the categories of records maintained in
the system;

(D) each routine use of the records con-
tained in the system, including the cat-
egories of users and the purpose of such use;

(E) the policies and practices of the agency
regarding storage, retrievability, access con-
trols, retention, and disposal of the records;

(F) the title and business address of the
agency official who is responsible for the
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other rules and procedures adopted puarsuant
to this section and the penalties for non-
compliance;

(1) establish appropriate administrative,
technical, and physical safeguards to insure
the security and confidentiality of records and
to protect against any anticipated threats or
hazards to their security or integrity which
could result in substantial harm, embarrass-
ment, inconvenience, or unfairness to anv in-
dividual on whom information is maintained;

(11} at least 30 days prior to publication of
information under paragraph (4¥D) of this
subsection, publish in the Federal Register no-
tice of any new use or intended use of the in-
formation in the system, and provide an op-
portunity for interested persons to submit
written data, views, or arguments to the agen-
cy; and

(12) if such agency is a recipient agency or a
gource agency in a matching program with a
non-Federal agency, with respect to any estab-
lishment or revision of a matching program,
at least 30 days prior to conducting such pro-
gram, publish in the Federal Register notice of
such establishment or revision.

(£) AGENCY RULES.—In order to carry out the

provisions of this section, each agency that
maintains a system of records shall promulgate
rules, in accordance with the requirements (in-
cluding general notice) of section 553 of this
title, which shall—

system of records;

(G) the agency procedures whereby an in-
dividual can be notified at his request if the
system of records contains a record pertain-

ing to him;

(H) the agency procedures whereby an in-
dividual can be notified at his request how
he can gain access to any record pertaining
to him contained in the system of records,
and how he can contest its content; and

(I) the categories of sources of records in
the system;

(5) maintain all records which are used by
the agency in making any determination
about any individual with such accuracy, rel-
evance, timeliness, and completeness as is rea-
sonably necessary to assure fairness to the in-
dividual in the determination;

(8 prior to disseminating any record about
an individual to any person other than an
agency, unless the dissemination is made pur-
suant to subsection (b¥2) of this section, make
regsonable efforts to assure that such records
are accurate, complete, timely, and relevant
for agency purposges;

{7y maintain no record describing how any
individual exercises rights guarantesd by the
First Amendment unlessg sxpressly authorized
by statute or by the individual about whom
the record is maintained or unless pertinent to
and within the scope of an anthorized law en-
forcement sotivity:

{8y make reasonable efforts to serve notice
on an individusl when any record on such indi-
vidual is made available to any person under

(1) establish procedures whereby an individ-
ual can be notified in response to his request
if any system of records named by the individ-
ual contains a record pertaining to him;

(2) define reasonable times, places, and re-
quirements for identifying an individual who
requests his record or information pertaining
to him before the agency shall make the
record or information available to the individ-
ual;

(3) establish procedures for the disclosure to
an individual upon his request of his record or
information pertaining to him, including spe-
cial procedure, if deemed necessary, for the
disclosure to an individual of medical records,
including psychological records, pertaining to
him;

(4) establish procedures for reviewing a re-
quest from an individual concerning the
amendment of any record or information per-
taining to the individual, for making a deter-
mination on the reguest, for an appesl within
the agency of an initial adverse agency deter-
mination, and for whatever additional means
may be necessary for each individual %o be
able to exercise fully his rights under this sec-
tion; and

(6 establish fees to he charged, if any, to
any individual for making copies of his record,
sxciuding the cost of any search for and re-
view of the record.

compulsory legal process when such process
becomes a matter of public resord;

(93 establish rales of conduct for persons in-
volved in the design, development, operation,
or maintenance of any system of records, or in
maintaining any record., and instruct each
such person with respect to such rules and the
requirements of this section, including any

The Office of the Federal Register shall bienni-
ally compile and publish the rules promulgated
under this subsection and agency notices pub-
lished under subsection (8)4) of this section in a
form available to the public at low cost.
(g¥1) CIvin, REMEDIES —Whenever any agency
(A) makes a determination under subsection
(438 of this section not to amend an individ-
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ual’s record in accordance with his request, or
fails to make such review in conformity with
that subsection;

(B refuses to comply with an individual re-
quest under subsection (431} of this section;

(C) fails to maintain any record concerning
any individual with such accuracy. relevance,
timeliness, and completeness as is necessary
to assure fairness in any determination relat-
ing to the qualifications, character, rights, or
opportunities of, or benefits to the individual
that may be made on the basis of such record,
and consequently a determination is made
which is adverse to the individual; or

(D fails to comply with any other provision
of this section, or any rule promulgated there-
under, in such a way as to have an adverse ef-
fect on an individual,

the individual may bring a civil action against
the agency, and the district courts of the United
States shall have jurisdiction in the matters
under the provisions of this subsection.

(2¥{A) In any suit brought under the provisions
of subsection (g)(1XA) of this section, the court
may order the agency to amend the individual's
record in accordance with his request or in such
other way as the court may direct. In such a
case the court shall determine the matter de
novo.

(B) The court may assess against the United
States reasonable attorney fees and other litiga-
tion costs reasonably incurred in any case under
this paragraph in which the complainant has
substantially prevailed.

(3)A) In any suit brought under the provisions
of subsection (g)(1)(B) of this section, the court
may enjoin the agency from withholding the
records and order the production to the com-
plainant of any agency records improperly with-
held from him. In such a case the court shall de-
termine the matter de novo, and may examine
the contents of any agency records in camera to
determine whether the records or any portion
thereof may be withheld under anv of the ex-
emptions set forth in subsection (k) of this sec-
tion, and the burden is on the agency to sustain
its action.

(B) The court may assesg against the United
States reasonable attorney fees and other litiga-
tion costs reasonably incurred in any case under
this paragraph in which the complainant has
substantially prevailed.

(43 In any suit brought under the provisions of
subsection (2)IXCy or (D) of this section in
which the court determines that the agency
acted in a manner which was intentional or will-
ful, the United States shall be liable to the indi-
vidual in an amount equal to the sum of—

(A actual damages sustained by the indivi
ual as a result of the refusal or failure, but in
no case shall a person entitled fo recovery re-
ceive less than the sum of $1,000; and

{B) the costs of the action together with rea-
sonable attorney fees as determined by the
court,

(5) An action to enforce any liability created
under this section may be brought in the dis-
trict court of the United States in the district in
which the complainant resides, or has his prin-
cipal place of business, or in which the agency
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records are situated, or in the District of Colum-
bia, without regard to the amount in con-
troversy, within two years from the date on
which the cause of action arises, except that
where an agency has materially and willfully
misrepresented any information required under
this section to be disclosed to an individual and
the information so misrepresented is material to
establishment of the liability of the agency to
the individual under this section, the action
may be brought at any time within two years
after discovery by the individual of the mis-
representation. Nothing in this section shall be
construed to authorize any civil action by rea-
son of any injury sustained as the result of a dig-
closure of a record prior to September 27, 1975,

(h) RIGHTS OF LEGAL GUARDIANS.—For the pur-
poses of this section, the parent of any minor, or
the legal guardian of any individual who has
been declared to be incompetent due to physical
or mental incapacity or age by a court of com-
petent jurisdiction, may act on behalf of the in-
dividual.

(13(1) CRIMINAL PENALTIES.—Any officer or em-
ployee of an agency, who by virtue of his em-
ployment or official position, has possession of,
or access to, agency records which contain indi-
vidually identifiable information the disclosure
of which is prohibited by this section or by rules
or regulations established thereunder, and who
knowing that disclosure of the specific material
is so prohibited, willfully discloses the material
in any manner to any person or agency not enti-
tled to receive it, shall be guilty of a mis-
demeanor and fined not more than $5,000.

(2y Any officer or employee of any agency who
willfully maintains a system of records without
meeting the notice requirements of subsection
(e)3(4) of this section shall be guilty of a mis-
demeanor and fined not more than $5,000.

(3) Any person who knowingly and willfully re-
quests or obtains any record concerning an indi-
vidual from an agency under false pretenses
shall be guilty of a misdemeanor and fined not
more than $5,000.

(j) GENERAL EXEMPTIONS—The head of any
agency may promulgate rules, in accordance
with the requirements (including general notice:
of sections B53(b)(1), (2), and (3), (¢), and (e) of
this title, to exempt any system of records with-
in the agency from any part of this section ex-
cept subsections (b), (cy1) and 2y, (e}diA)
through (), (e)8), (7), (9, (10, and (11), and
if the system of records is—

(1) maintained by the Central Intelligence

Agency; or

(2) maintained by an agency or component
thereof which performs as its principal fune-
tion any activity pertaining to the enforce-
ment of criminal laws, including police efforts
to prevent, control, or reduce crime or to ap-

rehend criminals, and the activities of pre
ecutors, courts, correctional, probation, par-
don, or parocle authorities, and which consists
of (A) information compiled for the purpose of
identifying individual criminal offenders and
alleged offenders and consisting only of identi-
fying data and notations of arrests, the nature
and disposition of criminal charges, sentenc-
ing, confinement, release, and parocle and pro-
bation status: (B) information compiled for
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the purpose of a criminal investigation, in-
cluding reports of informants and investiga-
vors, and associated with an identifiable indi-
vidual: or (Cy reports identifiable to an indi-
vidual compiled at any stage of the process of
enforcement of the criminal laws from arrest
or indictment through release {rom super-
vision.
At the time rules are adopted under this sub-
section, the agency shall include in the state-
ment required under section 553(c) of this title,
the reasons why the system of records is to be
exempted from a provision of this section.

(k) SPECIFIC EXEMPTIONS.—The head of any
agency may promulgate rules, in accordance
with the requirements (including general noticej
of sections 553(bH 1), (2), and (3), (¢), and (e) of
this title, to exempt any system of records with-
in the agency from subsections (¢)(3), (d), (&)1},
(e) &), (), and (D and (D) of this section if the
system of records is—

(1Y subject to the provisions of
552(b)(1) of this title;

(2) investigatory material compiled for law
enforcement purposes, other than material
within the scope of subsection (}X2) of this sec-
tion: Provided, however, That if any individual
is denied any right, privilege, or benefit that
he would otherwise be entitled by Federal law,
or for which he would otherwise be eligible, as
a result of the maintenance of such material,
such material shall be provided to such indi-
vidual, except to the extent that the disclo-
sure of such material would reveal the iden-
tity of a source who furnished information to
the Government under an express promise that
the identity of the source would be held in
confidence, or, prior to the effective date of
this section, under an implied promise that
the identity of the source would be held in
confidence;

{3y maintained in connection with providing
protective services to the President of the
United States or other individuals pursuant to
section 3056 of title 18;

(4) required by statute to be maintained and
used solely as statistical records;

(5) investigatory material compiled solely
{for the purpose of determining suitability, eli-
gibility. or gualifications for Federal civilian
employment., military service, Federal con-
tracts, or access to classified information, but
only to the extent that the disclosure of such
material would reveal the identity of a source
who {urnished information to the Government
under an express promise that the identity of
the source would be held in confidence, or,
prior to the effsctive date of this seciion,
under an implied promise that the identity of
the source would be held in confidence;

{6y testing or examination material used
solely to determine individual qualifications
for appointment or promotion in the Faderal
gservice the closure of which would com-
promise the oblectivity or falrness of the test-
ing or examination process; or

(7y evaluation material used to determine
potential for promotion in the armed services,
but only to the extent that the disclosure of
such material would reveal the identity of a
gource who furnished information to the Gov-

section
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ernment under an express promise that the
identity of the source would be held in con-
fidence, or, prior to the effective date of thiz
section, under an implied promise that the
identity of the source would be held in con-
fidence.
At the time rules are adopted under this sub-
section, the agency shall include in the state-
ment required under section 553(c) of this title,
the reasons why the system of records is to he
exempted from a provision of this section.

{11y ARCHIVAL RECORDS.—Each agency record
which is accepted by the Archivist of the United
States for storage, processing, and servicing in
accordance with section 3103 of title 44 shall, for
the purposes of this section, be consgidered to he
maintained by the agency which deposited the
record and shall be subject to the provisions of
this section. The Archivist of the United States
shall not disclose the record except to the agen-
cy which maintains the record, or under rules
established by that agency which are not incon-
sistent with the provisions of this section.

(2y Each agency record pertaining to an identi-
fiable individual which was transferred to the
National Archives of the United States as a
record which has sufficient historical or other
value to warrant its continued preservation by
the United States Government, prior to the ef-
fective date of this section, shall, for the pur-
poses of this section, be considered to be main-
tained by the National Archives and shall not be
subject to the provisions of this section, except
that a statement generally describing such
records (modeled after the requirements relating
to records subject to subsections (ed4)(A)
through (G) of this section) shall be published in
the Federal Register.

(3) Bach agency record pertaining to an identi-
fiable individual which is transferred to the Na-
tional Archives of the United States as a record
which has sufficient historical or other value to
warrant its continued preservation by the
United States Government, on or after the effec-
tive date of this section, shall, for the purposes
of this section, be considered to be maintained
by the National Archives and shall be exempt
from the requirements of this section except
subsections (e)(4)(A) through (G) and (eX9 of
this section.

(my1y GOVERNMENT CONTRACTORS.—When an
agency provides by a contract {for the operation
by or on behalf of the agency of a system of
records to accomplish an agency function, the
agency shall, consistent with its authority,
cause the reguirements of this section to be ap-
plied to such system. For purposes of subsection
(i) of this section any such contractor and any
employee of such contractor, if such contract ig
agreed to on or after the effective date of thi
section, shall be considered to be an employee of
an agency.

(2) A consumer reporting ency to which a
record is disclosed under section 371l(e) of title
31 shall not be considered a contractor for the
purposes of this section,

ny MAILING LISTS.—An individual's name and
address may not be sold or rented by an agency
unless such action is specifically authorized by
law. This provision shall not be construed to re-
gquire the withholding of names and addresses
otherwige permitted to be made public.
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{0} MATCHING AGREEMENTS.—(1) No record
which is contained in a system of records may
be disclosed 4o a recipient agency or non-Fed-
eral agency for use in a computer matching pro-
gram except pursuant to a written agreement
between the source agency and the recipient
agency or non-Federal agency specifying—

i A} the purpose and legal authority for con-
ducting the program;

(B} the justification for the program and the
anticipated results, including a specific esti-
mate of any savings;

(Cy a description of the records that will be
matched, including each data element that
will be used, the approximate number of
records that will be matched, and the pro-
jected starting and completion dates of the
matching program;

(D) procedures for providing individualized
notice at the time of application, and notice
periodically thereafter as directed by the Data
Integrity Board of such agency (subject to
guidance provided by the Director of the Office
of Management and Budget pursuant to sub-
section (v)), to—

(i} applicants for and recipients of finan-
cial assistance or payvments under Federal
benefit programs, and

{i1) applicants for and holders of positions
as Federal personnel,

that any information provided by such appli-

cants, recipients, holders, and individuals may

be subject to verification through matching
programs;

(E) procedures for verifying information pro-
duced in such matching program as reguired
by subsection (py

(F'y procedures for the retention and timely
destruction of identifiable records created by a
recipient agency or non-Federal agency in
such matching program;

(&) procedures for ensuring the administra-
tive, technical. and physical security of the
records matched and the results of such pro-
grams;

(H) prohibitions on duplication and redis-
closure of records provided by the source agen-
¢y within or cutside the reciplent agency or
the non-Federal agency, except whers required
by law or essential to the conduct of the
matching program;

(I} procedures governing the use by a recipi-
ent agency or non-Federal agency of records
provided in a matching program by a source
agency, including procedures governing return
of the records to the source agency or destruc-
tion of records used in such program;

(Jy information on assessments that have
heen made on the gecuracy of the records that
will be used in such matching program: and

(K that the Comptroller General may have
access to all records of & reciplent agency or a
non-Federal agency that the Comptroller Gen-
eral deems necessary in order to monitor or
verify compliance with the agreement.

(21(Ay A copy of each agreement entered into
pursuant to paragraph (1) shall—

(i) be transmitted to the Committes on Gov-
ernmental Affairs of the Senate and the Com-
mittee on Government Operations of the
House of Bepresentatives; and

(ily be available upon request to the public,

(B) No such agreement shall be effective until
30 days after the date on which such a copy is
transmitted pursuant to subparagraph (Axi).

¢y SBach an agreement shall remain in effect
only for such period, not to exceed 18 months, as
the Data Integrity Board of the agency deter-
mines is appropriate in light of the purposes,
and length of time necessary for the conduct, of
the matching program.

(D) Within 3 months prior to the expiration of
such an agreement pursuant to subparagraph
(Y, the Data Integrity Board of the agency may,
without additional review, renew the matching
agreement for a current, ongoing matching pro-
gram for not more than one additional year if—

{1y such program will be conducted without
any change; and

{ii) each party to the agreement certifies to
the Board in writing that the program has
been conducted in compliance with the agree-
ment.

(p) VERIFICATION AND OPPORTUNITY TO CONTEST
FoNpinas.—(1) In order to protect any indtvidual
whose records are used in a matching program,
no recipient agency, non-Federal agency, or
source agency may suspend, terminate, reduce,
or make a final denial of any financial assist-
ance or payment under a Federal benefit pro-
gram to such individual, or take other adverse
action against such individual, as a result of in-
formation produced by such matching program,
until—

{AX1) the agency has independently verified
the information; or

(ii) the Data Integrity Board of the agency,
or in the case of a non-Federal agency the

Data Integrity Board of the source agency, de-

termines in accordance with guidance issued

by the Director of the Office of Management
and Budget that—

(Iy the information is limited to identifica-
tion and amount of benefits paid by the
source agency under a Federal benefit pro-
gram; and

(II) there is a high degree of confidence
that the information provided to the recipi-
ent agency is accurate;

(B) the individual receives a notice from the
agency containing a statement of its findings
and informing the individual of the oppor-
tunity to contest such findings; and

(C¥iy the expiravion of any time period es-
tablished for the program by statute or regula-
tion for the individual to respond to that no-
tice: or

{11y in the case of a program f{or which no
such pericd I8 established, the end of the 30-
day pericd beginning on the date on which no-
tice under subparagraph (B) iz mailed or
otherwise provided to the individual.

{2y Independent verification referred to in
paragraph (1) requires investigation and con-
firmation of specific information relating to an
individual that is used as a basis for an adverse
action against the individusal, including where
applicable investigation and confirmation of—

(A) the amount of any asset or income in-
volived;
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(B whether such individual actually has or
had access to such asset or income for such in-
dividual's own use; and

(C) the period or periods when the individual
actually had such asset or income.

(3) Notwithstanding paragraph (1), an agency
may take any appropriate action otherwise pro-
hibited by such paragraph if the agency deter-
mines that the public health or public safety
may be adversely affected or significantly
threatened during any notice period required by
such paragraph.

(q) SANCTIONS.—(1) Notwithstanding any other
provision of law, no source agency may disclose
any record which is contained in a system of
records to a recipient agency or non-Federal
agency for a matching program if such source
agency has reason to believe that the require-
ments of subsection (p), or any matching agree-
ment entered into pursuant to subsection (0), or
both, are not being met by such recipient agen-
cy.

(2) No source agency may renew a matching
agreement unless—

(A} the recipient agency or non-Federal
agency has certified that it has complied with
the provisions of that agreement; and

(B) the source agency has no reason to be-
lieve that the certification is inaccurate.

(ry REPORT ON NEW SYSTEMS AND MATCHING
PROGRAMS.—Each agency that proposes to estab-
lish or make a significant change in a system of
records or a matching program shall provide
adequate advance notice of any such proposal
(in duplicate) to the Committee on Government
Operations of the House of Representatives, the
Committee on Governmental Affairs of the Sen-
ate, and the Office of Management and Budget
in order to permit an evaluation of the probable
or potential effect of such proposal on the pri-
vacy or other rights of individuals.

(3} BIENNIAL REPORT.—The President shall bi-
ennially submit to the Speaker of the House of
Representatives and the President pro tempore
of the Senate a report—

(1) describing the actions of the Director of
the Office of Management and Budget pursu-
ant to gection 6 of the Privacy Act of 1974 dur-
ing the preceding 2 vears:

(2y describing the exercise of individual
rights of access and amendment under this
section during such yvears:

(3) identifying changes in or additions to
systems of records;

(4) containing such other information con-
‘ning administrati section as may
be necessary or useful to Congress in re-
viewing the effectiveness section in
g out the purposes of the Privacy Act

of 1974,
Ers

(51 OTHER Laws.—No

3

shall rely on any exemption contained in section
552 of this title to withhold from an individual
any record which s otherwise accessible to such

i
i

individual under the provisions of this section.

12y No agency shall rely on any mption in
this section to withhold from an individual any
record which is otherwise accessible to such in-
dividual under the provisions of section 552 of
this vitle.
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1) DATA INTEGRITY BOARDS.—(1) Every agency
conducting or participating in a matchir
gram shall establish a Data Integrity Board to
oversee and coordinate among the various com-
ponents of such agency the agency's implemen-
tation of this section.

(2) Each Data Integrity Board shall consist of
senlor officials designated by the head of the
agency. and shall include any senior official des-
ignated by the head of the agency as responsible
for implementation of this section, and the in-
spector general of the agency, if any. The in-
spector general shall not serve as chairman of
the Data Integrity Board.

(3Y Each Data Integrity Roard—

{A) shall review, approve, and maintain all
written agreements for receipt or disclosure of
agency records for matching programs to en-
sure compliance with subsection (o), and all
relevant statutes, regulations, and guidelines;

(B) shall review all matching programs in
which the agency has participated during the
year, either as a source agency or recipient
agency, determine compliance with applicable
laws, regulations, guidelines, and agency
agreements, and assess the costs and benefits
of such programs:

(C) shall review all recurring matching pro-
grams in which the agency has participated
during the year, either as a source agency or
recipient agency. for continued justification
for such disclosures;

(D) shall compile an annual report, which
shall be submitted to the head of the agency
and the Office of Management and Budget and
made available to the public on request, de-
scribing the matching activities of the agency,
including—

(1) matching programs in which the agency
has participated as a source agency or recip-
ient agency;

(i) matching agreements proposed under
subsection (o) that were disapproved by the
Board;

(iii) any changes in membership or struc-
ture of the Board in the preceding year;

(iv) the reasons for any waiver of the re-
quirement in paragraph (4) of this section
for completion and submission of a cost-ben-
efit analysis prior to the approval of a
matching program:

(v) any violations of matching agreements
that have been alleged or identified and any
corrective action taken; and

(viy any other information required by the
Director of the Office of Management and

et to be included in such report:

all serve as a clearinghouse for receiv
ing and providing information on the accu-
racy. completeness, and reliability of records
usad in matching programs;

(¥ shall provide interpretation and guid-
ance to agency components and personnel on
the requirements of this section for matching
Programs;

shall review agency recordkeeping and
disposal policies and practices for matching
programs Lo assure compiiance with this sec-
tion; and

(H) may review and report on any agency
matching activities that are not matching
Programs.
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{43(A) Except as provided in subparagraphs (B)
and (C), a Data Integrity Board shall not ap-
prove any written agreement for a matching
program unless the agency has completed and
submitted to such Board a cost-benefit analysis
of the proposed program and such analysis dem-
onstrates that the program is likely to be cost
effective.?

(B) The Board may walive the requirements of
subparagraph (A} of this paragraph if it deter-
mines in writing, in accordance with guidelines
prescribed by the Director of the Office of Man-
agement and Budget, that a cost-benefit analy-
si8 18 not reguired.

(Cy A cost-benefit analysis shall not be re-
quired under subparagraph (A) prior to the ini-
tial approval of a written agreement for a
matching program that is specifically required
by statute. Any subsequent written agreement
for such a program shall not be approved by the
Data Integrity Board unless the agency has sub-
mitted a cost-benefit analysis of the program as
conducted under the preceding approval of such
agreement.

(5)(A) If a matching agreement is disapproved
by a Data Integrity Board, any party to such
agreement may appeal the disapproval to the
Director of the Office of Management and Budg-
et. Timely notice of the filing of such an appeal
shall be provided by the Director of the Office of
Management and Budget to the Committee on
Governmental Affairs of the Senate and the
Committee on Government Operations of the
House of Representatives.

(B) The Director of the Office of Management
and Budget may approve a matching agreement
notwithstanding the disapproval of a Data In-
tegrity Board if the Director determines that—

(i) the matching program will be consistent
with all applicable legal, regulatory, and pol-
icy requirements;

(i) there is adequate evidence that the
matching ag{reement will be cost effectiwe' and

interest,

(Cy The decision of the Director to approve a
matching agreement shall not take effect until
30 days after it is reported to committees de-
scribed in subparagraph (A

(D} If the Data Integrity Board and the Direc-
tor of the Office of Management and Budget dis-
approve a matching program proposed by the in-
spector general of an agency, the inspector gen-
eral may report the disapproval to the head of
the agency and to the Congress.

83 In the reports reqguired by paragraph 3y D,

agency mabehing activities that are not matoh-
ing programs may be reported on an sggregate

basis, if and to the extent necessary Lo protect
ongoing law enforcement or counterintsliligence
investigations.

(v OFFICE OF MANAGE T AND BUDGET RE-
SPONSIBILITIES —The Director of the Offics of
Management and Budget shall—

(1y develop and, after notice and opportunity
for public comment, prescribe guidelines and
regulations for the use of agencies in imple-
menting the provisions of this section; and

shiould be o effective.”

286 in original. Probably
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2y provide continuing assistance to and
oversight of the implementation of this sec-
tion by agencies,
(Added Pub. L. 93-579, §3. Dec. 31, 1974, 88 Stat.
1857, amended Pub, L. 94183, §2(2y, Dec. 31, 1975,
89 Btat. 1057 Pub. L. 97-365, §2, Oct. 25, 1982, 98

Stat. 1748; Pub. L. 97-375, title II, §201cay, (b,
Dec. 21. 1982, 96 Stav. 1821; Pub. L. 97452,
§2¢axly, Jan. 12, 1983, 96 Stat. 2478, Pub. L.

98-477, §2(¢), Oct. 15, 1984, 98 Stat. 2211 Pub, L.
98-497, title I, §107(g), Oct. 19, 1984, 98 Stat. 2202;
Pub. L. 100-503, §§2-6(a), 7, 8, Oct. 18, 1988, 102
Stat. 2507-2514; Pub. L. 101-508, title VII,
§7201(by D), Nov. 5, 1990, 104 Stat. 1388-334; Pub. L.
103-66, title XIII, §13581(c), Aug. 10, 1993, 107
Stat. 611; Pub. L. 104-193, title I, § 110(w), Aug. 22,
1896, 110 Stat. 2175; Pub. L. 104-226, §1(b¥3), Oct.
2, 1996, 110 Stat. 3033: Pub. L. 104-318, title I,
§115(g 2 B), Oct. 19, 1996, 110 Stat. 3835; Pub. L.
105-34, title X, §1026(bX2), Aug. 5, 1997, 111 Stat,
925; Pub. L. 105-362, title X111, §1301(d), Nov. 10,
1998, 112 Stat. 3293; Pub. L. 106-170, title IV,
§402(ax2), Dec. 17, 1999, 113 Stat. 1908; Pub. L.
108-271, §8(by, July 7, 2004, 118 Stat. 814.)

REFERENCES IN TEXT

Section B52(e) of this title, referred to in subsec.
(a)yl)., was redesignated section 552(I) of this title by
section 1802(b) of Pub. L. 99-570.

Section 6103 of the Internal Revenue Code of 1986, re-
ferred to in subsec. (a)@Buiv), (vii), is classified to
section 6103 of Title 26, Internal Revenue Code.

Sections 404, 164. and 1137 of the Social Security Ac
referred to in subsec. (a)X8BIiv), are classified to sec-
tions 604, 664, and 1320b-7, respectively. of Title 42, The
Public Health and Welfare.

For effective date of this section. referred to in sub-
secs. (RX2). (5), (), (DN(2), (3. and (m). see Bifective Date
note below.

Section 6 of the Privacy Act of 1974, referred to in
subsec. ()1), is section 6 of Pub, L. 93-579. which was
set out below and was repealed by section 6(¢) of Pub.
L. 100-503.

For classification of the Privacy Act of 1974, referred
to in subsec. (8)(4), see Short Title note bejow.

CODIFICATION

Section 552a of former Title 5. BExecutive Depart-

ments and Goverament Officers and Employees, was
transferred to section 2244 of Title 7, Agriculture.

AMENDMENTS

2004-—Subsee, (bylh, Pub. L.

“Government Accountability Office™

108-271 substituted
for “Gensral Ac-

counting Office™.

1999—S8ubsec. (a)8yBi(viii). Pub. L. 106-170 added cl.
(viil}

1988—Subsec, «u)f!y {7y, Pub.

L. 105-362

uted “par
and struck out former i
'T}m Director of the
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the izsfaz‘mazmn ¢
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orts fro

sfita (3!’ ma
gTRMS mat are oo period

\uc‘h umaf}mi’ua
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ri {‘f the :qu ireme
nofac efit analy-
ng the w

Puab. L.

8;‘:(8/;{*‘?1?‘;‘ 105-34 added ol

1886 Sab
stitated =

Pub. L. 104-193 sub-

mr ‘section 4647,



L. 1064-226 ;nsurmd
‘}si of ﬁ’, &

ubsec. (@ax8uBv) to ity Pab
cor at end of ol

nd struck out ¢
v

2y of me Inwv ﬁ
f the Social Se-
104-318

Pub, L. substituted

“""11( EI )
1993—8uhbseo,

(viiy.

;(Q{vu). Pub. L. 103-88 added ¢l

1990—Subsec. (p). Pub. L. 101-508 amended subsec
generally, restating former pars. (1) and (3 as par. ¢
adding provisions relating to Data Integrity Boards,

(p)

and restating former pars. (2) and 4) as (2) and (3), re-
spectivel
1988—Subsec. a8y to {13y Pub. L. 100-503, §5, added
pars, (81 to (13},
Subsee. {ei125 Pub, L. 100-508, §3ta). added par. (1)
Subsec. fy. Pub. L. 100-503, §7, substituted -‘bienni-

ally™ for “annually’™ in last sentence.
Subsecs, (01 to (g Pub. L. 100-503, §2(2), added sub-

secs. (o) to {g). Former subsecs. {0} to (¢) redesignated
(1) to by, respectively.

Subsec. (r). Pub. L. 100-503, §3(b), inserted —and
matching programs’ in heading and amended text gen-
erally. Prior to amendment, text read as follows: “Each
agency shall provide adequate advance notice to Con-
85 and the Office of Management and Budget of any
proposal to establish or alter any svstem of records in
order to permit an evaluation of the probable or poten-
tial effect of such proposal on the privacy and other
personal or property rights of individuals or the disclo-
sure of information relating to such individuals, and its
effect on the preservation of the constitutional prin-
ciples of federalism and separation of powers.”

Pub. L. 100-503, §2(1), redesignated former subsec.
as (1.

Subsec. (). Pub. L. 100-503, §8, substituted

)

“Biennial®”

for ““Annual” in heading. “blennially submit™ for “an-
nually submit’” in introductory provisions, “preceding
2 years” for “‘preceding year’ in par. (1), and “such

years' for “such year™ in par. (2).

Pub. L. 100-508, §2(1), redesignated former subsec.
as (s},

Subsec. (£). Pub. L. 100-503, §2(1), redesignated former
subsec. (g) ag (1),

Subsec. (w). Pub. L. 100-503, §4. added subsec. (u).

Subsec. (v). Pub. L. 100-503, §6(a). added subsec. (v).

1984—Subsec. (b6, Pub. L. 98-497. §10Tigx1), sub-
stituted National Archives and Records Administra-
tion” for tional Archives of the United States”, and
“Archivist of the United States or the designee of the

p}

Archivist” for —~Administrator of Gensral Services or
hig designes™.
Subsec. (Iil). Pub. L. 98-497, §167(g2). substituted

“Archivist of the United States’ for “Administrator of
General Services” in two places.

Subsec. (q). Pub, L. 98-477 designated existing provi-
sions as par. (1)

& added par. (
1312y, Put
m u;fio ‘il" fo

§201(a), substituted
Cfor at le
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ort by the
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ections (I and (¥ of this
,aiem ar year., and the
nformation
section.

under the pr
section during the pre
reasons for the mp .
as indicate efforts to administer fu‘;l;; this

1975—S8ubsec. (gx5). Pub. L. 94-183 substituted “to
September 27. 18757 for —to the effective date of this

on

CHANGE OF NAME

Committee on CGovernmental Affairs of Senate
hanged to Committee on Homeland Security and Gov-
mmental Affairs of Senate, effective Jan. 4. 2005, by
%unte Resolution No. 445, One Hundred Eighth Con-

ress, Oct. 8, 2004,

Commzttee on Government Operations of House of
Representatives treated as referring to Committee on
Government Reform and Oversight of House of Rep-
resentatives by section l{a) of Pub. L. 104-14, set out as
a note under section 21 of Title 2, The Congress. Com-
mittee on Government Reform and Oversight of House
of Representatives changed to Committee on Govern-
ment Reform of House of Representatives by House
Resolution No. 5, One Hundred Sixth Congress, Jan. 6,
1999.

P

EFFECTIVE DATE OF 1999 AMENDMENT

Amendment by Pub. L. 106-170 applicable to individ-
uals whose pericd of confinement in an institution
commences on or after the first day of the fourth
month beginning after December 1999, see section
402(a3dy of Pub. L, 106-170. set out as a note under sec-
tion 402 of Title 42, The Public Health and Welfare,

EFFECTIVE DATE OF 1997 AMENDMENT

Amendment by Pub. L. 105-34 applicable to levies is-
sued after Aug. 5. 1997, see section 1026(c) of Pub. L.
105-34. set out as a note under section 6108 of Title 28,
Internal Revenue Code.

EFFECTIVE DATE OF 1996 AMENDMENT

Amendment by Pub. L. 104-193 effective July 1. 1997,
with transition rules relating to State options to accel-
erate such date, rules relating to claims, actions, and
proceedings commenced before such date, rules relating
to closing out of accounts for terminated or substan-
tially modified programs and continuance in office of
sistant Secrstary for Family Support, and provisions
elating to termination of entitlement under AFDC
program. see section 116 of Pub. L. 104-193. as amended,
st out as an Effective Date note under section 601 of
Title 42, The Public Health and Welfare.

BEFFECTIVE DATE OF 1993 AMENDMENT

. 10366 effective Jan. 1, 1854,
z;{ ?m L xi}ﬁ 66, zot z)ut as 4 m}te

EFFECTIVE DATE OF 1588 A DMENT
Section 10 of Pub. L. 160-303. as amended by Pub. L.
101-56. §2, July 19, 1989, 103 Stat. 149, provided that:

“ray I AL—Bxoept as pro d in s tions

2”16 amendments rraxie by this A(*t arrmei«

mn di*d
belowl sha
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as added by section B of this Act; |
Jane 1, 1889, mendments zrafie B
than the amendments descer
take effect January 1, 1880,
b osuch matehing program s ident
arion befors June i, 198
( 3 i34} im«—-

{AD w‘)m;ttm} h’i: the a cy to the Committ
on Governmental Affalrs ef the Senate, the Com-
mittee on Government Operations of the House of
Representati and the Office of Management and
Budget before August 1, 1989, in a report which con-
tains a schedule showing the dates on which the
agency expects to have such matching program in
compliance with the amendments made by this Act
and

(B published by the Office of Management and
Budget in the Federal Register, before September
15, 1989.

ion before
ot ’Gthi““

¥ an
4 and

EFFECTIVE DATE OF 1984 AMENDMENT
Amendment by Pub. L. 98497 effective Apr. 1. 1985,

see zection 301 of Pub. L. 98497, set out as a note under
section 2102 of Title 44, Public Printing and Documents.

EPFECTIVE DATE

Section § of Pub. L. 93-579 provided that: The provi-
sions of this Act [enacting this section and provisions
set out as notes under this section] shall be effective on
and after the date of enactment [Dec. 31, 1974], except
that the amendments made by sections 3 and 4 [enact-
ing this section and amending analysis preceding sec-
tion 500 of this title] shall become effective 270 days fol-
lowing the day on which this Act is enacted.”

SHORT TITLE OF 1990 AMENDMENT

Section 7201¢a) of Pub. L. 101-508 provided that: “This
section [amending this section and enacting provisions
set out as notes below] may be cited as the "Computer
Matching and Privacy Protection Amendments of
1990°.

SHORT TITLE OF 1989 AMENDMENT

Pub. L. 101-56, §1, July 19, 1989, 103 Stat. 149, provided
that: This Act [amending section 10 of Pub. L. 100-503,
set out as a note above] may be cited as the Computer
Matching and Privacy Protection Act Amendments of
19897

SHORT TITLE OF 1988 AMENDMENT

Section 1 of Pub. L. 100-503 provided that: *“This Act
famending this section, enacting provisions set out as
notes above and below. and repealing provisions get out
a® a note below] may be cited ag the ‘Computer Mateh-
ing and Privacy Protection Act of 1888

SHorT TITLE OF 1974 AMED
ton 1 of Phh L 3&)?3 p? ovided:
¢ thi ions se
is as the ~

MENT

SHORT TITLE

“Privacy

populariy known as the

of Pub, L. 1
goction 1118 o
af House Doo

Funections of Director of Offic
Budget under this section deleg

of Information and Re

for Off1 L0
L 97511, Dec. 11, 158(’,

tion 3 of Pub.

1 Stat, 2821
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out as a note under section 3503 of Title 44, Public

Printing and Documents.

N POLICIES AND

PRIVACY AND DATA PROTECT
PROCEDL RE*;S’

Pab. L. 168447, div. H. title V, §522, Dec. §, 2004, 118
St 3268, provided that:

a) PRIVACY OFFICER.-—Each agency shall have a
Chief Privacy Officer to assumes primary responsibility
for privacy and data protection policy, including—

(13 assuring that the use of technologies sustain,
and do not erods, privacy protections relating to the

ollection, and dizsclosure of information in an

iable form:

*(2y assuring that technologies ussd to collect, use,
store, and disclose information in identifiable form
aliow for continuous auditing of compliance with
stated privacy policies and practices governing the
collection, use and distrivution of information in the
operation of the program;

{3y assuring that personal information contained
in Privacy Act systems of records ig handled in full
compliance with fair information practices as defined
in the Privacy Act of 1974 {see Short Title of 1974
Amendment note, set out abovel;

“(4) evaluating legislative and regulatory proposals
involving collection, use, and disclosure of personal
information by the Federal Government:

*{5) conducting a privacy impact assessment of pro-
posed rules of the Department on the privacy of infor-
mation in an identifiable form, including the type of
personally identifiable information collected and the
number of people affected;

“¢8) preparing a report to Congress on an annual
basis on activities of the Department that affect pri-
vacy, including complaints of privacy violations., im-
plementation of section 552a of title 5, 11 [sic] United
States Code, internal controls, and other relevant
matters:

“(7) ensuring that the Department protects infor-
mation in an identifiable form and information s
tems from unauthorized access, use, disclosure, dis-
ruption. modification, or destruction;

(8} training and educating employees on privacy
and data protection policies to promote awareness of
and compliance with established privacy and data
protection policies; and

“{9) ensuring compliance with the Departments es-
tablished privacy and data protection policies.

“(by ESTABLISHING PRIVACY AXND DATA PROTECTION

PROCEDURES AND POLICIES ~—

“(1r [sic] IN GENERAL.—Within 12 months of enact-
ment of this Act [Dec. 8, 2004}, each agency shall es-
tablish and implement comprehensive privacy and
data protection procedures governing the agency's
collection, use, sharing, disclosure, transfer, storage
and security of information in an identifiable form
relating to the agency employees and the publ
Such procedures shall be consistent with legal and
regulator uidance, inciuding OMB regulations, the

of 1974, and section 208 of the B-Govern-

ot of 2002 fzection 208 of Pub. L. 187347, set

. in a pnote under section 3501 of Title 44, Public

ting and Doc
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couracy of the description of
sntifiable form:

s of the privacy

“{Ay determine the a
the use of information in 1(
(B determine the
and data pr :
~{C) ens
and data protection policies of the agency
Ble laws and regulations; and
Dy ensure that all technologies used to collect,
store, and disclese information in ldent
form allow for continuous auditing of compliance
with stated privacy policies and practices govern-
ing the collection, use and distribution of informa-
tion in the operation of the program.

{2y PURPOSES.—The purposes of reviews under thig
subsection are to—

(A} ensure the agency's description of the use of
information in an identifiable form is accurate and
accounts for the agency's carrent technology and
its processing of information in an identifiable
form:

“¢B) measure
practices against the agency's
data protection procedures;

~{Cyensure compliance and consistency with both
online and offline stated privacy and data protec-
tion policies; and

Dy provide agencies with ongoing awareness and
recommendations regarding privacy and data pro-
tection procedures.

(3) REQUIREMENTS OF REVIEW.—The Inspector Gen-
eral of each agency shall contract with an independ-
ent, third party that is a recognized leader in privacy
consulting, privacy technology, data collection and
data use management, and global privacy issues, to—

(A evaluate the agency’s usge of information in
identifiable form:

“(B) evaluate the privacy and data protection
procedures of the agency; and

~{Cy recommend strategies and specific steps to
improve privacy and data protection management.
“(4) CONTENT.—Each review under this subsection

shall include—

“{A) a review of the agency’s technology. prac-
tices and procedures with regard to the collection,
use. sharing. disclosure, transfer and storage of in-
formation in identifiable form:

“{By a review of the agency's stated privacy and
data protection procedures with regard to the col-
lection. use, sharing, disclosure. transfer, and secu-
rity of personal information in identifiable form re-
lating to agency employees and the public;

“(Cy a detailed analysis of agency intranet. net-
work and Websites for privacy vulnerabilities, in-
cluding—

“{iy noncompliance with stated practices,
<1a1‘6> and policies; and
; risks for inadvertsnt release of informa-
in an identifiable form from the website of
the agency: and
'fD‘; ar w of agency compliance wi
v. H of Pub, L. 108447 see Tables for
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and ap-
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ction 7281¢bH2Yy of Pub. Lo 101-508 provided that:
‘ot later than 80 days after the date of the enactment
of this Au {Nov. 5, lsﬂﬂ] t.hc Dil’e(tf}f‘ Of the Offics of
idance gnd
pz{l,iﬁ)u 1 of awtmn Ja?& of t;tle 5, United
ates Céx‘ze, as amended by this Act.”

LIMITATION ON APPLICATION OF VERIFICATION

REQUIREMENT

Section 720lic) of Pub. L. 101-508 provided that: 8
tion &52adipiinA ITy of title 5, United States Cod
as amended by ion 2 f{probably means ssction
72011y of Pab. L. 101-5081, shall not ap Lo a4 pro-
gram referred te in paragraph (15, (2}, or (4) of section
1137¢h) of the Bocial Security Act (42 U.S8.C. 1320b-7),
until the earlier of—

i1y the date on which the Data Integrity Board of
the Federal agency which administers that program
determines that there is not a high degree of con-
fidence that information provided by that agency
under Federal matching programs is accurate: or

©(2) 30 days after the date of publication of guid-
ance under section 2(b) [probably means section
7201(b2) of Pub, L. 101-508, set out as a note abovel.”

EFFECTIVE DATE DELAYED FOR CERTAIN EDUCATION
BENEFTPS COMPUTER MATCHING PROGRAMS

Pub. L. 101-366, title I1. §206(d). Aug. 15, 1990, 104 Stat.
442, provided that:

(1) In the case of computer matching programs be-
tween the Department of Veterans Affairs and the De-
partment of Defense in the administration of education
benefits programs under chapters 30 and 32 of title 38
and chapter 106 of title 10, United States Code, the
amendments made to section 552a of title 5, United
States Code, by the Computer Matching and Privacy
Protection Act of 18688 [Pub. L. 100-503] (other than the
amendments made by section 10tby of that Act) {see Bf-
fective Date of 1988 Amendment note above] shall take
effect on Octaober 1, 1990,

“(2) For purposes of this subsection, the term ‘match-
ing program’ has the same meaning provided in section
552a(a)(8) of title 5, United States Code.’

IMPLEMENTATION GUIDANCE FOR 1988 AMENDMENTS

Section 6(b) of Pub. L. 100-503 provided that: ~"The Di-

rector shall, pursuant to section 55Za(v) of titie 5,

United States Code, develop guidelines and regulations
for the use of agencies in implementing the amend-
ments made by this Act [amending this section and re-
pealing provisions set out as a note below] not later
than 8 months after the date of enactment of this Act
[Oct.

18, 1988].
CONSTRUCTION OF 1988 AMENDMENTS

tion @ of Pub. L. 100-503 provided that: thing
amendmesnts made by this Act [amending this
2ling provisions set out note

ag @

velow] shall b
(1) the es
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creasing use of compute
i technology. while ¢
- operations of the Governmen
ad the harm to individual g
iiec tion, malr %enfmw use, or dis-

and sophisti-

sa}’ni?’:‘iih}‘l of p
“(3y the cmpm, ities xzdwzimal to secure
mxm‘anw ad his right to
and other | ons are endan-
‘tain information systems;
“(4y the right to privacy is a personal and mn»
damental right protected by the Constitution of the
United Sta and

“(8) in order to protect the privacy of individuals
identified in info *rzatmn tems maintained by Fed-
eral age and proper for the Con-
gress to
and diss ation of mformat;on by

“(by The purpose of this Act [enacting this s
and provisions set out as notes under this section] is to
provide certain safeguards for an individual against an
invasion of personal privacy by requiring Federal agen-
cies, except as otherwise provided by law, to—

(1) permit an individual to determine what records
pertaining to him are collected, maintained, used. or
disseminated by such agencies:

“(2) permit an individual to prevent records per-
taining to him obtained by such agencies for a par-
ticular purpose from being used or made available for
another purpose without his consent:

“{3) permit an individual to gain access to informa-
tion pertaining to him in Federal agency records, to
have a copy made of all or any portion thereof. and
to correct or amend such records:

{4y collect, maintain, use, or disseminate any
record of identifiable personal information in a man-
ner that assures that such action is for a necessary
and lawful purpose, that the information is current
and accurate for its intended use. and that adequate
safeguards are provided to prevent misuse of such in-
formation;

~(8) permit exemptions from the requirements with
respect to records provided in this Act only in those
cases where there is an important public policy need
for such exemption as has been determined by spe-
cific statutory authority: and

V(6) be subject to civil sult for any damages which
occur ag a result of willful or intenticnal action
which violates any individual's rights under this
Aet.”

PRIVACY PROTECTION STUDY COMMISSION

SBection 5 of Pub. L. 93-579., as amended by Pub. L.
95-38. June 1. 1977, 91 Stat. 179. which established the
Privacy Protection Study Commission and provided
that the Commission study data banks, automated data
processing programs and information systems of gov-
ernmental, regional and private organizations to deter-
mine standards and procedures in fo fe)r prntocrian
of personal information. that the
the President em(i €‘9 5 the
ments and 3
ouid be a;:spliefj m ‘119 mfoymati
anizations, and that it makf- o
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(B the disclosure of a social security number to
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system of ds in existence and operating before
January 1, 1975, if such disclosure was required under
statute or regulation adopted prior to such date to
verify the identity of an individaal.

(b} Any Federal, State. or local government AgenCy
which requests an individual to digclose his soci ou-
rity account number shall inform that individual
whether that disclosure is mandatory or voluntary, by
what statutory or other authority such number is solic-
ited, and what uses will be made of it.”

AUTHORIZATION OF APPROPRIATIONS TO PRIVACY
PROTECTION STUDY COMMISSION

Section 9 of Pub. L. 93-579. as amended by Pub. L.
94-394, Sept. 3. 1976, 90 Stat. 1198, authorized appropria-
tions for the period beginning July 1, 1975, and ending
on September 30, 1977,

CLASSIPIED NATIONAL SECURITY INFORMATION

For provisions relating to a responge to a request for
information under this section when the fact of its ex-
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Ord. No. 12958, §3.7. Apr. 17, 1995, 60 F.R. 19835, set out
as a note under section 435 of Title 50, War and Na-
tional Defense.

§552b. Open meetings

(&) For purposes of this section~

(1) the term “‘agency’ means any agency.
defined in section 552(e)! of this title, headed
by a collegial body composed of two or more
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appointed to such position by the President
with the advice and consent of the Senate, and
any subdivision thereof authorized to act on
behalf of the agency:

(2) the term “meeting’’ means the delibera-
tions of at least the number of individual
agency members required to take action on
behalf of the agency where such deliberations
determine or result in the joint conduct or dis-
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(3) the term “member’ means an individual
who belongs to a collegial body heading an
agency.
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OFFHCE OF

MANAGEMENT AND BUDGET

CIRCULAR NO. A-130
Revised

Transmittal Memorandum No. 4

MEMORANDUM FOR HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

SUBJECT: Management of Federal Information Resources

1.

2. Rescission: S

3. Authorities

4. Applicability and Scope
5.

6.

7.

8. Policy

9. Assignment of Responsibilities
10.

11.

12.

13.

1. Purpose: This Circular establishes policy for the management of Federal information resources. OMB includes
procedural and analytic guidelines for implementing specific aspects of these policies as appendices.

2. Rescissions: This Circular rescinds OMB Memoranda M-96-20, "Implementation of the Information Technology
Management Reform Act of 1996;" M-97-02, "Funding Information Systems Investments;” M-97-09, "Interagency
Support for Information Technology;" M-97-15, "Local Telecommunications Services Policy,” M-97-186,
"Information Technology Architectures”.

3. Authorities: OMB issues this Circular pursuant to the Paperwork Reduction Act (PRA) of 1980, as amended by
the Paperwork Reduction Act of 1995 (44 U.S.C. Chapter 35); the Clinger-Cohen Act (also known as "Information
Technology Management Reform Act of 1996 (Pub. L. 104-106, Division E); the Privacy Act, as amended (5 U.5.C.
552a); the Chief Financial Officers Act (31 U.S.C. 3512 et seq.); the Federal Property and Administrative Services
Act, as amended (40 U.5.C. 487); the Computer Security Act of 1987 (Pub. L. 100-235); the Budget and Accounting
Act, as amended (31 U.S.C. Chapter 11); the Government Performance and Results Act of 1993(GPRA); the Office of
Federal Procurement Policy Act (41 U.S.C. Chapter 7); the Government Paperwork Elimination Act of 1998 (Pub. L.
105-277, Title XV}, Executive Order No. 12046 of March 27, 1978; Executive Order No. 12472 of April 3, 1984;
and Executive Order No. 13011 of July 17, 1996,

4, Applicability and Scope:
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a. The policies in this Circular apply to the information activities of all agencies of the executive branch of
the Federal government.

b. Information classified for national security purposes should also be handled in accordance with the
appropriate national security directives. National security emergency preparedness activities should be
conducted in accordance with Executive Order No. 12472.

5. Background: The Clinger-Cohen Act supplements the information resources management policies contained in
the PRA by establishing a comprehensive approach for executive agencies to improve the acquisition and
management of their information resources, by:

focusing information resource planning to support their strategic missions;

2. implementing a capital planning and investment control process that links to budget formulation and
execution; and

3. rethinking and restructuring the way they do their work before investing in information systems.

The PRA establishes a broad mandate for agencies to perform their information resources management
activities in an efficient, effective, and economical manner. To assist agencies in an integrated approach to
information resources management, the PRA requires that the Director of OMB develop and implement
uniform and consistent information resources management policies; oversee the development and promote
the use of information management principles, standards, and guidelines; evaluate agency information
resources management practices in order to determine their adequacy and efficiency; and determine
compliance of such practices with the policies, principles, standards, and guidelines promulgated by the
Director.

6. Definitions:

a. The term "agency” means any executive department, military department, government corporation,
government controlled corporation, or other establishment in the executive branch of the Federal
government, or any independent regulatory agency. Within the Executive Office of the President, the term
includes only OMB and the Office of Administration.

b. The term "audiovisual production” means a unified presentation, developed according to a plan or script,
containing visual imagery, sound or both, and used to convey information.

c. The term "capital planning and investment control process " means a management process for ongoing
identification, selection, control, and evaluation of investments in information resources. The process links
budget formulation and execution, and is focused on agency missions and achieving specific program
outcomes.

d. The term "Chief Information Officers Council" (CIO Council) means the Council established in Section 3 of
Executive Order 13011.

e. The term "dissemination” means the government initiated distribution of information to the public. Not
considered dissemination within the meaning of this Circular is distribution limited to government
employees or agency contractors or grantees, intra— or inter-agency use or sharing of government
information, and responses to requests for agency records under the Freedom of Information Act (5 U.S.C.
552) or Privacy Act.

f. The term "executive agency” has the meaning defined in section 4(1) of the Office of Federal Procurement
Policy Act (471 U.S.C. 40301y,
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g.

The term "full costs,” when applied to the expenses incurred in the operation of an information processing
service organization (IPSO), is comprised of all direct, indirect, general, and administrative costs incurred in
the operation of an IPSO. These costs include, but are not limited to, personnel, equipment, software,
supplies, contracted services from private sector providers, space occupancy, intra-agency services from
within the agency, inter-agency services from other Federal agencies, other services that are provided by
State and local governments, and Judicial and Legislative branch organizations.

The term "government information” means information created, collected, processed, disseminated, or
disposed of by or for the Federal Government.

The term "government publication” means information which is published as an individual document at
government expense, or as required by law. (44 U.S.C. 1901)

The term "information" means any communication or representation of knowledge such as facts, data, or
opinions in any medium or form, including textual, numerical, graphic, cartographic, narrative, or
audiovisual forms.

The term "information dissemination product” means any book, paper, map, machine-readable material,
audiovisual production, or other documentary material, regardless of physical form or characteristic,
disseminated by an agency to the public.

The term "information life cycle” means the stages through which information passes, typically
characterized as creation or collection, processing, dissemination, use, storage, and disposition.

The term "information management” means the planning, budgeting, manipulating, and controlling of
information throughout its life cycle.

The term "information resources” includes both government information and information technology.

The term "information processing services organization” (IPSO) means a discrete set of personnel,
information technology, and support equipment with the primary function of providing services to more
than one agency on a reimbursable basis.

The term "information resources management” means the process of managing information resources to
accomplish agency missions. The term encompasses both information itself and the related resources, such
as personnel, equipment, funds, and information technology.

The term "information system” means a discrete set of information resources organized for the collection,
processing, maintenance, transmission, and dissemination of information, in accordance with defined
procedures, whether automated or manual.

The term "information system life cycle” means the phases through which an information system passes,
typically characterized as initiation, development, operation, and termination.

The term "information technology” means any equipment or interconnected system or subsystem of
equipment, that is used in the automatic acquisition, storage, manipulation, management, movement,
control, display, switching, interchange, transmission, or reception of data or information by an executive
agency. For purposes of the preceding sentence, equipment is used by an executive agency if the
equipment is used by the executive agency directly or is used by a contractor under a contract with the
executive agency which (ij requires the use of such equipment, or (i) reguires the use, to a significant
extent, of such equipment in the performance of a service or the furnishing of a product. The term
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"information technology” includes computers, ancillary equipment, software, firmware and similar
procedures, services {including support services), and related resources. The term "information technology”
does not include any equipment that is acquired by a Federal contractor incidental to a Federal contract.
The term "information technology” does not include national security systems as defined in the Clinger-
Cohen Act of 1996 (40 U.S.C. 1452).

t. The term "Information Technology Resources Board" (Resources Board) means the board established by
Section 5 of Executive Order 13011,

u. The term "major information system” means an information system that requires special management
attention because of its importance to an agency mission; its high development, operating, or maintenance
costs; or its significant role in the administration of agency programs, finances, property, or other
resources.

v. The term "national security system” means any telecommunications or information system operated by the
United States Government, the function, operation, or use of which (1) involves intelligence activities; (2)
involves cryptologic activities related to national security; (3) involves command and control of military
forces: (4) involves equipment that is an integral part of a weapon or weapons system; or (5) is critical to
the direct fulfillment of military or intelligence missions, but excluding any system that is to be
administrative and business applications (including payroll, finance, logistics, and personnel management
applications). The policies and procedures established in this Circular will apply to national security systems
in a manner consistent with the applicability and related limitations regarding such systems set out in
Section 5141 of the Clinger-Cohen Act (Pub. L. 104-106, 40 U.S.C. 1451). Applicability of Clinger-Cohen
Act to national security systems shall include budget document preparation requirements set forth in OMB
Circular A-11. The resultant budget document may be classified in accordance with the provisions of
Executive Order 12958,

w. The term "records” means all books, papers, maps, photographs, machine-readable materials, or other
documentary materials, regardless of physical form or characteristics, made or received by an agency of the
United States Government under Federal law or in connection with the transaction of public business and
preserved or appropriate for preservation by that agency or its legitimate successoras evidence of the
organization, functions, policies, decisions, procedures, operations, or other activities of the government or
because of the informational value of the data in them. Library and museum material made or acquired and
preserved solely for reference or exhibition purposes, extra copies of documents preserved only for
convenience of reference, and stocks of publications and of processed documents are not included. (44
U.s.C. 3301

x. The term "records management” means the planning, controlling, directing, organizing, training,
promoting, and other managerial activities involved with respect to records creation, records maintenance
and use, and records disposition in order to achieve adequate and proper documentation of the policies and
transactions of the Federal Government and effective and economical management of agency operations.
(44 U.S.C. 29012y

y. The term "service recipient” means an agency organizational unit, programmatic entity, or chargeable
account that receives information processing services from an information processing service organization
{(IPSOJ. A service recipient may be either internal or external to the organization responsible for providing
information resources services, but normally does not report either to the manager or director of the IPSO
or to the same immediate supervisor.

7. Basic Considerations and Assumptions:
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a.

The Federal Government is the largest single producer, collector, consumer, and disseminator of
information in the United States. Because of the extent of the government's information activities, and the
dependerice of those activities upon public cooperation, the management of Federal information resources
is an issue of continuing importance to all Federal agencies, State and local governments, and the public.

Government information is a valuable national resource. It provides the public with knowledge of the
government, society, and economy ~- past, present, and future. It is a means to ensure the accountability
of government, to manage the government's operations, to maintain the healthy performance of the
economy, and is itself a commodity in the marketplace.

The free flow of information between the government and the public is essential to a democratic society. It
is also essential that the government minimize the Federal paperwork burden on the public, minimize the
cost of its information activities, and maximize the usefulness of government information.

In order to minimize the cost and maximize the usefulness of government information, the expected public
and private benefits derived from government information should exceed the public and private costs of the
information, recognizing that the benefits to be derived from government information may not always be
quantifiable.

The nation can benefit from government information disseminated both by Federal agencies and by diverse
nonfederal parties, including State and local government agencies, educational and other not-for-profit
institutions, and for-profit organizations.

Because the public disclosure of government information is essential to the operation of a democracy, the
management of Federal information resources should protect the public's right of access to government
information.

The individual's right to privacy must be protected in Federal Government information activities involving
personal information.

Systematic attention to the management of government records is an essential component of sound public
resources management which ensures public accountability. Together with records preservation, it protects
the government's historical record and guards the legal and financial rights of the government and the
public.

Strategic planning improves the operation of government programs. The agency strategic plan will shape
the redesign of work processes and guide the development and maintenance of an Enterprise Architecture
and a capital planning and investment control process. This management approach promotes the
appropriate application of Federal information resources.

Because State and local governments are important producers of government information for many areas
such as health, social welfare, labor, transportation, and education, the Federal Government must cooperate
with these governments in the management of information resources.

The open and efficient exchange of scientific and technical government information, subject to applicable
national security controls and the proprietary rights of others, fosters excellence in scientific research and
effective use of Federal research and development funds.

information technology is not an end in itself. it is one set of resources that can improve the effectiveness
and efficiency of Federal program delivery,
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m. Federal Government information resources management policies and activities can affect, and be affected
by, the information policies and activities of other nations.

n. Users of Federal information resources must have skills, knowledge, and training to manage information
resources, enabling the Federal government to effectively serve the public through automated means.

0. The application of up-to-date information technology presents opportunities to promote fundamental
changes in agency structures, work processes, and ways of interacting with the public that improve the
effectiveness and efficiency of Federal agencies.

p. The availability of government information in diverse media, including electronic formats, permits agencies
and the public greater flexibility in using the information.

q. Federal managers with program delivery responsibilities should recognize the importance of information
resources management to mission performance.

r. The Chief Information Officers Council and the Information Technology Resources Board will help in the
development and operation of interagency and interoperable shared information resources to support the
performance of government missions.

8. Policy:
a. Information Management Policy

1. How will agencies conduct Information Management Planning?

Agencies must plan in an integrated manner for managing information throughout its life cycle.
Agencies will:

(@) Consider, at each stage of the information life cycle, the effects of decisions and actions on other
stages of the life cycle, particularly those concerning information dissemination;

(b) Consider the effects of their actions on members of the public and ensure consultation with the
public as appropriate;

() Consider the effects of their actions on State and local governments and ensure consultation with
those governments as appropriate;

{d) Seek to satisfy new information needs through interagency or intergovernmental sharing of
information, or through commercial sources, where appropriate, before creating or collecting new
information;

{e) Integrate planning for information systems with plans for resource allocation and use, including
budgeting, acquisition, and use of information technology:

(f) Train personnel in skills appropriate to management of information:

{g) Protect government information commensurate with the risk and magnitude of harm that could
result from the loss, misuse, or unauthorized access to or modification of such information:

{h} Use voluntary standards and Federal Information Processing Standards where appropriate or

required;

http://www.whitehouse.gov/omb/circulars al30 al30transd/?print=1 4/2/2010



Circular A-130 -- Management of Federal Information Resources Page 7 of 21

(i) Consider the effects of their actions on the privacy rights of individuals, and ensure that
appropriate legal and technical safequards are implemented:

(j) Record, preserve, and make accessible sufficient information to ensure the management and
accountability of agency programs, and to protect the legal and financial rights of the Federal
Government;

(k) Incorporate records management and archival functions into the design, development, and
implementation of information systems:

1. Provide for public access to records where required or appropriate.
2. What are the guidelines for Information Collection?

Agencies must collect or create only that information necessary for the proper performance of
agency functions and which has practical utility.

3. What are the guidelines for Electronic Information Collection?
Executive agencies under Sections 1703 and 1705 of the Government Paperwork Elimination Act
(GPEA), P. L. 105-277, Title XVII, are required to provide, by October 21, 2003, the (1) option of the
electronic maintenance, submission, or disclosure of information, when practicable as a substitute
for paper; and (2) use and acceptance of electronic signatures, when practicable. Agencies will follow
the provisions in OMB Memorandum M-00-10, "Procedures and Guidance on Implementing of the

Government Paperwork Elimination Act.”

4. How must agencies implement Records Management?
Agencies will:

(a) Ensure that records management programs provide adequate and proper documentation of
agency activities;

{b) Ensure the ability to access records regardless of form or medium:

{c) In a timely fashion, establish, and obtain the approval of the Archivist of the United States for
retention schedules for Federal records: and

(d} Provide training and guidance as appropriate to all agency officials and employees and
contractors regarding their Federal records management responsibilities.

5. How must an agency provide information to the public?

Agencies have a responsibility to provide information to the public consistent with their missions.
Agencies will discharge this responsibility by:

(a) Providing information, as required by law, describing agency organization, activities, programs,
meetings, systems of records, and other information holdings, and how the public may gain access

to agency information resources;

(b) Providing access to agency records under provisions of the Freedom of Information Act and the
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Privacy Act, subject to the protections and limitations provided for in these Acts:

(¢) Providing such other information as is necessary or appropriate for the proper performance of
agency functions; and

(d) In determining whether and how to disseminate information to the public, agencies will;

(i) Disseminate information in a manner that achieves the best balance hetween the goals of
maximizing the usefulness of the information and minimizing the cost to the government and
the public;

(i) Disseminate information dissemination products on equitable and timely terms:

(i) Take advantage of all dissemination channels, Federal and nonfederal, including State and
local governments, libraries and private sector entities, in discharging agency information
dissemination responsibilities;

(iv} Help the public locate government information maintained by or for the agency.
6. Whatis an Information Dissemination Management System?

Agencies will maintain and implement a management system for all information dissemination
products which must, at a minimum:

(a) Assure that information dissemination products are necessary for proper performance of agency
functions (44 U.S.C. 1108);

(b) Consider whether an information dissemination product available from other Federal or
nonfederal sources is equivalent to an agency information dissemination product and reasonably
fulfills the dissemination responsibilities of the agency;

(¢) Establish and maintain inventories of all agency information dissemination products;

(d} Develop such other aids to locating agency information dissemination products including
catalogs and directories, as may reasonably achieve agency information dissemination objectives;

(e) Identify in information dissemination products the source of the information, if from another
agency,

(f) Ensure that members of the public with disabilities whom the agency has a responsibility to
inform have a reasonable ability to access the information dissemination products;

(g) Ensure that government publications are made available to depository libraries through the
facilities of the Government Printing Office, as required by law (44 U.S.C. Part 19y,

(h) Provide electronic information dissemination products to the Government Printing Office for
distribution to depository libraries;

(i) Establish and maintain communications with members of the public and with State and local
governments so that the agency creates information dissemination products that meet their
respective needs:;

() Provide adequate notice when initiating, substantially modifying, or terminating significant
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information dissemination products; and
(k) Ensure that, to the extent existing information dissemination policies or practices are inconsistent
with the requirements of this Circular, a prompt and orderly transition to compliance with the
requirements of this Circular is made.

7. How must agencies avoid improperly restrictive practices?

Agencies will:
(a) Avoid establishing, or permitting others to establish on their behalf, exclusive, restricted, or other
distribution arrangements that interfere with the availability of information dissemination products

on a timely and equitable basis;

(b) Avoid establishing restrictions or regulations, including the charging of fees or royalties, on the
reuse, resale, or redissemination of Federal information dissemination products by the public; and,

{c} Set user charges for information dissemination products at a level sufficient to recover the cost of
dissemination but no higher. They must exclude from calculation of the charges costs associated
with original collection and processing of the information. Exceptions to this policy are:

(i) Where statutory requirements are at variance with the policy:

(i) Where the agency collects, processes, and disseminates the information for the benefit of a
specific identifiable group beyond the benefit to the general public;

(iii) Where the agency plans to establish user charges at less than cost of dissemination
because of a determination that higher charges would constitute a significant barrier to
properly performing theagency's functions, including reaching members of the public whom
the agency has a responsibility to inform; or
(iv) Where the Director of OMB determines an exception is warranted.
8. How will agencies carry out electronic information dissemination?
Agencies will use electronic media and formats, including public networks, as appropriate and within
budgetary constraints, in order to make government information more easily accessible and useful to
the public. The use of electronic media and formats for information dissemination is appropriate
under the following conditions:

(a) The agency develops and maintains the information electronically;

(b) Electronic media or formats are practical and cost effective ways to provide public access to a
large, highly detailed volume of information;

(¢} The agency disseminates the product frequently;

(d) The agency knows a substantial portion of users have ready access to the necessary information
technology and training to use electronic information dissemination products;

(e} A change to electronic dissemination, as the sole means of disseminating the product, will not
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impose substantial acquisition or training costs on users, especially State and local governments and
small business entities.

9. What safeguards must agencies follow?
Agencies will:

(&) Ensure that information is protected commensurate with the risk and magnitude of the harm that
would result from the loss, misuse, or unauthorized access to or modification of such information;

(b) Limit the collection of information which identifies individuals to that which is legally authorized
and necessary for the proper performance of agency functions;

(c) Limit the sharing of information that identifies individuals or contains proprietary information to
that which is legally authorized, and impose appropriate conditions on use where a continuing
obligation to ensure the confidentiality of the information exists;

(d) Provide individuals, upon request, access to records about them maintained in Privacy Act
systems of records, and permit them to amend such records as are in error consistent with the
provisions of the Privacy Act.

b. How Will Agencies Manage Information Systems and Information Technology?
(1) How will agencies use capital planning and investment control process?

Agencies must establish and maintain a capital planning and investment control process that links mission
needs, information, and information technology in an effective and efficient manner. The process will guide
both strategic and operational IRM, IT planning, and the Enterprise Architecture by integrating the agency's
IRM plans, strategic and performance plans prepared pursuant to the Government Performance and Results
Act of 1993, financial management plans prepared pursuant to the Chief Financial Officer Act of 1990 (31
U.5.C. 902a5), acquisition under the Federal Acquisition Streamlining Act of 1994, and the agency's budget
formulation and execution processes. The capitalplanning and investment control process includes all
stages of capital programming, including planning, budgeting, procurement, management, and
assessment.

As outlined below, the capital planning and investment control process has three components: selection,
control, and evaluation. The process must be iterative, with inputs coming from all of the agency plans and
the outputs feeding into the budget and investment control processes. The goal is to link resources to
results {for further guidance on Capital Planning refer to OMB Circular A-11}. The agency's capital planning
and investment control process must build from the agency's current Enterprise Architecture (EA) and its
transition from current architecture to target architecture. The Capital Planning and Investment Control
processes must be documented, and provided to OMB consistent with the budget process. The Enterprise
Architecture must be documented and provided to OMB as significant changes are incorporated.

(a) What plans are associated with the capital planning and investment control process?

In the capital planning and investment control process, there are two separate and distinct plans that
address IRM and IT planning requirements for the agency. The IRM Strategic Plan is strategic in
nature and addresses all information resources management of the agency. Agencies must develop
and maintain the agency Information Resource Management Strategic Plan (IRM) as required by 44
U.S.C. 3506 (b} (2). IRM Strategic Plans should support the agency Strategic Plan required in OMB
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Circular A-11, provide a description of how information resources management activities help
accomplish agency missions, and ensure that IRM decisions are integrated with organizational
planning, budget, procurement, financial management, human resources management, and program
decisions.

The IT Capital Plan is operational in nature, supports the goals and missions identified in the IRM
Strategic Plan, is a living document, and must be updated twice yearly. This IT Capital Plan is
theimplementation plan for the budget year. The IT Capital Plan should also reflect the goals of the
agency's Annual Performance Plan, the agency's Government Paperwork Elimination Act (GPEA) Plan,
the agency's EA, and agency's business planning processes. The IT Capital Plan must be submitted
annually to OMB with the agency budget submission. annually. The IT Capital Plan must include the
following components:

(i) A component, derived from the agency's capital planning and investment control process
under OMB Circular A-11, Section 300 and the OMB Capital Programming Guide, that
specifically includes all IT Capital Asset Plans for major information systems or projects. This
component must also demonstrate how the agency manages its other IT investments, as
required by the Clinger-Cohen Act.

(ii) A component that addresses two other sections of OMB Circular A-11: a section for
Information on Financial Management, including the Report on Financial Management
Activities and the Agency's Financial Management Plan, and a section entitled Information
Technology, including the Agency IT Investment Portfolio.

(iii) A component, derived from the agency’s capital planning and investment control process,
that demonstrates the criteria it will use to select the investments into the portfolio, how it
will control and manage the investments, and how it will evaluate the investments based on
planned performance versus actual accomplishments.

(iv) A component that includes a summary of the security plan from the agency's five-year
plan as required by the PRA and Appendix Il of this Circular. The plan must demonstrate that
IT projects and the EA include security controls for components, applications, and systems
that are consistent with the agency's Enterprise Architecture; include a plan to manage risk;
protect privacy and confidentiality; and explain any planned or actual variance from National
Institute of Standards and Technology(NIST) security guidance.

(b) What must an agency do as part of the selection component of the capital planning process?
it must:

(i) Evaluate each investment in information resources to determine whether the investment will
support core mission functions that must be performed by the Federal government:

{il) Ensure that decisions to improve existing information systems or develop new information
systems are initiated only when no alternative private sector or governmental source can

efficiently meet the need;

{iiy Support work processes that it has simplified or otherwise redesigned to reduce costs,
improve effectiveness, and make maximum use of commercial, off-the-shelf technology:

{iv) Reduce risk by avoiding or isolating custom designed components, using components that
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can be fully tested or prototyped prior to production, and ensuring involvement and support
of users;

(v Demonstrate a projected return on the investment that is clearly equal to or better than
alternative uses of available public resources. The return may include improved mission
performance in accordance with GPRA measures, reduced cost, increased quality, speed, or
flexibility; as well as increased customer and employee satisfaction. The return should reflect
such risk factors as the project’s technical complexity, the agency's management capacity, the
likelihood of cost overruns, and the consequences of under- or non-performance. Return on
investment should, where appropriate, reflect actual returns observed through pilot projects
and prototypes;

{vi) Prepare and update a benefit-cost analysis (BCA) for each information system throughout
its life cycle. A BCA will provide a level of detail proportionate to the size of the investment,
rely onsystematic measures of mission performance, and be consistent with the methodology
described in OMB Circular No. A-94, "Guidelines and Discount Rates for Benefit-Cost Analysis
of Federal Programs™;

(vii) Prepare and maintain a portfolio of major information systems that monitors investments
and prevents redundancy of existing or shared IT capabilities. The portfolio will provide
information demonstrating the impact of alternative IT investment strategies and funding
levels, identify opportunities for sharing resources, and consider the agency's inventory of
information resources;

(viii) Ensure consistency with Federal, agency, and bureau Enterprise architectures,
demonstrating such consistency through compliance with agency business requirements and
standards, as well as identification of milestones, as defined in the EA;

(ix) Ensure that improvements to existing information systems and the development of
planned information systems do not unnecessarily duplicate IT capabilities within the same
agency, from other agencies, or from the private sector;

(x) Ensure that the selected system or process maximizes the usefulness of information,
minimizes the burden on the public, and preserves the appropriate integrity, usability,
availability, and confidentiality of information throughout the fife cycle of the information, as
determined in accordance with the PRA and the Federal Records Act. This portion must
specifically address the planning and budgeting for the information collection burden
imposed on the public as defined by 5 CFR 1320;

(xi} Establish oversight mechanisms, consistent with Appendix ili of this Circular, to evaluate
systematically and ensure the continuing security, interoperability, and availability of systems

and their data;

{xii) Ensure that Federal information system requirements do not unnecessarily restrict
theprerogatives of state, local and tribal governments;

{(xiii} Ensure that the selected system or process facilitates accessibility under the
Rehabilitation Act of 1973, as amended.

{c) What must an agency do as part of the control component of the capital planning process?
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It must:

(i} Institute performance measures and management processes that monitor actual
performance compared to expected results. Agencies must use a performance based
management system that provides timely information regarding the progress of an
information technology investment. The system must also measure progress towards
milestones in an independently verifiable basis, in terms of cost, capability of the investment
to meet specified requirements, timeliness, and guality;

(i) Establish oversight mechanisms that require periodic review of information systems to
determine how mission requirements might have changed, and whether the information
system continues to fulfill ongoing and anticipated mission requirements. These mechanisms
must also require information regarding the future levels of performance, interoperability, and
maintenance necessary to ensure the information system meets mission requirements cost
effectively;

(iiiy Ensure that major information systems proceed in a timely fashion towards agreed-upon
milestones in an information system life cycle. Information systems must also continue to
deliver intended benefits to the agency and customers, meet user requirements, and identify
and offer security protections;

(iv) Prepare and update a strategy that identifies and mitigates risks associated with each
information system;

(iv) Ensure that financial management systems conform to the requirements of OMB Circular
No. A-127, "Financial Management Systems;”

(v) Provide for the appropriate management and disposition of records in accordance with the
Federal Records Act.

(vi) Ensure that agency EA procedures are being followed. This includes ensuring that EA
milestones are reached and documentation is updated as needed.

(d) What must an agency do as part of the evaluation component of the capital planning process?
It must:

(iy Conduct post-implementation reviews of information systems and information resource
management processes to validate estimated benefits and costs, and document effective
management practices for broader use;

(i) Evaluate systems to ensure positive return on investment and decide whether continuation,
modification, or termination of the systems is necessary to meet agency mission
requirements.

(iii) Document lessons learned from the post-implementation reviews. Redesign oversight
mechanisms and performance levels to incorporate acquired knowledge.

(iv) Re-assess an investment's business case, technical compliance, and compliance against
the EA.

{v} Update the EA and 1T capital planning processes as needed.
{2y The Enterprise Architecture
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Agencies must document and submit their initial EA to OMB. Agencies must submit updates when
significant changes to the Enterprise Architecture occur.

{(a) What is the Enterprise Architecture?

An EA is the explicit description and documentation of the current and desired relationships among
business and management processes and information technology. It describes the "current
architecture” and "target architecture” to include the rules and standards and systems life cycle
information to optimize and maintain the environment which the agency wishes to create and
maintain by managing its IT portfolio. The EA must also provide a strategy that will enable the
agency to support its current state and also act as the roadmap for transition to its target
environment, These transition processes will include an agency’s capital planning and investment
control processes, agency EA planning processes, and agency systems life cycle methodologies. The
EA will define principles and goals and set direction on such issues as the promotion of
interoperability, open systems, public access, compliance with GPEA, end user satisfaction, and IT
security. The agency must support the EA with a complete inventory of agency information
resources, including personnel, equipment, and funds devoted to information resources
management and information technology, at an appropriate level of detail. Agencies must implement
the EA consistent with following principles:

(iy Develop information systems that facilitate interoperability, application portability, and
scalability of electronic applications across networks of heterogeneous hardware, software,
and telecommunications platforms;

(iiy Meet information technology needs through cost effective intra-agency and interagency
sharing, before acquiring new information technology resources; and

(iii) Establish a level of security for all information systems that is commensurate to the risk
and magnitude of the harm resulting from the loss, misuse, unauthorized access to, or
modification of the information stored or flowing through these systems.

(b) How do agencies create and maintain the EA?

As part of the EA effort, agencies must use or create an Enterprise Architecture Framework. The
Framework must document linkages between mission needs, information content, and information
technology capabilities. The Framework must also guide both strategic and operational IRM planning.

Once a framework is established, an agency must create the EA. In the creation of an EA, agencies
must identify and document:

(iy Business Processes — Agencies must identify the work performed to support its mission,
vision and performance goals. Agencies must also document change agents, such as
legisiation or new technologies that will drive changes in the EA.

(ii) Information Flow and Relationships - Agencies must analyze the information utilized by
the agency in its business processes, identifying the information used and the movement of
the information. These information flows indicate where the information is needed and how
the information is shared to support mission functions.

(iti) Applications - Agencies must identify, define, and organize the activities that capture,
manipulate, and manage the business information to support business processes. The EA also
describes the logical dependencies and relationships among business activities.

(iv) Data Descriptions and Relationships - Agencies must identify how data is created,
maintained, accessed, and used. AL a high level, agencies must define the data and describe
the relationships among data elements used in the agency's information systems.
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{v) Technology Infrastructure - Agencies must describe and identify the functional
characteristics, capabilities, and interconnections of the hardware, software, and
telecommunications.

(c) What are the Technical Reference Model and Standards Profile?

The EA must also include a Technical Reference Mode! (TRM) and Standards Profile.,

(i) The TRM identifies and describes the information services (such as database,
communications, intranet, etc.) used throughout the agency.

(ii) The Standards Profile defines the set of IT standards that support the services articulated
in the TRM. Agencies are expected to adopt standards necessary to support the entire EA,
which must be enforced consistently throughout the agency.

(i) As part of the Standards Profile, agencies must create a Security Standards Profile that is
specific to the security services specified in the EA and covers such services as identification,
authentication, and non-repudiation; audit trail creation and analysis; access controls;
cryptography management; virus protection; fraud prevention; detection and mitigation; and
intrusion prevention and detection.

(3) How Will Agencies Ensure Security in Information Systems?

Agencies must incorporate security into the architecture of their information and systems to ensure that
security supports agency business operations and that plans to fund and manage security are built into life-
cycle budgets for information systems.

(a) To support more effective agency implementation of both agency computer security and critical
infrastructure protection programs, agencies must implement the following:

(i) Prioritize key systems (including those that are most critical to agency operations);
(ity Apply OMB policies and, for non-national security applications, NIST guidance to achieve
adequate security commensurate with the level of risk and magnitude of harm;

(b) Agencies must make security's role explicit in information technology investments and capital
programming. Investments in the development of new or the continued operation of existing
informationsystems, both general support systems and major applications must:

(i) Demonstrate that the security controls for components, applications, and systems are
consistent with, and an integral part of, the EA of the agency;

(i) Demonstrate that the costs of security controls are understood and are explicitly
incorporated into the life-cycle planning of the overall system in a manner consistent with
OMB guidance for capital programming;

(i) Incorporate a security plan that complies with Appendix Il of this Circular and in a manner
that is consistent with NIST guidance on security planning;

(iv) Demonstrate specific methods used to ensure that risks and the potential for loss are
understood and continually assessed, that steps are taken to maintain risk at an acceptable
level, and that procedures are in place to ensure that controls are implemented effectively and
remain effective gver time;

(v} Demonstrate specific methods used to ensure that the security controls are commensurate
with the risk and magnitude of harm that may resuit from the loss, misuse, or unauthorized
access to or modification of the system itself or the information it manages;
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(vi) Identify additional security controls that are necessary to minimize risk to and potential
loss from those systems that promote or permit public access, other externally accessible
systems, and those systems that are interconnected with systems over which program officials
have little or no control;

(vi) Deploy effective security controls and authentication tools consistent with the protection
of privacy, such as public-key based digital signatures, for those systems that promote or
permit public access;

(viii) Ensure that the handling of personal information is consistent with relevant government-
wide and agency policies;

(ix) Describe each occasion the agency decides to employ standards and guidance that are
more stringent than those promulgated by NIST to ensure the use of risk-based cost-effective
security controls for non-national security applications;

(c) OMB will consider for new or continued funding only those system investments that satisfy these
criteria. New information technology investments must demonstrate that existing agency systems
also meet these criteria in order to qualify for funding.

(4) How Will Agencies Acquire Information Technology?

Agencies must:

(a) Make use of adequate competition, allocate risk between government and contractor, and
maximize return on investment when acquiring information technology;

(b) Structure major information systems into useful segments with a narrow scope and brief
duration. This should reduce risk, promote flexibility and interoperability, increase accountability,
and better match mission need with current technology and market conditions;

(©) Acquire off-the-shelf software from commercial sources, unless the cost effectiveness of
developing custom software is clear and has been documented through pilot projects or prototypes;
and

(d) Ensure accessibility of acquired information technology pursuant to the Rehabilitation Act of
1973, as amended (Pub. Law 105-220, 29 U.S.C.7944d).

9. Assignment of Responsibilities:

a.

All Federal Agencies. The head of each agency must:

Have primary responsibility for managing agency information resources;

Ensure that the agency implements appropriately all of the information policies, principles,
standards, guidelines, rules, and regulations prescribed by OMB;

Appoint a Chief Information Officer, as required by 44 U.S.C. 3506(a}, who must report directly to the
agency head to carry out the responsibilities of the agencies listed in the Paperwork Reduction Act
(44 U.5.C. 3506), the Clinger Cohen Act (40 U.S.C. 1425(b) & (¢)), as well as Executive Order 13011.
The head of the agency must consult with the Director of OMB prior to appointing a Chief
Information Officer, and will advise the Director on matters regarding the authority, responsibilities,
and organizational resources of the Chief Information Officer. For purposes of this paragraph,
military departments and the Office of the Secretary of Defense may each appoint one official. The
Chief Information Officer must, among other things:
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10.

i1,

(a) Be an active participant during all agency strategic management activities, including the
development, implementation, and maintenance of agency strategic and operational plans;

{b} Advise the agency head on information resource implications of strategic planning
decisions;

{c) Advise the agency head on the design, development, and implementation of information
resources.

(i) Monitor and evaluate the performance of information resource investments through
a capital planning and investment control process, and advise the agency head on
whether to continue, modify, or terminate a program or project;

(ii) Advise the agency head on budgetary implications of information resource
decisions; and

(d) Be an active participant throughout the annual agency budget process in establishing
investment priorities for agency information resources;

Direct the Chief Information Officer to monitor agency compliance with the policies, procedures, and
guidance in this Circular. Acting as an ombudsman, the Chief information Officer must consider
alleged instances of agency failure to comply with this Circular, and recommend or take appropriate
corrective action. The Chief Information Officer will report instances of alleged failure and their
resolution annually to the Director of OMB, by February 1st of each year.

Develop internal agency information policies and procedures and oversee, evaluate, and otherwise
periodically review agency information resources management activities for conformity with the
policies set forth in this Circular;

Develop agency policies and procedures that provide for timely acquisition of required information
technology;

Maintain the following, as required by the Paperwork Reduction Act (44 U.S.C. 3506(b)4) and 3511)
and the Freedom of Information Act (5 U.S.C. 552(g)): an inventory of the agency's major information
systems, holdings, and dissemination products; an agency information locator service; a description
of the agency's major information and record locator systems; an inventory of the agency's other
information resources, such as personnel and funding (at the level of detail that the agency
determines is most appropriate for its use in managing the agency's information resources); and a
handbook for persons to obtain public information from the agency pursuant to these Acts.

Implement and enforce applicable records management policies and procedures, including
requirements for archiving information maintained in electronic format, particularly in the planning,
design and operation of information systems.

Identify to the Director of OMB any statutory, regulatory, and other impediments to efficient
management of Federal information resources, and recommend to the Director legislation, policies,

procedures, and other guidance to improve such management;

Assist OMB in the performance of its functions under the PRA, including making services, personnel,
and facilities available to OMB for this purpose to the extent practicahle:

Ensure that the agency:
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12.

14.

15.

16.

(a) cooperates with other agencies in the use of information technology to improve the productivity,
effectiveness, and efficiency of Federal programs;

(b) promotes a coordinated, interoperable, secure, and shared government wide infrastructure that is
provided and supported by a diversity of private sector suppliers; and

(¢} develops a well-trained corps of information resource professionals.

Use the guidance provided in OMB Circular A-11, "Planning, Budgeting, and Acquisition of Fixed
Assets,” to promote effective and efficient capital planning within the organization;

Ensure that the agency provides budget data pertaining to information resources to OMB, consistent
with the requirements of OMB Circular A-11,

Ensure, to the extent reasonable, that in the design of information systems with the purpose of
disseminating information to the public, an index of information disseminated by the system will be
included in the directory created by the Superintendent of Documents pursuant to 41 U.S.C. 4101.
(Nothing in this paragraph authorizes the dissemination of information to the public unless
otherwise authorized.)

Permit, to the extent practicable, the use of one agency’s contract by another agency or the award of
multi-agency contracts, provided the action is within the scope of the contract and consistent with
OMB guidance; and

As designated by the Director of OMB, act as executive agent for the government-wide acquisition of
information technology.

b. Department of State. The Secretary of State must;

Advise the Director of OMB on the development of United States positions and policies on
international information policy and technology issues affecting Federal government activities and
the development of international information technology standards; and

Be responsible for liaison, consultation, and negotiation with foreign governments and
intergovernmental organizations on all matters related to information resources management,
including federal information technology. The Secretary must also ensure, in consultation with the
Secretary of Commerce, that the United States is represented in the development of international
standards and recommendations affecting information technology. These responsibilities may also
reguire the Secretary to consult, as appropriate, with affected domestic agencies, organizations, and
other members of the public.

¢. Department of Commerce. The Secretary of Commerce must:

Bt

Develop and issue Federal Information Processing Standards and guidelines necessary to ensure the
efficient and effective acquisition, management, security, and use of information technology,
whiletaking into consideration the recommendations of the agencies and the CIO Council;

Advise the Director of OMB on the development of policies relating to the procurement and
management of Federal telecommunications resources:
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f.

Provide OMB and the agencies with scientific and technical advisory services relating to the
development and use of information technology;

Conduct studies and evaluations concerning tefecommunications technology, and concerning the
improvement, expansion, testing, operation, and use of Federal telecommunications systems, and
advise the Director of OMB and appropriate agencies of the recommendations that result from such
studies:

Develop, in consultation with the Secretary of State and the Director of OMB, plans, policies, and
programs relating to international telecommunications issues affecting government information
activities;

ldentify needs for standardization of telecommunications and information processing technology,
and develop standards, in consultation with the Secretary of Defense and the Administrator of
General Services, to ensure efficient application of such technology;

Ensure that the Federal Government is represented in the development of national and, in
consultation with the Secretary of State, international information technology standards, and advise
the Director of OMB on such activities.

Department of Defense. The Secretary of Defense will develop, in consultation with the Administrator of
General Services, uniform Federal telecommunications standards and guidelines to ensure national security,
emergency preparedness, and continuity of government.

General Services Administration. The Administrator of General Services must:

Continue to manage the FTS2001 program and coordinate the follow-up to that program, on behalf
of and with the advice of agencies;

Develop, maintain, and disseminate for the use of the Federal community (as requested by OMB or
the agencies) recommended methods and strategies for the development and acquisition of
information technology;

Conduct and manage outreach programs in cooperation with agency managers;

Be a liaison on information resources management (including Federal information technology) with
State and local governments. GSA must also be a liaison with non-governmental international
organizations, subject to prior consultation with the Secretary of State to ensure consistency with the

overall United States foreign policy objectives;

Support the activities of the Secretary of State for liaison, consultation, and negotiation with
intergovernmental organizations on information resource management matters;

Provide support and assistance to the CIO Council and the Information Technology Resources Board.

Manage the Information Technology Fund in accordance with the Federal Property and Administrative
Services Act, as amended;

Office of Personnel Management. The Director, Office of Personnel Management, will:
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1.

Develop and conduct training programs for Federal personnel on information resources
management, including end-user computing;

Evaluate periodically future personnel management and staffing requirements for Federal
information resources management;

Establish personnel security policies and develop training programs for Federal personnel associated
with the design, operation, or maintenance of information systems.

g. National Archives and Records Administration. The Archivist of the United States will:

Administer the Federal records management program in accordance with the National Archives and
Records Act;

Assist the Director of OMB in developing standards and guidelines relating to the records
management program.

h. Office of Management and Budget. The Director of the Office of Management and Budget will:

Provide overall leadership and coordination of Federal information resources management within the
executive branch;

Serve as the President’s principal adviser on procurement and management of Federal
telecommunications systems, and develop and establish policies for procurement and management
of such systems;

Issue policies, procedures, and guidelines to assist agencies in achieving integrated, effective, and
efficient information resources management;

Initiate and review proposals for changes in legislation, regulations, and agency rocedures to
improve Federal information resources management;

Review and approve or disapprove agency proposals for collection of information from the public, as
defined by 5 CFR 1320.3;

Develop and maintain a Governmentwide strategic plan for information resources management.

Evaluate agencies’ information resources management and identify cross-cutting information policy
issues through the review of agency information programs, information collection budgets,
information technology acquisition plans, fiscal budgets, and by other means;

Provide policy oversight for the Federal records management function conducted by the National
Archives and Records Administration, coordinate records management policies and programs with
other information activities, and review compliance by agencies with records management
requirements;

Review agencies' policies, practices, and programs pertaining to the security, protection, sharing,
and disclosure of information, in order to ensure compliance, with respect to privacy and security,
with the Privacy Act, the Freedom of Information Act, the Computer Security Act, the GPEA, and
related statutes;
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10. Review proposed U.5. Government Position and Policy statements on international issues affecting
Federal Government information activities, and advise the Secretary of State as to their consistency
with Federal information resources management policy.

11. Coordinate the development and review by the Office of Information and Regulatory Affairs of policy
associated with Federal procurement and acquisition of information technology with the Office of
Federal Procurement Policy, and policies regarding management of financial management systems
with the Office of Federal Financial Management.

12. Evaluate agency information resources management practices and programs and, as part of the
budget process, oversee agency capital planning and investment control processes to analyze, track,
and evaluate the risks and results of major capital investments in information systems;

13. Notify an agency if OMB believes that a major information system project requires outside assistance;

14. Provide guidance on the implementation of the Clinger-Cohen Act and on the management of
information resources to the executive agencies, to the CIO Council, and to the Information
Technology Resources Board; and

15. Designate one or more heads of executive agencies as executive agent for government-wide
acquisitions of information technology.

10. Oversight:

a. The Director of OMB will use information technology planning reviews, fiscal budget reviews, information
collection budget reviews, management reviews, and such other measures as the Director deems necessary
to evaluate the adequacy and efficiency of each agency's information resources management and
compliance with this Circular.

b. The Director of OMB may, consistent with statute and upon written request of an agency, grant a waiver
from particular requirements of this Circular. Requests for waivers must detail the reasons why a particular
waiver is sought, identify the duration of the waiver sought, and include a plan for the prompt and orderly
transition to full compliance with the requirements of this Circular. Notice of each waiver request must be
published promptly by the agency in the Federal Register, with a copy of the waiver request made available
to the public on request.

1. Effectiveness: This Circular is effective upon issuance. Nothing in this Circular will be construed to confer a
private right of action on any person.

12. Inquiries: All questions or inquiries should be addressed to the Office of Information and Regulatory Affairs,
Office of Management and Budget, Washington, D.C. 20503. Telephone: (202) 395-3785.

13. Sunset Review Date: OMB will review this Circular three years from the date of issuance to ascertain its
effectiveness.
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