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Creating Digital Signatures Quick Guide

The eSubmitter software is capable of digitally signing submissions. To allow eSubmitter to sign submissions, you must create a digi-
tal signature to identify yourself. This guide will demonstrate the steps necessary to create a digital signature in Adobe Reader and

Adobe Acrobat Professional. Finally, this guide will detail how to import your new digital signature into eSubmitter.

Create a Digital ID

Inside this guide: 1.
Creating a Digital 1D 1 a.

& = Helpful Tip

L 1= Important Info

Access the Security Settings dialog.

Adobe Reader - On the menu click Document > Security Settings.
b. Adobe Pro - On the menu click Advanced > Security Settings.

After accessing the menu items above, the Security Settings dialog (shown below )
should be displayed.

Digital ID Files

Windows Digital IDs

PKCS#11 Modules and
Directory Servers

Time Stamp Servers

{3 Security Settings

fi AddID [ Remove ID 4= Export Certificate - Set Defaull = [:] Certificate Details &3 Refresh

Name | Issuer | Storage Mechanism

< |

Manage My Digital IDs

decrypt documents that are encrypted for you using Certificate Security.

Each Digital ID has a corresponding public certificate which contains identifying information
about you and which you can share with others. This certificate is used by others to encrypt

Certificate Details to view nformation from your certificate. Use Export to share your
certificate with others.

Use Ser Defauit to set or clear which Digital ID is used by default when you sign or encrypt

i| This is a list of the Digital IDs that are available for your use on this computer. Digital IDs are
F private and should not be shared. They are used when you create a digjtal signature or when you

documents for you. or to verify your digital signatures. Select one of the entries above and click

documents. Use 4dd ID to add a new Digital ID or to find an existing Digital ID and add it to this
view. Use Remove ID to permanently remove a Digital ID from this list and wherever it is stored.
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2. Click on the | @ Addip button to display the Add Digital Id dialog.

3. Select the Create a Self-Signed Digital ID radio button and click Next >

= Digital IDs

Directory Servers
Time Stamp Server:

Set Defautt +

| | @AMD 7§ Remove D /= Export Certificate
sl Rl S A dd Digital ID

Windows Digital
PKCS#11 Modul

= Certificate Details &¥ Refresh

Your Digital ID can be used to sign and decrypt documents. The Certificate that comes with your
Digital ID is used by others when verifying your signature and encrypting documents for you.

If you have received a document requiring your signature, in most cases you should have already
been given instructions on how to obtain a Digital ID. Otherwise you can choose one of the
Following options.

€ Find an existing Digital ID

Browse for an existing Digital ID to add to your list of Acrobat Digital IDs.
(O «

Create a self-signed Digital ID with a Certificate to distribute to others who need to validate Pigital IDs are

your Digital Signatures or encrypt documents for you.
" Get a Third-Party Digital ID
Go to a Web site with information on how to get a Digital ID. Third party Digital ID providers

give both senders and recipients a convenient way to exchange Digital IDs. information
to encrypt
tbove and click
ire your
Cancel < Bach Next = h or encrypt
and add it to this

view. Use Remove ID to permanently remove a Digjtal ID from this list and wherever it is stored.
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Creating a Digital ID (cont)

4. Read the message that is displayed and click Next > .

5. In the following dialog you are prompted to select the storage location of your digital id. Select the New PKCS#12 Digital ID file
radio button and click Next >.

Where would you like to store your Self-Signed Digital ID?
% New PKCS#12 Digital ID file

Creates a new password protected Digital ID file that uses the standard PKCS#12 format. This

commen Digital ID file format is supported by most security software applications, incuding i

major web browsers. PKCS5#12 files have a .pfi or .p12 file extension.
" windows Certificate Store

‘Your Digital ID will be stored in the Windows Certificate Store where it will also be available to
other Windows applications. The Digital ID will be protected by your Windows login.

Cancel | < Back

6. Add your information in the text fields provided and click Next >.

You will need to supply information for the first five fields only. Be sure to accept the default values for the remaining two
fields and checkbox.

& The values you enter for your email address and organization name will be used to validate your signature against FDA
records.

Add Digital ID

Enter your Identity information to be used when generating the Self-Signed Certificate.

Mame (e.g. John Smith): IJohn Smith
Organizational Unit: ICDRH

Organization Mame: |FDA

Email Address: Iexample@fda.gov

Country/Region: | Us - UNITED STATES I

[~ Enable Unicode Support

Key Algorithm: | 1024-bit RSA =

Use Digital ID for: I Digital Signatures and Data Encryption j

Cancel | < Back Next = |

(Continued on Next Page)

® & & & & S S S O O S O O O O O O O > o




m U.S. Food and Drug Administration

{;:i LU.5. Department of Health & Human Services

Protecting and Promoting Your Health

Creating a Digital ID (cont)

7. Enter the location where you would like your digital id saved, and a password. Confirm the password and click Finish.

Add Digital ID

Enter a file location and password for your new Digital ID file. You will need the password when you
use the Digital ID to sign or decrypt documents. You should make a note of the file location so that
! you can copy this file for backup or other purposes. You can later change options for this file by
1 going to the menu Advanced > Security Settings.

File Mame:
|C:‘|,Documents and Settings\John Smith\MySignatures\eSubmitter _id. pfx Browse... |
Password:

|=======

Confirm Password:

Itx:n:x:n:

Cancel < Back Finish

8. Inthe Security Settings dialog, click on the newly created digital id in the upper right-hand pane to view the summary of the id.
The summary is shown in the lower right-hand pane.

E| Security Settings

=
=] Digital IDs @ Add ID ]j Remove ID &= Export Certificate \I'_'-"r Set Default ~ Certificate Details & Refresh

Digital ID Files MName
Windows Digital IDs John Smith
PKCS#11 Modules and |

Storage Mechanism
Digital ID File

John Smith <

Directory Servers

Time Stamp Servers

John Smith
FDA
| Issued by: John Smith
FDA
Valid from: 2008/06/26 16:38:27 -04'00'
Valid to: 2013/06/26 16:38:27 -04'00'
Intended usage: Sign transaction, Encrypt document
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