NCHS’ Advance Package Confidentiality Brochure

Attachment C.3
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_uﬂ.oﬁmoasm_z_o public’s privacy...no idle pledge

There is safety in numbers,
especially our numbers!

The law . .

Information collected in the Natlonal Health
Care Survey (NHCS) Is used for research and
statistical purposes, No information that
could identify a person or establishment can
be released fo anyone—including the
President, Congress, or any couri—without
the consent of the provider.

The affidavit . . .

Anyone working for the National Center for
Health Statistics (NCHS) must sign an
affidavit—a legal document making them
subject fo the Privacy Act, the Public Health
Service Act, and other laws.

The penalties . . .

Unauthotized disclosure of confidential
statistical information is considered a class £
felony that is punishable by imprisonment for
up to 5 years, a fine of $250,000, or both.

The record . . .

Since its first survey in 1957, NCHS has not
released any confidential information fo
anyone not entitled o have it

NCHS is well known for the high gquality statis-
fical information it provides, Maintaining that
level of quality is not possible unless those
who provide us with this information can be
guaranteed confidenticility.

The confidentiality of records is of primary
concern to NCHS, This principle Is firmnly
grounded in federal laws, including the
Privacy Act, the Public Health Service Act, the
E-Govemment Act of 2002, and Title 18 of
the United States Code. NCHS staff must sign
a pledge fo obey these laws and associated
regulations to prevent disclosure of informa-
fion, and they must follow strict procedures
conceming data access, physical profection
of records, avoidance of disclosure, and
raintenance of confidentiality.

Unblemished record for
maintaining privacy during data
collection and processing

NCHS collaborates with ofher organizations,
for example, the U.S. Census Bureau and
piivate research companies, fo collect and
process data for NHCS. These groups have
an impeccable record of prolecting the
privacy of survey respondents.

HIPAA Privacy Rule on health
information and survey
participation

The Health Insurance Poriability and Account-
ability Act (HIPAA) Privacy Rule permifs you o
make disclosures of profected health
informartion without patient authorization for
public health purposes and for research that
has been approved by an institutional review
board (IRB) with a waiver of patient
authorization. The NHCS meets both of these

criterla. As part of the IRB approval process,
reviews were conducted of the surveys'
procedures for handling protected health
informartion, and practices were determined
t0 be appropriate for safeguarding respon-
dent confidentiality. Additionally, disclosures
may be made under a data-use agreement
with NCHS for sorme surveys that do not
collect directly identifiable data.

Copies of IRB approval letters and other
related materials, such as data-use agiee-
ments, are available upon request for each
component survey of the NHCS. There are
several things that you must do to assure
compliance with the Privacy Rule when
participating in the survey. First, the privacy
notice that you generally provide fo your
patients must indicate that patient informa-
tion may be disclosed for efther research or
public health purpeses. Second, you may
need to keep a record of the disclosure that
shows that some data from the patient's
medical record were disclosed fo CDC for
NHCS (we will provide forms to assist you in
record keeping). If you do not fransmit health
information electronically (such as claims
data), you are not subject to the Privacy Rule
or the requirements described above,

For additional information on the HIPAA
Privacy Rule, see:

hitp:/fiwww.hhs.gov/ocr/hipaa



