efens nrity Service - Voice of Industry Surv

OAIB Control No.: 0704-0472 Expiration Date: 077132013

The public reporting burden for this collection of information 1s estimated to average 30 mimutes per response, inchding the time for reviewing imstroctions, searching
exssting data sources, gathenng and mamtasning the data needed, and completing and reviewing the collection of mfeemation. Send comments regarding this burden
estimate of any other aspect of this collection of information, melsding suggestions for reducing the urden, to the Department of Defense, Washington Headquarters
Services, Executive Services Derectorate, Information Management Drviston, 1155 Defense Pentagon, Washmgion, DC 20301-1155. Respondenis should be aware that
notwithstanding any other provision of law, no person shall be subject to any penalty for failing to comply with a collection of information if it does not display a currenthy
vald OMB control number. Note, mformation provided on this form wall be kept private to the extent permatied by law. Information collected s compaled o provide an
overview of DSS performance with regard to NISP operations. Ouly the aggregate data s reported and all mdividual company information i3 kept in DSS records.

PRIVACY ACT ADVISEMENT

Name and email mformation i requested for the porpose of validating Facality Secursty Officer (FSO) contact mformation for the Defense Secunity Service records. Any
updates to name and email information will be provided to the appropriate Industnial Securty Representative. The information provided will become part of DSS reconds of
cleared contractor facilsty surveys, retrieved by the name of the facility | CAGE Code, not the FS0O contact information. FSO name and information are separated from
analysis of data. Participation m this sarvey 15 vohmtary. AUTHORITY: Executive Order (E0Q) 12529, “National Industrial Security Program”™.

BACKGROUND

The Defense Security Service (D55) is conducting this survey of U.5. cleared defense industry for feedback on D55
performance with respect to the administration and implementation of the National Industrial Security Program
(NISP). If vou received this survey email invitation, DSS records indicate that vou are the Facility Security Officer for a
specific cleared facility.

Please click "Next" below to begin.
o —
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Introduction

I1. How long have vou been working in the industrial security fiald?
Flease pick one of the answers balow,

) Loess than one vear
One vear to fewer than five years
' Five vears to fewer than fifteen vears
- Fifteen years to fewer than twenty-five years
! Twenty-five years or more

I2. *Our database currently reflects your current Industrial Security Representative as . Your responses should be associated with that person unless
you wish to specify another ISR
Please pick one af the answers below.

ISR mdicated above
2 Respond regarding another ISR (please specify)

I3. How long have you been working with vour Industrial Security (I5) Representative?
Please pick one of the answers below.

! Fewer than 6 months
= 6 months to fewer than one year
' Ome vear to fewer than three years
! Three years to fewer than five years
! Five years or more
N{A; I have not yer had the opportunity to work with my IS Representative

I4. How frequently do vou mteract with your 15 Representative?
Please pick one of the answers below.

2 Daily
Weekly
o Quaarterly
Yearly
Less than once a year

O NEA; T Rerve riot ver Rod the opportiinily to werk with miy [5 Represeéntalive

I5. Between vour ISR and other DS personnel (Information System Secunity Professional, Field Counterintelligence Specialist, etc.) how often
does DSS assist vou with identification and'or mitigation of vulnerabilities within vour security program?
Please pick one of the answers below.

Daily
Weekly
“ Monthly
Quarterly
Yearly
2 Less than once a year
N/A; I have not yer had the spportunity te work with DSS in this area



I6. How would vou rate DSS in the area of mdustnal secunty program volnerability identification and mutigation?
Please fill in the answer in the table below,

Rating Comments
Xid or Nt ot
Very Poor  Poor AGCQUME! oo 0 Very Good | worked wih
- Neatral : IES i chir arew

Choose one

17, *Does vour orgamization currently use classified mformation systems?
Please pick one of the arnswers below,

7 Yes
No

18. *Does vour organization, ncludmg branches and subsidianes, currently have a FOCT matigation plan i place (¢ g Secunty Control Agréement,

Special Securnity Agreement, Proxy Agreement)?
Please pick one of the answers below,

0 Yes
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Industrial Security Representative

Note - DS records list your current ISE as and vou indicated vou will respond for: ISR indicated above

ISR1. How would you characterize vour relationship with your IS Representative?
Please pick one af the answers below.

Collaborative
Corrective

Both

Other (please specify)

Comments:

ISR2.Please evaluate vour IS Representative:
Please fill in the answers in the table below (mark appropriate circles and oprionally provide comments).

Rating Commenis
Very Poor Foor Ad.tqu“t ! Good Very Good Nid
- MNeutral -
Quality of Support
Responsiveness

Appropriate subject matter expertise

Professionalism

Openness’ Approachabality

ISR3.Please rate the following statements about your current IS Representative:
Please fill in the answers in the table below (mark appropriate circles and optionally provide comments).

My IS Representative ...
Rating Comments
Neither
St.rongl} Disagree | Agree nor Agree Strongly NA
Disagree . Agree
Disagree

Understands my facility's defense
work

Knows and engages with
management in my facility

Understands my company's line of
business

Has a thorough understanding of
physical security

Has a thorough understanding of
classified information systems
security

Can clearly explamn DSS processes

Can clearly explain NISPOM
requirements

Applies the NISPOM to my
facility in a reasonable manner

Makes suggestions to improve my
security program

Helps me achieve my security
mission




15R4.Please rate the quality of the relationship betoween DSS and vour government customers:
Flease fill in the answers in the table below fmoark appropriate cireles and oprionally provide conments).

My IS Representative ...

Rating Comments

Neither
Disagree | Agreenor | Agree s::“ﬂ:" i
Disagree gree

Strongly
Disagree

Understands the needs and
concerns of my government
customen(s)

Understands my relationship with
my government customen(s)

Commumeates or collaborates with
my government customen(s)

Overall, I am satisfied with the
relationship between DSS and my
government customer(s)

ISRS, Onverall, how satisfied are you with the guidance and support you receive from your IS Representative?
Please pick one of the answers below.

NA or Cannol

respond due fo

infrequency af
imteraction

. Meither Satisfied nor .
Very Dissatisfied Dissatisfied Dissatisfied Satisfied Very Satisfied

ISR6.Please fill in one word or phrase that best describes your IS Representative:
Please use blank space to write your answer:

Enter word or phrase:

ISR7. Please provide any additional comments on your current IS Representative:
Please use blank space to wrile your answer:

——Back-——-- ” ——Next-—-— ” Save to Complete Later I

[ .
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Classified Information Systems

Note - If available please coordinate with vour Information Svstem Security Manager for the most acurate responses to the below:

151. Please provide the name of the DSS Information System Security Professional (DSS) vou wish to respond on behalf of:
Oprional

152, How frequently do vou intersct with your Information Svetem Security Specialist (ISSP)?
FPlease pick one of the answers below,

Daily

Weekly

Monthly

Quarterly

Yearly

Less than once a year

Nid; I have not yet had the epportunity to work with my ISSP

153. How would vou characterize vour relationship with your ISSP?
FPlease pick one of the answers below,

Collaborative
Comrechive
Baoth

1S54. Please evaluate the support you receive for your classified information systems / ISSP:
Please fill in the answers in the table below (mark appropriate circles and optionally provide comments).

Rating Comments
Adequate /
74 7
Very Poor Poor Neutral Good |Very Good N/A
Quality of Support
Responsiveness

Appropriate subject matter expertise

Professionalism

Openness / Approachability




IS5. Please rate the following statements about your current ISSP:
Please fill in the answers in the table below (mark appropriate circles and optionally provide comments).

My Information System Security Professional ...

Rating Comments
Neither
St ly St
.rong Y Disagree | Agree nor Agree rongly N/A
Disagree ! Agree
Disagree

Understands my facility's defense
work

Knows and engages with
management in my facility

Understands my company's line of
business

Has a thorough understanding of
physical security

Has a thorough understanding of
classified information systems
security

Can clearly explain DSS processes ® ® ® ® ® ®

Can clearly explain NISPOM
requirements

Applies the NISPOM to my
facility in a reasonable manner

Makes suggestions to improve my
security program

Helps me achieve my secunty
mission

I56. Please provide feedback on the information systems (15) acereditation process:
Please fill in the answers in the table below {mark appropriate circles and oprionally provide commens),

Rating Comments

Yes No Den't Knaw ar N/A

Does the 1S accraditation process
currently meet your customers’
needs?

Is the IS5 accreditation process fast
enough?

Do the accreditation requirements
incorporate industry best practices?

Has the IS accreditation process
improved in the past three vears?

I57. Overall, how satisfied are vou with the guidance and support vou recerve from vour Information Systems Security Professional?
Please pick one of the answers below,

N ar Cannor

— Meither Satisfied nor —_— respond dite fo
Very  Dissatisfied Drissatisfied Dissatisifed Satisfied Very Satisfled infreguency of
imteraction

IS8. Pleaze fill in one word or phrase that best descnibes yvour ISSP;
Pleare use blank space 1o Wrile Your aniwer:

Enter word or phrase:



189. Please provide any additional comments on your current ISSP:
Please use blank space to write your answer:

—Back—— ” ——MNext——- ” Save to Complete Later ]

L .
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Counterintellisence (C

*Reminder - Do not provide any classified information on this form. If you have any classified items you wish to discuss please coordinate a
meeting with your local DS conitacts.

1wl not submit any classified information on this form

CI1. Please provede the name of the DSS Field Counterintelligence Specialist (FCIS) vou wish to respond on behalf of:
Optional

CIZ. How frequently do you interact with your Field Countenintelligence Specialist (FCIS), to mclode via phone, email, or in person?
Please select ane of the answers below.

Doaily

Weekly

Monthly

Quarterly

Yearly

Less than once a year

N{A; I have not yer had the opportunity fo work with my FCIS

C13. 'In what capacity has a D55 FCIS or D85 Cl HQ representative provided on-site support to your facility?
Serlect all that apply

[} Participated in a Security Vulnerability Assessment

1 Conducted an advice or assistance visit

71 Provided a written threat product

! Conducted formal or informal threat tramning at our facility
) Introduced CI or Law Enforcement community members
1 orther

5] W4, None of the above



CI4. Please evaluate the counterintelligence support you neceive:
Please fill in the answers in the table below (mark appropriate circles and optionally provide comments).

Rating Comments
. Adequate / .
Very Poor Poor Neutral Good | Verv Good N
Quality of Support
Responsivensss

Appropriate subject matter expertise
Professionalism

Openness / Approachability

Current ability fo serve your needs

CI15. DSS Cl produces CLASSIFIED analytical products (Trends, Threat Adwisones, Company Assessments, Program Assessments, elc.) to articulate the
threeat posed to information and technology resident in cleared indusiry.

How do you receive these products?

Select all that apply

= From my FCIS
"1 From the dss.smil mil website
| From my company chain of command
= Other
T I have not received any of these products

Cl6. How would vou rate these CLASSIFIED analyvtical products:

Rating Comments
NiA or
i
Have ot | Verv Poor Poar Ad_eql.ll‘le Good | Very Good
: Neutral
Recefved

Quality of threat information
Timeliness of information
Relevance to my facility

Usefulness of the mformation to
my security program

CI7. DSS Cl produces UNCLASSIFIED analybeal products and traming matenals (brochures, tn-folds, web-based-traming, el ) 1o amticulate the threat
and provide educational matenals to cleared indusiny

How do you receive these products?

Select all that apply

) From my FCIS

] From the dss mil website

I From my company chain of command

1 From the Homeland Security Information Sharing Metwork (HSIN)
I Other

) T'have not received any of these products



CI8. How would you rate these UNCLASSIFIED analytical products:

Rating Comments
N ar
Have not | Very Poor | Poor Am:l:::} Good | Very Good
Received )
Quality of threat information
Timeliness of information

Relevance to my facility
Usefulness of the information to
my secunty program

CI9. Are you receiving an adequate level of CI support for your facility?

Yes
Unsure
No

CI10. Overall, how satisfied are you with the guidance and support vou receive from vour Field Counterintalligence Specialists?
Please selectone of the answers below.

N or Cannot

) MNeither Satisfied nor . respond due fo
Strongly Dissatisfied Dissatisfied Dissatisified Satished Strongly Satisfied infrequency of
interaction

CI11. Provide any comments concerning your involvement with DSS Field Counterintelligence cadre
Please use blank space to write your answer:

CI12. What do you percerve as the most concerning threat to your current work? (Reminder, Do not list any specific classified information in this
form)
Please use blank space to write your answer:

—-—Back---—- ” ——MNext—— ” Save to Complete Later ]

[
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Field Office

FOl. Overall, how satisfied are you with the guidance and support vou receive from vour coordination with your DSS field office or Fiald Office
Chief?
Please pick one of the answers below.

NiA or Canmol

_— Melther Satisfied nor _— respond die to
Very Dissatisfied Dissatisfied Dissatisfiad Satisfied Very Satisfied infrequency of
interaction

FO2. Please provide awy additional comments on your field office:

| —Back—— || —Met—— || Save to Complete Later |
|
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Foreign Ownership, Control, Influence (FOCI) Mitigation

FOCIL. How do you view the burden of your FOCI mitigation agreement given your cleared work and foreign ownership?
Please pick one of the answers below.

Too Little
Appropriate
Too Much

Comments:

FOCI2. If you had known the burden of your FOCI mitigation agreement prior to agreeing to the foreign acquisition, would you still have agreed to
the acquisition?
Please pick one of the answers below.

Yes

Maybe

No

N/A; Not sure

FOCI3. Do the Outside Directors/Proxy Holders at your company keep you mformed of potential FOCI 1ssues facing the company?
Please pick one of the answers below.

O Yes

© Maybe

© No

© N/A; Not sure

Comments:

—Back—— ” —Dlexi— ” Save to Complete Later ]
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DSS Facility Vulnerability Assessment & NISPOM Requirements

In September 2013 D5S vall implement an update to the Vulnerability Assessment Rating Matnix Process.
o wwnar dss mil documents faciliry-clearanees Viln Assm Rating Matrx 2013 Update pdf

SVAL How would vou rate the Rating Matrex in the areas of:
Pilaace Al in tha annwars in the iabls balow (mark appropriate cérclas and optionally provida comomants)

Ratimg Comments

Nid ar Very Poor Poor :‘ul-tqu:l! !
Umsure o Neutral

Valnerability Definitions

Enbkancement Category Definitions and
Imtent

Process' Ability to Properly Rate Facility
Secunity Programs

SVAL How does the DSS Team assess vour facaliry?
Ploaze select one of the answers balow.

Uses arisk-based approach (Based on NISPOM requirements, factoring in the overall operatvonal environment and secuify risks and threats at my facility)

Uses a checklist approach (Based oo NISPOM requirements, but only as a checklist that does not factor in the overall operatuonal enveronment and sacurty risks at
my facility)

I do not feel that my DES assessment teddn bases their asessenents on NISPOM requarements

N/A: T have not worked with D55 long encugh to understand bow they assess my security program

Otiser (please specily)

Comments (Oprionai)

SVA3. Please rate the effectiveness of the Industrial Security Representative during the D55 assessment process:
Please fill in the answers in the table below (mark appropriate circles and optionally provide comments).

Rating Comments
N/A or Not yet| -
Very . Adequate / . Very
had DSS | 1 cttective | 1ReTfectiVe | onerar | EFECHVE | prective
assessment

In enforcing NISPOM requirements

In ensuring physical security ®

In assessing personnel clearances and
security

In validating effectiveness of the security . . . . - =
education program = ~ e © © ©

SVAA4. Please rate the effectiveness of the Information System Security Professional during the DSS assessment process:
Please fill in the answers in the table below (mark appropriate circles and optionally provide comments).

Rating Comments
N/4 or No
Very . Adequate / . Very
AIS at my i Ineffectiv Effectiv A
smm} Ineffective etiective Neutral ectve Effective

In enforcing NISPOM requirements

In ensuring physical security (@] (@]

In ensuring classified information
systems security




SVAS. During the vulnerability assessment:
Please fill in the answers in the table below (mark appropriate civcles and optionally provide comments).

Rating It Yes, Please Explain

Yes No

Are there any areas or issues where the DSS
inspection team focuses too much attention?

Are there any areas or issues where the DSS
inspection team does not focus enough
attention?

Are the number of interviews conducted

inappropriate?

SVAG. Please rate how consistent DSS is in interpreting NISPOM requirements:
Please fill in the answers in the table below (mark appropriare circles and optionally provide comments).

Rating Comments
N/A or No
Never Rarely Sometimes Often Always |experience with
this area

DSS gives me consistent guidance
with regard to DSS processes and
NISPOM requirements

DSS is consistent with regard to
NISPOM interpretation and
application when compared to my
previous IS Representatives

Locally, DSS is consistent with
regard to NISPOM interpretation
and application

Regionally, DSS field offices are
consistent with regards to NISPOM
interpretation and application

Nationally, DSS regions are
consistent with regard to NISPOM
interpretation and application

My Field Office Chief resolves
inconsistencies in NISPOM
interpretation among IS
Representatives quickly and
consistently

My Regional Director resolves
inconsistencies in NISPOM
interpretation among field offices
quickly and consistently

------Back------ | | — Next------ ‘ [ Save to Complete Later ‘
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Fi. Overall, bow satusfisd are you wath the guidance and support you recenve from DES?
Meare pick one of the anrwers below,

Meliber Satifed nor

Very THssatisfied Disathied Dissatishied

F2. How has vour kevel of satsfaction with DES changed over the past 12 months?

Please pick ane of the aenwers below.
Satiifatien Decreased Satiifation Decreased
Sigalficantly SNightly Satisfaction Stayed the Same

Comsenls fopiianal

Pleass fill i one woed or phrase that best describes I
Plaase pace 1o o

¥ HIWEF

Enter wiord or phrase

F4. Below are questions relating to - Cybersecurity, Economic Environment, and Insider Threat

Satlified

Satiifaction Increatid

Slightly

Wiy Sattafled

Satisfactisn Ingreatid

Sigmificamtly

N Umiird

N or New FSO

Cybersecurity practices are aimed to mitigate nefarious cyber activity on contractor networks, regardless of classification, that pose a significant threat to a successful NISP.

The Economic Environment in recent years has led many companies to modify their structure, staffing, and business lines.
In the coming years contractors under the NISP, 1n conformance with Executive Order 13587, will be required to establish and maintain an Insider Threat program.

Please Rate —

Rating

Very Low or
N/A or Unsure Could Use Low Average
Improvement

High

Very High or
Strong

Awareness of Cyber threats as
they relate to your facility

Cybersecurity and NISPOM-
required reporting education
program at your facility

Technical Cybersecurity
capability {timely identification
mitigation of threats) at your
facility

Desire for Government
assistance in enhancing your
Cybersecurity program

Your facility's ability to minimize
impact of economic factors as
they relate to your security
program’s funding and
effectiveness

Ability to navigate structure,
staffing, and business shifts with
relation to maintaining consistent
security to classified information
and programs

Desire for Government
assistance to support any
structure, staffing, or business
shifts as it relates to classified
contracts

Effectiveness of your facility's
current Insider Threat
program/process

Ability for your facility to stand
up or maintain an effective Insider
Threat Program

Desire for Government
assistance in developing or
enhancing your Insider Threat
program




Pleass provide any comments on the sbove:

F5, Plesse describe any technsques of bevl practsoes yous 15 Represeniatsve, feld office, or region cumently e ploys that D85 thould consider nplementing apeacy-wide:
Pleate uie blomk space fo wrile your aaswer:

Fé. Please rate the belon:

Piease fill in the arowers (n the table below (mark appropriate cincles and epionally provide ¢ IEER.
Rating Comments
Neliher Nider
Stromghy Strongly
Disagres | Agres mor | Agree D't
Digre: Tiagree AT | Kiow
My eTganizaisen has a true - . 3 N . -
partnershap with D55 ) )
1 believe Industry has a tnee . : - . ~ -

FT. What actsons can DSS do to create a stronger partmership with your organzation, and'or cleared industry as a whale?
Please wie blank space fo write your onswer:

F8. Have you seen sy oversll process chinges since last year's Industnsl Secarity Survey?
Pleate pick one of the antwers below.

0 Yes
O No
2 Dnd not complete prior survey or Unsame

If yes, please provide amy specific examples or comments:

F9. Towhat degres are you satisfied with the changes that wers mplensentad?
Please pick one af the answers below.

© Strongly Satisifisd
O Neather Satisfied nor Dissatisfied
0 Dussatusfied

O Strongly Dissatusfied

O Unowore of spec(fic changes

O Did not parricipaze (n priov survey

F10. Are you famibier with the fames 5. Cogswell Outstanding Industraa] Security Achdevensent Award presented by DS5S?

O Yes
0 Mo

FIL. The Janes 8. Cogawell Outstandmy Industnal Secintly Achssvement Award has & positive effect on industnal secunty programs.

O NiAL Unfimiliar



F11. Have vou ever used the DES Call Center? (hitpswarn dsa mal‘about_dss/'contect_des/'comtact_dss html)

2 Yes - Opce o year

2 Yes - Two to Five times a year
' Yes - Six to Ten temes & year

© Yes - More than Ten temes o year
& No (-8kip Questron F13 Below.)

F13. Please rate the D55 Call Ceater:
FPlease fIl{ i the annwers in the toble belew (mark approprime cireles and oprianally provids commenisl.

Rating
Very Nelther
B -I!I i Delswsbisfied Satialicd mor Satisfled Very Satisified N
Irissatisfied
Professionalism r o I P p "
Effectrvensss bo Resalve =, 3
1. - Lt

Please provide any comments of suggestioss regasding the DSS Call Center:

Fl4. Do you have amy other overall suggestsons for DES?
FPlegze use blznk spoce 1o write your answer:

F15. Do you have any other concerns or issues that you would like to share? Please do not include any Personally Identifiable Information (PII). If you would like to report anything confidentially
please email DSSVOISurvev@dss.mil.
Please use blank space to write your answer:

——Back—— | [ ——Next— || Save to Complete Later |

20% || 40%|| 60%) 80%|100%
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Thank you for taking the time to fill out this Survey. Your feedback will directly assist DSS in enhancing the support it
provides government agencies and cleared defense contractors with regards to the NISP.

--Important--
To finalize your survey submission you must click the "Submit Survey'" button below!

’ ——Back—- ” Submit Survey ]
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