PRIVACY IMPACT ASSESSMENT: LPO - EFAD
PIA Template Version 3 — May, 2009

Or Department of Energy b G
Privacy Impact Assessment (PIA) _Olthe Publ

Guidance Is provided In the template. See DOE Order 208.1, Department of Energy Privacy Program,
uirements and additional guidance for conducting a

Appendix A, Privacy Impact Assessments, for req
PIA: hitp://iwww.directives.doe.gov/pdfs/doe/dostext/neword/206/02061 pdf

Please complete elactronically: no hand-written submissions will be acceptod.
This template may not be modified,

MODULE | - PRIVACY NEEDS ASSESSMENT

Date | 11/7/2013

Departmental
Element & Site DOE Headquarters, Forrestal, 4A-087

Name of Information
System or IT Project EFAD

Exhiblt Project UID

New PIA
E-FADS

Updaté

-~ - ContactInformation -
. Phone, Email . -

Salim Khoury
Manager, Information Systems & {202) 287-6884
System Owner Technology Salim.Khoury@hg.doe.gov
Local Privacy Act
Officer ' N/A
Cyber Securlty Michael Robertson
Expert reviewing this (301) 903-8028
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Michael.Robertson@hg.doe.gov

Supervisor IM-613, Cyber Support Division

Salim Khoury

Manager, Information Systems & (202) 287-6884
Technology Salim.Khoury@hg.doe.gov

The Application Portal (EFAD) system allows companies to access a secure
web based application process to complete DOE loan or grant applications for
solicitations offered by the Loan Programs Office.

(] $SN Social Security number

[] Medical & Health Information é.g. blood test results
[ Financial Information e.g. credit card number

[] Clearance Information e.g. "Q"

[ ] Biometric Information e.g. finger print, retinal scan
] Mother's Maiden Name

[] DoB, Place of Birth

] Employment Information

[J Criminal History

X] Name, Phone-Address

[X] Other — Business Address, Project Information

YES

PRIVACY 2
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MODULE |1 - PRIVACY NEEDS ASSESSMENT

'data, and !ncfudfng any other parsonai :‘nformaﬂon thats linked
specific individual.

Database is currently empty;

If “Yes,” what method was used to varlfy tha system
: N/A at this time.

contaln Pll? {e. g. system scan)

NO
YES
NO

(7] Federal Employees
[] Contractor Employees

Module i 'must
questions is
entered, -

easily understahdab!e and do"not d:s'clo'se sensilive ihfo atlo

END OF PRIVACY NEEDS ASSESSMENT




MODULE Il - Pll SYSTEMS & PROJECTS

PRIVACY IMPACT ASSESSMENT: LPO - EFAD
PIA Template Version 3 - May, 2009

UTHORITY, IMPACT & NOTICE

1. AUTHORITY
What specific authorlties
authorize this system or
project, and the associated
collection, use, and/or
retention of personal
information?

Title XVII of the Energy Policy Act of 2005, as amended, 42
U.8.C. §§165611-16516 and Part 609 under Chapter il of Title 10 of

the Code of Federal Regulations,

2, CONSENT

What opportunities do
individuals have to decline to
provide information (e.g.
where providing information
Is voluntary) or to consent
only to particular uses of the
information (other than
required or authorized uses)?

Submission of an Application in response to the Loan Programs
Office Advanced Fossil Energy Projects Solicitation is entirely
voluntary. Pursuant to the Solicitation the information is
provided for the specific purpose of allowing LPO to analyze the
metrits of the Project described in the Appilcation. There will be
no other use of the information that is coliected, and therefore, no
need for an opportunity for an individual to consent to any use
other than the specific use for which the Information Is

voluntarily provided.

3. CONTRACTS

Are contractors involved with
the design, development and
maintenance of the system?
If yes, was the Privacy Order
CRD or Privacy Act clauses
Inciuded in their contracts?

The contract is a delivery order (# DE-DT0002463) under the
contractors GSA schedule contract, G§-23F-0014X. The contract
contains FAR 62,224.1 and -2 (PRIVACY ACT NOTIFICATION
(APR 1984) AND PRIVACY ACT (APR 1984) respectively).
Additionally, Nondisclosure/Conflicts of Interest documents are
signed by each contractor employee and are Incorporated In DE-
DT0002463 as Attachment 4. The NDA/COI also contains Privacy

Act information in the first section.

4. IMPACT ANALYSIS:

How does this project or
informatlon system impact
privacy?

Information is voluntarily provided into the system and for
informational use only.

PRIVACY.
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MODULE Il - PlIl SYSTEMS & PROJECTS

The data will be retrieved by the Project name assigned by the
applicant. Applicant will provide a “short name” or other

ses | identifler that will allow for easy Identification of the Project or

retrieved? CanPlibe . - facility. Documents uploaded through the application portal will

- retrieved by an Identlﬂer (e. be renamed automatically to conform to the naming convention

:;ﬁ;;:;giqu? number or described in the Solicitation. An example of the naming
conventlon is: ProjectABC.L.D.Technical
Ityes, explain, and list tho Information.1,2,3,4,5,6,7,8.V1.pdf. No information Is retrievable

ld;a?tl_fie{sfthat V;"l" be. “::d t0 [ by an individual's name or by a unique identifier assoclated with
{:dl;:l‘:i%a? ormationonthe | 5ny individual,

6. SORNs
Has a Privacy Act Systam of

publlshed in the Federal N/A
Register?

if "Yes," provide name of
-..SORN and. loeation In the
-Federal Reglster £

7. SORNs

If the Information system is
being modified, will the -
SORN(s)- requlre amendment
or revislon? '

NIA

DATA __OURCES

8. What are th hs_ources of
Information ab ividu Individual-provided.
“inthe In on am or. .

project?

9. Wlll the Informatlon system
derive new or meta data - NO.
about an individual from the
Informetlon collected?

10, Are the data elements | A database schema exists that shows describes the elements
described In detall and and shows the data relationships.
documented?




MODULE

DATA USE

11. How wili the Pil be used?

PRIVACY IMPACT ASSESSMENT: LPO - EFAD
PIA Template Version 3 — May, 2009

H-Pll SYSTEMS & PROJECTS

DOE will use this information for backgrond check purpose -
and, with respect to any key staff providing credit support to the
venture, for credit history and/or background check verification

purposes.

12, If the system derives mefta
data, how wili the new or
meta dafa be usad?

entities wili an Individual’s
information be shared?

14. What kinds of reports are

Will the new or meta data be N/iA
part of an Individual's
record?

13. With what other agencies or NJA

these reports?

WIll this information system

17.

produced about individuals N/A
or contain an Indlvidual’s
data?

15, What will be the use of these | N/A
reports?

16. Who will have access to N/A

collected as a function of the

provide the capability to NO
identify, locate, and monitor
Individuals?

18. What Kkinds of information are N/A

monitoring of individuals?

PRIVACY
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MODULE Il - Pl SYSTEMS & PROJECTS

19, Are contro :lmplamanted to
prevent unauthorized

20. How wiil records about

and verified for accuracy,
relevance and. comploteness?
Include Pll data collected
from sources other than DOE
records. L

monitor!ng of lndlvlduais? |

i ' foiowing erticat!on mst be included lth each

U T :; Application: The undersigned certifies that the data and
individuals be kept current ~ Information submitted and the representations made in this

| Application and any attachments to this Application are true and

1 YES.

User access controls (authentication) and network level security.

correct, to the best of the Applicant’s knowledge and belief after
due diligence, and that the Applicant has not omitted any material
facts. Once this certificatlon Is raceived records on Individuals

will not be updated.

If the !nforinﬂtlon system is
operated [n more than one
8 lte, how will consistentuse -

21,

periods of data In the
In’form__atlo n s'y_st_em?

22. What are the retention . .. .- Closed are & years after payment or bankruptcy.

| Otherwise, indefinite.

N/A

Site operatad at one site only.

Denied and Withdrawn are 10 years

23, What are the procedures for |

disposition of the data at the Data is deleted.

[ The System wner has implemented and tested all baseline

| accordance with the Senlor DOE Management PCSP and DOE

security controls appropriate to its FIPS categorization In

Directives. The system is included in the general DC&SS enclave
certification and accreditation program.

26, Who will hava access to Pll
data?

.| Loan Processors

26. How Is access to Pl data
determlned?

| Limited by division on a need to know basls only.
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MODULE Il - Pll SYSTEMS & PROJECTS

27. Do other information systems
share data or have access to | NO.
the data In the system? If yes,

explain,

28. For connecting information
systems, is there an
Interconnection Security N/A
Agreament (ISA) or other
agreement between System
Owners to ensure the privacy
of Individuals is protected?

29. Who Is responsible for
ensuring the authorized use Division Directors
of personal information?

END OF MODULE I
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SIGNATUREPAGE

_ Signature

S"‘-\; M \3 \\Qw CY

System Owner

ﬁ\iﬂ \ 3

Local Privacy Act (Print Name)

Offlcer N / }4;

{Slgnature)

Jerry Hanley

Chief Privacy
Officer

'H!//O'?/Xi

PRIVACY.
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