Protocol for Collecting Data Stored in the EWS tool
in Treatment Schools

According to the Paperwork Reduction Act of 1995, no persons are required to respond to a
collection of information unless such collection displays a valid Office of Management and Budget
(OMB) control number. The valid OMB control number for this information collection is XXXX-
XXXX. The time required to complete this information collection is estimated to average 30
minutes per response. This information collection is voluntary. If you have any comments
concerning the accuracy of the time estimate(s) or suggestions for improving this form, please write
to: U.S. Department of Education, Washington, DC 20202—4651. If you have comments or
concerns regarding the status of your individual submission of this form, write directly to:
Christopher Boccanfuso, U.S. Department of Education, Institute of Education Sciences, Room
506D, 555 New Jersey Ave. NW, Washington, DC 20208-5500.

To facilitate the transfer of EWS tools from treatment schools to the EWIMS evaluation team,
we will use an FTP procedure. The table below describes the timeline of activities between
treatment schools and the evaluation team during the two years of the study.

. Key REL
Action Method/Mode | Key School Staff Midwest Staff Date
AIR will establish Create the N/A Ann-Marie Faria | January 2014
secure FTP site for | Secure FTP
data sharing
AIR will email FTP | E-mail January 2014,
secure log in communication June 2014,
information to January 2015,
Treatment schools June 2015
Treatment schools E-mail Data Teams in Ann-Marie Faria | January 2014,
will upload communication | Treatment June 2014,
populated EWS Schools January 2015,
tools to the secure June 2015
FTP




Establishing a secure system to share data (SFTP). One key aspect of transferring populated
EWS tools between schools and the evaluation team s the use of a secure transfer of data
between agencies. AIR will create a secure FTP and will share the log-in information with each
treatment school. A draft of the directions that will be shared with each treatment school from
AIR are included below.

WEB HOSTING SERVICES "SFTP Client Guide"* Public Information

DESCRIPTION:

This SOP outlines the procedures to use Web Services’ SFTP service.

PROCEDURE:

A. Open the email received from WS Engineer with access credentials to the SFTP site.

B transfer C54 dmg through sftp site - ExShortcutOWA (HTML)

I Fle Edit Wew Insert Format  Tools  Actions  Form  Layout  Help  Adobe RDF

§ CaReply | ElReply to &l | E2 Forward | (& 24 [ 53 | ¥ [ (S (3 X |+ - & - N | @ H
Frarm: Serrano, Anthony
To: Schwartz, Daniel
Ce Webservices

Subject:  transfer 54 dmg through sftp site

Dan:

The new SFTF site is ready for you to test.
Asowe discussed during our last meeting, we have created 2 accounts: AR, and EXT. While EXT will be delivered to the specific clients, the AR accour
However feel free to try them all. This site has a quota limit of 2 GB.

USERNAME PASSWORD
AIRWSPROsfpubd _air_nw == aKeS82Tk
AIRWSPROsfipubd _ext rw == T3Y dlewn

To connect to the SFTP server, follow these instructions:

1: Browse: http:/sftp. ainvs. orgd
2 Click the Connect button. Uncheck the Anonymous and Fassive options.

3 Type the following information:

Host: sftp.airws.org
Usernarme: Type one of the accounts above
Password: Type one of the respective passwords above

Connection type: SFTR/SSH
4. Click Ok to Connect. Yait few seconds for the connection to be established.
4. In the remate system field type: /sftpubd _airws_org/
B You are now in your SFTF site. The left panel shows the content of your computer whereas the right panel shows the content of the SFTP server.
T You can move files back and farth selecting files and using the buttons between the two panels.

Tony



B. Follow Steps 1-7 in the email:

1. Open your internet browser and type http:/sftp.airws.org or http:/sftp.astprojects.org in the
address field, depending on which website you were given in the email.

|File Edit  Wiew History  Eo Tool=  Help
|6 |j hkkp:ffsftp, airws, DD

a. Verify whether Java is installed/enabled in your browser:

b. If Java is not installed/ enabled in your browser, click “Install”.

w ke '(:Jhttp:j‘fsftp.airws.org! ‘ '

1. Click the Connect button. Uncheck the Anonymous and Pasive options.

2. Provide your access credentials: Host Type your hostname, for example: sfip.airws.org
Username: Type your username, for example: AIRWSPRO\my_username
Password: Copy and paste your password.
Connectiontype:  SFTP/SSH

3. Click OK to Connect. Wait few seconds for the connection tr ====*=="=%==

4. In the Remote System field, delete the word "/HOME™. Type Internet Explorer - Security Warning

5. You can start transfering files now. The content of your com

6. Once vour are done, just click the Disconnect button o finis BB TTR L A G e R TR {40 Tord

= = lﬁ Mame: jinstall-1_4-windows-iS86.cab
2 Publisher: Sun Microsystems, Inc.

(¥ ] More aptions [ mstal | [Jpontinstal |

@b ‘While files from the Internet can be useful, this file type can potentially harm
your computer. Only install software from publishers you trust, What's the risk?




c. Accept license agreement, and choose all defaults:

i'2 Java 2 Runtime Environment, SE v1.4.2 19 - License

License Agreement

Please read the following license agreement carefully.

Sun Microsystems, Inc.
Bmary Code License Agreement
for the
JAVA 2 RUNTIME ENVIRONMENT (J2RE), STANDARD
EDITION, VERSION 1.4.2 X

SUN MICROSYSTEMS, INC. ("SUN") IS WILLING TO LICENSE
THE SOFTWARE IDENTIFIED BELOW TO YOU ONLY UPON
(THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS

(YRTT ATRTETY ThT THTS RTRTARV OTYE T TORRESTE AGRERRMERT .

(9)1 accept the terms in the license agreement
(1 do not accept the terms in the license agreement

[ next> | [ Cancel J

d. Reboot your computer, and repeat step #1.

i’él Java 2 Runtime Environment, SE v1.4.2 19 Inst...

changes made to Java 2 Runtime Environment, SE
v1.4.2_19 to take effect, Click Yes to restart now or
Ma if vou plan to restart later,

& You must restart your system for the configuration




2. Click the “Connect Button” on the webpage:

| |j| http:/ /sftp.airws.org)

[ ]
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"I"I’Ii
Local System Remoke Syskem
‘C:'I,Documents and Settingstenzo ‘ [ i l
Mame Size Date II
[H] . A
[ unlimitedftp Jul 21 2009
q_j] Application Daka Auug 05 2009
[ Cookies Aug 04 2009 L
[ Deskkop Aug 06 2009 T =
[H] Favorites Aug 05 2009
[H] Installanywhere May 27 2009 £
[H] IPiewer Aug 11 2009
[ Local Setkings Mar 18 2009
[H] Mcafes Aug 03 2009
[ My Documents Aug 12 2009
[ MetHood Aug 05 2009
L
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[ Connect ]> Disconnect [




3. A dialog box will pop up, asking for a username and password. Refer to the email for these
credentials. Type the given credentials EXACTLY as they appear in the email. Click OK.

EMAIL

USERNAME PASSWORD
AIRWSPROWpUb _air_rw == allesialk
AIRWSPROWfipUb] _ext_rw == 73T dlewn 1

To connect to the SFTP server, follow these instructions:

1. Browse: hitp:fsftp ainws. orgl
2. Click the Caonnect button. Uncheck the Anonymous and Passive options,
3. Type the following infarmation:

Host: sftp.airws. arg
Usernarme: Type one of the accounts above
FPassword: Type one of the respective passwords abave

Connection type: SFTR/EEH

DIALOG BOX

Host sFtp.airws.u:urg| 2z
Isername BIRWSPROYsFEpub] _extk_rw
passwﬂrd ek kR

Conneckion kype | SFTPISSH W

ok ] [ Cancel




4. Upon a successful connection you should see the following on the webpage:

Local Syskem Remnak 20 \

|C:'|,D0cuments and Settingsienza | [ il ]
Mame Size Date MName

[ . A [ .
.l .unlimitedftp Jul 21 2009 il [ airflare_airws_org
[ Application Data Aug 05 2009 [ atis_airws_org
.l Cookies Aug 04 2009 [ cell_airhealthprojects_org
[ Desktop Aug 06 2009 . [ chngsZ _aitws_org
ﬂ_‘_] Favorites Aug 05 2009 ﬂ_‘_] crive_airws_org
ll_j Installamywhere Iy 27 2009 L = u_ﬂ dropoutstudy_airws_org
il IPViewer Aug 11 2009 [ eslitb_airws_org
ll_j Local Settings Mar 18 2009 [I_ﬂ eslitnc_airws_org
il McAfes Aug 03 2009 [ ghg_airws_org
ll_j My Documents Aug 12 2009 N [I_ﬂ hidoe_airws_org
il MetHood Aug 05 2009 \ [ hsls_airves_org
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() ASCID (%) Binary
Connected to senver sftp.ainvs.org
Rermoate directory listing complete. 43 directoties, 0 files

Conneck [ Disconnect ][ Help

The figure above shows a message that you have successfully connected to the SFTP server. On
the right, it also shows a list of virtual directories located on the remote system, and a field to
type the directory path (encircled). On the left is the directory listing for your local machine.



5. Referto step #5 in the email for the name of the specific directory created for your project.
Type this name EXACTLY as it appears in the instructions, or find it in the directory listing
and navigate manually using your mouse.

USERNAME PASSWORD
AIRWESPROWRpUbT_air_mw == alles82lk
AIRWEPRODWpUbT _ext_rw == F3Y dlewt 1

To connect to the SFTP server, follow these instructions:

1. Browse: hitp:/¥sftp. ainws. orgd
2. Click the Connect button. Uncheck the Anonymous and Passive options.
3. Type the following infarmation:

Host: sftp.ainws. org
Lsername: Type one of the accounts above
FPassword: Type one of the respective passwords above

Connection type: SFTR/ZEH

4. Click Ok to Connect. Wait few seco ; be established.
5. In the rermote system field type: Gltpub1_asirws_org/

& System N~
! )
i o
Size [Datke

d .

[Lj airflare_airws_org Jan 15 2003
[Lj aris_airws_org Feb 0Z 2009
[Lj cell_airhealthprojects_org Jul 15 2008
uﬂ chngsZ_airws_org Apr 25 2005
uﬂ crbve_airws_org Jun 15 2009
uﬂ dropoutstudy_airws_org Qct 02 2007
uﬂ eslitlb_airws_org Aug 05 2009
uﬂ eslitnc_airws_org Aug 05 2009
uﬂ gbg_airws_org Jun 19 2003
uﬂ hidoe_airws_org Feb 27 2009
uﬂ hsls_airws_org Feb 20 2003
£l libm mie maem T A SOOT

(Wl B e -

CII (%) Binary



6. Double click the subfolder contained in the virtual directory. In this subfolder, you can
upload/download files or create more folders, depending on the read/write permissions
granted for your SFTP account.

Remote System

|,|'sFtpul:-l_airws_c-rg

|Name Si

=

(=T

7. Use the arrows between the two windows to move files back and forth between your local
machine and the SFTP folder in the remote server. Press the “right” arrow button to upload a
highlighted file from your machine to the SFTP folder, and the “left” arrow button to
download afile from the SFTP folder to your machine.

Local System Remote System

‘C:ancuments and SettingsienzoiMy Documents\belkindriver | [ qj I ‘,fsftpuhl_alrws_nrg,l’TEMPSFTP
Name Size: Date Marme

[l . [ .
iJ Wiska Jun 02 2009 assessment_air_org_07272009.zip 19:
[l NG5 Jun 07 2009
l]j WINSE_ME Jun 02 2009
] W INAP Jun 02 2009 =
SER'WPL.INF 2 Kb Mar 30 2006 o

(NP ] TRPFRE e

. . 99 .
Click the “Disconnect” button when finished. TN
Conneck [ Disconnect H )




