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POLICY. The Department oi Hezlth and Human Services recognizes the trust
C——— L]

-

Guidelines to Control and Protect Documents That Contain Privileged

Informazicn Obtained in Accerdance With Sec. 5(2) of P.L. 98474

PURPOSE. This guide establishes minimum requirements 10 control and protect
those docurents that contain privﬂeged.inicrmation. s objective is 10

establish mcw'c:t_.:.l resoonsml...y for the accountzbility and protection of

privileged infermation providad 10 the Secretary, Department of K

.o o

ezlth and

Human Services, speciﬁcany <hat inio r-nanon on the ingredients zddad 10

-+obacco in the manuiaciure o: f cigdreties as czlled for under Public Law 93-47%.

This docurnent is directed at setting forth specific conditions governing access

to pnvﬂe”d m.ornanon including trade secret datz.

placed in it under the requirements of the Federz! Statutes with respe'::t to
safeguarding privileged informaticn. Enoloye°s of the Department o Hez!th
2nd Human Services shall t2xe <uch zction as may be necessary to preciude 2
breach of this trust. Privileged infcrmation shall be released only to employees
of the De:.;ariment a5 descriced herein, unless otherwise authorized by law or by
the source of the i'niormation. Any Freedom of Information Act request for
information obtzined by the Depariment under section 5(z) of Public Law

98-474 shall be referred to the Fresdom oi lmormauon Ofiicer o;.the Public

Health Service. In accordance with the provisions of 5 U.S.C. 552(b)(:) and

W

552(b)(4), 18 U.S.C. 1905, section 7(b)(2)(A) of Public Law 98-47¢%, ang &2 C.F.R.
5.71, the Freedom of Informztion Officer shall deny zny such requests. Any
request for such information hat is not submitted under the Fresdom of
Ir;iormation z;sct shall be referred to the Director of the Office on Smoking and

Health. With the exception of duly authorized request by a commities or

i . i . L
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subcommittes of Cengress made in accordance with section 7(b)(2)(B) of Public

Law 98-47%, any such request shall be denied.

3. STATUTORY REOUIREMENTS. Stztutory reqixirements for saieguarding

privileged informazion entrusied 0 the Department of Hezlth and Human

Services are contained in the fcllowing:
a. Section 7(5)(2)(A) of the Federal C_iéar_ette Lzbeling and Advertising Act.

b. Section 1505, Title 18 U.S.C. Crimes and Criminal Procedure (13 U.S.c.

1905).

c. Section 552(b)(%), Title 5, us.C.

&, DEFINITIONS.

a. Document

Control Officar. That individual who has been designated in
writing s having the responsibility for the organization's secret document

control. The Document Control Ofiicer shall be the Director, Ofiice on

Smoking and Health. %

)
4
i
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b. Privileged Information. As used in this Guide, privileged information refers
to (1).any information provided 10 the Depariment of Health and Human

Services in zccordance With Section 7 of the Federzl Cigaretie Labeling and

Advertising Act, as 2dded by <ection 5(a) of Public Law 93-474, the

Comprehensive Smoking Education Act, and (ii) any other materials derived *
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from the information provided.

c. Secure Files Area. A room or rcoms that are locked during non-duty hours.

d. Secure Files Ccntainers. Any ecuipment that is lecked when unatiended and

that cannot te hand carried (e.g., Power Files zad Lektrievers, filing

cabinets an¢ shelf units, credenzas, desk pedestzis, etc.).

5. RESPONSIBILITIES.

The Director, Office on Smoking and Hezlth shall:

(1) Advise, in writing, 2 oroorizte constituent units of the Depariment of
3 by by by

Hezlth and Human Services of the action they must take in order that

the provisions of this Guide will be met.
(2) Maintzin and verify the operztion of 2n effactive document contirol

systam.

~ (3) Assure zdherence 10 the requirements estzblished by this guide.

R

(4) Investigate reports of overdue documents..

RIZED TO HAVE ACCESS 10 PRIVILEGED INFORMAT]ON..

6. PERSONS AUTEO

e granted access 10 privileged information under the

The following may b

conditions speciiied.



Page 4

z. Department Employess. Ugon zuthorization irom the Director of the Oifice
on Smoking znd Health in the form of Attachment C, regular or special
employess oi the Dei:artment are permitied access 10 information needed in
the periormance of their officizl duties. Any employes permitied
such zccass shall, prior o receiving privileged iniormation, rezd and

execuie ¢ Cocmmitment @ D-gtacs Confidentiz! Information, in the form oi

Attachment A. .

b. In accordance with the provisions set forth in Section 7 of the Federzl
Cigarette Lzbeling and Advertising Act, as added by Public Law 98-%7%, the
Department will make ayzilzble the list submitted under that Acttoa
commitzes or subcommities of Congress upon z duly zuthorized reguest by
such commitiae or subcommittae and shal..l, 21 the same time, notify the

person Wno provided +he list of such request. Such notice shall be in writing,

and the Deparzment will +zke rezsonable measures 10 easure that the notice

is trandmitted to such person as promptly as possible.

Users of files contzining privilegsd information are responsible for complying with

estzblished procedures of gccountability as prescribed by the Document Control

.

Ofsicer and for protecting bor

rowed files in accordance with this Guide.

w

7. DOCUMENT ACCOUNTABILITY

eged informaticn shall present 1o the Document Control

-
- -

Parsons zccessing privil

Oiiice dppropriate authorization as indicated by attzchTent "C" of this Guide, 2n
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scuted Commitment 0 Protect Coniidential Information in the form of

Attzchment A, and 2n acceptable means of personal identification. . e

2. Charge-Outs. When privileged information documents are charged out, the

signature of the recipient will be obtzined on 2 recsipt bearing the

°

document number and other identiiying informaztion. The receipt shzll be in
+he form ci Attachment &. RESSONSIBILITY FOR THE FiLE REMAINS
WITH THE PERSON WHOSE NAME APPEARS ON THE.RE‘CEIPT. Receipts
shall be kept current so s+hat the document czn be readily loczted.

b. Control Followuo znd Yerification of Locations. The Document Control

Oificer shell require <he return of each ldocument at the conclusion of the

period stipulated on the receipt. i use of the document is necessary ior an .
additicnz! period, +he Director will prepare 2 new suthorization in the form

oi Attzcament C and the employee will sign 2 new receipt in the form of

Attechment B.

c. Report oiLost Documents. 1he Director, Ofiice on Smoking and Eezlth

shall immediztely be notified in writing when privileged informatien {iles

cannot be located aiter e search has been made. The notiﬁcat_,i’on shall

IR YRS

include:

(1) The identification and description of each missing file,

(2) The name and organizational location of the individual 10 whom the {iles
s . . o ) . |
were last charged, and

(3) A summery of the efforts that have been made to locaie the missing file. |
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8.

10.

DOCUMENT PROTECTION. Document protection shzll include the following:

a. During Werking Hours. When not in.,actual use by an authorized employes,

privileged iAformartion shall be protected by using the protective mezsures

required icc non-working heurs.

b. During Non-Working Hours. All privileged informaticn must be locked in an

approved secure files arez or in zn approved secure files contziner during

non-working hours.

TRANSFER OF PRIVILEGED INFORMATION.

Method of Trzasmission. The preierred method s person 10 person

srznsmissicn. When this Is not practicable, the privileged information is to be

sent through the U.S. Registered Mzl system, unless 2 written exception has

been obtained on an individual bzsis irom the Director, Office on Smoking and

Health.

&
)

DOCUMENT REPRODUCTION. Privileged information documents" will be

reproduced only as required in the performance of official business, and only by B

+he Director, Oiiice on Smoking and Health.
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12.

DOCUMENT DISPOSITION ‘The documents provided to the Department in

accordance with Se_ction 7, of the Federzal Cigarerze Lzbeling and Advertising
Acz, as added by s'e':tior'i 5(a) of Public Law 98-47¢, the Comprehensive Smoking
Education Acz shall be maintzined in accordance with the Office of the .
Assistant Secreszry for He.;.lth, Public Hezlth Servics Records Control

Schedule, secticn 3, Special Staiz Programs.

v

VIOLATIONS. The loss or misuse of privileged information may seriously

hamper the Depzartment oi Health 2nd Human Services in the conduct of its

mission. Employess failing 10 corply with the provisions of this Guide or of
estzblished centrol systems are subject to action commensurate with the

seriousness of the violation, including disciplinary zcrion and criminal penzlties

under 18 U.S.C. 1905. | . L

ceety 8

iy



ATTACHMENT A

COMMITMENT TO PROTECT
CONFIDENTIAL INFORMATION
on the
INGREDIENTS ADDED TO TOBACCO
| INTHE
MANUFACTURE OF CIGARETTES
Wherszs access 10 coniidentizl informaticn in +he files of the Public Eezlih Sarvice

is required in the periormance of oificiz! duties, I

' ~, on this

day of 19, hereby agree that I shall not

further release, publish, copy, oF disclose such information, and that I shall protect
such information in accordance with the provisions of 18 US.C. 1505, 5 u.s.C.
552(b)(%), and the Public Health Service guide for the Control of Coniidentizl

Information on the Ingredients Added 1o Tobacco in the Manuiacture of Cigaretzas.

| understand the provisions of 18 U.S.C. 1805, 5 US.C. 552(b)(&), and the PHS guide,

znd that ] am subject 10 penaliies prescribed by law for any violations thersoi.

Signeg:

Dzte:

Witnessed by:

Dzte:




ATTACHMENT B

RECEIPT FOR CONFIDENTIAL INFORMATION
| | on the
INGREDIENTS ADDED TO TOBACCO
i th;

MANUFEACTURE OF CIGARETTES

T8 Director
Office on Smoking and Health  _
Office of the Assistant Secretary for Health

Rockville, Maryland 20857

Receipt of the following privileged information is heredy zcknowledged:

File # Descriotion of Informaticn Anticipzted Date of Return

carts In

DATE:

SIGNATURE:
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ATTACHMENT C

AUTHORITY TO REMOVE CONFIDENTIAL INFORMATION
on the
INGREDIENTS ADDED TO TOBACCO
in the

MANUFACTURE OF CiGARETIES

(nzme) of ; (government

agency or office) is hereby granted +he zuthority to have the following privileged
information in his/hér personal possassica from (hours), (date)

0 (hours), © (dzte)

Described Privileged Information:

Document Numcter:

Title: -

This information Qill be.use_d for:

Authorized by:

Direczor, Ofiice on Smoking and Health

Date:



