USMC BAACS Screenshots for
Department of the Navy Local Population Collection

The following screen contains the Privacy Act Statement and Agency Disclosure Statement and is
displayed once, each time that the Application is started.

Threat Level: Mormal : : -
G - fee: FAIES Thern 56 Biometric and Automated Access Control System Setting

OMB 0703-X30X EXP DD MMM YYYY Log
(AUTO) V| | V| Members

Privacy Act Statement:
AUTHORITY: 10 U.5.C. 5013, Sacrefary ofthe Navy; 10 U.5.C. 5041, Headquarers, Maring Corps; CPNAVINST 5530.14E, Navy Physical Securiy;
5530.144, Marine Corps Physical Security Program Manual; and E.O. 9397 (55N}, as amended, SORN NM05512-2.

“PURPOSE(S): To confrol physical access to Depariment of Defense (DoD), Depariment ofthe Navy (DON) or U.5. Marine Corps InstallaSons/Unis con
insiallafions, facilies, or areas over which DoD, DON, or U.5. Marine Corps has security responsibiliies by idenffying or verifying an individual through |
databases and associaied data processing/finformasion services for designaied populasons for purposes of profecing U.S./Coalifon/alied government/na
responsibility and informasion; o issue badges, replace kot badges, and refrieve passes upon separaiion; @ mainiain visiior siadeics; colledt informasion o
and frack the enfry/exit imes of personnel.

ROUTINE USE(S): To designaied confraciors, Federal agencies, and foreign governmenis for the purpose of grandng Mavy oficals access o their facil
DISCLOSURE: Providing registragon informadon is voluntary. Failure o provide requested informagon may result in denial of access o benefis, privilege
faciliies and buildings.

Agency Disclosure Statement: The public reporing burden for thiz collecion ofinformadon i esimated o average 10 minuiss per responze, incuding

insiruciions, searching exising data sources, gatering and mainiaining the data needed, and compleing and reviewing the collecon of informagon. Send

burden esiimaie or any oher aspect of this collecSion of informagion, including suggesions for reducing the burden, © the Deparment of Defense, Washing

Execuive Services Direcioraie, Informagion Management Division, 4200 Mark Cenier Drive, East Tower, Suiie 02G09, Alexandria, VA 22350-3100 (OM

Fespondents should be aware that notwithstanding any ofher provision of law, no person shall be subjectfo any penaly for failing o comply with a collect
Tdisplay a currendy valid OMB conirol number.

Continue

Figures 1 and 2 represent the Members Person Screen that is used to register a Local Population Identity
in the USMC Biometric and Automated Access Control System (BAACS). This does not apply to DOD
member registration.
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Figure 1. Members Person Screen — Local Population — Blank

Members BAACS OME Control Number 0703-XXXX Expires MM/DDYYYY -
Mode Get ||:AT_TTIII:I V| | V| [Heset ]

Enter a critical identifier and click find.

Perzon | Lacatian || Secandary || Tokens || Security Alertz || Fingerprints

EDIF | | Phota
LPEDIF | | =
Spztem Type By

Local Facility Categearny

Dal Persannel Cateqary

Laszt Mame | |

First Marne | |
Middle Mame | |

Cadenicy
[3ender

Race

[rate af Birth | 207 3-05-26
1] |

D Type
115 Citizen
Citizen of

Deceazed

[rate of Death | 20130326
Height [inches] | |

"Weight [pounds) | |

Ewe Color

Hair Calar

Cloze

Figure 2 represents the Members Person Screen that is used to register a Local Population Identity in the
BAACS.
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Figure 2. Members Person Screen — Local Population — Filled

“ Members BAACS OME Control Number 0703-XXXX Expires MM/DD/YYYY

Mode Save 28N v

Recard nat found. Beagin madifving the blank record to enter Save mode.

m| Lacation | Secondary | Takens | Security Alerts | Fingerprints |
EDIFI | |
LPEDIPI | |
Syztem Type
Local Facility Categeary
Dol Personnel Categaory
Last Marne | MCT ezt
First b ame | M T 2sH
Middle Mame |B
Cadency |Jr
Gender |M
Race |I: - W hite
Date of Birth |-| 99001 -m v
D 333333959 |
ID Type |5 - 5SN v |
US Citizen v v
Citizen of (UG - United States v
Undefined | v)
Undefined (] v
Height finches] | |
Weight [pounds) | |
Eve Color 'BLU - Bl v|
Hair Calar w |

[ Save ] [ Cloze

Figure 3 represents the Members Person Photo Capture Screen that is used to capture a person’s photo
image as part of the register Local Population Identity step. This does not apply to DOD members.
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Figure 3. Members Person Screen — Photo capture screen - Filled

- A&
Mode Save  sar D @
Person
EDIP) Phato
LPEDI}

Systery

Local

DaD R

Last Nj

First N

Middle

Cadery v

Gendd =

Race -

Date g

ID

ID Tyg =

s Cit =

Citizery =

Unde 3 -

Unde 3

Heighty

Weigh

Eve Color BLU - Blue D4

Hair Color BRO - Brown =

Save ] [ Close
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Figures 4 and 5 represent the Members Location Screen that is used to register the address and
telephone numbers for a Local Population Identity in the BAACS as well as the DOD Authoritative Data
Source for DOD Local Population. This does not apply to DOD members.

Figure 4. Members Location Registration Screen 1 - Blank

Members BAACS OMB Control Number 0703-200(X Expires MM/DD/YYYY
Mode Get ||:A'LTTEI:| V| | V| [Heset ]

Enter a crtical identifier and click find.

Perzon | Location | Secondary || Tokens || Securnty Alertz || Fingerprints

Mailing Address 1 | |
Mailing Address 2 | |
Ciky | |
State

Countrys
Zip

Foztal Extenzion

| |
| |
Wwhork, T elephone | |
| |

Home Telephone

Cloze

Figure 5. Members Location Registration Screen 1 - Filled
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Members BAACS OME Control Number 0703-X0(XX Expires MM/DD/YYYY
Mode Got | {ATITOY v| |Hc4uuunnnmuusz31081 v| Feset

Fecord found. Beagin modifving the member to enter Update mode.

| Perzon | Location | Secondary [0] || Tokenz 1] || Security Alerts [0] || Fingerprints [EI]|

Mailing Address 1 1122 MCB DRIVE |
Mailing Address 2 | |
City \MCB CAMP SPaMWAR |
State |SE - South Caralina ' |
Courkry |LIS - Urited States ' |
Zip 23419 |
Postal E stenzion | |
wiork Telephone | |

|

Haorme Telephone |

Figures 6 and 7 represent the Members Secondary Identification Screen that is used to register Identity
Proofing Documents (e.g. Driver’s License, Passport Identification, or Alien Registration) that is inspected
by the registrar for the purpose of identity proofing prior to registration of a Local Population Identity in the
BAACS. This does not apply to DOD members.
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Figure 6. Members Secondary Identification Registration Screen — Blank

Members BAACS OMB Control Number 0703-)00(X Expires MM/DDYYYY

Mode Get ||:AT_TTIII:I V| | V| [Heset ]

Enter a cnhical identifier and chick find.

| Person | Lu:u:atiu:unl Secandary |T|:|kens | Security Alerts | Fingerprints

Cloze

Figure 7. Members Secondary ldentification Registration Screen - Filled
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Members BAACS OME Control Number 0703-X(XX Expires MM/DD/YYYY

Mode Update MC400000017006231081

Record found. Beagin modifving the member to enter Update mode.

| Perzon || Lu:u:ati-:un[ Secondary [1] |T|:|kens 1] || Security Alerts [0] || Fingerprints [EI]|

Mew Secandary
(%]

ID  BRE43100344555 |
1D Tope |D - Drivers Licenze b |
lzsue Date |2|:|1 20227 " |
Expiration D ate |2|:|1 70237 W |
State | 5C - South Cardlina b |
Country |_| S - United States W |

Purge ] [ Update

Figures 8 and 9 represent the Members Token Screen that is used to create and register the Token
(unigue Identifier that will be printed in the form of a bar code on the USMC Local Population identification
card). This Token is stored along with the identity information of a Local Population Identity in the BAACS
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as well as the DOD Authoritative Data Source for DOD Local Population. The Token Identifier is a globally
unigue number that is automatically generated by the system at the time of Token creation.
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Figure 8. Members Token Registration Screen — Blank

<" Members BAACS OMB Control Number 0703-XXXX Expires MM/DD/YYYY C o]

Mode Get ||:AT_TTIII:I V| | V| [Heset ]

Enter a cnhical identifier and chick find.

| Perzan | Location | SEcnndar_l,l| Taokensz |SEcurit_l,l Alertz | Fingerprints

Cloze

Figure 9. Members Token Registration Screen - Filled
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Members BAACS OME Control Number 0703-XXX Expires MM/DD/YYYY

Mode Update MC400000017006231081

Fecord found. Beagin modifving the member to enter Lpdate mode.

| Ferzon || Location || Secondary [EI]| Taokens [£] | Secunty Alertz [0] || Fingerprints [EI]|

[ || Mew Token |
(%]

Credential Type 11 - USMEC Lacal PACS

Token Type 02 - Barcode

Token | |
lzzne Date |2|:|1 30327 v |

E =piration D ate | 2016-03-26 bt |

[zzuer 1D 0aaoo

Categary 18 - Wisitor v|
Card Murnber |.-“-‘-.ut|:|matil: |
Credential Murnber |.-“-‘-.ut|:umatil: |
System Code | 40 |
Credential |zzue Level |1 |

Revocation Statug

Revocation FReason

Revocation ate 201 3-03-27

Thiz local token must be rezerved in PACS. 2o it will be partially enrolled immediately upon clicking Save/Update.

(o ) Cose ]

Figures 10 through 13 represent the Members Fingerprints Screen that is used to capture fingerprints
along with the identity information of a Local Population Identity in the BAACS as well as the DOD
Authoritative Data Source for DOD Local Population.
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Figure 10. Members Fingerprint Screen - Blank

Members BAACS OMB Control Number 0703-XXXX Expires MM/DD/YYYY
Mode Get ||:AUTIII:I V| | V| [Heset ]

Enter a critical identifier and click find.

| Persan | Location | Secondary | Tokens | Security Alerts | Fingerprints

Cloze

Figure 11. Members Fingerprint Screen - Filled
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“ Members BAACS OMB Control Number 0703-)XXXX Expires MM/DD/YYYY

ode Update

Fecord found. Begin modifving the member to enter Update mode.

| Perzan | Location | Secondary (0] Tokens (1] Security Alerts [EI]| Fingerprintz [3) |

PACS (= 2013-01-10 00:00:00 [AMS51) | PACS (@ 2013-01-10 00:00:00 (ANS1) | Mew Fingerprint

g -

Purge ] [ Update

Figure 12. Members Fingerprint Capture Screen - Blank
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™

Mode Update (RUTO) W

Fecaord found. Beagin modifving the member to enter L pdate mode.

PACS (& 2013-01-10 00:00:00 [(AMS1) | PACS & 2013-01-10 00:00:00 [AMSI)

Image Lumidigm Capture

1. Capture fingerprint Live Capture

Perzon || Location | Secondary (0] | Tokens (1] Securty Alerts (0] Fingerprints [3]

M e Fingerprint

A=g|

2. Werify fingerprint

Finger
Date Taken
Template

Template Type

Log

Timeout: 15 seconds

Cloze

14
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Figure 13. Members Fingerprint Capture Screen — Filled
NOTE: The captured sample fingerprints in the screen below have been masked.
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- AES
Mode Update (AUTD) W

Fecord found. Beagin modifving the memmber to enter Update mode.

Perzon | Location | Secondary (0] | Tokens [1] ] Security Alerts (0] | Fingerprints (3]

PACS @ 2013-01-10 00:00:00 [ANSI) | PACS @ 2013-01-10 00:00:00 [ANSI) | Mew Fingerprint

Image Lumidigm Capture

1. Capture fingerprint Live Capture 2. Werify fingerprint Live Capture

Finger
Date Taken
Template

Template Type

Log

PASS: Image Size = 272 = 400
P&55: lumiCaptureProcess o = LUMI_STATUS_OF, spoof = -1
FASS: Image Size = 272 = 400
PA55: lumiCaptureProcess o = LUMI_STATUS_0OF. spoof = -1
FPA55: Image Size = 272 # 400
FASS: lumiCaptureProcess o = LUMI_STATUS_OFK, zpoof = -1
PASS: Image Size = 272 # 400
FA55: lumiCaptureProcess o = LUMI_STATUS_OF, spoof = -1
PASS: Image Size = 272 = 400
P&55: lumiCaptureProcess o = LUMI_STATUS_OF, spoof = -1

Save ] [ Cloze
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Figures 14 and 15 represent the Members Security Alert Screen that is used to display any Security
Alert(s) that are returned from the DOD Authoritative Data Source for DOD Local Population. If a security
alert exists for an individual identity that is in process of being registered, the associated information will
be displayed within the screen.

Figure 14. Members Security Alert Screen — Blank
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BAACS OMB Control Number 0703-X000X Expires MM/DD/YYYY -
Mode Get |I:AT.TTI:I:I V| | V| [Heset ]

Enter a crtical identifier and click find.

| Perzon || Locatian || Secondary || Tu:ukens| Security Alerts | Fingerprints

Cloze
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Figure 15. Members Security Alert Screen - Sample o
Members BAACS OMB Control Number 0703-XXXX Expires MM/DD/YYYY =)0

Mode Update

Fecord found. Begin modifying the member to enter Update mode.

| Person | Location | Secondary (0] | Tokens ['I]| Securty Alerts (1] |Fingerprints ()

MHew Secunty dlert |

(] [+]

Paint of Cantact Telephone |E|EIEI'I 112222

Tvpe |E!.-’-¥. - Deharment b |

Source r-.-1 F - Marine Corps PACS b |

Code | 22 - Misconduct on Base 3 |

Start Date B

End Date ||:| w |

Reinstate/Termination [ ate | |

Baze |4EIEIEEI - Marine Carpz Baze, Camp Leatherneck |

Case Number U |

Detail |This iz an example of a Debarment Security Alert izzued on an individual person, |

Faint of Cantact Mame |Base Provaost Marshal's Office / Physical Security Officer |
|
|

FEI Location Mumber |if applicable, enter MCIC recard locatar here

Purge ] [ |Ipdate

Figures 16 and 17 represent the BAACS Dashboard display. Note that this display is NOT used for
collection, therefore the OMB Control Number and Expiration Date are not included. This display is
used at the USMC Base’s Perimeter Installation Entry Control Check Points to display the Card ID
Number, Name, Photo, Security Alert status and card issue and expiration date to the security sentry who
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is scanning individual Local Population person’s identification cards after the collection has been
completed. The information shown in Figure 17 is displayed for 25 seconds, after which the dashboard

returns to a blank state as shown in Figure 16.

Figure 16. BAACS Dashboard - Blank

Thieat Level Nomal Biometric and Automated Access Control System ,‘ |__Setting

souice Mode: FRES ThendB3 . y) 1B 0703-XXXX EXP DD MMM YYYY 7=

I(AUTO) vl ’ "l _ Members

Name

Security Alerts
Issue Date - Expiration Date

FOR OFFICIAL USE ONLY 21



October 12, 2007 DBIDS User Manual

Figure 17. BAACS Dashboard — Sample of Authenticated Local Population Identification Card

Tiiesk Lever Notma Biometric and Automated Access Control System % Settings

S Mode: PACS Then JGS 2
R = OMB 0703-X)XXX EXP DD MMM YYYY Log

TN I R biC400000027006245111 (MCLocall, MCLocall) v e il

MCLocal1, MClLocal1 (B)

Security Aleris (0)
2013-03-28 - 2016-03-27

’/}////

—

END OF DOCUMENT
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