PRIVACY IMPACT ASSESSMENT (PIA)
For the

Biometric and Automated Access Control System

Department of Navy - United States Marine Corps (USMC)

SECTION 1: 1S A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection" for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

[] (1) Yes, from members of the general public.
[J (2) Yes, from Federal personnel* and/or Federal contractors.

X (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
1 (4) No

* "Federal personnel” are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees."

b. If "No," ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If"Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[0 New DoD Information System O New Electronic Collection
X]  Existing DoD Information System X Existing Electronic Collection

] Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Registry?

O Yes, DITPR Enter DITPR System |dentification Number |DITPRDON ID: 22557.

O Yes, SIPRNET Enter SIPRNET Identification Number

] No

c. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required
by section 53 of Office of Management and Budget (OMB) Circular A-11?

O VYes No
If "Yes," enter UPI Ull: 007-00000-9990

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens

or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN
information should be consistent.

X Yes [0 No
If "Yes," enter Privacy Act SORN ldentifier NMO05512-2

DoD Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNSs at:  http://iwww.defenselink.mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

O Yes

Enter OMB Control Number |OMB CN is in process. PIA will be updated upon receipt

Enter Expiration Date

X No

f. Authority to collect information. A Federal law, Executive Order of the President (EO), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PII. (If muitiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“internal
housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

10 U.S.C. 113; Secretary of Defense

10 U.S.C. 5013; Secretary of the Navy

10 U.S.C. 5041, Headquarters, Marine Corps

E.O. 12333; United States Intelligence Activities

E.O. 13467, Reforming Processes Related to Suitability for Government Employment, Fitness for
Contractor Employees, and Eligibility for Access to Classified National Security Information
National Defense Authorization Act of 2008, Section 1069

DoDD 8521.01E, Department of Defense Biometrics

DoDD 8500.1, Information Assurance

DoDD 1000.25 DoD Personnel Identity Protection (PIP) Program

DoD Instruction 5200.08, Security of DoD Installations and Resources

DoD 5200.08-R, Physical Security Program

OPNAVINST 5530.14C, Navy Physical Security

Marine Corps Order 55630.14A, Marine Corps Physical Security Program Manual

AR 25-2, Information Assurance and E.O. 9397 (SSN), as amended.

OUSD(l) Directive Type Memorandum (DTM) 09-012, “Interim Policy Guidance for DoD Physical Access
Control"
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g. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

The purpose of this system is to enhance identity management of DoD Persons and streamline business
functions through a access control system database for designated populations. The following functions are
the key processes supported by this system:

To support the DoD physical security, force protection, identity management and access control missions by
identifying and/or verifying an individual through the use of a database for designated populations for
purposes of protecting U.S./Coalition/allied government/national security areas of responsibility and
information.

To provide personnel identification and verification capabilities during disaster scenarios or other
catastrophic events.

To detect fraudulent identification cards, the issuance of security alerts for missing or wanted persons.

The United States Marine Corps (USMC) is augmenting security forces who support physical access control
procedures for gaining access to USMC installations, through implementation of an electronic identity
authentication system. The necessity exists to collect Personally Identifiable Information (PII) from
participating DOD personnel, contractors and other public persons who are seeking access to a USMC
installation and/or its facilities.

The system, referred to as the Biometric and Automated Access Control System, is to be used by DOD
Active Duty, DOD Retirees, DOD Civilians, DOD contractors and visitors/VIPs.

The system is owned and operated by the USMC Plans, Policy and Operations (PP&O), who furnishes the
Commercial off the shelf (COTS) hardware and software for the system. PP&O through the USMC host
installation’s Provost Marshal's Office (PMO), is responsible for collecting, storing and protecting Pl of
personnel who enroll for the system. PMO enrolls the PIl in the BAACS and the system is used to
electronically authenticate the identity of personnel who are seeking access to USMC installations. PP&0O
and the host USMC installation's PMO shares no Pll beyond the authority (statutory or otherwise) specified
in this document.

Participation in the system is voluntary. However, individual USMC installation commands have the authority
to identify groups of personnel that may be required to use the system.

The system supports three functions: (1) Enrollment, (2) Credentialing, (3) Physical Access Control.

Currently the system has been deployed at USMC installations across the Continental United States
(CONUS) and Outside CONUS.

Types of personal information collected:

The USMC PMO collects certain biographic and biometric information directly from active duty or retired
DOD service members, DOD civilians and contractors as well as visitors and vendors. The USMC PMO
uses this information to manage and provide the physical access control to the installation, electronic identity
authentication and background screenings.

The biographic information collected by the USMC PMO consists of the following:

* Name — Last, First and Middle Initial

* Service affiliation

* Unit

* Unique Identifier (e.g. PIV card unique identifier, Global Unique Identifier and/or system code unique
identifier)

* Personal ldentity Verification (PIV) card issue date
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[ Personal Identity Verification (PIV) card expiration date

* Social security number (only in non-routine instances - see ** below)
* Contact Telephone Number

* Foreign National ID

* Driver's License ID

* Citizenship information

* Gender

* Race

* Physical features

* Security alerts.

The biometric information collected by the USMC PMO consists of the following:

+ Digital photograph of face

* Digital fingerprint images

* Digital Vascular Pattern images of hand(s)

+ Digital Iris images

* For all biometric information collected, images are collected and converted to template format, then the
templates are stored in the system. No images are stored in the system.

** The USMC PMO may also collect from the person, their Social Security Number, however, this collection
may not be required if the forms of identification are deemed satisfactory or if the person has an existing
DOD Common Access Card (CAC) or TESLIN PIV card that is verifiable via the DOD Defense National
Visitor Center (DNVC). Persons are not eligible to use the system if they do not provide the required
information. The host USMC installation’s Commander and PMO has sole authority for granting or denying
the person access to use the system or to access the installation via an alternative process.

In addition, during the enroliment process, the installation requires that individuals who do not hold a CAC or
TESLIN PIV card (visitors) must present acceptable 1-9 documentation (provided in the Appendices to the
BAACS PIA as Appendix A) to verify identity. The USMC Installation's PMO reviews and does not scan or
store copies of these identification documents.

(2) Briefly describe the privacy risks associated with the Pl collected and how these risks are
addressed to safeguard privacy.

The risks associated with the Pil data collected by the BAACS include:

a. The existence of the system is a risk. It contains personal identity information about individuals that includes their
biographies and biometric records. The information collected is used to operate the system including conducting
electronic identity authentication of persons who enroll and use the system.

To allay concerns of private citizens who may not wish to share their Pll with the government, the system has been
designed to limit the amount of Pll that the USMC PMO collects and stores. For purposes of the USMC PMO's
collection, use and storage of PlI, persons have broad privacy protections accorded to them under applicable laws.
The USMC installation is mandated by federal law (i. e. the Privacy Act) to maintain privacy protections of a person’s
PIl.

b. The system is designed to allow for collection of only those personal data elements necessary to alfow the USMC
PMO to perform their physical security and installation access control tasks. The USMC PMO collects only individual
information needed to perform electronic identity authentication for physical access to USMC installations/facilities
and to prepare the system visitor credential. The USMC PMO authorizes only a limited number of its personnel to
receive password-protected access to the Pll to review the details of individual person’s enrolled data.

c. The system logs and records times, dates and locations where users access the installation, so the system can be
used to track the access activity of users. The USMC PMO regularly provides to the installation’s USMC PMO access
control manager representative, Pll that consists of the person’s name and the date, time and location reflecting
that the individual has utilized the system to gain access to the USMC installation. The USMC PMO authorizes onlya
limited number of its personnel to receive password-protected access to the Pl to review the details of individual
person’s access history reports.
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d. Blometric images are not stored in the system. At the time of enrollment, a user’s biometric 1s scanned; an image
is created but is not saved or stored, and is only used to create the user's biometric templates, which are
subsequently stored in the system database.

e. The system is used to electronically initiate and process assignment of security alerts and only stores specific
summary information.

f. The system security controls have been tested. All risks have been mitigated by testing the security controls as
part of the DIACAP. The USMC PMO employs the principle of least-privilege access and uses strong encryption on
Pll, and encrypts its entire database to protect the data.

Individual social security numbers and biometrics are encrypted prior to being placed in the USMC PMO's database.
Pll collected during enroliment is not temporarily stored on the enrollment station and is transmitted in encrypted
form to the USMC PMO’s Data Center.

The system is designed to provide for secure transmission of Pll through encryption, Secure Socket Layer (SSL) and
other secure IT (https) to minimize the risk of data loss or interception. The USMC PMO securely transmits Pl data
using FIPS 140-2-validated encryption technology to send information to and from the USMC PMQ’s data center.
Non-USMC PMO entities do not have logical access (i.e., connection of computer systems or networks) to the BAACS
database. Individual information on the BAACS database is secured consistent with applicable federal standards.
Security controls are in place to protect the confidentiality, availability, and integrity of personal data, including
role-based access controls that enforce a strict need-to-know policy. Physical access to the system and private
database is controlled with the use of DISA issued certificates combined with strong password. The system and the
databases are housed in controlled data centers within secure facilities that are equipped with Intrusion Detection
Systems and Physical Access Control measures.

g. Loss, unauthorized access or use, destruction, modification, or unintended or inappropriate disclosure of Pll are
all risks.

The USMC requires the USMC PMO to meet stringent criteria for maintaining the privacy and security of all Pll data
in its database, which are based on the NIST standards 800-53 Federal Information Processing Standards (FIPS) 199.
By requiring the USMC PMO to meet these criteria, the USMC minimizes any attendant privacy risks associated with
the handling of PII.

All DoD employees and contractors are required to take mandatory annual Information Assurance, and privacy
training prior to accessing a DoD system. This security and privacy training course includes an overview on privacy
and personally identifiable information and its appropriate uses. Further, all actions on the system are logged and
maintained to ensure accountability.

Access Control: USMC PMO will limit information system access to authorized users, processes acting on behalf of
authorized users, or devices (including other information systems) and to the types of transactions and functions
that authorized users are permitted to exercise.

Awareness and Training: USMC PMO will: (i) ensure that managers and users of organizational information systems
are made aware of the security risks associated with their activities and of the applicable laws, Executive Orders,
directives, policies, standards, instructions, regulations, or procedures related to the security of organizational
information systems; and (ii) ensure that organizational personnel are adequately trained to carry out their assigned
information security-related duties and responsibilities.

Audit and Accountability: USMC PMO will: (i) create, protect, and retain information system audit records to the
extent needed to enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or
inappropriate information system activity; and (i) ensure that the actions of individual information system users can
be uniquely traced to those users so they can be held accountable for their actions.

Certification, Accreditation, and Security Assessments: USMC PMO will: (i) periodically assess the secu rity controls in
organizational information systems to determine if the controls are effective in their application; (i) develop and
implement plans of action designed to correct deficiencies and reduce or eliminate vulnerabilities in organizational
information systems; (iii) authorize the operation of organizational information systems and any associated
information system connections; and (iv) monitor information system security controls on an ongoing basis to
ensure the continued effectiveness of the controls.
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Configuration Management: USMC PMO will: (i) establish and maintain baseline configurations and inventories of
organizational information systems (including hardware, software, firmware, and documentation) throughout the
respective system development life cycles; and (ii) establish and enforce security configuration settings for
information technology products employed in organizational information systems.

Contingency Planning: USMC PMO will establish, maintain, and effectively implement plans for emergency
response, backup operations, and post-disaster recovery for organizational information systems to ensure the
availability of critical information resources and continuity of operations in emergency situations.

Identification and Authentication: USMC PMO will identify information system users, processes acting on behalf of
users, or devices and authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite to
allowing access to organizational information systems.

Incident Response: USMC PMO will: (i) establish an operational incident handling capability for organizational
information systems that includes adequate preparation, detection, analysis, containment, recovery, and user
response activities; and (ii) track, document, and report incidents to appropriate organizational officials and/or
authorities.

Maintenance: USMC PMO will: (i) perform periodic and timely maintenance on organizational information systems;
and (ii) provide effective controls on the tools, techniques, mechanisms, and personnel used to conduct information
system maintenance.

Media Protection: USMC PMO will: (i) protect information system media, both paper and digital; (ii) limit access to
information on information system media to authorized users; and {iii) sanitize or destroy information system media
before disposal or release for reuse.

Physical and Environmental Protection: USMC PMO will: (i) limit physical access to information systems, equipment,
and the respective operating environments to authorized individuals; (ii) protect the physical plant and support
infrastructure for information systems; (iii) provide supporting utilities for information systems; (iv) protect
information systems against environmental hazards; and (v) provide appropriate environmental controls in facilities
containing information systems,

Planning: USMC PMO will develop, document, periodically update, and implement security plans for organizational
information systems that describe the security controls in place or planned for the information systems and the
rules of behavior for individuals accessing the information systems.

Personnel Security: USMC PMO will: (i) ensure that individuals occupying positions of responsibility within
organizations (including third-party service providers) are trustworthy and meet established security criteria for
those positions; (ii) ensure that organizational information and information systems are protected during and after
personnel actions such as terminations and transfers; and (iii) employ formal sanctions for personnel failing to
comply with organizational security policies and procedures.

Risk Assessment: USMC PMO will periodically assess the risk to organizational operations (including mission,
functions, image, or reputation), organizational assets, and individuals, resulting from the operation of
organizational information systems and the associated processing, storage, or transmission of organizational
information.

System and Services Acquisition: USMC PMO will: (i) allocate sufficient resources to adequately protect
organizational information systems; (ii) employ system development life cycle processes that incorporate
information security considerations; (jii) employ software usage and installation restrictions; and (iv) ensure that
third-party providers employ adequate security measures to protect information, applications, and/or services
outsourced from the organization.

System and Communications Protection: USMC PMO will: (i) monitor, control, and protect organizational
communications (i.e., information transmitted or received by organizational information systems) at the external
boundaries and key internal boundaries of the information systems; and (i) employ architectural designs, software

development techniques, and systems engineering principles that promote effective information security within
organizational information systems,
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Sysfem and Information Infegrlffl: USMT PMO will: (1) identify, report, and correct information and information

system flaws in a timely manner; (ii) provide protection from malicious code at appropriate locations within

organizational information systems; and (iii) monitor information system security alerts and advisories and take
appropriate actions in response.

h. With whom will the PII be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

Within the DoD Component.

Specify.  |The USMC PMO regularly provides to the host installation’s USMC PMO
access control manager representative, Pl that consists of the person’s name
and the date, time and location reflecting that the individual has utilized the
system to gain access to the USMC installation.

[X] Other DoD Components.

Specify. US Army, US Air Force, US Navy, DOD OSD Defense Manpower Data Center
[J Other Federal Agencies.

Specify.
[J state and Local Agencies.

Specify.

[0 Contractor (Enter name and describe the language in the contract that safeguards PIl.)

Specify. |

[0 Other (e.g., commercial providers, colleges).

Specify.

i. Do individuals have the opportunity to object to the collection of their PII?

Yes 0 No

(1) If"Yes," describe method by which individuals can object to the coliection of PII.

Persons initiate the collection and maintenance of their Pll when they enroll with the USMC PMO to use the
system.

Before information is collected, the individual is provided the opportunity to read the Privacy Act Statement,

as required by 5 U.S.C. 552a(e)(3), thereby affording the individual to make an informed decision about
providing the data.

(2) If"No," state the reason why individuals cannot object.
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j- Do individuals have the opportunity to consent to the specific uses of their PII?

O VYes X No

(1) i "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

The USMC's ability to protect the buildings, grounds, and property that are owned or occupied by the USMC

and/or other DOD or federal agencies and the USMC's ability to protect and ensure the safety and security of

personnel within such property is not achievable if individual persons are authorized to consent to specific
uses of their PII.

k. What information is provided to an individual when asked to provide Pll data? Indicate all that
apply.

Privacy Act Statement O
[0 Other

Privacy Advisory
O None

Describe
each

applicable
format.
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NOTE:

Sections 1 and 2 above are to be posted to the Component's Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.
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