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The login page does provide information about TRIPwire system and the Office for Bombing Prevention.

About the DHS Office for Bombing Prevention

The OBP mission is to protect life and critical infrastructure by building capabilities within the general
public and across the private and public sectors to prevent, protect against, respond to, and mitigate
bombing incidents.

OBP accomplishes this mission through a portfolio of complementary programs:

e Information Sharing and Decision Support

e Counter-Improvised Explosive Device (IED) Training and Awareness

e Capabilities Analysis and Planning Support

e Coordination of National and Intergovernmental Bombing Prevention Efforts

Committed to enhancing domestic bombing preparedness, OBP provides communities with the
necessary information and resources to combat the threat posed by improvised explosive devices (IEDs).
For an overview of related OBP products and services, please see the OBP Counter-IED Resources Guide.

Additionally, the Joint Program Office for Countering IEDs, an interagency body tasked with coordinating
the implementation of U.S. counter-IED efforts, released a statement outlining U.S. government
progress toward U.S. counter-1ED policy goals.

About TRIPwire

The Technical Resource for Incident Prevention (TRIPwire) is DHS's free, online information sharing
resource on IED incidents, tactics, techniques, and procedures, as well as corresponding IED prevention
and protective measures. TRIPwire enhances domestic preparedness by giving the nation’s security and




emergency services professionals valuable information and resources to prevent, protect, respond to,
and mitigate bombing incidents.

TRIPWire registration gives members access to much more information and resources on IED threats
and corresponding prevention, protection, and response measures, including:

Daily Reporting on IED-related Incidents

Official DHS and USG information products

Open Source Reporting and Mapping

IED incident and device profiles

Incident Quick Look Reports

Fire and Rescue Notes

Patrol Officer Notes

IED prevention, protection, and response resources

There is a terms of service page located on the registration screen that state the conditions for using

TRIPwire.

TERMS OF SERVICE

1.

Acceptance of Terms

TRIPwire provides its service to you, subject to the following Terms of Service (TOS), which may be
updated by us from time to time without notice to you. All authorized users of the TRIPwire system
are required to agree and follow the TOS as set forth.

Description of Service

TRIPwire (the Service) provides users from the bombing prevention and homeland security
communities access to a collection of resources relevant to preventing and preparing for bombing
incidents and other emergencies. This Service may provide sensitive but unclassified information; as
such access to the Service is limited to members that have been authorized and validated by TRIPwire
and DHS. You also understand and agree that the Service may include certain communications from
TRIPwire, such as service announcements and administrative messages. You understand and agree
that the Service is provided free and "as-is". You are responsible for obtaining access to the Service
and that access may involve third party fees (such as Internet service provider or airtime or long
distance charges). You are responsible for those fees. In addition, you must provide and are
responsible for all equipment necessary to access the Service.

Your Registration Obligations

You agree to: (a) provide true, accurate, current and complete information about yourself as
prompted by the Service's registration form (such information being the "Registration Data") and (b)
maintain and promptly update the Registration Data to keep it true, accurate, current and complete. If
you provide any information that is untrue, inaccurate, not current or incomplete, or the Service has




reasonable grounds to suspect that such information is untrue, inaccurate, not current or incomplete,
TRIPwire has the right to suspend or terminate your account and refuse any and all current or future
use of the Service. Registrants for the Service understand and agree that employees from TRIPwire
and/or the Department of Homeland Security may use registration information to confirm and
validate your identity and right to access the Service. Members of the Service must be persons from a
relevant homeland security, bombing prevention or emergency responder discipline, agency, or
organization. You understand and agree that TRIPwire has final authority to determine which
individuals warrant access to the system.

Privacy Policy

Registration Data and certain other information about you are subject to our Privacy Policy. For more
information, see our full privacy policy.

Member Account, Password, and Security

You will receive a password and account designation upon completing the Service's registration
process. You are responsible for maintaining the confidentiality of the password and account, and are
fully responsible for all activities that occur under your password or account. You agree to (a)
immediately notify TRIPwire of any unauthorized use of your password or account or any other breach
of security, and (b) ensure that you logout from your account at the end of each session. TRIPwire
cannot and will not be liable for any loss or damage arising from your failure to comply with this
requirement.

Member Conduct

You understand that all information, data, text, software, photographs, graphics, video, messages or
other materials ("Content") offered through the Service are provided "as-is." You understand that you
are entirely responsible for all Content that you upload, post, email, transmit or otherwise make
available via the Service. While TRIPwire makes good faith efforts to control, review, and validate the
Content provided via the Service, TRIPwire cannot guarantee the accuracy, integrity or quality of all
Content. Under no circumstances will TRIPwire be liable in any way for any Content, including, but not
limited to, for any errors or omissions in any Content, or for any loss or damage of any kind incurred
as a result of the use of any Content posted, emailed, transmitted or otherwise made available via the
Service. You agree to not use the Service to:

a. upload, post, email, transmit or otherwise make available any Content that is unlawful,
harmful, threatening, abusive, harassing, tortuous, defamatory, vulgar, obscene, libelous,
invasive of another's privacy, hateful, or racially, ethnically or otherwise objectionable;

b. impersonate any person or entity, including, but not limited to, a TRIPwire official, or falsely
state or otherwise misrepresent your affiliation with a person or entity;

c. forge headers or otherwise manipulate identifiers in order to disguise the origin of any
Content transmitted through the Service;

d. upload, post, email, transmit or otherwise make available any Content that you do not have a
right to make available under any law or under contractual or fiduciary relationships (such as
inside information, proprietary and confidential information learned or disclosed as part of
employment relationships or under nondisclosure agreements);

e. upload, post, email, transmit or otherwise make available any Content that infringes any
patent, trademark, trade secret, copyright or other proprietary rights ("Rights") of any party;

f.  upload, post, email, transmit or otherwise make available any unsolicited or unauthorized
advertising, promotional materials, "junk mail," "spam," "chain letters," "pyramid schemes,"
or any other form of solicitation;
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g. upload, post, email, transmit or otherwise make available any material that contains software
viruses or any other computer code, files or programs designed to interrupt, destroy or limit
the functionality of any computer software or hardware or telecommunications equipment;

h. interfere with or disrupt the Service or servers or networks connected to the Service, or
disobey any requirements, procedures, policies or regulations of networks connected to the
Service;

i. intentionally or unintentionally violate any applicable local, state, national or international
law;

j.  collect or store personal data about other users.

You acknowledge that TRIPwire may not pre-screen Content, but that TRIPwire and its designees shall
have the right (but not the obligation) in their sole discretion to refuse or move any Content that is
available via the Service. Without limiting the foregoing, TRIPwire and its designees shall have the
right to remove any Content that violates the TOS or is otherwise objectionable. You agree that you
must evaluate, and bear all risks associated with, the use of any Content, including any reliance on the
accuracy, completeness, or usefulness of such Content.

You acknowledge, consent and agree that TRIPwire may access, preserve, and disclose your account
information and Content if required to do so by law or in a good faith belief that such access
preservation or disclosure is reasonably necessary to: (a) comply with legal process; (b) enforce the
Terms of Service; (c) respond to claims that any Content violates the rights of third-parties; (d)
respond to your requests for customer service; or (e) protect the rights, property, or personal safety
of TRIPwire, its users and the public.

You understand that the technical processing and transmission of the Service, including your Content,
may involve (a) transmissions over various networks; and (b) changes to conform and adapt to
technical requirements of connecting networks or devices.

7. Special Admonition for International Use

Recognizing the global nature of the Internet, you agree to comply with all local rules regarding online
conduct and acceptable Content. Specifically, you agree to comply with all applicable laws regarding
the transmission of technical data exported from the United States or the country in which you reside.

8. Content Submitted or Made Available for Inclusion on the Service

TRIPwire does not claim ownership of Content you submit or make available for inclusion on the
Service. However, with respect to Content you submit or make available for inclusion on member
accessible areas of the Service, you understand and agree that that Content will be accessible to
authorized members of the Service and may be downloaded, viewed, or otherwise used in an
acceptable way as set forth in the Terms of Service.

9. Indemnity

You agree to indemnify and hold TRIPwire and its subsidiaries, affiliates, officers, agents, co-branders
or other partners, and employees, harmless from any claim or demand, including reasonable
attorneys' fees, made by any third party due to or arising out of Content you submit, post, transmit or
make available through the Service, your use of the Service, your connection to the Service, your
violation of the Terms of Service, or your violation of any rights of another.

10. No Resale of Service
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You agree not to reproduce, duplicate, copy, sell, trade, resell or exploit for any commercial purposes,
any portion of the Service, use of the Service, or access to the Service.

General Practices Regarding Use and Storage

You acknowledge that TRIPwire may establish general practices and limits concerning use of the
Service, including without limitation the maximum number of days that secure email messages,
message board postings or Content will be retained by the Service, the maximum number of email
messages that may be sent from or received by an account on the Service, the maximum size of any
email message that may be sent from or received by an account on the Service, and the maximum
number of times (and the maximum duration for which) you may access the Service in a given period
of time. You agree that TRIPwire has no responsibility or liability for the deletion or failure to store any
messages and other communications or other Content maintained or transmitted by the Service. You
acknowledge that TRIPwire reserves the right to deactivate accounts that are inactive for an extended
period of time. You further acknowledge that TRIPwire reserves the right to modify these general
practices and limits from time to time.

Modification of the Service

TRIPwire reserves the right at any time and from time to time to modify or discontinue, temporarily or
permanently, the Service (or any part thereof) with or without notice. You agree that TRIPwire shall
not be liable to you or to any third party for any modification, suspension or discontinuance of the
Service.

Termination

You agree that TRIPwire may, under certain circumstances and without prior notice, immediately
terminate your account and access to the Service. Cause for such termination shall include, but not be
limited to, (a) breaches or violations of the TOS or other incorporated agreements or guidelines, (b)
requests by law enforcement or other government agencies, (c) a request by you (self-initiated
account deletions), (d) discontinuance or material modification to the Service (or any part thereof), (e)
unexpected technical or security issues or problems, and (f) extended periods of inactivity.
Termination of your TRIPwire account may include (a) deletion of your password and all related
information, files and content associated with or inside your account (or any part thereof) and (b)
barring further use of the Service. Further, you agree that all terminations for cause shall be made by
TRIPwire's sole discretion and that TRIPwire shall not be liable to you or any third-party for any
termination of your account or access to the Service.

Links

The Service or authorized users may provide links to other World Wide Web sites or resources.
Because TRIPwire has no control over such sites and resources, you acknowledge and agree that
TRIPwire is not responsible for the availability of such external sites or resources, and does not
endorse and is not responsible or liable for any Content, advertising, products, or other materials on
or available from such sites or resources. You further acknowledge and agree that TRIPwire shall not
be responsible or liable, directly or indirectly, for any damage or loss caused or alleged to be caused
by or in connection with use of or reliance on any such Content, goods or services available on or
through any such site or resource.

TRIPwire Proprietary Rights

You acknowledge and agree that the Service and any necessary software used in connection with the
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Service ("Software") contain proprietary and confidential information that is protected by applicable
intellectual property and other laws. You agree not to modify, rent, lease, loan, sell, distribute or
create derivative works based on the Service or the Software, in whole or in part.

TRIPwire grants you a personal, non-transferable and non-exclusive right and license to use its
Software on a single computer; provided that you do not (and do not allow any third party to) copy,
modify, create a derivative work of, reverse engineer, reverse assemble or otherwise attempt to
discover any source code, sell, assign, sublicense, grant a security interest in or otherwise transfer any
right in the Software. You agree not to modify the Software in any manner or form, or to use modified
versions of the Software, including (without limitation) for the purpose of obtaining unauthorized
access to the Service. You agree not to access the Service by any means other than through the
interface that is provided by TRIPwire for use in accessing the Service.

Disclaimer of Warranties
You expressly understand and agree that:

a. Your use of the Service is at your sole risk. The service is provided on an "as is" and "as
available" basis. TRIPwire expressly disclaims all warranties of any kind, whether express or
implied, including, but not limited to the implied warranties of fitness for a particular purpose
and non-infringement.

b. The Contents presented on this system do not necessarily represent the official position of
the US Department of Homeland Security.

c. TRIPwire makes no warranty that (i) the Service will meet your requirements, (ii) the Service
will be uninterrupted, timely, secure, or error-free, (iii) the results that may be obtained from
the use of the Service will be accurate or reliable, (iv) the quality of any services, information,
or other material purchased or obtained by you through the Service will meet your
expectations, and (v) any errors in the software will be corrected.

d. Any material downloaded or otherwise obtained through the use of the Service is done at
your own discretion and risk and that you will be solely responsible for any damage to your
computer system or loss of data that results from the download of any such material.

e. No advice or information, whether oral or written, obtained by you from TRIPwire or through
or from the Service shall create any warranty not expressly stated in the Terms of Service.

f. A very small percentage of users may experience epileptic seizures when exposed to certain
light patterns or backgrounds on a computer screen or while using the Service. Certain
conditions may induce previously undetected epileptic symptoms even in users who have no
history of prior seizures or epilepsy. If you, or anyone in your family, have an epileptic
condition, consult your physician prior to using the Service. Immediately discontinue use of
the Service and consult your physician if you experience any of the following symptoms while
using the Service's dizziness, altered vision, eye or muscle twitches, loss of awareness,
disorientation, any involuntary movement, or convulsions.

Limitation of Liability

You expressly understand and agree that TRIPwire shall not be liable to you for any direct, indirect,
incidental, special, consequential or exemplary damages, including but not limited to, damages for
loss of profits, goodwill, use, data or other intangible losses (even if TRIPwire has been advised of the
possibility of such damages), resulting from: (i) the use or the inability to use the Service; (ii) the cost
of procurement of substitute goods and services resulting from any goods, data, information or
services purchased or obtained or messages received or transactions entered into through or from the
Service; (iii) unauthorized access to or alteration of your transmissions or data; (iv) statements or
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conduct of any third party on the Service; or (v) any other matter relating to the Service.

Exclusions and Limitations

Some jurisdictions do not allow the exclusion of certain warranties or the limitation or exclusion of
liability for incidental or consequential damages. Accordingly, some of the above limitations of
sections may not apply to you.

No Third-Party Beneficiaries

You agree that, except as otherwise expressly provided in this Terms of Service, there shall be no
third-party beneficiaries to this Agreement.

Notices

TRIPwire may provide you with notices, including those regarding changes to the Terms of Service, by
either email, regular mail, or postings on the Service.

Trademark Information

Trademarks and service marks and other TRIPwire logos and Service names are trademarks of
TRIPwire. Without TRIPwire's prior permission, you agree not to display or use in any manner these
trademarks.

Notice and Procedure for Making Claims of Copyright or Intellectual Property Infringement

TRIPwire respects the intellectual property of others, and we ask our users to do the same. Some
Content on TRIPwire is made available through the Fair Use Doctrine of International Copyright Law as
educational material without benefit of financial gain. If you believe that your work has been copied in
a way that constitutes copyright infringement, or your intellectual property rights have been
otherwise violated, please provide TRIPwire's Copyright Agent the following information:

a. an electronic or physical signature of the person authorized to act on behalf of the owner of
the copyright or other intellectual property interest;

b. a description of the copyrighted work or other intellectual property that you claim has been
infringed;

c. adescription of where the material that you claim is infringing is located on the site;

d. vyour address, telephone number, and email address;

e. astatement by you that you have a good faith belief that the disputed use is not authorized
by the copyright owner, its agent, or the law;

f. astatement by you, made under penalty of perjury, that the above information in your
Notice is accurate and that you are the copyright or intellectual property owner or authorized
to act on the copyright or intellectual property owner's behalf.

TRIPwire's Agent for Notice of claims of copyright or other intellectual property infringement can be
reached as follows:

By mail:

Andrew S. Mullin
Copyright Agent

c/o TRIPwire

11487 Sunset Hills Road



Reston, VA 20190
By phone: (703) 668-4075

1. General Information

Entire Agreement. The Terms of Service constitute the entire agreement between you and TRIPwire
and govern your use of the Service, superceding any prior agreements between you and TRIPwire.

Choice of Law and Forum. The Terms of Service and the relationship between you and TRIPwire shall
be governed by the laws of the District of Columbia without regard to its conflict of law provisions.

Waiver and Severability of Terms. The failure of TRIPwire to exercise or enforce any right or provision
of the Terms of Service shall not constitute a waiver of such right or provision. If any provision of the
Terms of Service is found by a court of competent jurisdiction to be invalid, the parties nevertheless
agree that the court should endeavor to give effect to the parties' intentions as reflected in the
provision, and the other provisions of the Terms of Service remain in full force and effect.

No Right of Survivorship and Non-Transferability. You agree that your TRIPwire account is non-
transferable and any rights to your account or contents within your account terminate upon your
death. Upon receipt of a copy of a death certificate, your account may be terminated and all contents
therein permanently deleted.

Statute of Limitations. You agree that regardless of any statute or law to the contrary, any claim or
cause of action arising out of or related to use of the Service or the TOS must be filed within one (1)
year after such claim or cause of action arose or be forever barred.

Technical Warnings

This is a restricted system.
Unauthorized use of this system is prohibited.

The use of this system is restricted to users authorized by the system owners. This computer system, including
all related equipment, networks, and network devices (specifically including Internet access) may be monitored
for all lawful purposes, including ensuring that their use is authorized, for management of the system, to
facilitate protection against unauthorized access, and to verify security procedures, survivability, and
operational security.

This system contains the proprietary data of TRIPwire and is not authorized for public dissemination. During
monitoring, information may be examined, recorded, copied and used for purposes authorized by the owners
of the information as described in the General Terms of Service. All information, including personal
information, placed or sent over this system may be monitored for security purposes.

Use of this computer system, authorized or unauthorized, constitutes consent to monitoring of this system in
accordance with the General Terms of Service. Unauthorized use may subject you to criminal prosecution.
Evidence of unauthorized use collected during monitoring may be used for administrative, criminal, or other
adverse action. Use of this system constitutes consent to monitoring for these purposes.

Use of this system implies understanding of these terms and conditions.
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Paperwork Burden Notice: The public reporting burden for this form is estimated to be 10 minutes. The burden
estimate includes time for reviewing
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this collection of information unless a val mber is displayed. Send comments regarding this burden
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* Denotes a required field

Title (Mr., Ms., Capt., et Middle initial:

Current Assignment*

ATF

Area(s) of Expertise™:

Citizenship *

Please Select

Certifications:

Arson

Academic - Biol

Academic - Chemistry/Chemical Engineering
Academic - Civil Engineering

Academic - Electrical Engineering
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Employer Name*:

Professional Street Address*

City™
State/Province/Region™:  Plaase Select v
Zip/Postal Code™
Country™:  United States -

Professional Phone Number®

Alternate Phone Number:

Professional Fax Number:

Professional E-mail Address*

Alternate E-mail Address:

es, 1 would like to be included in the online Member Directory and the secure mail address book.
Employment Verification Information:
Please provide the name, titl, email address, and phone number for @ contact (i.¢. 3 commanding or supervising offier) who can confirm your status 25 a part of the bambing
prevention community and need for the information contained in TRIPwi
Employment Verification Contact*
Employment Verification Contact Title™

Employment Verification Contact E-mail Address™:

Employment Verification Contact Phone Number*

Please explain your eligibility for requesting access to TRIPwire™

Flease tell us how you found out about TRIPwire:
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Login Information:

Username must be between 5 and 15 characters long
Username must start with a letter and only contain letters or numbers
Your username will be used to create your system-wide TRIPwire e-mail address. Since your e-mail address will be viewable by all users, please choose a suitable username.

Password must be between 8 and 15 characters long

Password must contain at least one uppercase letter, one lowercase letter, one numeric character, and one special character
Password must not contain any blank spaces

Password must not be the same as the Username

Password must not be the same as the previous 8 passwords

Password must not contain any dictionary word

Password must not contain any simple pattern of letters or numbers

Password must not be any word, noun, or name spelled backwards or appended with a single digit or with a two-digit "year" string

Authentication Questions

Question #1%:  YYhat was the model of your first car?

Answer £1%;

Question #2%:  VWhat is the maiden name of a person that you know?

Answer £2°;
Email Notifications

Email nosfications give the abilty i receive emall meszages to the eml adress provided inShe Professional £-mail Address ield above, when there ars unread mezsages in your
TRIPwire email account inbox. To notifications you must select the checkbox below and select the frequency you would like to receive them.

Please note, if you are not receiving emails, please check your spam folder; adding <'tripwirehelp@dhs.gov"> to your filters trusted exceptions should resolve the issue.

[ ves, 1 would like to receive email natifications.

Weekly - email notifications will be sent to your Professional E-mail Address once per week

=[] 1 have read and agree to the Terms of Service and Privacy Notice.
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