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I. INTRODUCTION

Management has a fundamental responsibility to develop and maintain effective internal
control. The proper stewardship of Federal resources is an essential responsibility of
agency managers and staff. Federal employees must ensure that Federal programs operate
and Federal resources are used efficiently and effectively to achieve desired objectives.
Programs must operate and resources must be used consistent with agency missions, in
compliance with laws and regulations, and with minimal potential for waste, fraud, and
mismanagement.

Management is responsible for developing and maintaining effective internal control.
Effective internal control provides assurance that significant weaknesses in the design or
operation of internal control, that could adversely affect the agency’s ability to meet its
objectives, would be prevented or detected in a timely manner.

Internal Control -- organization, policies, and procedures — are tools to help program and
financial managers achieve results and safeguard the integrity of their programs. This
Circular provides guidance on using the range of tools at the disposal of agency managers
to achieve desired program results and meet the requirements of the Federal Managers'
Financial Integrity Act (FMFIA) of 1982. The FMFIA encompasses accounting and
administrative controls. Such controls include program, operational, and administrative
areas as well as accounting and financial management.

The importance of internal control is addressed in many statutes and executive
documents. The FMFIA establishes overall requirements with regard to internal control.
The agency head must establish controls that reasonably ensure that: “(i) obligations and
costs are in compliance with applicable law; (ii) funds, property, and other assets are
safeguarded against waste, loss, unauthorized use or misappropriation; and (iii) revenues
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and expenditures applicable to agency operations are properly recorded and accounted for
to permit the preparation of accounts and reliable financial and statistical reports and to
maintain accountability over the assets.”! In addition, the agency head annually must
evaluate and report on the control and financial systems that protect the integrity of
Federal programs (Section 2 and Section 4 of FMFIA respectively). The three objectives
of internal control are to ensure the effectiveness and efficiency of operations, reliability
of financial reporting, and compliance with applicable laws and regulations. The
safeguarding of assets is a subset of all of these objectives.

Instead of considering internal control as an isolated management tool, agencies should
integrate their efforts to meet the requirements of the FMFIA with other efforts to
improve effectiveness and accountability. Thus, internal control should be an integral part
of the entire cycle of planning, budgeting, management, accounting, and auditing. It
should support the effectiveness and the integrity of every step of the process and provide
continual feedback to management.

Federal managers must carefully consider the appropriate balance between controls and
risk in their programs and operations. Too many controls can result in inefficient and
ineffective government; agency managers must ensure an appropriate balance between
the strength of controls and the relative risk associated with particular programs and
operations. The benefits of controls should outweigh the cost. Agencies should consider
both qualitative and quantitative factors when analyzing costs against benefits.

A. Agency Implementation. Internal control guarantees neither the success of agency
programs, nor the absence of waste, fraud, and mismanagement, but is a means of
managing the risk associated with Federal programs and operations. Managers should
define the control environment (e.g., programs, operations, or financial reporting) and
then perform risk assessments to identify the most significant areas within that
environment in which to place or enhance internal control. The risk assessment is a
critical step in the process to determine the extent of controls. Once significant areas
have been identified, control activities should be implemented. Continuous monitoring
and testing should help to identify poorly designed or ineffective controls and should be
reported upon periodically. Management is then responsible for redesigning or
improving upon those controls. Management is also responsible for communicating the
objectives of internal control and ensuring the organization is committed to sustaining an
effective internal control environment.

Appropriate internal control should be integrated into each system established by agency
management to direct and guide its operations. As stated earlier in this document,
internal control applies to program, operational, and administrative areas as well as
accounting and financial management.

Generally, identifying and implementing the specific procedures necessary to ensure
effective internal control, and determining how to assess the effectiveness of those
controls, is left to the discretion of the agency head. While the procedures may vary from

! The quoted text is from the Federal Managers’ Financial Integrity Act (FMFIA) of 1982.
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agency to agency, management should have a clear, organized strategy with well-defined
documentation processes that contain an audit trail, verifiable results, and specify
document retention periods so that someone not connected with the procedures can
understand the assessment process.

To ensure senior management involvement, many agencies have established their own
senior management council, often chaired by the agency's lead management official, to
address management accountability and related issues within the broader context of
agency operations. Relevant issues for such a council include ensuring the agency's
commitment to an appropriate system of internal control; actively overseeing the process
of assessing internal controls, including non-financial as well as financial reporting
objectives; recommending to the agency head which control deficiencies are material to
disclose in the annual FMFIA report; and providing input for the level and priority of
resource needs to correct these deficiencies. (See also Section IV.C. Role of a Senior
Management Council.)

I1. STANDARDS

Internal control is an integral component of an organization’s management that provides

reasonable assurance that the following objectives are being achieved: effectiveness and

efficiency of operations, reliability of financial reporting, and compliance with applicable
laws and regulations.z

Internal control, in the broadest sense, includes the plan of organization, methods and
procedures adopted by management to meet its goals. Internal control includes processes
for planning, organizing, directing, controlling, and reporting on agency operations.

The three objectives of internal control are:

e Effectiveness and efficiency of operations,
e Reliability of financial reporting, and
e Compliance with applicable laws and regulations.

2 Internal control standards and the definition of internal control are based on GAO, Standards for Internal
Control in the Federal Government, November 1999, “Green Book™.




