3BA 21

SYSTEM NAME:
LOAN SYSTEM--SBA 21

SYSTEM LOCATION:
Headquarters, Regional Offices, District Offices, Branch Offices,
Processing Centers, and Servicing Centers. See Appendix A,

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:

Individuals (i.e., borrowers, guarantors, principals of businesses named
in loan records), throughout the life of SBA's interest in a loan, under all
of the Agency's business (non-disaster) loan programs.

CATEGORIES OF RECORDS IN THE 3YSTEM:

Personal and commercial infeormation (1.«., credit history, financial
information, identifying numbey or other personasl identifier) on individuals
named in business loan files, throughout the life of GBA's interest in the
loan, under all of the Agency's business {(non-disaster) loan programs. '

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

Public Law B5-536, 15 U.5.C. 631 et seqg. (Small Business Act, all
provisions relating to leoan programs); 44 U.8.C. 3101 (Records Management by
Federal Bgencies); and Public Law 103-62 (Government Performance and Results
Act) .

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES
OF USES AND THE PURPOSES OF SUCH USES, THESE RECORDEZ MAY BE USED,
DISCLCSED, OR REFERRED:

a. To SBA Resource Partner, its successors or assigns, (i.e,
participating lender, certified development company, miaro lender)who
initially colliected the individusl's information {nr the purpose of making
and servicing loans.

b. To a Congressional office from an individual's record, when that
office is inguiring on the individual's behalf; the Member's access rights
are no greater than the individual's.

c. To 8BA volunteers, contracrtors, interns, grantees, experts and who
have been engaged by SBA ta assist in the performance of a service related to
this system of records and who need access to the records in order to perform
this activity. Reciplents of these records shall be required to comply with
the requirements of the Privacy Act of 1974, as amended, 5 U.S5.C. 532a.

d. To the Federal, state, local or foreign agency or organization
which investigates, prosecutes, or enforces violations, statues, rules,
regulations, or orders issued when an agency ldentifies a violation or
potential violation of law, arising by general or program statute, or
by regulation, rule, or order.

e. To qualified investors who have signed a confidentiality agreement
related to review of files for the purpose of evaluating, negotiating and
implementing the purchase of lecans from SBA as a part of SBA's Asset Sales
program,

f. To request information from a Federal, State, local agency or a
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private credit agency maintaining civil, criminal or other information
relevant to determining an applicant 's suitability for a business loan.
This applies to individuals involved iy business loans,

g. To a recipient who has provided the agency with advance adequate
written assurance that the record will be used solely as a statistical
research or reporting record, and the record is to he transferred in a
form that is not individually identiflable.

h. To 7(a) and 504 lenders and/or participating contracters for
purposes of the Loan and Lender Monitoring System.

1. To the Department of Justice (DOJ) when any of the following is a
party tQ'litigation or has an interest in such litigation, and the use of
such records by DOJ is deemed by S5BA to be relevant and necessary to the
litigation, provided, however, that in each case, SBA determines the
disclosure of the records to DOJ is a use of the information contained in the
records that is compatible with the purpose for which the records were
collected: SBA, or any component thereof; any SPA employee in their official
capacity: any SBA employee in thelr individual capacity where DOJ has agreed
to represent the employee; or The United States Government, where SBA

determines that litigation is likely to affect 5BA nor any of its components.

j. In a proceeding before a court, or adiadicative hody, or a dispute
resclution body before which SBA 1s authorizaed to appear or before which any
of the following ls a party to litlgdtion or has an interest in [itigation,
provided, however, that SBA determines that the use of such .records is
relevant and necessary to the litigation, and that, in each case, SBA
determines that disclosure of the records to a court or other adjudicative
body is a use of the information contained in the records that is a
compatible purpose for which the records were collected: SBA, or any SBA
component; any SBA employee in their official capacity; any SBA employee in
their individuoal capacity where DOJ has agreed to represent the employee; or
The United States Government, where SBA determines that litigation is likely
to affect S$SBA or any of its components.

k. To appropriate agencies, entitlies, and persons when: SBA suspects or
has confirmed that the security or confidentiality of information in the
system records has been compromised; SBA has determined that as a result of
the suspected or confirmed acompromise Ihere is a risk of harm to economic or
property interests, identity thelt or fraud, op harm ro the security and
integrity of this system ar othoer wystems or prograns (whether maintained by
the Agency or entity) that rely upon rhe compromisad information; and the
disclosure made to such agencies, entities and persons 1s reasonably
necessary to assist in connection with SBA's efforts to respond to the
suspected or confirmed compromise and prevent, minimize, or remedy such harm.

POLICIES AND PRACTICES FOR STORING, RETRIEVING, ACCESSING, RETAINING AND
DISPOSING OF RECORDS:

STORAGE:
Electronic Records are in a secured server and paper records are 1in
files. Loan files are in a secured area in either locked files or locked file

rooms.

RETRIEVABILITY:
Electronic Records: By individuaal nams, personal identifier, SBA




Identifier, Participating Lender Identifier, Participating Lender Name,
business name, and business ldentifier. Paper Records: By individual name,
personal identifier and SBA Identifier.

SAFEGUARDS:

Electronic Records: Access and use 1s limited to Agency officials acting
in their official capacities, with a need-to-know, and Lo SBA Resource
Partners. Access and use by S5BA Resaurce Partners will generally be via the
Internet, with restrictend passwordtst pamacade o

SBA Resource Partners, thelr s5uCCessors or assigns, will have access only to
those individual records that were collected by that particular partner.
Information contained in files will be available only to potential asset sale
purchasers who have executed a confidentiality agreement. Only $SBA employees
in the performance of their official duties, who are granted access to the
records by Agency issuance of User ID and/or passcode, may amend or review he
records. Paper Records: Access and use is limited to SBA officials acting in
their official capacities, with a need-to-know. SBA Resource Partners, their
successors or assigns, will have access only to the individual records that
were collected by that particular partner. Information contained in loan
files will be available only to potential asset sale purchasers who have
executed a confidentiality agreement. Only those SBA employees in the
performance of their official duties may review or amend the records,

RETENTTON AND D1SPOSAL:

In accordance with GBA Dlandard Opervating Doodedure 00 41 2, ltem Hos.
50:04, 50:08, 5»0:09, 50:10, 50;11, 50:12, H0:1%, 50:19, 50:272, 55%:02, Records
are retalned for the life of SBA's interest in Lhe business loan and are
disposed of according to the reference in the 50P that pertains Lo g
particular type of record; retention period varies according to the type of
record. ’

SYSTEM MANAGERZ AND ADDRESSES: .

Associate Administrator for Capital Access, Assoriate Administrator for
Lender Qversight, Associate Adminlistrator for Financial Assistance, Regional
Administrators, District Directors, Branch Managers, Loan Service Center
Director and Loan Processing Centers Directors. See Appendix A,

NOTIFICATION PROCEDURE:
An individual may submit a written record inquiry to the appropriate

Systems Manager or PA Officer.

RECORDS ACCESS PROCEDURES:
Systems Manager or PA Officer will determine procedures.

CONTESTING RECORD PROCEDURES:
Notify officials listed above and state reason(s) for contesting and

proposed amendment (&) sought,

RECORD SOURCE CATEGORIDBH:
Subject individuals and businesses, financial institutions, credit
reporting agencies, law enforcement agencies and SBA resource partners



