


Insure Kids Now

Table of Contents

Section Page
1. Provider Data Submission Technical Information..........ccccceeeiiiiiiiiiiiiiiiiiiiieeeeeeeeneeceeeeeennee. 6
2. Required Level of Detail / Key Concepts and Definitions.........ccccceuuuciiiiiiinniciciienicenennnnes 7
T T] o T4 oY1 un] 7= 41 DT | - TSSO 7
3.1  Submitting Data Using the IKN Data SEIVICE. .......eeeieeeceieeeeeeeeeeeee et eeerree e e e e e e e e e e e e e e e 7
3.2 IKN Data ManagemeEnt Site......ccuuiiieieeciiiee ettt e e eettee e e e e ee e e e e e nreaeeeeeensaraaeaeeeaaaaaas 8
3.2.1  SYSEEIM ROIES......vviieeeereieee ettt ettt eee et eeeeeare e e e eee et araeeeeeessssaseeeeeessssaseeeeessrraeeeaeeeeeaeens 8
3.2.2 IKN Data Management Login and HOME PAgES..........oeeeeeeeriieeeieeeieeee e eeereee e e eeraeee s 9
3.2.2.1  Upload Provider Data FEAtUIE...........coevvvrveeeieiirreieeeeeireeeeeeeeireeeeeeeearassnasaaanenennnnns 10
3.2.2.2  Edit Provider Data FEAtUIE........cuvveiieieeirieee ettt eeeereeeeeeeeeaareeeeeeenaneeeeeeennnen 11
3.2.2.3 Program/Health Plan Name Validation.........c...oeeeeeiireieeeiiiieeeceeeieeee e ceeeeeeee e 12
3.2.2.3.1  Manage EXiStING Data.......cccceeeiuveieieeeiiiieeeeeeeireeeeeeeeitreeeeeeeeitreeeeeeeeaseeeeeeeesssesensnenes 16
3.2.2.4  Certify Provider Data FEAtUIE.......ccooueeiiieiiiiiitreeeeeeeeeeeeceeeeeeeeeeceearrr e e e eeeeaaan s 16
3.2.2.5 Summary of BENEfitS FEAtUIE........uuvviviiieiiiieeeeeee ettt e e e e e 17
3.2.2.6  Manage OrganizZatiONS.....ccoeeeeevuuuririririereeeeeeeeeeeeeeeeeeieesssssrrrresereereeseeeeesseenemnesesssssssnnnees 19
3.2.2.6.1 Add New Organization FEAtUIE.........ccoouvviiieeeeiieeiee et ceeeireeeeeeeeaveveessaaaanaeanees 19
3.2.2.6.2 Manage Organizational Profile Feature..........cccoeeeiiiieiicciieeeeeecceeee e 20
3.2.2.7  ManNage PersOn FEAtUIE........ it e et e e s e e e e e s e e aaa e e s e e s eanns 21
3.2.2.7.1  View/Update Profile.........ueee ittt eette e e e vae e e e e e eae e e e 21
3.2.2.7.2  MaNABE PASSWOIU......ceeeiiiiiiiiiieieiiiiieetirirrreeeeeeeeeeeeeeeeeeeeeessssssssssssssessresseesssssnnneeessses 22
3.2.2.7.2 Manage Registered Organizations...........ccceeeceiiiieieeciiiiee et 23
3.2.3 Using the IKN Data Submission Client TOOI.........cccuuiiiiieciiiieee et e e 24
3.2.4 Using a Custom Client Tool Created By Your Organization...........ccceeeeecvieeeeiecciiieeeeeeciieeeees 26
3.3 Data Validation.........eeiiieeeeee ettt e e e e rte e e e e et r e e e e e e e e e e e e aaaaaaaaaaaaaaaaans 26
3.3.1 Data File Submission and Validation RECEIPL........coovvveeeemeeieeeieeeeeeeeeeeeeeeeeeeeee e 26
RS I €1=Yo] o] s o] 4 1SN 3=] 0 1o | ¢ WSRO 27
APPENDIX A: Entry of Group Practice and Federally Qualified Health Centers Provider Data.30
APPENDIX B: Format for Text Data File SUbMISSION.......ccccciiiiiiiiiiiiiiiiiirrrrccecceeeeeeeenaeens 31
APPENDIX C: Configuring the Insure Kids Now Data Submission Client Tool.......................... 44
30 U TRR 45
Configuring the IKN Client Tool (First Time USE)......cccceeeererrieriienienitenieesieeie sttt 45
C.2  MANUALLY ..ottt ettt ettt st st s e et e et e e e e et e e s e neneeeenans 46
SUDMITHNG 8 File...eiuiiiiieee ettt et e sttt e s bt e st e st e e e e meaeeeeeans 46
C.3  Submitting a File AUtomMAtiCally......ccccceeiiiriiiiieiee et 49
C.4  Guidance for using a tool downloaded before May 21, 2012.......ccceeeeveriiieniienriieeeieenne 54
APPENDIX D: Technical Reference For Creating a Custom Upload Client...........cccceeveeeennnnnnee 56
Table of Figures
Figure 1: IKN Data Management Sit€ LOZIN Page......cccciiiiiiiiiiiiiiiiiiiieeeieierirerrnnssssssssssesessessessasessssssssssssesesssesssessnns 9
Figure 2: IKN Data Management Site€ HOME Page.......ccciiiiiiiiiiiiiiiiiiiiercecccennnnsessssnseeeseesseeeseeesssasseesseseeeesessnnnnns 10
Figure 3: Upload Provider Data FEAtUre.........uuuueeueeeeeeeeeeeeeieeeiieiiiieeiieeeteeeeeeeeeeeesesssssssssssssssssssssnsssssssssssssssssesssnnns 11

December 7, 2013 -i- Provider Data Submission Technical Information



Insure Kids Now

Figure 4: Edit Provider Data FEAtUIE........ccciiiiiiiiiiiiiiiieceeiececeeeeeeeeessessesesesessssssssssssssssssssssessessseeesessssesssnsnsssssssnns 12
Figure 5: Certify Provider Data FEAtUIE...........cciiiiiiieiicceeeeeeeeeeetniieeeeeeeeteesaassseeeeeesesesssssssssssssesssassssssnsssssssnnnnns 17
Figure 6: SUMmary of Benefits FEAtUIe (1)......ccccvcuveeeeeieerieeeeeieieiereeeeeeeeesssseseeseeessssssseessssssssssssssssssssssssssssssnnnnes 18
Figure 7: Summary of Benefits FEAtUIe (2)......ccccvuveeeeeeeerreeeeeeeeeereeeeeeesesesssseeeesesessssssseessssessssssssesessssssssssssnsnnnnns 19
Figure 8: Add New Organization FEAtUIE.........ccciiiiiiiiiiiiiiiiiiieeeeiceieeeeeeeeeeeseeeeessssssssssssssssssssssssssssnssssssssnnsesasnnns 20
Figure 9: Manage Organization Profile FEAtUre...........ccoiiiiiiiiiiiiiiiiiicicccceccccrccrccrrccecresssssssssssasasessseeennsnssesnnnnns 21
Figure 10: View/Update Profile FEAtUIE.........ccccuriiiiiiiiirnreetiiiiennneeerseeessneeeesssessssnnsesssssssssnnsesssssssssnssasssssssssns 22
Figure 11: Manage PasSWOrd FEAtUIE............ceiiiiiiiiiiicccceeeieeeettticeseeeeeeeesssssseseeseeeesssssssssssnsesessssssnssnsssssnsssnnnnns 23
Figure 12: My Registered Organizations........ccuuuuuciiiiiiiiieemiuiiieeeeeeeeeettaneeeeeeeeeesssnsssseseeeessesssssssssssssssessssssnssnneees 24
Figure 13: IKN Data Uploader Configuration WINAOW..........ccccieuuuuuiiiiiiiiiiitiniceceeeeeeeeeennneeeeeeeeesssssnssnessssessssnes 25
Figure 14: IKN Data File Uploader WINAOW.........cccoiiiiiiiiiiiiieeeneneeeeeeeeeeeeeeseeeesseeeeeeeseeeesseeeseesssesssssssssnssesssnnns 25
Figure 15: Data File Submission and Validation RECIPt........ccoiiiiiiiiiiiiiiiiiiiiiccciccccccccrrccrenreee e eenaeeeeeeennnnnns 27
Figure 16: Geophone Report: SUMMArY Tab......cccciiiiiiiiiiiireirrerneneenneeeneeeeeeeeeeeeeeeeeeeeeeeeeeeeeesessssssssssssssssssssssssns 28
Figure 17: Geophone RepOrt: RAW RESUILS........ccuuuuueiiiiiiiiiiititiecceeeeeeteeentaeeeeeeeeeeeesssssssnsseesessessssssssssesssnnsesnnnses 29
Figure 18: Example of Provider Data File.......... .o oiiiiiiiiicicieeeeeeeettceeceeeeeeeeennaseeeeeeeeesssssssssneesesssssnsssssnnnsesaes 31
Figure 19: IKN Data Uploader Configuration WINAOW...........ccoieeuuuuiiiiiiiiiiiiiiicceceeeeceeeesnnneceeeeeeesssssssssesssesessssnes 45
Figure 20: IKN Data File Uploader WINAOW..........ccoiiiiiiiiiiiietineneeeneeeeeeeeeeseeesseeseeeeeseeeeseeeeseeessesessssssnnssesssnnns 46
Figure 21: "File Not FOuNd" Error MESSage BOX.......ccceiiiiiiiieiiieeiiieeeeieeessesssesssssssssssnsssssssssssssssssssssssssssssssssssssnnnns 47
Figure 22: Confirmation Dialog Box Displayed Before an Upload..........ccccccceoriieirrieerrrrrnenneenneeeeeeeeeeeeeeeeeeesnnneens 47
Figure 23: IKN Data File Uploader Window with Successful Upload Message..........cccccuuueeeeeeeiiirenrennnceeeeeeeeeeennnnns 48
Figure 24: Error Window for Invalid Username or PasSWOrd............ccuuuuuuiieiiiiieieeemnniceeeeeeeeeennnneesennecesneessnnecsnns 48
Figure 25: Error Window for Invalid State and Insurance Program Combination............ccccceivvruuuicecieinnineennnennnnn. 49
Figure 26: Schedule Task Wizard - Starting SCrEeN.........ccciiiiiiiiiiiiiieeirccereeccrneersssseareesseseeesssessseseesessssnnessssnnnnns 49
Figure 27: Scheduled Task Wizard - Frequency SEtting SCreen.........cccuiiiiiiiiiiiiiiiiiiiiiiececeeceeceeeeeeeseesssseeeesnnnnnnnns 50
Figure 28: Scheduled Task Wizard - Time and Day Setting SCreen..........ccceiiiiiiiiiiiiiiiiieiieeieeeeseeseessesssesseeeeeennnnnnns 50
Figure 29: Scheduled Task Wizard - Enter Name and Password SCreen...........ccuueeeueeeeeeeeeeeeeeeennnceeeeeeeenneessnncesns 51
Figure 30: Scheduled Task Wizard - Task SUMMAry SCrEeN............ciiiiiiiteittiieieeeeeeeeeeenneeeeeeeeeeessssssesssnsesssnsesssns 52
Figure 31: Sample of Modified Command Line on Advanced Properties Screen............cccceeeeeeeuunceccenerennceennennenn. 53
Figure 32: IKN Client Tool Installation LOcation (WINAOWS XP).......ccceeeeeeeerereeecrrreeeeereeesrsseeeesssessssssssesssssssssssenes 54
Figure 33: Opening the IKN Client Tool Configuration File with Notepad...........ccccoovrmmrerereeneeeeeeceeeeeeeneeeeees 55

Table of Tables

Page
Table 1 - Significant Change HiStOry.........ccoiiiiiiiiiiiciiieieeeettreeeeeeeeetteeeaaeeeeeeeeeeeessssssssssseesessssssssssssnssssssssnnnsanns iii
TabIE 2 - SYSEEIM ROIES........ooieeeeeeeeeeeeeeeeeeereeeeeeeeeeeeeeereseeseseseseesesssssssssssssssessssssssssssssssssesssssssssssssssssnsssssssssssnsssens 8
Table 3 - Sample Program Name/Health Plan Name Combinations..........ccc.cceevveriiiiricnnnneeriiecossnneeeeeeceeeeeenennnens 13
Table 5 - Text Data File Submission Fields and INfOrmation...........cccceiiiiiriiiiiirrirrrrrcneenneeneeeeeeeeeeeeeaneeeeeeennes 33
Table 6 - Header Nodes and AtErDULES.........couiiiiiiiiiiiiiiiieieeteccceeeeeeeeeettaeeeeeeeeeeesssnsssesseeeeesssssssssnsssnsesssnseesens 57
Table 7 - Error Codes Associated with the IKN Submission Schema...........ccouuuuiiiiiiiiiiiiirccceeccreeeceeeeeeneees 59

December 7, 2013 - ii- Provider Data Submission Technical Information


../../../../../../../../C:/Users/Christine/Downloads/Insure%20Kids%20Now%20Technical%20Guidance_for%20revision.docx#_Toc371759733

Insure Kids Now

Document Change History

Table 1 lists the significant changes to the document, with the most recent changes listed first.
Changes to spelling, punctuation, minor re-wording, and other revisions are not explicitly called
out or described.

Table 1 - Significant Change History

Version

Date

Change Description

2.9

December 7,
2013

Added content indicating that Program Name is now a required
field.

Added content indicating that all submission files must contain
column headers for all fields, including optional fields. All files
must now contain 27 columns total.

Added description of new features: Program/Health Plan Name
Validation Page and Manage Existing Data Page

Added section describing features of IKN Data Management
site.

2.8

October 17,
2012

Modified the following fields to indicate they will become
required after January 4, 2013: Services_Mobility; Sedation; and
Services_Intellectual_Disability.

2.7

October 12,
2012

Removed note indicating the following fields will become
required after October 1, 2012: Services_Mobility; Sedation;
and Services_Intellectual_Disability. These fields will remain
optional until further notice.

2.6

July 17, 2012

Added new content regarding five new data fields.

Removed references to eRoom, as states are no longer to
submit data via eRoom.

Added content regarding new website checks.

Added content regarding validation processes and flagged data
report.

Modified text regarding IKN Client Tool configuration for secure
socket layers (SSL) for versions of the tool older than May 2012.

2.5

February 09,
2011

Removed the business rule that allows multiple Specialty
entries only when Group Name is provided

2.4

December
15, 2010

Changed requirement for the content of New Patients, Phone
Number, and Street Address to be required. Files will no longer
be acceptable with nulls in these fields

Added words describing new validation requirements on Street
Address rejecting anything that is a Post Office Box.

Raise the acceptable threshold from 20% to3% error tolerance.
Changed the Specialty list and business rule to allow multiple
Specialty entries only when Group Name is provided.

December 7, 2013
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Version

Date

Change Description

2.3 (draft)

April 5, 2010

® Re-worded introduction to describe the project, required data
submission frequency, and submission process goals

¢ Added policy statement regarding certification of data’s
currency and accuracy in the introduction

¢ Added a list of upcoming submission deadlines in the
introduction

e Added a section describing the IKN data submission service

¢ Added clarification to the Appendix B regarding required fields
(when they must appear in the file header versus when they
must contain data)

e Re-ordered this table so that the most recent changes are listed
first.

2.2 (final)

December
29, 2009

e Updated Appendix B to reflect the decision that columns
marked as “Optional” may be omitted from submissions if they
do not contain any data.

¢ Added clarification of Prof_Aff usage and list of accepted values

e Added “Both” as an acceptable value in Program_Type, to
eliminate the need to create otherwise-redundant listings

¢ Added note about omitting Active_Dt and Inactive_Dt in the
data element table in Appendix B.

2.2 (draft)

December 7,
2009 (draft)

e Added this table

e Added version number on title page

e Removed data submission option 3(links to external sites)

¢ Added planned / contemplated validation rules and details to
the data elements listed in Appendix B

(not
numbered)

October 10,
2009 (still
dated
October 1,
2009)

e Removed reference to data submission option 3 (links to other
websites) being obsolete after November 2009

(not
numbered)

October 1,
2009

¢ Added notation to data submission option 3 (links to other
websites) that after November 2009 this option would no
longer be available;

¢ Eliminated MS Access data submission format

¢ Eliminated text file data submission format specification that
was included in the main document—only the format in
Appendix B was retained

® Provided additional / expanded examples and definitions for
data elements and scenarios

¢ Revised data file submission naming standard / conventions

¢ Expanded the guidance for submitting group practice and FQHC
data

December 7, 2013
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Version Date Change Description
e Re-ordered the items in the data submission format in
Appendix B
(not July 16, 2009 | ® Original version
numbered)
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1. Provider Data Submission Technical Information

The Insure Kids Now (IKN) website project collects data about qualified Oral Health Providers®
within each state or territory and makes the data available on insurekidsnow.gov through a
locator tool. Data collection began in July 2009. The locator tool was launched in August 2009.

Children's Health Insurance Program Reauthorization Act (CHIPRA) requires states to provide
quarterly data updates of the Medicaid and Children's Health Insurance Program (CHIP)
providers in their state that provide oral health care to children. During implementation of this
requirement, states indicated an interest in doing so more frequently— perhaps as often as
daily— so that the locater tool will routinely have the latest information. To be responsive to
state concerns and to ensure the beneficiaries have access to the most up-to-date information
possible, Centers for Medicare and Medicaid Services (CMS) and Health Resources and Services
Administration (HRSA) developed an automated data submission and management approach
for frequent data updates. This process also helps states avoid having to devote human
resources to the task on an ongoing basis.

CMS also tracks state compliance with the CHIPRA requirements. An authorized state official
should notify CMS, via an email to Judith.Cash@cms.hhs.gov, that the oral health provider
information provided to IKN is “current and accurate.” The email should be sent within 10
calendar days after the quarterly deadline for IKN data submissions. For example, if the next
deadline is February 4, the email notification is due to CMS no later than February 14.
Submission deadlines are:

® February 4th
e May 4th

e August 4th

e November 4th

The remainder of this document is organized as follows:

Section 2 Description of the required data detail (granularity), including definitions of
key concepts.
Section 3 Data submission mechanisms and procedures

Appendix A Entry of Group Practice and Federally Qualified Health Centers Provider Data
Appendix B Format for Text Data File Submission

Appendix C  The Insure Kids Now Data Submission Client Tool

Appendix D  Technical Reference For Creating a Custom Upload Client

! A qualified oral health provider is one who provides dental services to children enrolled in the State plan (or
waiver) under Medicaid or the State child health plan (or waiver) under the CHIP.
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2. Required Level of Detail / Key Concepts and Definitions

The data are collected and reported such that each listing represents a “provider” who sees
patients that are members of a particular “coverage plan” at a specific “location.” For the
purposes of this document, the following definitions apply:

e Provider - An individual, group practice, or health center/other facility. If individual
provider names are supplied, they will appear on the website with the group practice
and/or facility name, if supplied. Each record must have at least one of these three
items included. Listing individual providers is preferred, when possible.

e Coverage Plan - The combination of state Program (e.g., Medicaid, CHIP) and any
subsidiary plan or option associated with it (e.g., managed care options, different plans
that cover children of differing ages).

e |Location - A specific physical address to which patients could be directed to receive
care. Mailing addresses, such as Post Office boxes, do not qualify as a physical address.

3. Submitting Data
Three mechanisms are currently available for submitting data. These mechanisms are:

1. Upload prepared data files using the IKN Data Management site:
https://ikndata.insurekidsnow.gov/WebExternal/Login.aspx

2. Upload prepared data files using the client tool.

3. Online editing via the IKN Data Management site:
https://ikndata.insurekidsnow.gov/WebExternal/Login.aspx

(Please refer to Appendix B for the details of how these files need to be laid out and formatted.)

Each of these options is described in the following sections and related appendices.

3.1 Submitting Data Using the IKN Data Service

Beginning with the April/May 2010 update cycle, users were provided an option to submit data
files via an internet web site. This option allowed states and their managed care organization
to submit data as frequently as they desire. Files may be uploaded through the IKN Data
Service using either the IKN Data Management website or using the IKN Data Submission Client
Tool. The optional client tool? is available and can be downloaded from
http://ikndata.insurekidsnow.gov/clienttool/.

All files uploaded to the service are assumed to be data files and must conform to the
specifications laid out in Appendix B. Users may only submit plain text files with a “TXT”
extension. The service cannot accept Zip files, CSV files, Excel spreadsheets, or other formats.

? The client tool currently runs on computers running Microsoft Windows XP or later, or Windows Server 2003 or
later.
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3.2 IKN Data Management Site

This section provides detailed descriptions of the features available in the IKN Data
Management Site.

All users may log into the IKN Data Management website to upload files and manage personal
and organization information. Users with the State Administrator role may edit program
name/health plan name combinations, manage existing data, and edit summary of benefits
information.

New users must access the registration feature to create accounts. To register, a user must
create an account and register it to an existing organization. If a user’s organization does not
exist in the system, the user must contact the state administrator and ask them to create a new
organization. (Typically, this only pertains to users affiliated with contractors or managed care
organizations who upload data on the state’s behalf).

If users have trouble registering/managing privileges, they can contact the IKN Technical Help
Desk for assistance at IKNTechnicalHelp@hrsa.gov.

3.2.1 System Roles
System roles for the IKN data management website are contained in Table 2.

Once a new user has registered to an organization, the State Administrator must assign them
the appropriate privileges by using the “Manage Organization Users” feature. The list of
available permissions is also included in Table 2.

Table 2 - System Roles

System Roles Privileges Website Permissions
State Administrator | ® Upload and edit data e Certify Data
(Upload Admin) submission files for their * Manage Organization
own state. Profile
e Create new organization. ® Manage Users
®* Manage organization e Submit Data
profile.

* Manage personal profile.

e Edit summary of benefits
information.

e Edit program/health plan
name combinations.

* Manage existing data.

e Certify provider data.

State Uploader ¢ Upload and edit data e Submit Data

(Uploader) submission files for their

linked state(s).
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System Roles Privileges Website Permissions

* Manage personal profile.

3.2.2 IKN Data Management Login and Home Pages
To login, users access the IKN Data Management site's login page, pictured in Figure 1 and

reached at https://ikndata.insurekidsnow.gov/WebExternal/Login.aspx .
IIIIIIIIIIIIIIIIIIIIIIIIIII-IIIIIIIII-% .

VOOV IPOPOOIVOOPOIOPIPOOOOO/

[ )
L s ¥
a ¥ I InsureKidsNow.gov N
y. /
Insure Kids Now Data Management Website "377-x5d5_~nw

”'877'543*7869)

For any technical issues with using the web site, please contact us by Phone or Email. |

e coe
By Phone: 301-443-9507 Technical Guidance (UPDATED October 17, 2012)
Login
By Email: |KNTechnicalHelp@hrsa.gov
Legin |

Forgot |

Already Registered?
Not Registered?

User Name:

Password:

Below are important dates for the Insure Kids Now Data Publication cycle are:
A_ Summary of benefit submission date starts on August 3
B. Publication dates

+ February 04
+ May04

* August04
Notification emails will be sent out one month ahead. two weeks ahead. one day ahead, on the same day. five days after and

two weeks after for each publication date

Warning!
You are accessing a U.S. Government Information System, which includes (1) this computer, (2) this computer network, (3) all

computers connected ta this network, (4) all devices and storage media attached to this netwark or to a computer on this network.

Figure 1: IKN Data Management Site Login Page

Once a user logs in, they are taken to the IKN Data Management website home page, pictured
in Figure 2. The user will primarily use the left hand navigation panel on this home page to

navigate through the site.
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Upload Provider Data
Edit Provider Data
Health Plans

Certify Provider Data
Summary of Benefits
Reports

Manage Organization

‘Add New Organization

Manage Organization Profile

Manage Organization Users

Manage Person

ViewiUpdate Profile

Manage Password

Iy Registered Organizations

Logout

Insure Kids Now Data Management Website 1-57;_,‘1.‘,5“”-{' ‘
(1~ Now
-71
)

Insure Kids Now

877-543. 7600

Welcome to IKN Data Management System

Please use the menu on the left side of the page to navigate through the site.

For additional information about Insure Kids Now data management and file uploads. please view the technical guidance document
at the following link: Technical Guidance.

For further assistance with site navigation, file content, and file uploads. please contact lkntechnicalhelp@hrsa gov.

To access the recording of the October 10, 2012 Insure Kids Now All State Call and Adobe Connect Presentation, please use the:
following link: October 10. 2012 Insure Kids Now All State Call and Adobe Connect Presentation.

The slides presented in that call are available at: Mission Analytics Presentation October 10. 2012 and |KN Locator Data
Presentation All State Call.

Figure 2: IKN Data Management Site Home Page

3.2.21 Upload Provider Data Feature

If the user wishes to upload their data submission file, they must select the ‘Upload Provider
Data’ menu option from the left-hand menu on the IKN Data Management Site Home Page. The
Upload Provider Data feature is pictured in Figure 3. The user must then select the state and
program type (i.e., CHIP, Medicaid, or Both) for which they are uploading and specify the file to
be uploaded. Once the file has been specified, they may use the ‘Upload’ button to upload their
data. If the user does not want to complete the upload, then the user may select the 'Cancel’

button.

December 7, 2013
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Insure Kids Now Data Management Website

OUCOOOUOUOUOO*UOOOCf e

v InsureKidsNow.gov \’&

1-877.k;

3.2.2.2

¢ & & & _Data File Upload

Upload Provider Data

Choose the State and Program

(1-877.54

ds-Now

3—?669}

. | Alaska - BOTH

Edit Provider Data to upload data for: |

Health Plans Specify the file to upload:

Certify Provider Data I Upload I l Cancel I

Summary of Benefits
Reports

Manage Organization

Add New Organization

Ianage Organization Profile

Wanage Organization Users

Manage Person

View/Update Profile

Wanage Password

Browse..

Figure 3: Upload Provider Data Feature

Edit Provider Data Feature

Users also have the option of editing existing data directly by selecting the ‘Edit Provider Data’
menu option, illustrated in Figure 4.

December 7, 2013
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o /3 W e
InsureKidsNow.gov | -
/ F /%

sure Kids Now Data Management Website 1-877.

¢ ¢ Edit Your Data

Choose a Data Block Below to Edit
Upload Provider Data

e Washinaton - BOTH [~]|Get Data
Edit Provider Data
Pick a Data Block Below to Edit
Health Plans
Program Program Total Status
Certify Provider Data State Plan Name: Status Notes User
Type Name Records Last Changed
[ ryof B
WA BOTH Medicaid, Chip Medicaid 1151 uploaded 8/13/2012 7:23:53 PM baumd!
Reports
Manage Organization Edit | Aba T WA BOTH Medicaid, Chip Medicaid, Chip 121

Add New Organization

Manage Organization Profile

Manage Organization Users

Manage Perscn

Figure 4: Edit Provider Data Feature

3.2.23 Program/Health Plan Name Validation

The purpose of the Program/Health Plan Name validation page is to improve data quality and
reduce duplication. This page allows state administrators to provide a list of coverage or benefit
plan names against which data submissions can be validated. Only state administrators have
access to this page.

The Program Name and Health Plan Names entered on the Program Name/Health Plan Name
Validation page are used to validate Program Name/Health Plan Name combinations submitted
in data files for that state. If the Program Name/Health Plan Name combinations submitted in a
specific file do not exactly match any of the Program Name/Health Plan Name combinations
entered on the Program Name/Health Plan Name Validation page, the file will fail validation
and will not be accepted for publication.

State administrators have the option to add or modify Program Name/Health Plan Name
combinations through the Program/Health Plan Name Validation page. Together, the Program
Name and the Health Plan Name identify a specific coverage or benefit plan in which
beneficiaries might be enrolled. Please keep in mind the following important facts when
updating the Program/Health Plan name validation page:

®  Program name is required.
e Health Plan name is optional, but recommended, if applicable.
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® Program name + Health Plan name = Benefit or coverage plan name (website display
name)

Table 3 represents the Program Name/Health Plan Name combinations identified by the state
administrator as the benefit or coverage plans for which they expect to submit data that
quarter.

Table 3 - Sample Program Name/Health Plan Name Combinations on Validation Page

Validation Page

Program Name | Health Plan Name Benefit or Coverage Plan Name (Website display
(Program_Name | (Health_Plan_Name) name)

)

Healthy Kids Aetna Healthy Kids Aetna
Medicaid Medicaid

Healthy Smiles | Delta Dental Healthy Smiles Delta Dental
Healthy Smiles | Health Net Healthy Smiles Health Net

When compared against the Program Name/Health Plan Name combinations contained in
Table 3, a data file with the content displayed in Table 4 would produce the outcomes shown in
the table.

Table 4 - Sample Data File Content and Outcomes

Program Name Health Plan Name Rows Reason for rejection
(Program_Name) | (Health_Plan_Name) Accepted/
Rejected
Healthy Kids Aetna Accepted | N/A
Medicaid Accepted | N/A
Healthy Smiles Delta Dental Accepted N/A
Healthy Smiles Health Net Accepted N/A
HealthyKids Aetna Rejected Spelling of HealthyKids is not consistent with

program name identified on
Program/Health Plan Name Validation page
(Healthy Kids).

Medicaid Rejected Program name is required. Combination of
Program Name and Health Plan Name does
not match combination identified on
Program/Health Plan Name Validation page.

Healthy Kids Delta Dental Rejected Delta Dental is not associated with the
Program Name Healthy Kids in the
Program/Health Plan Name Validation page.
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Program Name Health Plan Name Rows Reason for rejection
(Program_Name) | (Health_Plan_Name) Accepted/
Rejected
Healthy Smiles Rejected The Program/Health Plan Name Validation
Health Net page does not include any combinations

where Healthy Smiles Health Net is the
Program Name and the Health Plan Name is
blank.

3.2.23.1 Manage Existing Data

The purpose of the Manage Existing Data page is to improve data quality and reduce
duplication by allowing state administrators to delete outdated data. Only state administrators
have access to this page.

Existing data that is older than one year will be automatically deleted.

The Manage Existing Data page displays the benefit or coverage plan names currently displayed
on the IKN website, along with the associated content for the following fields:

® Program Type

® Program Name

¢ Health Plan Name

e Date of last file upload

¢ Name and username of the person who uploaded the most recent data file associated
with that benefit plan.

The benefit plans displayed on the Manage Existing Data page are divided into two tables: Table
1: Attention Needed, and Table 2: No Action Required.

¢ Table 1: Attention Needed: This table lists benefit plans where the Program
Name/Health Plan Name combinations displayed on the IKN website do not match the
Program Name/Health Plan Name combinations listed on the Program/Health Plan
Name Validation page. Benefit plans without the Program Name are also listed. It is
recommended that state administrators delete the data listed in this table.

e Table 2: No Action Required: This table lists benefit plans where the Program
Name/Health Plan Name combinations displayed on the IKN website exactly match the
Program Name/Health Plan Name combinations listed on the Program/Health Plan
Name Validation page. No action is required. If the next file submission matches the
Program Name/Health Plan Name combinations listed here, the data in the new file will
automatically replace the data listed in this table. State administrators have the option
to delete data from this table if they wish to, but it is not required.
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3.2.2.4 Certify Provider Data Feature

State Administrators also have the option to certify that the data submitted for their state is
accurate and up to date, through the ‘Certify Provider Data’ feature. This feature is accessed by
selecting the ‘Certify Provider Data’ menu option on the IKN Data Management Site Home
Page. Figure 5 pictures the 'Certify Provider Data' feature.

Insure Kids Now: Data Certification Form

NOTICE: This form is to be used by authorized State Medicaid and CHIP officials to certify that the data contained in the Insure Kids Now
Upload Provider Data
e Oral Health providers database are complete, correct, and accurate as of the close of the indicated quarterty update and reporting cycle.
Edit Provider Data
Health Plans By checking the box{es) below, you are creating an official certification record.

Certify Provider Data

Summary of Benefits State: Alaska

Reports Certifying Official: O'Malley, Christine

Manage Organization Certification for: unknown

i New Crganazztion The summary information in the tables below are provided to help you determine whether the data on file in the Insure Kids Now Oral Health

Provider Locator website are current, complete, and accurate. You are not certifying that the summary below is accurate and up-to-date,

but rather the data on which the summary is based.

Total Approvimats Cumant
Program
willpdate Profile Program or Fian Name Listing Déstinet Statu
Tips
Count Provider Count lots
Danall KIg Cars
R BOTH (500w supmizsion detalls 421 43 -
Logout
Mecicald
BOTH (500w sunmizsin detalls) 2 43 -
—
\f
Logged in as: comalley . .
- ’ Certification

From: SAIC.com
(H] | understand that updates to the data for the Insure Kids Now Oral Health Provider Locator must be provided at least quarterly

Role: Site Administrator
__J according to the ti i inthe leg

By checking the box above, | certify that the data on file, as represented in the summary above, meet that condition. | further certify

and acknowledge that, to the best of my knowledge, the information provided by me or on my behalf for the Insure Kids Now Oral

Health Provider Locator is current, complete, and accurate as of the date of igeion and that the iseion was made within the

timeframe established by CMS.

Figure 5: Certify Provider Data Feature

3.2.2.5 Summary of Benefits Feature

State Administrators must update the description of dental benefits or summary of benefits at
least once per year through the ‘Summary of Benefits’ feature. The submission deadline for
Summary of Benefits information occurs in August of each year. The 'Summary of Benefits'
feature is accessed by selecting the ‘Summary of Benefits’ menu option on the IKN Data
Management Site Home Page. To update the summary of benefits information for their state,
State Administrators must provide their contact information and select the program for which
they are updating benefits as shown in Figure 6.
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LE & ¢ . Description of Dental Benefits Provided Under Medicaid and the Children’s Health Insurance Program(CHIP)

State: Florida
Upload Provider Data
Last Updated: 8/14/2012

Edit Provider Data

Health Plans Please provide contact information for the individual responsible for submitting this information. This contact information will not be
Certify Provider Data published on any public IKN website
Summary of Benefits First Name * Paula
Manage Organization Last Name * Kiger
Phone Mumber* 850-701-6102 JORR=HORH=HOK

Email Address * Kigerp@healthykids org

The information collected in this survey will be used to create an online resource for families with children enrolled in Medicaid and
CHIP. The Children’s Health Insurance Program Reauthorization Act of 2009 (CHIPRA) included many provisions to improve
children’s dental coverage and families’ access to information about children’s dental services available in Medicaid and CHIP

In addition to the information already available on the Insure Kids Now website (insurekidsnow.gov) about children's dental
providers who accept Medicaid and CHIP, CHIPRA also requires that the Secretary of Health Human Services post and annually
update descriptions of the dental services provided under each state plan for Medicaid and CHIP. The purpose of the attached
survey is to collect the information on children's dental benefits covered in each state that HHS needs to fulfill this requirement.

Logout Please note that the information collected in this survey will be presented in a consumer-friendly format when it is ultimately
displayed on the Insure Kids Now website.

About Medicaid and CHIP in your state (check all that apply) | State Program Name
Medicaid
Medicaid *Medicaid
CHIP
Title X1 funded Medicaid expansion *Medicaid

Separate CHIP program that uses a Medicaid benefits package

@ | Separate CHIP program that has a unigue benefits package

*Florida KidCare

Optional Supplemental Dental Coverage for CHIP eligible children with private or group coverage

Figure 6: Summary of Benefits Feature (1)

After selecting the program for which they wish to update the summary of benefits, State
Administrators can update the benefits provided using the form pictured in Figure 7. Once
submitted, this data is published on www.insurekidsnow.gov as ‘Description of Dental Benefits,’
and available through links to non-editable (i.e., pdf) reports under each state. These reports
are dynamically generated based on the data entered by the State Administrators in the
Summary of Benefits feature of the IKN Data Management site.
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& & State: Florida

State: Florida
Mame of Program: CHIP

Upload Provider Data

Ut Program Package: Separate CHIP program that has a unique benefits package

Health Plans N
Is Form Completed? [

Certify Provider Data

Summary of Benefits

eDcAD

EL Is The Service List Any Service-specific
Manage Organization Covered? Limitations
Children’s Dental Freq y
Add New Organization . Only With feg. age limits, tooth-specific imits, Criteria for Coverage
- Services [Specify periodicity)
Yes | Prior Mo or & cost or dollar threshold sbave which prior
Manage Organization Profile
Authorization suthorization is required)

Manage Person

I. Preventive Services
View/Update Profile

A_ Cleanings @ - | 2x year h
Manage Password

B. Fluoride
My Registered Organizations

treatments _ _

. @ 2 x year -
Logout (including fluoride

varnishes)

C. Sealants (list
.
\/ any tooth-specific | @ P 20| 1 xevery 3 years ¥ | Permanent teeth only.

limits)
Logged in as: PKiger

From: healthykids_org D. Space

Role: Upload Administrator maintainers

Il. Diagnostic Services

C Please select: ¥

Figure 7: Summary of Benefits Feature (2)

Recommended age
A. Dental

@ Please select: hd of visit?

3.2.2.6 Manage Organizations
The System Administrator may manage the organizations on the IKN Data Management site.
They may add a new organization or manage an existing organization profile.

3.2.2.6.1 Add New Organization Feature

The State Administrator may create a new organization for a contractor/managed care
organization if the organization does not already exist in the system. By adding the new
organization, new users may register to the correct organization (illustrated in Figure 8). This
feature may be accessed by selecting ‘Add New Organization’ under the ‘Manage Organization’
option in the left-hand menu on the IKN Data Management Site Home Page.
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P RN
POV OPOOOIIIIIPOPOOIOO/

B .
‘#},T Insurel(ldsNow. _

¢ & &e,  AddNew Organization

Upload Provider Data

Insure Kids Now Data Management Website 1-8

Add New Organization

Summary of Benefits

Edit Provider Data

o You are currently requesting to authorize a new organization to upload data on your behalf for the state of Florida.
eal ans

Certify Provider Data

Enter the name of the organization you would like to add:

Qrganization Name: *

MEDICAID Select the insurance program you would like to authorize this new organization to upload data for:
CHIP o
(ICHIP
Manage Organization o
(_JMEDICAID
Insurance Program: *
Add New Organization .
) BOTH

Manage Organization Profile

Manage Person

View/Update Profile

Manage Password

Hy Registered Organizations

Logout

Figure 8: Add New Organization Feature

3.2.2.6.2 Manage Organizational Profile Feature

The State Administrator also has rights to edit organizational details by using the ‘Manage
Organization Profile’ feature under the ‘Manage Organization’ option in the left-hand menu on
the IKN Data Management Site Home Page. The 'Manage Organization Profile' page is shown

in Error: Reference source not found.
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F' » F InsureKidsNow.gov N o
(5 ]

i

i
Insure Kids Now Data Management Website :{877"(”8-!&'0“, ‘
-877..
7 543'76591
LR ¢ & & Manage Organization Profile
Select Organization
Upload Provider Data
Edit Provider Data
cms_hhs_gov

Health Plans healthykids_org
Certify Provider Data
Summary of Benefits Show Details
MEDICAID
CHIP Search Results
Manage Organization Organization Mame® ;hca,myﬁur\da,cum
/Add New Organization Street Address 1

Street Address 2
Manage Organization Profile

City™
Manage Person .

State” —Select— d
ViewiUpdate Profile =

Zip*
Wanage Password Phone*
Wy Registered Organizations | | Email*
Logout Update Organization

Figure 9: Manage Organization Profile Feature

3.2.2.7 Manage Person Feature
All users have the ability to manage their personal details, password, and related organizations
on the IKN Data Management Site.

3.2.2.7.1 View/Update Profile

All users have the option to edit their personal details by selecting ‘View/Update Profile’ under
the ‘Manage Person’ option in the left-hand menu on the IKN Data Management Site Home
Page. The 'View/Update Profile' page is depicted in Error: Reference source not found.
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Insure Kids Now Data Management Website

VOOV IOPIOIOIOIOIIPOPOPOIOIOO

4

sei tobe

3.2.2.7.2

Upload Provider Data
Edit Provider Data
Health Plans

Certify Provider Data
Summary of Benefits
Reports

Manage Organization

Add New Organization

Manage Orgsnization Profile

Manage Organization Users

Manage Person

Profile

InsureKidsNow.gov

2n

User Information

User Name

Title

Salutation (Mr/Ms/Dr etc)

First Name Christine
Middle Name
Last Name B'Mal\ey

Generation Qualifier(Jr/Sr etc)

Contact Information

Email Ehmstme.oma\ley@sa\c?(
Phane I 443 9807
Fax 10 1

Physical Location Address

Manage Password

My Registered Organizstins

Street Address 1

Street Address 2

City

Figure 10: View/Update Profile Feature

Manage Password

All users have the option to edit their password by selecting ‘Manage Password’ under the
‘Manage Person’ option in the left-hand menu on the IKN Data Management Site Home Page.
The 'Manage Password' page is depicted in Figure 11. Users may also update their security
questions and answers by using the ‘Manage Password’ feature.
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ewd

3.2.2.7.2

Upload Provider Data

Edit Provider Data

Reports

Add New Organization

¢ ¢ ¢ #_ Change Password

Use the form below to change your password.

Account Information

New passwords are required to be a minimum of 7 characters in length.

InsureKidsNow.gov

Insure Kids Now Data Management Website 1-877.Kids e
“Now

(1‘877-543_7669)

Health Plans

Old Password:
Certify Provider Data
Summary of Benefits New Password:

Confirm New Password:

Manage Organization

Cancel H Change Password

Manage Organization Profile Change Password Security Question

Manage Organization Users

Manage Person

View/Update Profile

IManage Password

Figure 11: Manage Password Feature

Manage Registered Organizations

All users have the option to view the organizations they are registered under by selecting ‘My
Registered Organizations’ option in the left-hand menu on the IKN Data Management Site
Home Page. The 'My Registered Organizations' page is depicted in Figure 12.
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—‘II‘Il&l$I&I¢I¢I¢I&I&l&l&l&l‘l*l¢l&l&l&.‘ %—'—-—

: °
n ‘g T InsureKidsNow.gov N \, |

Insure Kids Now Data Management Website 187 7-Kids- o
“'8??'5‘:3’768;’)

¢ &+ My Registered Organizations

Upload Provider Data Organization Name healthykids_org

Edit Provider Data Sireat Addréss1

Health Plans Street Address 2

Certify Provider Data City

Summary of Benefits State

MEDICAID Zip Code

CHIP

Manage Organization
/Add New Organization
Wanage Organization Profile
Manage Person
Viewilpdate Profile

Manage Password

My Registered Organizations:

Logout

Figure 12: My Registered Organizations

3.2.3 Using the IKN Data Submission Client Tool

Data upload users have the option of uploading data via the IKN Data Submission Client Tool (as
referred to as the IKN Client Tool) instead of the IKN Data Management site. Data files are
processed the same way, regardless of the mechanism used. The primary advantage of the IKN
Client Tool is that it allows users to configure the tool to allow them to upload data by program
as frequently as they like without requiring them to actively log into the IKN Data Management
Site and upload their files manually. Developed for data submission purposes only, the IKN
Client Tool depicted in Figures 13 and 14, does not provide as many features as the data
management site. Users who wish to submit their data more frequently or who can generate
their data file automatically tend prefer the IKN Client Tool. Users who submit their data on a
quarterly basis or generate their file manually prefer the IKN Data Management Site. In addition
to these mechanisms, users also have the option to develop their own custom client tool.
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IKN - Data File Upload utility Configuration EHE”E|

Help

IKN Data Uploader Configuration

L semarme: ||

Password: |

Default State: |.5‘n.|abama "

| Baoth CHIP And Medicaid b

|
|
Confirmn Passward: | |
|
|

Progrann;

File To Uplaad: |ow'\8c:ratc:h wirkspace’KM_CHIP_MS tat | Browse

[ Save Configuration Settings l [ Cancel l

Figure 13: IKN Data Uploader Configuration Window

IKN - Data File Upload Utility

Settings  Help

IKN Data File Uploader

@&
State | TET I - |
Program | Medicaid |

File |C:'\Insure Kids MowhScratch wnrkspace\lKN_EHlF’_! Browse _
[ Upload File | Evil

initialized

Figure 14: IKN Data File Uploader Window

Users may download the IKN Data Submission Client Tool from
http://ikndata.insurekidsnow.gov/clienttool/.

The tool has a simple configuration interface that collects the user ID, password, location, and
name of the file to upload. The tool uses this information to establish a connection to the data
submission service and upload the designated file. Once the tool is configured, the user may
use it to manually select and upload a file, or set a schedule to run automatically.

NOTE: The tool does not automatically schedule itself to run. The user will need to create a
scheduled task using the Windows Scheduler to automate submissions using this tool. When
the tool runs in unattended mode, it assumes that the file indicated exists. The user does do
not have to generate files with unique names each time they submit a file. When the client is
running in automatic mode, name the file to be uploaded the same every time to avoid having
to reset the tool’s configuration.
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Appendix C includes screen shots and step-by-step instructions on how to configure and use the
client tool to submit data interactively or through an automated task.

3.2.4 Using a Custom Client Tool Created By Your Organization

If the IKN Data Submission Client Tool does not meet the user’s needs, the user may create a
custom submission client. Appendix D includes the technical information (i.e., service address
and name, XML structure, commands, etc.) necessary to construct a custom data submission
client. Please note that the information is intended for use by those organizations that have
the programming skills to create their own upload tool rather than use the tool described in
Section 3.2.3 of this document.

3.3 Data Validation

3.3.1 Data File Submission and Validation Receipt

After a user uploads a file, a system generated email is sent to the email address registered
under the user’s profile to confirm receipt of the submission. The email includes a Data File
Submission and Validation Receipt (referred to hereafter as the submission receipt) as an
attachment. A sample of this receipt is illustrated in Figure 15. The submission receipt indicates
to users that their file was a) accepted with no rejected rows; b) accepted with rejected rows;
or c) rejected. If a file is rejected, the reason for rejection is provided, but individual rejected
rows are not identified. If a file is accepted with rejected rows, the rejected rows are identified
along with the reason(s) for rejection.
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Insure Kids Now
Data File Submission and Validation Receipt

Submitted File TKN Medicaid _ TL-Medical Assistance_130129.ixt
Timestamp 2/5/2003 10240 AM

Submitted By Gina Swehla (gina.swehla@ilinots.gov)

Date Exaimined 2/5/2013 10:41 AM

Examination Details

Header found Yes Data Row Count 4,499
Delimiter found Wie Accepted row count 4,497
Héeader column count el Rajectid row count 2
all required columns present Yes Number of distinct NP values 1,783
Data column count equals header column count Yes
Health Plan Names Minois Health and Family Services - Medicaid
Page 1 of 2

2/5/2013 10:47:41 AM

Insure Kids Now
Data File Submission and Validation Receipt

Detail Information for Rejected Rows.
HNEW SPECIAL
PROVIDER PHONE | ADDRESS PROGRAM BRAND NAME | PATIENT |PLAN NAME | WEBSITE MEEDS
Lime | NAME FOUND | VALID VALID TYPE VALID VALID VALID VALID VALID VALID |REASON FOR REJECTION
&0 True False True True True True True True True  |Phone number is not valid
2480 True Faise True True True True True True True  |Phone number is not vaild

Figure 15: Data File Submission and Validation Receipt

3.3.2 Geophone Report

The email containing the submission receipt also includes links to Geophone reports, which list
data validation process results and help identify potentially invalid data. The IKN data
management team uses a third party subscription-based electronic service called DOTS
Geophone to check the quarterly submission’s data against information available within public
telephone directories. Reports are generated automatically to identify data that may be invalid.
It is important to note that there is a 24-hour delay between receipt of the email submission
receipt and when the Geophone report links are live due to the time required to validate
submitted data.

The Geophone report is provided as an added service to states to help identify specific lines of
data, which may be invalid, without the expense of extensive manual checks. The validation
process checks every line of data submitted in a single data submission file against their
certified data and categorizes the phone numbers based on the business rules outlined in the
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summary tab of the report. However, there may be instances when data flagged as suspect by
Geophone is in fact correct. If states find upon investigation that data flagged as suspect was in
fact correct as originally submitted, then no further action is required. The intent of the report
is not to categorically declare that certain data is good or bad, but rather to serve as a tool to
assist states in conducting quality control checks on their data.

The following validation rules are used to categorize data in Geophone reports:

e Green: The phone number is good, the name matches on provider name, group name,
or facility, and the address.

e Blue: a) Name does not match. b) Street address, city, state, and zip all match.

¢ Yellow: Neutral. Geophone has no data.

e Orange: a) Name does not match. b) Street address, city, state, or zip matches.

e Red: a) The phone number is invalid and the line of data is rejected or b) No name or
geographical information.

A Geophone report is associated with a single data submission file. The report includes two
tabs, a summary tab and a raw results tab:

e Summary: The summary tab (shown in Figure 16) includes a breakdown of how all data
rows, for both good and suspect data, were categorized as well as the rules used to
categorize the data. Data categorized as blue or green is considered to have a high
probability of being able to connect a Medicaid or CHIP family to a specific dental
provider. Data categorized as orange or red is considered to have a high probability of
being invalid (i.e., unable to connect a Medicaid or CHIP family to a dental provider).
Data categorized as yellow is data which cannot be verified (i.e., Geophone has no data
against which to validate state data or the numbers were unlisted).

IKN GeoPhone Data Quality Details

InsureKidsNow.gov
File Sumission ID 3129
Color Rating Count of Rows

% of Total Rows

359 61.79%

105 18.07%

106 18.24%

1 1.89%

Total 581 100.00%

Geophone Rules for Flagged Data Reports

Green: The phone number is good, the name matches on
provider name, group name, or facility, and the address

Blue : a) Name does not match. b) Street address, city, state,
and zip all match.

Yellow: Neutral. Geophone has no data.

Orange: a) Name does not match. b) Street address, city,
state, or zip matches.

Red: a) The phone number is invalid and the line of data is
rejected or b) No name or geographical information

Figure 16: Geophone Report: Summary Tab
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e Raw Results: The raw results tab (shown in Figure 17) includes data submitted by the
state and data supplied by Geophone. Data to the left of the black dividing line is the
data submitted by the state, while data to the right is the Geophone data against which
the state data was compared. The raw results tab does not include data verified as good
data. This tab only includes data rows for suspect data (i.e., color rated as orange or
red).

)

rptIKN_Geophone_Data_Quality_Detail[1].xls [Protected View] - Microsoft Excel

Home Insert Page Layout Formulas Data Review Wiew Team

o @ o @ =

0 Protected View This file originated from an Internet location and might be unsafe. Click for more details.

Enable Editing

Al - IKN GeoPhone Data Quality Details ~
InsureKidsNow.gov =
B B 5] [ E F & I J I K I L T il | P .
IKN GeoPhone Data Quality Details
N InsureKidsNow.gov
D it g eop Phone A Provid oup P P a a P od o Pho o
D SSI0 ate R be ed e AbD
i 1D Abb o pe Address
3129|AK Red 907-522-0068 |No_Matc|Contactis [N No name RICHARD L DAY |No name 10998 ANCHORAGE |AK 99515~ DAY RICHARD L
null provided DDS APC provided OMALLEY 3069
CENTRE DR
3 STEA
3129 |AK Red 907-694-8234 [No_Matc|Contactis |N Mo name |Eagle Summit Mo name 10928 Eagle |Eagle River AK 99577- FULLER MICHAE]
h null provided Dental Group provided River Rd Ste 8080
4 240
3129 |AK Red 907-694-8234 [No_Matc|Contactis |N Mo name Eagle Summit Mo name 10928 Eagle |[Eagle River AK 99577- LAND ALFRED M
h null provided Dental Group provided River Rd Ste 8080
5] 240
3129 |AK Red 907-694-8234 ([No_Matc|Contactis [N MNo name Eagle Summit Noname 10928 Eagle [Eagle River AK 99577- SANDERS MICHA _
null provided Dental Group provided River Rd Ste 8080 1
[ 240
23129|AK Red 503-404-2417 |No_Matc|Contactis |N No name UNIVERSITY No name 31818W Portland OR 97229~ OREGON HEALT!
h null provided PROFESSIONAL  |provided Sam 3011 SCIENCE UNIVEI
SVCS Jackson OHSUHEALTH S
Park Rd BILLING-QOHSU M
7 GROUP
3129|AK Red 503-494-8417 |No_Matc|Contactis [N No name UNIVERSITY No name 3181 5W Portland OR 97239 OREGON HEALTI
null provided PROFESSIONAL  |provided Sam 3011 SCIENCE UNIVEI
SVCs Jackson OHSU HEALTH
a Park Rd MEDICAL GROUF
3129|AK Red 360-533-7735 [No_Matc|Contactis |N BACHE, Mo name provided |No name 19446 Shore|Thorne Bay AK 99919 BACHE FRED DD
El h null FRED J provided Line Dr
3129 |AK Red 210-224-4026 |[No_Matc|Contactis |N WHITLEY, Mo name provided |No name 2206 E San Antonio  [TX 78203~ WHITLEY JOEBL
h null JOEB provided Commerce 1902 DDS
0 St
3129 |AK Red 907-522-1567 |[No_Matc|Contactis |N ENGIBOUS, |No name provided |No name 330 E Tudor [Anchorage AK 99503~ ENGIBOUS PAUL
il h null PAUL J provided Rd 7369
3129 |AK Red 907-522-1567 |[No_Matc|Contactis [N ENGIBOUS, |No name provided [No name 330 E Tudor (Anchorage AK 99503~ PEDIATRIC DENT
12 h null PAULJ provided Rd 7369 ASSOCIATES
3129 |AK Red 503-418-5339 [No_Matc|Contactis [N LAX, PETER |Mo name provided [No name 707 SW Portland OR 97238- OR HLTH SCIENC
13 null provided Gaines St 2901
3129 |AK Red 907-563-3011 [No_Matc|Contactis [N MNo name ALASKA DENTAL |Noname 9170 Jewel [Anchorage AK [99502- DENTAL ALASKA
null provided QOUTREACH provided Lake Rd Ste 5390
i) CNSRTM 203
23129|AK Red 503-404-2417 |No_Matc|Contactis |N No name UNIVERSITY No name 31818W Portland OR 97229~ OREGON HEALTH
h null provided PROFESSIONAL  |provided Sam M SCIENCE UNIVEF
SVCS Jackson OHSUHEALTH S
Park Rd BILLING-QOHSU M
" GROUP
3129|AK Red 503-494-8417 |No_Matc|Contactis [N No name UNIVERSITY No name 3181 5W Portland OR 97239 OREGON HEALTH
null provided PROFESSIONAL  |provided Sam 3011 SCIENCE UNIVEF
SVCs Jackson OHSUHEALTH &
B Park Rd MEDICAL GROUF
3129|AK Red 206-543-5800 |No_Matc|Contactis (N No name UNIVERSITY OF  |No name 6222 NE SEATTLE WA 98115- UOFWASHINGTO w
M 4 » ¥ | rptIKN_Geophone_Data_Quality_De Kl [ | »
Ready | |@EI 70% (=} ) {+)

Figure 17: Geophone Report: Raw Results

Once users have reviewed the Geophone report, they have the option of either correcting
suspect data and resubmitting the file or using the online editing feature in the IKN Data
Management site to correct the data. If the user chooses not to correct the data, the same
potential errors will be reported with each submission. Data in the raw results tab is not
unique. If the Geophone data contained more than one provider name for a phone number, it
would report each line of the Geophone data with each provider the state submitted for that
phone number.
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APPENDIX A: Entry of Group Practice and Federally Qualified
Health Centers Provider Data

Many Federally Qualified Health Centers (FQHC) provide dental services through contracts with
local private practices. Some contracted oral health providers supplying these services may not
want their practice information listed on IKN. If the billing is done through the FQHC’s National
Provider Identifier (NPI), the user does not have to provide the name and address of individual
oral health providers that are seeing clients through contracts with FQHCs. Instead, when
providing information for FQHCs, the user should separately list the addresses of all clinic
locations that provide oral health services. For entries identified as an FQHC, IKN will only list
the name, address, and phone number but not the provider's name.

If the data include group practices, please identify each member of the practice with the
applicable NPI, if possible. If providers who are members of a group practice do not wish to
have their individual names listed on the website, the user may submit one record for each
location where members of a group practice see patients, using only the group practice name
for the listing. The user should include a unique identifier for these practices just as they would
when identifying an FQHC. As with FQHCs, this identifier should NOT be the NPI for an
individual.

Do not put group practice or facility names in the columns reserved for names of individuals.
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APPENDIX B: Format for Text Data File Submission

Based on feedback from state health officials during the initial data submission process, the data
submission format accommodates states that use managed care plans. The format allows state health
officials to submit provider information specific to a health plan, which allows for more accurate
information for the public. For example, if a provider accepts new patients under one health plan but
not the other, this will be reflected in the data.

State health officials submit multiple records (potentially in multiple files, one for each health plan) for
a given provider. Each record should be a unique combination of:

e Provider (individual, group practice, or facility)
e “Benefit Plan” or “Coverage Plan”, which is a combination of:

0 Program name, and

0 Health plan name under that program, or “Fee for Service,” if applicable
e Service Location

NOTE: There is no specific data element named “Benefit Plan” or “Coverage Plan”. This is something
that is created from the combined values in the Program_Name and Health_Plan_Name fields.

All fields listed in Table 5 must be included as column headers in all file submissions, even if the
columns contain no data. Every file should have 27 column headers total.

The data submission file is a text file. Each data value should be vertical pipe ( | ) delimited. (The pipe
symbol separates the fields.) This file (or files) contains the data elements in the required order as
described in Figure 18. The user may submit more than one file (e.g., one for Medicaid and one for
CHIP, or one for each health plan the user’s state offers) but please clearly identify them.

Include the pipe-delimited list of field names (see Figure 18) in the first line of each data file as this will
be used to validate the submission. If the user submits a file where one or more of the optional fields
is not included, please either omit that field from the file header or use the instructions below
regarding how to “skip” a value. In either case, the field layout in the file’s header must exactly match
the layout in the data records.

In the data records themselves, for values left blank, two pipes will be together with nothing in
between. Figure 18 shows the first few data fields of the first two lines in a data file.

Provider_ID|Prov_Aff|First_Nm|Middle_Nm|Last_Nm|Fac_Nm|Phy_Street_Addr|City]..
12345 |FQHC|John| |Smith|Family Dentistry|123 Elm Street|Topeka]..

Figure 18: Example of Provider Data File
Note that John Smith has no middle name, but the position is maintained by the two pipes with
nothing in between. Some data elements are optional. An entry may remain blank if there is no
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content for these data elements. For fields that allow for multiple entries within them (e.g., Language),
please use a comma (,) to separate the multiple entries (e.g., ...|Spanish, Chinese]...).

The file must identify distinct providers. IKN prefers the National Provider Identification number, but
another identifier is acceptable so long as it is “persistent” (i.e., does not change over time), unique to
a provider, and used consistently through all data submitted by the state and its managed care
contractors. In cases where only a group practice or facility (e.g., health center) is represented, use the
identifier for the practice or facility rather than an identifier for a particular individual.

The file must include a record for each distinct physical location at which a provider practices. Below
are some provider and location scenarios and the expected data records:

® One Provider in One Plan at One Location: If a provider has one location and sees patients only
from one coverage plan, then submit a single complete record for that provider.

* One Provider in One Plan at Multiple Locations: If a provider sees patients from a single
coverage plan, but has multiple locations (e.g., three), then submit three complete records for
that provider.

¢ One Provider in Multiple Plans at One Location: If a provider sees patients from more than one
plan, but does so at a single location, then submit one complete record for each plan in which
the provider participates.

¢ One Provider, Multiple Plans, at Multiple Locations: If a provider participates in more than one
plan, and sees patients in those plans at more than one location, then submit one complete
record for each combination of provider, plan, and location. NOTE: Not all providers see
patients from each plan in which they participate at every location where the provider sees
patients.

¢ Practice with More than One Provider and One Location: If a practice has two providers at a
single location, submit two complete records (i.e., one for each provider) if the providers are
willing to be listed. Otherwise, submit a single record for the group practice as an entity, but no
details on the individual providers in the practice.

¢ Practice with More than One Provider and Multiple Locations: If a practice has two providers
and multiple locations, then submit a complete record for each provider associated with each
location at which that provider practices.

Please refer to Appendix A, Entry of Federally Qualified Health Centers and Group Practice Provider
Data for special instructions for handing FQHC data.
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Comments

Description

Required

Test / Validation Plan

Provider_ID Unique Required Must be unique to a provider in your state. Test for length.
Provider Test for non-numeric characters which is
Identifier For individual providers, the National Provider possible if the ID is not the NPI.
Identifier (NPI) is preferred, but IKN will accept an Test for duplication (i.e., does a given
alternate (e.g., State Medicaid Provider ID) as long number appear in conjunction with
as it is used for ALL submitted files from your state multiple names? The number should be
and any contractor organizations. unique as a combination of Provider,
“Coverage Plan” and Service Location.)
For group practices and health centers, please Format: Does the data conform to the
include an alternate ID that uniquely identifies the format for an NPI? (See
practice or facility. http://www.cms.hhs.gov/NationalProvide
ntStand/Downloads/npifinalrule.pdf).
IKN will not display this data element, but it may be Failure to meet this standard triggers a
used for “behind-the-scenes” activities such as data manual scrutiny of the data.
cleansing and statistics. Column name must be present in file
header.
Prov_Aff Provider Optional Select one or more of the two-letter codes from the Validate against the list of accepted values
Affiliation following list: provided in the Comments column.

PP = Private Practice

CHC = Community Health Center

FQHC = Federally Qualified Health Center

HD = Health Department

OTH = Other

NOTE: Use a comma (,) to separate multiple entries

Codes are preferred to text.

Use as many values as apply to the
specific location.

The list of accepted values is likely to
change over time.

Column name must be present in file
header.

Data may be blank on individual data
lines.
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Data Element Name

Description

Required

Comments

Test / Validation Plan

First_Nm Provider First Required, if | Refer to Group Practice / FQHC exception specified If present, Last_Nm must also contain a
Name applicable in Appendix A. value.
No numbers or punctuation except
(Must be Please do not enter special symbols or middle name hyphens.
present in for this field. Column name must be present in file
file header; header.
may be Data may be blank on individual data
blank on lines.
individual
data lines)
Middle_Nm Provider Optional Refer to Group Practice / FQHC exception specified No numbers or punctuation except
Middle Name in Appendix A. hyphens and periods for initials.
Column name must be present in file
header.
Data may be blank on individual data
lines.
Last_Nm Provider Last Required, if | Refer to Group Practice / FQHC exception specified If present, First_Nm must also contain a
Name applicable in Appendix A. value.
If missing, either Grp_Prac_Nm or Fac_Nm
(Must be must have a value.
present in No numbers
file header; No punctuation except for comma,
may be apostrophe, period, or hyphen.
blank on If commas or periods are present, must
individual contain “Jr.”, “Sr.”, etc.
data lines) No credentials (e.g., “DDS”, “MD”, etc.)

No group practice names or facility
names.

Column name must be present in file
header.

Data may be blank on individual data
lines.
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Data Element Name @ Description Required Comments Test / Validation Plan
Grp_Prac_Nm Group Practice | Required, if | Only if applicable. e No facility names.
Name applicable e If blank/empty, either individual name or
facility name must have a value.
(Must be e Column name must be present in file
present in header
file header; e Data may be blank on individual data
may be lines.
blank on ¢ Double quotes and special characters like
individual ', \', ;" are not allowed.
data lines)
Fac_Nm Facility Name Required, if | Applies in cases where the practice location is e No group practice names.
applicable associated with or contained in a facility such as a ¢ If blank/empty, either individual name or
hospital, school, or community health center. group practice name must have a value.
(Must be e Column name must be present in file
present in header.
file header; e  Data may be blank on individual data
may be lines.
blank on ¢ Double Quotes and special characters like
individual /', \, ;" are not allowed.
data lines)
Lang_Spoken Languages Optional Only enter languages other than English that are e Will be standardized to match the list.
Spoken spoken at the facility. A blank entry indicates that e Must use commas as the delimiter. No
only English is spoken. other punctuation will be recognized as a
delimiter.
NOTE: Use a comma (,) to separate multiple entries. | ®  No numbers.
e “All” and “Other” will be removed.
e Special instructions (e.g. “Translator
required” may be removed.)
e Column name must be present in file
header
e Data may be blank on individual data
lines.
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Data Element Name

Description

Required

Comments

Test / Validation Plan

Specialty Provider Required Select one or more from the following list: All submitted values will be standardized
Specialty to match the list.
e Endodontics Must use commas as the delimiter. No
e General Dentistry other punctuation will be recognized as a
e Oral and Maxillofacial Surgery delimiter.
¢ Orthodontics and Dentofacial Orthopedics Specialties not in the list will be stripped
e Pediatric Dentistry from the content.
Column name must be present in file
NOTE: Use a comma (,) to separate multiple entries. header.
Website Website Optional Provider’s website, if any. Column name must be present in file
address of header.
provider Sites will be checked to ensure the url is associated Data may be blank on individual data
with a functioning site and that the site includes lines.
content related to dentistry. If not null, validate the applicability of the
result page against dentistry (i.e., dds,
dentist, dental, chip, medicaid, kids,
health, smile, orthodontic, pediatric, oral,
dentistry, llc, orthopedics, maxillofacial,
dentofacial, periodontics, and
prosthodontics.)
Program_Type Type of Required Select from: Column name must be present in file
Program e  CHIP (i.e., CHIP Standalone/Separate) header.

¢ Medicaid (i.e., Medicaid or Medicaid Expansion)
e Both

Must be CHIP, Medicaid, or Both.

“Both” can be used when a given listing
would be identical in all other respects
(including Program Name and Health Plan
Name), to eliminate duplication.
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Data Element Name @ Description Required Comments Test / Validation Plan

Program_Name Name of Required The name by which a Medicaid or CHIP program is Validate quarterly data submissions
Program known to beneficiaries (e.g., TennCare, Kids First, against Program and Health Plan name

(Must be Medicaid, CHIP, etc.) This is the “brand name” that combinations identified on
present in beneficiaries would see on their membership card. “Program/Health Plan Name Validation”
file header; | When used in combination with the page in IKN Data Management Website.
may be Health_Plan_Name, this uniquely identifies a Column name must be present in file
blank on specific coverage plan in which beneficiaries might header.
individual be enrolled. The Program Name plus Health Plan Avoid using the same name for both the
data lines) Name combined is the coverage plan or benefit plan Program Name and the Health Plan Name.

which families use to search for providers on the

public IKN Website.

Avoid using the same value for both Program Name

and Health Plan Name. For example, filling each

value with “Medicaid” would result in a listing

labeled “Medicaid Medicaid”.

Health_Plan_Name | Name of entity | Required, if | The name of a Health Plan, if any, that is operated Validate quarterly data submissions
providing applicable under the program listed in Program_Name. This is against Program and Health Plan name
coverage the second part of the “brand name”. When used in combinations identified on

(Must be combination with the Program_Name, this uniquely “Program/Health Plan Name Validation”
present in identifies a specific coverage plan in which page in IKN Data Management Website.
file header; | beneficiaries might be enrolled. The Program Name Column name must be present in file
may be plus Health Plan Name combined is the coverage header
blank on plan or benefit plan which families use to search for Data may be blank on individual data
individual providers on the public IKN Website. lines.
data lines) Avoid using the same name for both the
Avoid using the same value for both Program Name Program Name and the Health Plan Name.
and Health Plan Name. For example, filling each
value with “Medicaid” would result in a listing
labeled “Medicaid Medicaid”.
Must match Health Plan name listed on
“Program/Health Plan Name Validation” on IKN
Data Management Website to prevent duplication.

December 7, 2013

-35-

Provider Data Submission Technical Information




Insure Kids Now

Data Element Name

Description

Required

Comments

Test / Validation Plan

Phy_Street_Addr Provider Required Physical location (i.e., street address) where services Should be the actual practice location, not
Physical Site are provided. Please include Floor Number and a billing office.
Street Address Room Number, where applicable. Will be standardized using bulk mailing
support software and data.
Mailing addresses such as P.O. Box or Rural Route P.O. Box/Drawer will be rejected.
information will be rejected. This information will Column name must be present in file
be used to display the practice location on a map, header.
and to provide routing instructions to patients.
Mailing addresses such as P.O. boxes or rural route
numbers cannot be used for this purpose.
City Provider City Required City or town in which the provider/practice is U.S. addresses will be standardized using
located. bulk mailing support software and data
(e.g. “Balto” would be replaced with
“Baltimore” for an address in Baltimore,
MD.)
Must agree with the indicated State and
ZIP code.
Must not contain state abbreviation as
part of the city name.
Column name must be present in file
header.
State_Abbr Provider State | Required Two character postal abbreviation. Must be a valid two-character USPS state

or territory postal abbreviation, or a
standard Canadian provincial
abbreviation.

Column name must be present in file
header.
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Data Element Name @ Description Required Comments Test / Validation Plan
ZIP Provider ZIP Required 99999-9999 (last four digits optional) for U.S. e Column name must be present in file
Code (see NOTE addresses header.
following e Where the State_Abbr is in the U.S. or its
table) or territories, or where it is NULL:
0 Only numeric characters and,

(Must be Letter-number-letter number-letter-number for optionally, a hyphen between the
present in Canadian Postal Codes (e.g., XOX 0X0) fifth and sixth digits if the total length
file header; is more than 5 characters.
may be 0 After any non-numeric characters
blank on have been removed, value must be
individual exactly five or exactly nine characters
data lines) in length.

0 Six character input (i.e., five digits and
a trailing hyphen) are acceptable. The
hyphen will be removed during
processing.

0 Will be standardized using bulk
mailing support software and data.

e Where the State_Abbr is a Canadian

Province:

0 Must be 6 alphanumeric characters,
optionally separated into two groups
of three characters with a space.

0 Must be in the proper format for, and
meet the validation rules for,
Canadian Postal Codes (see
http://www.infinitegravity.ca/postalc
odeformat.htm for a description of
the format and validation.)
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Data Element Name @ Description Required Comments Test / Validation Plan
Phone_Num Phone Number | Required 999-999-9999 x999 (extension optional) e Contains only digits and, optionally,
standard telephone number punctuation/
Phone number must be in service. formatting.
e Minimum of ten digit-only characters after
Phone number verification will be checked using all non-numeric characters have been
geophone system. removed.

e Inputs whose length exceeds ten
characters after non-numeric characters
have been removed will display any
remaining digits as extensions.

e Valid with geophone system, otherwise,
feedback to data owner.

e Column name must be present in file
header.

FAX_Num FAX Number Optional 999-999-9999 x999 (extension optional) e  Contains only digits and, optionally,
standard telephone number punctuation/
formatting.

e Minimum of ten digit-only characters after
all non-numeric characters have been
removed.

e Inputs whose length exceeds ten
characters after non-numeric characters
have been removed will display any
remaining digits as extensions.

e Column name must be present in file
header.

e Data may be blank on individual data
lines.

New_Patients Accepts New Required Enter Y, N, or U. e Column name must be present in file

Patients header.

e Data cannot be blank on individual data
lines.

e 'Y'for yes, 'N' for no, or 'U' for unknown
are valid values.
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Data Element Name @ Description Required Comments Test / Validation Plan
Special_Needs Can Required EnterY, N, or U. Column name must be present in file
Accommodate header.
Special Needs Note: The data will be displayed along with a 'Y' for yes, 'N' for no, or 'U' for unknown
notation that the provider should be contacted for are valid values.
details in cases where the indicator is 'Y'.
Active_Ind Active Status Required Enter the provider’s status as of the date of the Column name must be present in file
update. Use 'Y' to indicate that the provider is header.
(Must be currently active and 'N' if inactive. Only active Data may be blank on individual data
present in providers will be displayed on the national provider lines.
file header; | locator website. 'Y' for active or 'N' for inactive are valid
may be values.
blank on Note: If a given provider will remain inactive for the If not supplied, the assumption is that the
individual entire reporting cycle, they do not need to be provider is active in the indicated
data lines) included. coverage plan at the indicated practice
location. However, 'Y' will not be entered
in the data, so searches that explicitly
include this term will not select records
where the value is blank.
Central_ Central Optional Enter Y, N, or U. Column name must be present in file
appointment_line Appointment header.
Line Use 'Y' to indicate that the phone number is a 'Y, 'N', or 'U' are valid values.

centralized billing or appointment line that serves
multiple providers and 'N' if it is not. Use 'U" if it is
unknown.
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Data Element Name

Description

Required

Comments

Test / Validation Plan

License_Num Dental License | Optional Data must be entered as text. Column name must be present in file
Number header.
(However, Must be unique to a specific provider. May contain letters and numbers.
states must No punctuation.
submit data No credentials (i.e., DDS, MD, etc.)
either in this
field OR in
the
Provider_ID
field)
Services_Mobility Facility Can Required Enter Y, N, or U. Column name must be present in file
Provide header.
Services for Use 'Y' to indicate that the facility is equipped to 'Y' for yes, 'N' for no, or 'U' for unknown
Children with provide dental services for children who have are valid values.
Mobility mobility limitations such as those who use a
Limitations wheelchair and 'N' if it is not. Use 'U' if it is
unknown.
Note: The data will be displayed along with a
notation that the provider should be contacted for
details in cases where the indicator is 'Y'.
Sedation Facility Can Required Enter Y, N, or U. Column name must be present in file
Provide header.
Sedation for Use 'Y' to indicate that the facility can provide "Y' for yes, 'N' for no, or 'U' for unknown
Children with sedation if needed by children with complex medical are valid values.
Complex or behavioral conditions and 'N' if it cannot. Use 'U’
Medical or if it is unknown.
Behavioral
Conditions Note: The data will be displayed along with a

notation that the provider should be contacted for
details in cases where the indicator is 'Y'.
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Data Element Name @ Description Required Comments Test / Validation Plan
Services_lIntellectual | Facility Can Required Enter Y, N, or U. e Column name must be present in file
_Disability Provide header.

Services for Use 'Y' to indicate that the facility can provide e 'Y'for yes, 'N' for no, or 'U' for unknown

Children Who services for children who may have difficulty are valid values.

May Have communicating or cooperating such as those with

Difficulty autism, mental retardation, or intellectual disability

Communicatin and 'N' if it cannot. Use 'U' if it is unknown.

gor

Cooperating Note: The data will be displayed along with a

Such as Those notation that the provider should be contacted for

with Autism, details in cases where the indicator is 'Y'.

Mental

Retardation, or

Intellectual

Disability

NOTE: The purpose of these data is to help beneficiaries (prospective patients) locate dental health care providers that accept the beneficiaries’ coverage. It is
important to know where the provider practices in order to do so, and a means for the beneficiary to contact the provider to obtain more information.
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APPENDIX C: Configuring the Insure Kids Now Data Submission
Client Tool

This appendix describes the Windows-compatible data upload client tool® available at
http://ikndata.insurekidsnow.gov/clienttool/. The tool has a simple configuration interface that collects
the user ID, password, location and name of the file to upload. It uses that information to establish the
connection to the service and upload the designated file.

The following notes describe unique requirements for the IKN Data Submission Client Tool:

1. Once the tool has been configured, the tool may be used to either manually select and upload a
file, or set it on a schedule to run automatically. The tool does not automatically schedule itself
to run.

2. Each user ID (username) is associated with only one State. If the user prepares data for several
states (e.g., if the user is part of a managed care organization contracted to several states), the
user must have a separate ID for each state for which they are submitting data. Data cannot be
submitted for one state using an ID associated with another state.

3. The user may use each user ID to submit provider data for CHIP, Medicaid, or both programs.
However, the client tool configuration must match what is in the master user list in the
submission tool. The table below includes the permitted combinations. Combinations marked
OK © will work while combinations marked Fail @ will fail.

Receiver CHIP Medicaid Both
Setting 2>
Client setting
CHIP OK® Fail ® OK®
Medicaid Fail ® OK® OK®
Both Fail ® Fail ® OK©®

The tool comes pre-configured with the information needed to connect to the IKN data receiver
service. Do not change this part of the configuration in any way.

To obtain and install the tool:

1. Download and save the IKN Client Tool setup from
http://ikndata.insurekidsnow.gov/clienttool/.

3 At this time, the IKN Client Tool has been developed using the Microsoft .NET platform. If the user’s organization uses
something other than Windows, they will not be able to use this version of the tool.
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2. Unzip the downloaded file into a folder on a computer. This can be either an individual
workstation or a Windows file server.

3. Run the setup.exe program to install the IKN Client Tool.

C.1 Configuring the IKN Client Tool (First Time Use)

1. Open the IKN Client Tool by choosing [Insure Kids Now -> IKN Data Submission Client] from the
Start -> Programs menu. Figure 19 shows the IKN Data Uploader Configuration window that is
displayed.

IKN - Data File Upload utility Configuration

Help

IKN Data Uploader Configuration

| zermarne: |

Password:

Canfirn Paszword:

Diefault State; Alabarna I

Pragran: Both CHIF And Medicaid w

File To Upload: awhScratch work spacehEN_CHIP_bS txt

[ Save Configuration Settings l [ Cancel l

Figure 19: IKN Data Uploader Configuration Window

2. On the IKN Data Uploader Configuration window, set the initial user ID, in the username field,
and password information to be used for submissions. This step does not need to be repeated
unless the user needs to update or change this information.

3. Select the state for the provider list to be uploaded.
4. Select the program type for the provider list to be uploaded.

5. Indicate the file to be uploaded by clicking “Browse” and navigating to the folder that contains
the file. Then select the file to upload. The tool enforces the following restrictions:
a. The upload file must already exist. The tool will not allow the user to enter the name of
a non-existent file.
b. The tool only allows text files with names ending in .TXT.
c. The tool will use the same folder and file name for each upload, unless the user changes
the setting prior to uploading.
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6. Click the “Save Configuration Settings” button to save the settings. The user can now use the

C.2

IKN Client Tool to submit data. Alternatively, click the "Cancel" button to close the
configuration form without saving any changes. Note: The tool will not upload data until all
configuration settings are supplied. In addition, the IKN Client Tool does not require
configuration changes from one upload to the next unless the user needs to change one or
more of the pieces of information entered in Steps 2-5 above.

The IKN Data Uploader Configuration window closes, and the IKN Data File Uploader window is
displayed. The IKN Data File Uploader window is shown in Figure 20.

IKN - Data File Upload Utility

Settings  Help

IKN Data File Uploader

@
State | T |
Program lMedicaid V

File CAInzure Kids MowhScratch wnrkspace\lKN_EHlF’_”; “

Upload Fie | [ e |

initialized

Figure 20: IKN Data File Uploader Window

Manually Submitting a File

User may also submit files manually using the IKN Client Tool. Users would use the following steps to
manually submit a file.

1.

If it is not already open, open the IKN Client Tool by choosing [Insure Kids Now -> IKN Data
Submission Client] from the Start -> Programs menu. The IKN Data File Uploader window is
displayed.

The previously-saved State and Program information are displayed, along with the name of the
file to be uploaded. You can change them here, but the changes are not saved permanently to
the tool’s configuration settings. To make the changes permanent, use the “Settings” option on
the tool’s menu to re-open the IKN Data Uploader Configuration window.

December 7, 2013 -44 - Provider Data Submission Technical Information



Insure Kids Now

3. Select a file to upload, if the user plans to upload something other than the already-specified
file. If the file specified is not found, the tool displays an error message as shown in Figure 21.

Required Input Errors

L] E The data file is nok Found; please verify the file directory and name,
L3

Figure 21: "File Not Found" Error Message Box

(After uploading a file, the tool automatically moves it to a folder named “processedFiles”
underneath the folder where the uploaded file was located. The file name is also changed to
include the date and time that it was uploaded. This is a safeguard, intended to help prevent
accidental submission of the same file more than once.)

4. On the IKN Data File Uploader window, click the “Upload file” button to send the file. The tool
displays a confirmation dialog, as shown in Figure 22, before actually transmitting the file. The
user must click the "OK" button in the Confirmation Dialog box in order for the file to be
uploaded. If the user wishes to stop the upload, then the user should select the "Cancel" button
in the Confirmation Dialog Box.

Selection Confirmation

P} You selected to upload the provider data file C:\Insure Kids Now\Scratch workspace|IKM_MEDICAID_HIkxt ko replace Medicaid data For Hawaii; please click OK to continue,
\-':/ or Cancel to stop;

[ [l |[ Cancel ]

Figure 22: Confirmation Dialog Box Displayed Before an Upload
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5. When the upload is completed, the tool will display a message like the one shown on the status
line of the IKN Data File Uploader window (Figure 23).

IKN - Data File Upload Utility

Settings  Help

IKN Data File Uploader

@
State | Hawaii - !
Program |Medicaid vl "'
File A0 HI b | Browse _

[ Upload File | [ e |

File uploaded successFully

Figure 23: IKN Data File Uploader Window with Successful Upload Message

6. If the user is submitting more than one file (e.g., one file for each program or for a collection of
health plans), repeat Steps 3 through 5 for each file being submitted.

7. When the user is finished, close the tool by clicking on the "Exit" button.

The IKN Client Tool will not work if a user's username, password, state, or program is incorrect in the
IKN Upload Tool's system user data. If the entered username or password does not match what is on
file in the upload system user data, the IKN Client Tool displays an Error window, which notes that
authentication failed. This Error window is shown in Figure 24.

Upload Error

e Authentication Failed. {Code: 1005)

Figure 24: Error Window for Invalid Username or Password
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Similarly, if the state and program type do not match the registration information, the IKN Client Tool
displays an Error window, which indicates the user does not have privileges to upload files for the
selected state and insurance program combination. This Error window is shown in .

Upload Error.

Figure 25: Error Window for Invalid State and Insurance Program Combination

Use the “Settings” option on the IKN Data File Uploader window to open the IKN Data Uploader
Configuration window, verify that the user has the correct information saved, and re-try the
submission.

C.3 Submitting a File Automatically

Users may also configure the Windows Scheduler to automatically submit a file by using the following
steps.

1. Create the file, ensuring that the name and location of the file match what is already stored in
the IKN Client Tool configuration information.

2. Open the Windows Scheduler by clicking Start -> Settings -> Control Panel. Double-click on the
Scheduled Tasks applet in the Control Panel top and start the process of creating a new task.

3. Double-click “Add Scheduled Task”, which starts the Scheduled Task Wizard. The starting screen
of the Schedule Task Wizard is shown in Figure 26. Select the "Next" button.

Scheduled Task Wizard 3

This wizard helps you schedule a task for Windows
to perform.

' ou select the program you want *Windows to run,
and then schedule it for a convenient time.

Click Mext ta continue.

[ Meut> |’ Cancel

Figure 26: Schedule Task Wizard - Starting Screen
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4. Click the “Browse” button and navigate to the folder where the data submission client is
installed. By default, this is Program Files -> CMS -> IKN Data Uploader. Choose the file named

"IKNClient.exe".

5. Enter a name for the task. "IKN Data Submission Client" is the suggested name. Choose the
scheduling option that corresponds to the intended data generation and submission frequency.
The Scheduled Task Wizard's task naming and frequency setting screen is shown in Figure 27.

Scheduled Task Wizard

Type a name for this tagk. The tagk name can be
the zame name as the program name.

[IKM Data Submission Client

Perfarm this task:

O Daily

(O wWeekly

(D Morthly

() Ore time anly

(1 when my computer starts
(O 'wWhen | log on

X

Figure 27: Scheduled Task Wizard - Frequency Setting Screen

6. Set the time the data should be submitted and select whether the task will be performed every
day, only on week days, or on every specified day (i.e., every 3 days). The user must also enter

a start date for this task.

December 7, 2013

Scheduled Task Wizard

Select the time and day vou want this task to start,
Start tirme:

10{IE Phd s

Performm this task:

(&) Every Day
(O Weekdaps

Otmy [1]

Start date:

Fa2mn v

3

[ < Back ” Hext = l’ Cancel ]

-48 -

Figure 28: Scheduled Task Wizard - Time and Day Setting Screen
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7. Enter the necessary user information to allow the job to run. This is your Windows user
information for the computer on which the client is installed. Select the "Next" button to
continue. Figure 29 shows the Scheduled Task Wizard's screen for entering the user's name and
password. This name and password is not the same as the information entered for the IKN
Client Tool in the user ID and password for the data submission.

NOTE: If the local system security policies require a periodic password change, it will be
necessary to update this scheduled task at the same time or the scheduled task will not be able
to run, and the data will not be submitted.

Please consider establishing a separate user account with a permanent password for the
purposes of running the scheduled task. Consult with the organization’s network
administrators for further guidance.

Scheduled Task Wizard 3

Enter the name and password of & uger. The tagk will
run az if it were started by that user.

Enter the uzer name: || |

Enter the password: | |

Confirm pazsword: | |

If & pazsword iz not entered, scheduled tazks might
ok run.

Figure 29: Scheduled Task Wizard - Enter Name and Password Screen

December 7, 2013 -49 - Provider Data Submission Technical Information



Insure Kids Now

8. The Scheduled Task Wizard displays a summary of the scheduled job information after the
user's credentials have been entered. Figure 30 shows the Schedule Task Wizard's summary
screen. Click the checkbox to set the advanced properties of the task after selecting the "Finish"

button.

Scheduled Task Wizard f$__<

You have successfully zcheduled the following tazk:
IKM Data 5ubmission Clent

“Windows will perfarm this task:
Ab10:00 P every day, starting 343120010

Dpen advanced properties for thiz task when | click
I:|5Finish.

Click Finish to add this tazk to pour \Windows zchedule.

[ ¢ Back ” Finizh ][ Cancel ]

Figure 30: Scheduled Task Wizard - Task Summary Screen

Users must make a change to the default command line at this point.
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9. Inthe “Run” box, add a space after the command line then add the word “yes”, also in double
quotes. The final command line should look similar to the following:

"C:\Program Files\CMS\IKN Data Uploader\IKNClient.exe" "yes"

shows an example screen with this modified command line.

IKMClient

Task |Schedule Settings | Security

T WM DOWSAT azhsh EMClient job
S

B "C:\Program Files' uJ loadert KM Client. e ‘

Browsze...

|"E:\Pragram Files\CMSAKN Data Uploader” ‘

Start in:

Comments:

Fun as: | [ Set password...

[C] Run only if logged on
Enabled [scheduled task runs at specified time)

[ 0k H Cancel H Apply

Figure 31: Sample of Modified Command Line on Advanced Properties Screen

Users can also set other advanced properties for the task in this form, but those are beyond the
scope of this document.
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C.4 Guidance for using a tool downloaded before May 21, 2012

All inbound communications to HRSA networks must use Secure Socket Layers (SSL). As of May 21,
2012, the IKN Client Tool connections changed to comply with this policy.

If the user submits through the IKN Data Management Website and does not use the IKN Client Tool,
then the user does not need to make any changes.

If the user downloaded a version of the IKN Client Tool after May 21, 2012, then the user will not need
to follow the steps below. However, if you downloaded a version of the IKN Client Tool before May 21,
2012, then the user must reconfigure the IKN Client Tool as described in the following steps.

1. Figure 32 shows the default installation location of the tool on Windows XP: c:\Program files\
CMS\IKN Data Uploader.

2} IKM Data Uploader g@
o

File Edit Wiew Favorites Tools  Help

OBack M | 'ir /.- ) Search |~ Felders ] x n E'

Address ||5) C:\Program Files\CMSIIKN Data Uploader el ﬂ G

Folders x Mame Size | Tvpe Date ¥
=1 IZ) Program Files || [Dlogs File Folder Si18/z1
23 .NET Reflactor | Sldatnetfx.exe 22,960 KB Application 3431420
+ ) ActivIdentity T ikn.ico FeKE Icon 4/14201
# ) Adobe T IkNClient exe 368 KB Application 4/31201
+ 1) Alkiris é_}IKNCIient.exe.conFig 3KE ML Configuration File  5/16[20
+ ) Alkava | ,ﬂ logenet.dil 264 KB Application Extension  3/30/2(
# |03 Analog Devices ,ﬂ Microsoft \Web, Services2, dil 692 KB Application Extension  2/22/20
+ |2 Apple Software Update
#l | J) Arcials
# | 2) Belarc
# |) Bonjour
4 | ) Business Objects
H | )CA
+ |2y CCleaner
+ |2 CE Remate Toals
# |3 Cisco
# |2 Cikrix
=2y CM5
=l |2} IKM Data Uploader
1) logs
|2 ColorDetector100
# |2 Commaon Files Py
7 objects (Disk free space: 114 GB) 23.7 MB _J MMy Compuker

Figure 32: IKN Client Tool Installation Location (Windows XP)

Under this folder, there is a file named IKNClient.exe.config. Use a text editor, such as the
Notepad, to open this configuration file. To open the configuration file with Notepad, right click
on the file name and choose Notepad from the context menu as shown in Figure 33.
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Open
Edit
Analvze with Indibiang

a2 5plit with GSplit

Dpen With * %) Micrasoft Yisual Studio 2003
TextPad @ Microsaft Visual Studio 2005
B Scan For threats, ., o8 Microsoft Yisual Studio 2010
Wit @ Microsaft Yisual Studio Tools For Applications 2.0
inferge .
B add to archive. .. & Motepad
B add to "IkNClient.exe.rar B Textpad
B Compress and email. .. €9 alova xMLspy 2012
B Compress to "IKNClient.exe.rar" and email {.ﬂ EditPad Pro
Send To ¥ Choose Program...
Cut
Copy

Create Sharkouk
Delete
Rename

Properties

Figure 33: Opening the IKN Client Tool Configuration File with Notepad
2. Once opened, look for the following text:

<add key="URL" value="http://ikndata.insurekidsnow.gov/eis v2/ikneis/GisWs.asmx"/>

3. Change http://ikndata.insurekidsnow.gov/eis v2/ikneis/GisWs.asmx to

https://ikndata.insurekidsnow.gov/eis _v2/ikneis/GisWs.asmx.

4. Save the file and close Notepad.

After completing the above steps in Notepad, the user should test the IKN Client Tool by starting the
IKN Client Tool and verifying that the tool is now using a Secure Socket Layer (SSL) connection.
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APPENDIX D: Technical Reference for Creating a Custom Upload
Client

This appendix provides the technical information needed to design a data submission client tool, if the
user does not want to use the tool described in Appendix C. This is a guide for technical personnel with
at least intermediate computer programming skills and knowledge of web services (i.e., “service
oriented architecture”). It is not a teaching tool or a detailed “how-to” guide. The user must also adjust
the pseudo code for the development environment. The information is provided in

C-Sharp/Microsoft .NET format in the examples contained in the following steps.

1. Create the proxy by adding the Web reference to the Web service wsdl:

Location of the Web service: http://IKNData.insurekidsnow.gov/EIS_V2/IKNEIS/Gisws.asmx?
wsd|

Opening this address with a Web browser will publish the service’s capabilities and service
schema.

2. The service exposes a Web method, Execute, which takes XMLNode as a parameter and
returns the XMLNode as a response.

3. The following is the XML input schema for the service:
<!--Input Schema for IKN file uploads-->

<IKN version="1.0">
<header authMode="user">
<token></token>
<!--SHA1 hash (username(lowercase)*password(hashed)*timestamp) -->
<timestamp></timestamp>
<!--Time Stamp-->

<user name="" />

<!--TIKN UserName-->
</header>
<!--Add Input here-->
<uploads>

<upload>

<files>
<file id="" name="">

<!--id:UniqueIdentifier, name:name of the file-->
<lastModifiedDate></lastModifiedDate>
<!--Last Modified date of file-->
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<state code=""/>
<!--State Code (LookupState)-->
<insuranceProgram code="" />
<!--insuranceProgram (LookupInsuranceProgram)-->
<action>new</action>
</file>
</files>
</upload>
</uploads>
</IKN>

<!--The maximum allowed size of the file will be :20 MB-->

<!--The allowed Extension is .txt-->

4. The schema contains two elements: Header and Schema.

5. The Header element encapsulates authentication information. Additional information can be
exchanged in future via this element. Details of the authentication mechanism will be available
in the design document.

6. Header constitutes the nodes and attributes contained in Table 6.

Table 6 - Header Nodes and Attributes

Element/Attribute Purpose Associated Element
authMode Type of authentication. For IKN it should be header
‘user’
name UserName user
token Hash of token

Username(Lower)*PassWord *timestamp(lower)
using the SHA1 algorithm and converting to HEX
decimal value

The following pseudo code may be used to construct the Header:

using System;
using System.Data;
using System.Configuration;
using System.Collections;
using System.Web;
using System.Text;
using System.Web.Security;
using System.Security.Cryptography;
using System.Web.UI;
using System.Web.UI.WebControls;
using System.Web.UI.wWebControls.WebParts;
using System.Web.UI.HtmlControls;
using System.Security;
using Microsoft.Web.Services2.Attachments;
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private string GenerateUserAuthenticationHeader ()
{

string userName;

string password = "";

string hashvalue;

string strHeader = "";

DateTime date;

userName = ConfigurationManager.AppSettings["UserName"];

password ConfigurationManager.AppSettings["PassWord"]

password GetHash(password);

date = DateTime.Now;

hashvalue = GetHash(userName.ToLower() + "*" + password + "*" +
date.ToString().ToLower());

strHeader = ("<IKN version='1.0'><header authMode='user'><token>" +
hashvalue + "</token><timestamp>"+ date.ToString()+"</timestamp><user name='"
+ userName + "'/></header><!--Add Input here--></IKN>");

return strHeader.ToString();

}
private string GetHash(string source)
{
HashAlgorithm hashProvider = new SHA1Managed();
byte[] bytHash;
byte[] bytIn = Encoding.GetEncoding(1252).GetBytes(source);
bytHash = hashProvider.ComputeHash(bytIn);
string hex = BitConverter.ToString(bytHash);
return hex.Replace("-", "");
}

7. Create uploads XML node as per the input schema with values. Combine with header node to
form complete input schema xml.

8. Add the attachments to Web service using WSE 2.0. WSE 2.0 can be downloaded at

http://www.microsoft.com/downloads/details.aspx?familyid=fc5f06c5-821f-41d3-a4fe-
6c7b56423841&displaylang=en

9. The following pseudo code may be used for adding the attachments using WSE 2.0:
Attachment attachment = null;
if (Filel.PostedFile.FileName != "")
¢ attachment = new Attachment(Filel.PostedFile.ContentType,
Filel.PostedFile.InputStream);

attachment.Id = "215B4D7F-2456-4289-844F-6BC4DBFD8562";
objGISWSProxy.RequestSoapContext.Attachments.Add(attachment);

Note: The attachment ID should match with file ID in the input schema. This should be UIID.
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10. Errors related to individual requests will be communicated back to the calling system using the
following structure:

<GEMS version="1.0">

<header>
<!--required-->
<token></token>

<timestamp></timestamp>
<system id=""/>
<request id="" />
</header>
<applications>
<application>
<action>getAll</action>
<err id="" action="getAll"/>
<warning id="" action="getAll"/>
</application>
</applications>
<errMsgs>
<errMsg id="1">
<time></time>
<comment>Required parameter was not passed</comment>
<errCodes>
<errCode id=""></errCode>
</errCodes>
</errMsg>
</errMsgs>

</GEMS>

The above example shows the error message returned when the client system does not pass an
application ID, a required parameter, as a part of the request. An error identifier is embedded
in the parent of the <action> element. Using the error identifier, the client system can retrieve
and utilize the error details for display or logging purposes. Table 7 contains a list of error codes
associated with the IKN Submission schema.

Table 7 - Error Codes Associated with the IKN Submission Schema

Error Code Message

2001 File id is Invalid/Missing

2002 Filename is missing

2003 Invalid/Missing Insurance Program Code

2004 Invalid/Missing State Code

2005 Invalid/Missing Last Modified date

2006 Only text files can be uploaded.

2007 The maximum file size allowed is 20 MB.

2008 Attachments not Found.

2009 User does not have privileges to upload files for the State and
Insurance Program combination.

1000 Action Tag Missing Error
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IKN Error message Sample:
<errMsgs>
<errMsg id="1">
<time>3/29/2010 5:51:43 PM</time>
<comment>Please refer to the underlying error messages.</comment>

<errCodes>
<errCode id="2003">Invalid/Missing Insurance Program Code.</errCode>

<errCode 1d="2004">Invalid/Missing State Code.</errCode>
<errCode id="2009">User does not have privileges to upload files for the State
and Insurance Program combination.</errCode>
<errCode id="2008">Attachmnets not Found.</errCode>
</errCodes>
</errMsg>
</errMsgs>

When the upload is successful, it returns the file id and name for reference:
<uploads>
<upload>

<files>
<file 1d="215B4D7F-2456-4289-844F-6BC4DBFD8562"

</file>
</files>
</upload>
</uploads>

name="test.txt">
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