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Create an Account - Terms of Service (CATS)

OSES/DASSD
June 3, 2014

Text Size ®  Accessibility Help

ﬁflﬁ\ Social Security

W< The Official Website of the U.S. Social Security Administration

OMB Mo. 0960-0789
Create an Account Paperwork Reduction Act

Terms of Service Your privacy is important.
For details about our use of
your information, we encourage

You must be able to verify some information about yvourself and: you to read our Privacy Act
Statement.

- Have a valid E-mail address,

- Have a Social Security number,

- Have a U.S. mailing address, and

- Be at least 18 years of age.

You can only create an account using your own personal information and for your own exclusive use. You
cannot create an account on behalf of another person or using another person's information or identity,
even if you have that person's written permission.

For example, you cannot create an account for another person-

+ With whom you have a business relationship;
+ Forwhom you are a representative payee; or
+ Forwhom you are an appointed representative.

Only you can use the account that you create with us. You can never share the use of your account with
anyone else under any circumstances. You can never use another person's account.

What will we do with vour information?

We use the information you give us to verify your identity. We verify the information you give us against our
records. We also use Experian, an external authentication service provider, to help us verify your idenfity.
Experian verifies the information you give us against their records. We do not share your Social Security
number with Experian. Experian keeps your information only for the time period permitted by Federal laws,
Regulations, or guidelines. We use Experian's fraud prevention services to protect you from identity theft.

When we make a verification request to establish your account, Experian may use information from your
credit report to help verify your identity. As a result, you may see an entry called a “soft inquiry® on your
Experian credit report. This will show an inquiry by the Social Security Administration with our address and
the date of the request. Soft inquiries do not affect your credit score. and you do not incur any charges
related to them. Soft inquiries are displayed in the version of the credit profile viewable only fo consumers
and are not reported to lenders. The soft inquiry will not appear on your credit report from Equifax or
TransUnion, and will generally be removed from your Experian credit report after 25 months. Once you
have registered for an online account, you will not generate additional soft inquiries by logging in to access
our services.

What happens if you provide false information or misuse this service?

You may be subject to criminal or civil penalties, or both, if you provide false or misleading statements to
sign in or create an account or engage in unauthorized use of this service.

Who is responsible if the device vou are using is not adequately
safeguarded?

You accept that the responsibility to properly protect any information provided to you by Social Security is
yours and that you are the responsible party should any information on or from your computer or other
device be improperly disclosed. You agree that Social Security is not responsible for the improper
disclosure of any information that Social Security has provided to you, whether due to your own negligence
or the wrongful acts of others.

[T 1 agree to the Terms of Service.
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Create an Account — Terms of Service — Error

N Social Security

> i =
%, MIl_&
\I_‘ |

The Official Website ofthe U.S. Social Security Administration

Text Size *  Accessibility Help

We're sorry...

A

d‘(nu must agree to the Terms of Service to create an account online.

You must agree to the Terms of Service to create an account online. You may return to the previous
page fo accept the Terms of Service and continue. If you choose not to do this online, you may apply
for an account in person by visiting your local Social Security office.

If you decide to visit your local Social Security office please be sure to have one of the following
documents for identification purposes:

« Valid state driver's license

» Valid state issued identification card

+ U5 Passport or Passport card

« U.S. military identification card (DOD Common Access Card)
+ U.S Government employee identification card

Any identification submitted must be the original and not expired.

OSES/DASSD
June 3, 2014
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Create Account — Verify Your Identity (CAVI)

7\ Social Security

The OSicial Webske of e LS. Social Sacurfy Admink

Text Ske * | Accessibility Help

Create an Account

D Verify your identity |2 Secure your ldentity |3 Create your Account

Please tell us who you are

Your HName:
As shown on your Social Security card.
<]
First M.1. Last Suffinc

Social Security Number [55N}:

Date of Birth:
= -

Month Diay faar

Home Address:
We cannot sccept & business address wnless it is slso the place where you live. The information you
provide here will not update any information we have on file.
Strest Line 1:
Strest Line 2:
CityiTown: StateiTerritory: ZIF Code:

o= -

Primary Phone:
We onhy nesd this to verify your identity.

10-digit Numbsar

Add extra security

You may add an extra level of security to your account by receiving a
text message on your cell phone each time you sign in. Would you
like to add this extra security feature?

1 Yes, let's start now. % No, maybe later,

OSES/DASSD
June 3, 2014

Privacy & Security

Find out mr\elmr
policies a i

@ L=am Morz
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Create Account - Verify Identity (Expanded - Option 1)

Add extra security

You may add an extra level of security to your account by receiving a text
message on your cell phone each time you sign in. Would you like to add this
extra security feature?

® Yes let's start now. " Mo, maybe later.

Q Each time you sign in, we'll send you a text message on your cell phone. @ Show me how it works.

To add this feature, you must first verify your identity with one of the following:

@ the last 8 digits from your Visa or Master Card

" infarmation from a W-2 tax form

" information from a 1040 Schedule SE (self-employment) tax form
" the last direct deposit amount from your Social Security benefits

Enter the last 8 digits from your Visa or Master Card: @ Tell me more.
We can only accept these credit cards. We do not verify debit cards. This information is only used
once to verify your identity.

0030006 [ <[
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Create Account - Verify Identity (Expanded - Option 2)

Add extra security

You may add an extra level of security to your account by receiving a text
message on your cell phone each time you sign in. Would you like to add this
extra security feature?

® Yes let's start now. " No, maybe later. |

1
[ e

Q Each time you sign in, we'll send you a text message on your cell phone. @ Show me how it works

To add this feature, you must first verify your identity with one of the following:

" the last 8 digits from your Visa or Master Card

@ information from a W-2 tax form

" information from a 1040 Schedule SE (self-employment) tax form
" the last direct deposit amount from your Social Security benefits

Enter the amount in Box 5 from your W-2: @ Tell me more.
We can better verify your identity if you use an older W-2 (within the last & years, excluding last year).

N

Enter the Employer ldentification Number (EIN) from your W-2:
You can find the EIN in Box B on your W-2.

—

OSES/DASSD
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Create Account - Verify Identity (Expanded - Option 3)

Add extra security

You may add an extra level of security to your account by receiving a text
message on your cell phone each time you sign in. Would you like to add this
extra security feature?

® Yes let's start now. ¢ No, maybe later.

Q Each time you sign in, we'll send you a text message on your cell phone. @ Show me how it works.

To add this feature, you must first verify your identity with one of the following:

" the last 8 digits from your Visa or Master Card

" infarmation from a W-2 tax form

@ information from a 1040 Schedule SE (self-employment) tax form
" the last direct deposit amount from your Social Security benefits

Enter the amount in Box 4 (or Box 6 on the long form) 1040 Schedule SE: @ Tell me more.
We can better verify your identity if you use an older 1040 Schedule SE from the last 5 years.

N
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Create Account - Verify Identity (Expanded - Option 4)

Add extra security

You may add an extra level of security to your account by receiving a text
message on your cell phone each time you sign in. Would you like to add this
extra security feature?

® Yes let's start now. " No, maybe later.

Q Each time you sign in, we'll send you a text message on your cell phone. @ Show me how it works.

To add this feature, you must first verify your identity with one of the following:

" the last 8 digits from your Visa or Master Card

" infarmation from a W-2 tax form

" information from a 1040 Schedule SE (self-employment) tax form
® the last direct deposit amount from your Social Security benefits

Enter the amount of your last Social Security direct deposit: @ Tell me more.
We only need the whole dollar amount.

s[
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Financial Srike

Text Size ¥ Accessibility Help

W SEC,
o

AN Social Security

/:”“]J\\ The Official Website of the L.5. Social Security Administration

We're sorry...

&We cannot verify the financial information that you provided.

Please click "Previous" to correct your information and try again or click "Continue" to complete the
process for a Standard User ID.

if you choose to continue with a standard User 1D, you may add extra security online at a later date or
by visiting your local social security office. If you do decide to visit your local social security office,
please be sure to have one of the following documents for identification purposes:

» Valid state driver's license

« Valid state issued identification card

+ U.S. Passport or Passport card

« U.S. military identification card (DOD Common Access Card)
+ U.S. Government employee identification card

Any identification submitted must be the original and not expired.

Continue with STANDARD 1D

OSES/DASSD
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Create an Account — Verify your identity. Identity Strike * We can't verify the information you provided.

TedStre | Accesshlify Help

fﬂﬁm Social Security

The Cificial Wensie of e U5 Socisl Securty AdminisTacion

Create an Account
D Verify your Identity [z Secure your |ldentit 3 Create your Acoount

,;bw;- cannot verify the information you provided.

Please comect your information and try again.

Please tell us who you are Privacy & Security
Your Name: Find ourt meore our
As shown on your Social Security card. policies pros TEs.
JOHN - PURLIC

First M.1 Last Suffioc

Social Security Number (55N} @ Le=m Mors

123456782

Date of Birth:

March - 14 1250
Dy “ear

Month

Home Address:
‘W cannot acoept 3 business address wnless it is slso the place where you live. The information
you provide here will not updste any information we have on file.

Strest Line 1: 1234 SAMPLER DR

Strest Line 2
City/Town: State/Territory: ZIF Code:
BALTIMORE : 12345
Maryand b
Primary Phone:

W onhy need this to verify your identity.

10-digit Mumber

Add exftra security

You may add an extra level of security to your account by
receiving a text message on your cell phone each time you sign
in. Would you like to add this extra security feature?

- “es, let's start now. = Mo, maybe later.

OSES/DASSD
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Create Account - Secure Your Identity (CAS)

Ted e *  Accessiily Help
"”ﬁﬁ”‘ Social Security
Bl Tres CEficial Wanmhe of e IS Sociel Sacurty Amminsracion
Create an Account
1% Verify your [dentity n Secure your [dentity | 3 Create your Account
Please tell us about vourself Privacy & Security

ive coliect and evaluzte Biks Infonmation 35 2 securlly messurne 0 ensune iat only Yo ane able 1o 200ess your parsona] Infonmation
¥ve willl okt shone your Snswers

n WiTy 3re these guestions Important?

You may have opaned &n auto koan or auto sass In or around August 2008 Pissts ssisct the dofiar
amaount rangs In which your monthiy auto loan of leass payment falis if you have not had an auto loan

of ka6 With any of thess amount ranges now or in the past, pleass ssisct "NONE OF THE ABOVEDODE 3
NOT 4PPLY".

i 5135- 518
AL
' NONE OF THE ASOVEDOES NOT APFLY

You may have opansd a student loan in or around Fabruary 1995, Pleass ssiect the lender that you have
previmuEsty o you @rs currently making payments to. if you have not recasived student loans with any of
thass lendsrs now of In the past, pleass sslsct "NONE OF THE ABOVEDDES NOT APPLY"

~ GLELSVSTUDENT LOAD R

'~ US DEPT OF EDUCATION

2 USA GROUP LOAN SERVICE

'~ NONE OF THE ABOVE'DOES NOT APPLY

YU may have opsnsd & mortgags boan in of arownd Hovsmbsr 2005. Piazss ssisct the dosar amount
rangs In which your monthly mortgags paymeant falls. Rafer only to tha reguiar monthly paymsant which
Inciudes principal, interast. and escrow (escrow could Include taxes and Insurancs I coliscted by lender)

If you hawe not had 2 mortgages payment now or in the pest. phease sslect "NONE OF THE ABOVE/DOES
NOT APPLY".

~ 3440-353

- 3540-38

EH0-5102

= 3140 -51238

2 NONE OF THE ABOVE'DOES NOT APPLY

Vnich of the foliowing Is & current or previous smplogsr? I thers is not 2 matched smpioyer nams,
plezse selact "NOME OF THE ABOVE™

- RETRLRED

— PATRICK AFB

. GRAMPA TONYS REST
CWARNER & BORE

- MONE OF THE ABOVE

OSES/DASSD
June 3, 2014

Find ot mone WIK}B&
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Create Account - Create Account (CACA)

T Sipe AooEmm iy Hen

-ﬁm Social Security

The Oificsl Wenshe of Tis ULS Socisl Seourfyy AdminisTacion

Create an Account
1¥ Verify your [dentity | 2% Secure your |dentity B Creste your Account

Pleaze create vour account details Privacv &
Security

Frumnmezr‘.umlmaa
e

- 3ol be your Social Securky Numiber [S3N
- CAVIOR D2 YUl Mame

Password:
" Saaan o draeng
: | e — @ L=am Moars
8 chasciers minkmum and muest contsln
- 2 3t one Uppercase leler (A}
- 2t lesstong owerzase keler (2-2)
- 3t kst one ramioer (03]
- 3 et one syl [For ecmpke | @ FF e &
- mirst bagin with 3 lefer or nuTber.

ConTinm PSS

[E-mall Agiinass:;
ivie nead fnls o communicate WIER wou Sbout wour online 3coount

Coonfirm E-mall Addrass:

Pleaze create vour password reset questions
0 SOngSt WORIT PESSMATL 'O 03N reset | By providing ece answers.

@usstion 1:

- -
AnEwar 1

@usstion 2:

AnEwar 2

@usstion 3:

AeENeT 5

Mext Exh

OSES/DASSD
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Create Account - Create Account (Feedback States)

Username:
| @ Usemame is available.
Username:
| @ Usemname is not available. Please try anather.
Username:
| @ Usemname must be at least 8 characters.
Password:

Password Strength

— e/
Password:
| Password must be at least & characters

[ ) ee— —
Password:

Good

—

Password:
| Strong

I I

Confirm Password:
| @ Passwords malch.

Confirm Password:

| @ Passwords do not match. Please try again

Email Address:
We need this to communicate with you about your online account.

| @ Email must be a valid format.

Confirm Email Address:
| @ Emails match.

Confirm Email Address:

| @ Emails do not match. Please try again

OSES/DASSD
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Password Reset Questions (Expanded)

OSES/DASSD
June 3, 2014

Question 1

Wwhat is the middle name of your mother?

‘what is the middle name of your father?

What is the first name of your first nephew?

VWhat is the first name of your first niece?

What is the name of your first pet?

What is your maternal grandmother’s maiden name?
What is your paternal grandmother’s maiden name?
\what is your oldest sibling’s middle name?

What is your oldest cousin's first name?

What was the last name of your third grade teacher?

Question 2
Wwhat is the name of the hospital where you were born?

\what is the name of the city where your maternal grandfather was born?
What is the name of the city where your paternal grandfather was born?

In what city did you meet your spouse/significant other?
‘what street did you live on in third grade?

In what city or town did your mother and father meet?
\Where were you when you first heard about 9117

Where were you when you first heard about JFK being shot?

Question 3

Wwhat was the model name of your first car?
‘what is the color of your first car?

Wwhat is your dream car?

WWhat was your major or minor in college?

What was your childhood phone number including area code?

What was the name of your first stuffed animal?
\what is the name of your favorite childhood friend?

Page 17 of 131



Create Account - Confirmation (Standard) (CAC)

_ }Eiﬁ?" Social Security
1 The Off

cizl Wsbsite of the U5, Socizl Security Administration

Teott Size »  Accessibility Help

Congratulations!

@YDU successfully created an account.

“ou may sign in any time with your username and password to access our online services.

How can I protect my information?

‘ FPlease keep your information safe:
= Do not share your password with anyone
= You may add an extra level of security to your account by receiving a text

message on your cell phone each time you sign in.

@ Tips for proteding your identity

OSES/DASSD
June 3, 2014
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Create Account - Confirmation (Enhanced) (CACE)

Text Size *  Accessibility Help

fml*‘l\\ Social Security

The Official Website of the U 5. Social Security Administration

Congratulations!

@‘r’ou successfully created an account.

You may sign in any time with your username and password to access our online senices.

What happens now?

In & to 10 business days:
* You will receive an upgrade code in the mail with step-by-step
instructions for adding your extra security feature.
* |nthe meantime, you can still access your online account.
* Do not share your password with anyone.

© Tips for protecting your identity

OSES/DASSD
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OOW Lockout * Not Banned from Field Office

Text Size ¥  Accessibility Help

o

/& Social Security

Visy! The Official Website ofthe U.S. Social Security Administration

We're sorry...

f:} We have suspended your electronic access to your personal information.

We tried multiple times to match the information you provided with our records.but were unable to do
S0.

This suspension will not affect any Social Security benefits you receive. For further assistance, please
contact us.

OSES/DASSD

June 3, 2014 Page 20 of 131



OOW Lockout * Banned from Field Office

Text Size ¥  Accessibility Help

fm’\\\ Social Security

W+ The Official Website ofthe U S. Social Security Administration

We're sorry...

/- We have suspended your electronic access to your personal information.

We tried multiple times to match the information you provided with our records.but were unable o do
50.

This suspension will not affect any Social Security benefits you receive. For further assistance, please
call 1-800-772-1213 Y 1-800-325-0778).

OSES/DASSD
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Permanent Lockout * Banned from Field Office

Text Size ™ = Accessibility Help

Social Security

SA
W The Official Website of the U S. Social Security Administration

We're sorry...

&m have suspended your electrenic access to your persenal information.

We tried multiple times to match the information you provided with our records,but were unable to do
50.

This suspension will not affect any Social Security benefits you receive. For further assistance, please
call 1-800-772-1213 (TTY 1-800-325-0778).

OSES/DASSD
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Permanent Lockout * Not Banned from Field Office

Text Size ¥  Accessibility Help

/fm"\\ Social Security

The Official Website of the U.5. Social Security Administration

We're sorry...

&We have suspended your electronic access to your personal information.

We tried multiple times to match the information you provided with our records,but were unable to do
50.

This suspension will not affect any Social Security benefits you receive. For further assistance, please
contact us.

OSES/DASSD
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Under Age * Not Banned from Field Office

Text Size ¥ Accessibility Help

| s Social Security

'J"f.\l,[‘lllllgl_\\‘*‘ The Official Website of the LS. Social Security Administration

We're sorry...

We cannot create an account for the Social Security number you entered.
You must be at least 18 years old to create an account.

For further assistance, please contact us.

OSES/DASSD
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Under Age * Banned from Field Office

Text Size ¥ Accessibility Help

%

/m Social Security

"f.\,‘lw_\\‘*‘ The Official Website of the U.5. Social Security Administration

We're sorry...

We cannot create an account for the Social Security number you entered.
You must be at least 18 years old to create an account.

For further assistance, please call 1-800-772-1213 (TTY 1-800-325-0778).

OSES/DASSD
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We're sorry...Serviceis not available

7N Social Security

1’*\,1[“\\: The Official Website of the U.5. Social Security Administration

Text Size ¥ Accessibility Help

We're sorry...

/2 This service is not available at this time.

Please try again during our regular service hours (Eastern Time):

Monday-Friday : 5:00 a.m. - 1:00 a.m.

Saturday 5:00 am. -11:00 p.m.
Sunday 8:00 am. -11:30 pm.

Federal Holidays : Same hours as the day the holiday occurs.

If you need immediate assistance:
You may call us Monday through Friday: 7:00AM - 7:00PM at:

1-800-772-1213

If you are deaf or hard-of-hearing, call our toll-free TTY number:

1-800-325-0778

OSES/DASSD
June 3, 2014
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Electronic Access Blocked * Not Banned from Field Office

Text Size ¥ Accessibility Help

N\ Social Security

The Official Website of the U.S. Social Security Administration

We're sorry...

{8} We have suspended access to your personal information.

This suspension will not affect any Social Security benefits you receive. If you would like to allow
electronic access to your information, please contact us.

OSES/DASSD
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Electronic Access Blocked * Banned from Field Office

7N Social Security

%, &

The Official Website ofthe U.S. Social Security Administration

Text Size ¥  Accessibility Help

We're sorry...

& At your request, we have suspended electronic access to your personal information.

This suspension will not affect any Social Security benefits you receive. If you would like to allow
electronic access to your information, please call 1-800-772-1213 (TTY 1-800-325-0778) for help with
updating your records.

OSES/DASSD
June 3, 2014
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Activation Code Expired * Not Banned from Field Office

flﬁ”’l\\ Social Security

The Official Website of the U.5. Social Security Administration

Text Size ¥ Accessibility Help

We're sorry...

@ The Activation Code you are attempting to use is expired.

Please contact us.

OSES/DASSD
June 3, 2014
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Activation Code Expired * Banned from Field Office

ﬁm\\ Social Security

The Official Website of the U.S. Social Security Administration

Text Size ¥ Accessibility Help

We're sorry...

& The Activation Code you are attempting to use is expired.

Please call 1-800-772-1213 for creating an account.

OSES/DASSD
June 3, 2014
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Activation Code Does Not Exist * Not Banned from Field Office

/m Social Security

The Official Website of the U.S. Social Security Administration

We're sorry...

ZCE Activation code does not exist in our records.

Please contact us.

OSES/DASSD
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Activation Code Does Not Exist * Banned from Field Office

Text Size ¥ Accessibility Help

l g Social Security

-’-,,_‘J‘L\\‘? The Official Website of the U.S. Social Security Administration

We're sorry...

Ac‘tivation code does not exist in our records.

Please call 1-800-772-1213 (TTY 1-800-325-0778).

OSES/DASSD
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Finish Setting Up Account (In-Person Process) (FATS)

OSES/DASSD
June 3, 2014

Text Size ¥ Accessibility Help

ﬁ;[\l’ﬂ\\ Social Security

The Official Website of the U.8. Social Security Administration

OMB No. 0960-0789

Finish Setting Up your Account T
To finish setting up your account, vou will need to: Your privacy is important.
For details about our use of
1. enter some personal information, your information, “_fe encourage
2 enter the account activation code from the letter that we gave you, and you to read our Privacy Act
3. create a username and password. Statement.

Terms of Service

What will we do with your information?

We use the information you give us to verify your identity. We verify the information you give us against our
records. We also use Experian, an external authentication service provider, o help us verify your identity.
Experian verifies the information you give us against their records. We do not share your Social Security
number with Experian. Experian keeps your information only for the time period permitted by Federal laws,
Regulations, or guidelines. We use Experian's fraud prevention services to protect you from identity theft.

What happens if you provide false information or misuse this service?

You may be subject to criminal or civil penalties, or both, if you provide false or misleading statements to
sign in or create an account or engage in unauthorized use of this service.

Who is responsible if the deviece you are using is not adequately
safeguarded?

You accept that the responsibility to properly protect any information provided to you by Social Security is
yours and that you are the responsible party should any information on or from your computer or other
device be improperly disclosed. You agree that Social Security is not responsible for the improper

disclosure of any information that Social Security has provided to you, whether due to your own negligence
or the wrongful acts of others.

[¥] | agree to the Terms of Service.
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Finish Setting Up Account — Terms of Service (ERRTOS PP)

Text Size ¥ Accessibility Help

ﬁfl“i\""\\\ Social Security

._._\\"" The Official Website of the U.S. Social Security Administration

We're sorry...

Q:';You must agree to the Terms of Service to create an account online.

You must agree to the Terms of Service to create an account online. You may return to the previous
page to accept the Terms of Service and continue.

OSES/DASSD
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Finish Setting Up Account - Verify Identity (FAVI)

Text Size v Accessibility Help

/fl’mmﬁ Social Security

The Official Website of the U.5. Social Security Administration

Finish Setting Up your Account - Verify Identity

D Verify your ldentity |2 ' Create your Account |3 ' Confirmation
Please tell us who you are Privacy & Security
Your Name: Find out more a“our
As shown on your Social Security card. policies and procedures.
®
First M1 Last Suffix

Social Security Number (SSN):
@ Leam More

Date of Birth:

= (=]

Manth Day Year

Please enter the account activation code we gave you

Account Activation Code:

OSES/DASSD
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Finish Setting Up Account - Verify Identity. We cannot verify the information you provided.

flmﬁ\ Social Security

The Official Website of the U.5. Social Security Administration

Text Size ¥ Accessibility Help

Finish Setting Up your Account - Verify Identity

w
[

n Verify your Identity |2 * Create your Account

(-:;.;.:.\ We cannot verify the information you provided.

Please correct your information and try again.

Please tell us who you are

Your Name:
As shown on your Social Security card.

JOHN 1] PUBLIC
First M.I. Last Suffix

Social Security Number {5S5N):

123-45-6789

Date of Birth:

January - 01 1920
Month Day Year

Please enter the account activation code we gave vou

Account Activation Code:
12345678

OSES/DASSD

June 3, 2014

Privacy & Security

Find out more a%our
policies and procedures.

@ Leamn More
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Finish Setting Up Account - Create Account (FACA)

Ted S@e T Aoosseindny Hain

A Social Security

mis Oficial Wabine of The U S Sociel Smourty AgeminsTanion

Finish Setting Up vour Account - Create Account

i Venfy your |dentity B Create your Account | 2 Confirmation
Pleasze create vour account details Privacy &
Secuarity
Ussrnams:
[ ] Find out more r policles
8 0 20 lefers andar nuEmDers andp w‘l

- 3ol e your Social Securky hNamber {S5N
— IR D2 0T e

Password:

o St o kg
3 { ~mrwrarrar | s B om— 9 Laam hh:lfe
5 chEraciers minkmam 2nd ms? oookal
-3 lE3Et O uDpEroEss ke [A-T)
- &t lesst one dowercase kefer (3-Z)
- 3 et o e (09
- 3t ezt one syminol [For ecmole | @#5%" &)
- FTissk Degin Wi 3 eSer or naember.

Confinm Password:
L
[E-mafl Agdrass:
e meved il o communilcate wilh jou Sbout your online 3coount.

Confinm E-mall Address:

Pleasze create vour pazsword reset questions
I o Songie Our PESEWONd, you a0 reset R oy providing tnese answers

Guestion 1:

Anewar 17

Gusstion 2:

Anewer 2

Gusstion 3:

OSES/DASSD
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Finish Setting Up Account - Create Account. Username already in use.

A~ Social Security

T SiTic 'Wakste of tw LS. Soce Secady ASTinktraien

Tew Siee w Accesxinlify Hain

Finish Setting Up your Account - Create Account
1% Verlty your ideniRy B Coreate jour Acooun |3 ConfiomEo

s
[y, Errar

You Rave seiaciad & usamame Tt IS iy 0 use. Plasse Ty again by Choosing & oifler usamsme

Please create vour account details

£ ChareCiars minimem and mus? comain

- = hmat One LEDerTae feter (AT

- af et one lowearcess baer (T

- B et ome meTiDer (0-3)

- &t lmast one symnad (For example | @S E%R S
- Mt Dagin Wilh & kaTer of epTiner

Confirmn Password:

[—— . ® Passyoms manon

[E-smafl Address:
Wi'e et iS50 commEmnloate Wl pou st your oniline SoTOUT.

NOREPLYQSoAGOV
Confirn E-mall Address:
NOREPLT A ooy & Emails match

Please create vour password reset guestions

i oAt YOI DIEAAORTL, O CA ramat I [y prouiding Shass mmEvars

Guesdion 1:

W s She Fiooie name Of pOUr moTerT i

Amswer 1:
A

‘Buesiion 2:

Wi s She name of $he hosplal whans you wens bom™

Ariswesr 22
A

Guestion 3:

e was The mode] narme of your firsT car? i

Bmswar Il

OSES/DASSD
June 3, 2014

Privacy & Security

Fimgl ool mone r
[ e — ]

@ L= Moe=
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Finish Setting Up Account — Confirmation (FAC)

Text Size *  Accessibility Help

ﬁ;“H\I’"'I’\\ Social Security

The Official Website of the U.5. Social Security Administration

Finish Setting Up your Account

1¥ Verify your Identity 2 Create your Account B Confirmation

@Ynu successfully created an account.

You may sign in any time with your username and password o access our online services.

How can I protect my information?

* Please keep your information safe:
* Do not share your password with anyone

« You may add an extra level of security to your account by receiving a text
message on your cell phone each time you sign in.

© Tips for protecting your identity

OSES/DASSD
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Sgnin(9)

OSES/DASSD
June 3, 2014

i

e Social Security
% Jii

Thie Officisl

Website of g U5

Teut Size > Accessibility Help

Sign In or Create an Account

New Users

You must be able to verify some *
information about yourself and:

= Have a valid E-mad address

 Have A Social Secunty number,

* Have a U S mailing address. and

« Be atleast 18 years of age

You can only create an account using your own personal
mformation and fof your owT ExCRSVE use

¥ou cannct create an account on behall of anoiner person of
using another person's information o identdy. even if you have
that person's witten pemussion

For example, you cannot creabe an account foe anolher person
= With whom you have a business retationship;
& FOf whom you ane a representative payee, of
* For whom you ane an appointed representative
Unauthorzed use of this service may subect you 10 cminal of civil
penaites, of both

@ Leam more

OB No. 0950-0T83
Faparwork Reducion Ad

Existing Users

Username:

1D Forgot Usermame

0 Forgol Password

ArE yOU NOW, OF NAVE YU BVEr DEen A vicim of domestic violence? identity Ihen? Do you Nave other concems?

You can Biock SieCironi a0cess 1o your information at any time, 107 any reason
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Sgn In- No Account Exists

Text Size ¥  Accessibility Help

wh SECy,
A

ﬁm\\ Social Security

The Official Website ofthe U 5. Social Security Administration

= OMB No. 0960-0789
Sign In or Create an Account Papenwork Reduction Act

é.:\} An account can not be found, You may select the "Create Account” button below to create

an account.
New Users Existing Users
You must be able to verify some Username:
information about yourself and: ROMETEST?2 # O Forgot Username
* Have a valid E-mail address,
* Have a Social Security number, Password:

¢ Have a U.S. mailing address, and
* Be at least 18 years of age.

You can create an account only to gain access to your own m

personal information. You cannot use this online service to access
the records of a person:

* With whom you have a business relationship;

+ For whom you are a representative payee; or

« For whom you are an appointed representative.

#  Forgot Password

Unauthorized use of this service may subject you to criminal or civil
penalties, or both.

Create An Account e Learn More

Are you now, or have you ever been a victim of domestic violence? |dentity theft? Do you have other concerns?

You can block electronic access to your information at any time, for any reason.

OSES/DASSD
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Terms of Service (LTS

OSES/DASSD
June 3, 2014

_j il‘";j\ Social Security

The Official Website of the U.S. Social Security Administration

Text Size ¥

Accessibility Help

Signing in...

Terms of Service

B

| am using this service with the account that | created myself using my own personal information and
identity. | am not using an account created by another person or created using another person's
information or identity, even if | have that person's written permission.

I will never share the use of my account with anyone else under any circumstances. | will never use
another person's account

| understand that this computer program contains U.S. Government information.
| consent to the monitoring and recording of my use of this program to ensure its appropriate use.
| understand that it is a federal crime to:

« Give false or misleading statements to obtain information in Social Security records: or

« Deceive the Social Security Administration of an individual's identity.

| understand that unauthorized use of this service is a misrepresentation of my identity to the federal
government and could subject me to criminal or civil penalties, or both.

| understand that Social Security may stop me from using these services online if it finds or suspects
misuse.

| accept that the responsibility to properly protect any information provided to me by Social Security
is mine and that | am the responsible party should any information on or from my computer or other
device be improperly disclosed. | agree that Social Security is not responsible for the improper
disclosure of any information that Social Security has provided fo me, whether due to my negligence
or the wrongful acts of others.

| agree fo the Terms of Service.
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Sgn In— Terms not Accepted

OSES/DASSD
June 3, 2014

/f“i\l']’*\ Social Security

2, Il &

The Official Website ofthe U.S. Social Security Administration

Text Size ¥ = Accessibility Help

Signing in...
é‘(ou must agree to the Terms of Service to use your online services.

Terms of Service

« | am using this service with the account that | created myself using my own personal information and
identity. | am not using an account created by another person or created using another person's
information or identity, even if | have that person's written permission.

| will never share the use of my account with anyone else under any circumstances. | will never use
another person's account

| understand that this computer program contains U.S. Government information.
| consent to the monitoring and recording of my use of this program to ensure its appropriate use.
| understand that it is a federal crime to:

+ Give false or misleading statements to obtain information in Social Security records; or

+ Deceive the Social Security Administration of an individual's identity.

| understand that unauthorized use of this service is a misrepresentation of my identity to the federal
government and could subject me to criminal or civil penalties, or both.

| understand that Social Security may stop me from using these services online if it finds or suspecis
misuse.

| accept that the responsibility to properly protect any information provided to me by Social Security
is mine and that | am the responsible party should any information on or from my computer or other
device be improperly disclosed. | agree that Social Security is not responsible for the improper
disclosure of any information that Social Security has provided to me, whether due to my negligence
or the wrongful acts of others.

[71 1 agree to the Terms of Service.
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Error — Identity Lockout * Not Banned From Field Office
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We're sorry...

We have suspended your electronic access to our online services.

We tried three times to match the information you provided with our records, but were unable fo do so.
You may fry to access the electronic information again after 24 hours. Please verify your personal
information again before trying to use this online service.

This suspension will not affect any Social Security benefits you receive. For further assistance, please
contact us.
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Error — Identity Lockout - Banned From Field Office
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The Official Website ofthe LS. Social Security Administration

We're sorry...

&We have suspended your electronic access to our online services.
We tried three times to match the information you provided with our records. but were unable to do so.
You may try to access the electronic information again after 24 hours. Please verify your personal
information again before trying to use this online service.

This suspension will not affect any Social Security benefits you receive. For further assistance, please
call 1-800-772-1213 (TTY 1-800-325-0778).
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Error - Account Expired
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Ziiiy Social Security

We're sorry...

é This online account has expired.

It has been more than 3 years since you used your account. We removed the account based on our
security policies. You may create a new account if you still need access to your information.

We are sorry for the inconvenience.

Create a New Account Exit
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Error - Password Expired (PE)
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Social Security

The Official Website of the U.S. Social Security Administration

We're sorry...

&Ynur password has expired.

For your security, you must change your password every 6 months. Please create a new password for
your account.

Create your New Password

New Password:
Password Strength
@ —arr—

8 characters minimum and must contain:

- at least one capital letter (A-Z)

- at least one lowercase letter (a-z)

- at least one number (0-9)

- at least one symbol (Forexample: ! @ #3 % " & %)
- must begin with a letter or number

Confirm New Password:

®
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Error — Cannot Create Account — Banned
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We're sorry...

We cannot create an account for the Social Security number you entered.

For further assistance, please call 1-800-772-1213 (TTY 1-800-325-0778).
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Error — Cannot Create Account
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We're sorry...

&We cannot create an account for the Social Security number you entered.

For further assistance, please contact us.
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Error - You Already Have an Account

Text Size ¥ | Accessibility Help
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Sign In or Create an Account Papeneork Redudion Agt

é An account has already been created with the information you entered.

Please sign in with your username and password. If you cannot remember your username, we can help you retrieve it.

New Users Existing Users

You must be able to verify some Username:

information about yourself and:

| O Forgot Username
+ have a valid email address,

+ have a Social Security Number,
+ have a U.S. mailing address, and
+ be at least 18 years of age.

Create an Account Learn More m

Password:

| O Forgot Password

Are you now, or have you ever been a victim of domestic violence? Identity theft? Do you have other concerns?
You can block electronic access to your information at any time, for any reason.
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Enable Extra Security (ESLP)

Text Size ¥ | Accessibility Help
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The Official Website of the U.S. Social Security Administration

Enable your Extra Security

Do vou have vour extra security letter and vour phone? Your privacy is important.

For details about our use of
your information, we encourage
« the letter containing your step-by-step instructions, and you fo read our Privacy Act

« acell phone with text messaging? Statement.

Do you have:

© Yes, enable my extra security.
© No, skip this for now.
© | changed my mind, cancel my request for extra security.
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Enable Extra Security - Add Phone (ESAP)
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Text Size ¥ Accessibility Help

Enable Extra Security - Add Phone

Please add vour cell phone
To enable your extra security features, you need a cell phone that is able to receive text messages.

Q Enter your Cell Phone Number: @ What if | lose or change my phone number?
We'll send a text message to this phone each time you sign in. (Your text message rates still apply.)

10-digit Number

Get Text Message Previous Exit
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Enable Extra Security - Enter Text Code (ESET)
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Enable your Extra Security - Enter Text Code

Please enter vour security code Having trouble?
§J We sent a text message to: (123) 456-7890 Make sure that your cell phone number is correct.
Please allow up fo 2 minutes for the text message to arrive. The If not, please go back and correct your number.

security code will expire 10 minutes from the time of your request.
Check your reception and text messaging (SMS)

Enter the security code you just received: You may need to move to a location where your phone can receive a
text message. Please check that your phone can receive text
messages.

Still having trouble?
We can send a new text message.

Submit Security Code Previous Exit
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Extra Security — Incorrect Text Entered

Text Size ¥ Accessibility Help
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Enable your Extra Security - Enter Text Code

& The text code you entered does not match the text code we sent you. Please re-enter the
text code you received.

Please enter your security code Having trouble?
’a We sent a text message to: (123) 456-7890 Make sure that your cell phone number is correct.
Please allow up to 2 minutes for the text message to arrive. The If not, please go back and correct your number.

security code will expire 10 minutes from the time of your request.
Check your reception and text messaging (SMS)

Enter the security code you just received: You may need to move to a location where your phone can receive a
12345678 text message. Please check that your phone can receive text
messages.

Still having trouble?
We can send a new text message.

Submit Security Code Previous Exit
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Enable Extra Security

Thank you for your security code!

Please enter the upgrade code from your letter to enable your account's extra security features.

l Enter the Upgrade Code:

Submit Upgrade Code Exit
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Enable Extra Security - Incorrect Code Entered
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Enable Extra Security

Q:';We cannot verify the information you provided.

Please correct your information and try again.

Thank you for vour security code!

Please enter the upgrade code from your letter to enable your account's extra security features.

& Enter the Upgrade Code:
12345675

Submit Upgrade Code Exit
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Error — Upgrade Code Expired

Text Size ¥ Accessibility Help
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We're sorry...

é The Upgrade Code you are attempting to use is expired.

Please select the "NEXT" button to login and re-request an upgrade code from your Security Setting
Options.
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Enable Extra Security — Confirmation (ESC)
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Text Size ¥ Accessibility Help

Congratulations!

[You will now sign in to use our online services by entering:
» YOUr username

» Your password

« A unigue text message sent to your cell phone

@YDU have successfully added your extra security features.
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Cancel Extra Security (CES)

Text Size ¥ Accessibility Help
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The Official Website of the U.5. Social Security Administration

Cancel Extra Security

@nre you sure you want to cancel your extra security?

If you want extra security in the future, we will ask you to go through our verification process again.

Yes, Cancel Extra Security Cancel
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Cancel Extra Security — Confirmation (CESCC)

Text Size ¥  Accessibility Help
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Cancel Extra Security

a‘rnu successfully cancelled your request for extra security.

You can continue to use your username and password to access our onling services.
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Extra Security Sgn In (ESS)
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Text Size *  Accessibility Help

Extra Security Sign In

Please enter your security code

£) we sent a text message to: (123) 456-7890
Please allow up to 2 minutes for the text to arrive. The security
code will eriI"E.‘ 10 minutes from the time of your I"E.‘C]UBS‘.

Enter the security code you just received:

OMB Mo. 0960-0789
Paperwork Reduction Act
Having trouble?

Mo longer have this cell phone number?
You can request to reset or disable extra security.

Check your reception and text messaging (SM3)

You may need to move to a location where your phone can receive a
text message. Please check that your phone can receive text
messages.

still having trouble?
We can send a new text message.

Submit Security Code Exit
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Password Expired — Change password
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We're sorry...

&Your password has expired.

For your security, you must change your password every 6 months. Please create a new password for
your account.

Create vour New Password

New Password:
Password Strength
@ —c/—

8 characters minimum and must contain:

- at least one capital letter (A-Z)

- at least one lowercase letter (a-z)

- at least one number (0-9)

- at least one symbol (For example: | @ # $ % " &*)
- must begin with a letter or number

Confirm New Password:

®
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Forgot Username — Provide Info (UNF)
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Forgot Username

Forgot yvour username? Your privacy is important.

You can retrieve it by providing the information below. For details about our use of

your information. we encourage

v N . you to read our Privacy Act
our Name: _ _ Statement.
As shown on your Social Security card.
@
First M1 Last Suffix

Social Security Number(SSN):

Date of Birth:

Maonth Day Year
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Forgot Username — I dentity Strike
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The Official Website of the U.S. Social Security Administration

Text Size *  Accessibility Help

Forgot Username

/2 We cannot verify the information you provided.

Please correct your information and try again.

Forgot your username?

You can retrieve it by providing the information below.

Your Name:
As shown on your Social Security card.

John ] Ditto
First .1 Last

Social Security Number(SSN):

123-45-6789

Date of Birth:

December - 12 1912
Month Day Year

Suffix

OSES/DASSD
June 3, 2014

Your privacy is important.
For details about our use of
your information, we encourage
you to read our Privacy Act
Statement.
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Forgot Username - Confirmation
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Text Size ¥  Accessibility Help

Sign In

OMB MNo. D960-0789
Paperwork Reduction Act

@YDUF username has been entered for you below.

What happens now?

Keep your information safe. 4‘

+ Do not share your password with
anyone.

@ Tips for protecting your identity

Existing Users

Username:
ROMETEST2 % @ Forgot Username

Password:
% O Forgot Password

Are you now, or have you ever been a victim of domestic violence? Identity theft? Do you have other concerns?

You can block electronic access to your information at any time, for any reason.
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Forgot Password (FPVI)

Text Size ¥ Accessibility Help
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Forgot Password

n Verify your ldentity |2~ Provide 3

Please tell us who vou are Your privacy is important.
For details about our use of

Your Name: your information, we encourage

As shown on your Social Security card. you to read our Privacy Act
Statement.

1]
First M1 Last Suffix

Social Security Number({SSN):

Date of Birth:

Month Day Year
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Forgot Password - Provide Answers (FPPA)

Text Size ¥ Accessibility Help

n SEcy,
X\ 2

/f’ﬁfl‘TmT\\ Social Security

The Official Website of the U.S. Social Security Administration

Forgot Password
1¢ Verify your Identity B Provide your Answers | 3 Update vour Password

Password Reset Questions
To reset your password, enter the answers you gave when you set up your account.

O | can't remember my answers.

What was the model name of your first car?

What is the name of the hospital where you were born?

What was the last name of your third grade teacher?
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Forgot Password - Provide Answers — Strike

/;fl“l\l’l;\\ Social Security

The Official Website of the U.S. Social Security Administration

Text Size ¥  Accessibility Help
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Forgot Password

1% Verify your Identity B Provide your Answers | 3

/) We cannot verify the information you provided.

Please correct your information and try again.

Password Reset Questions
To reset your password, enter the answers you gave when you set up your account.
0 | can't remember my answers

What was the model name of your first car?

test ]

What is the middle name of your mother?

test

What is the name of the hospital where you were born?
test
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Error — Password Reset Question Strikeout

Text Size *  Accessibility Help

Social Security

The Official Website of the U.S. Social Security Administration

We're sorry...

&WE were unable to verify the answers to your password reset questions.
We tried 5 times to match the information you provided with our records, but were unable to do so. You
may try to access your reset questions again after 24 hours or click the link below to request a
temporary password be sent to your e-mail address of record.

Request a Temporary Password

This suspension will not affect any Social Security benefits you receive.
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Forgot Password - Update Password (FPUP)
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Forgot Password
1+ Verify your Identity 2% Provide your Answers B Update your Password

Please update vour password

New Password:
Password Strength
@ —r—

& characters minimum and must contain:

- at least one uppercase letter (A-Z)

- at least one lowercase letter (a-z)

- at least one number (0-9)

- at least one symbol (Forexample: '@ #3% &%)
- must begin with a letter or number

Confirm new password:

®
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Forgot Password — Confirmation
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@ Thank you! Your password has been changed.

What happens now? Existing Users

Keep your information safe. ‘ Username:

= Do not share your password with # O Forgot Usemame

anyone. Password:

@ Tips for protecting your identity # O Forgot Password

Are you now, or have you ever been a victim of domestic violence? Identity theft? Do you have other concerns?

You can block electronic access to your information at any time, for any reason.
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Forgot Password - Email Password (FEP)
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Text Size ¥  Accessibility Help

Forgot Password

&We can send a temporary password to your E-mail address.

You will not be able to use your existing password after the temporary password is sent.

E-mail Temporary Password Cancel
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Forgot Password - Password Sent
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@An E-mail containing a temporary password was sent to your E-mail address.

Please allow a few minutes for it to arrive and update your password as soon as possible.

‘What happens now? Existing Users
Keep your information safe. Username:
* Do not share your password with # O Forgot Username
anyone. Password:

@ Tips for protecting your identity. # O Forgot Password

Are you now, or have you ever been a victim of domestic violence? Identity theft? Do you have other concerns?

You can block electronic access to your information at any time, for any reason.
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Reset or Disable Extra Security — Terms of Service Request (RDESR)
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Reset or Disable Extra Security

No longer have this cell phone number? Your privacy is important.

If you cannot use the cell phone number on your account, we can send a letter with instructions for For details about our use of

changing or removing your phone. your information, we encourage
you fo read our Privacy Act
Statement.

To reset your cell phone, you will need to:

* enter a mailing address for your reset insfructions,
+ provide one additional item of information that we can verify, and
« wait 5 to 10 business days for your reset letter to arrive in the mail to complete the process.

Terms of Service

What will we do with your information?

We use the information you give us to verify your identity. We verify the information you give us against our
records. We also use Experian, an external authentication service provider, to help us verify your identity.
Experian verifies the information you give us against their records. We do not share your Social Security
number with Experian. Experian keeps your information only for the time period permitied by Federal laws,
Regulations, or guidelines. We use Experian's fraud prevention services fo protect you from identity theft.

When we make a verification request o establish your account. Experian may use information from your
credit report to help verify your identity. As a result, you may see an eniry called a “soft inquiry” on your
Experian credit report. This will show an inquiry by the Social Security Administration with our address and
the date of the request. Soft inquiries do not affect your credit score, and you do not incur any charges
related to them. Soft inquiries are displayed in the version of the credit profile viewable only to consumers
and are not reported to lenders. The soft inquiry will not appear on your credit report from Equifax or
TransUnion, and will generally be removed from your Experian credit report after 25 monihs. Once you
have registered for an online account, you will not generate additional soft inquiries by logging in fo access
our services.

What happens if you provide false information or misuse this service?

You may be subject to criminal or civil penalties, or both, if you provide false or misleading statements to
sign in or create an account or engage in unauthorized use of this service.

Who is responsible if the device you are using is not adequately safeguarded?

You accept that the responsibility to properly protect any information provided to you by Social Security is
yours and that you are the responsible party should any information on or from your computer or other
device be improperly disclosed. You agree that Social Security is not responsible for the improper
disclosure of any information that Social Security has provided to you, whether due to your own negligence
or the wrongful acts of others.

[ 1 agree to the Terms of Service.
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Reset or Disable Extra Security — Terms of Service - Error
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Reset or Disable Extra Security

l,r__'._&_‘f'uu must agree to the Terms of Service to add extra security online.

If you choose not to do this online, you may add extra securty by calling <1-B00-T72-1213= for
help with updating your reconds.

No longer have this cell phone number? Your privacy is important.

If vou cannot use the cell phone number on your scocount, we can send a letter with instructions for For details about owr use of

changing or removing your phone. your information, we
EnCourage you to resd our

Privacy Act Statement.
To reset your cell phone, you will need to: Lt Hek
» enter 3 mailing address for your reset instructions,
= provide one additional item of information that we can venfy, and
* wait & to 10 business days for your reset letter to amive in the mail to complete the process.

Terms of Service

What will we do with your information?

We use the information you give us to verify your identity. We verify the information you give us
against our records. We also use Experian, an external authentication service provider, to help us
verify your identity. Experan verifies the information you give us against their records. We do not
share your Social Security number with Experian. Experian keeps your information only for the time
pericd permitted by Federal lzws, Regulations, or guideiines. We use Experian’s fraud prevention
s&rvices to protect you from identity theft.

When we make a verification request to establish your sccount, Experian may use information from
your credit report to help verify your identity. As 3 result, you may see an entry called 3 “soft inguiny™
on your Experian credit report. This will show an inguiny by the Socisl Security Admidnistration with owr
address and the date of the request. Soft inguiries do not affect your credit score, and you do not
incur any charges related to them. Soft inguines are displayed in the version of the credit profile
viewsble only to consumers and are not reported to lenders. The soft inguiny will not appesr on your
credit report from Egquifa or TransUnion, and will generally be removed from your Experizn credit
report after 25 months. Onoe you have registersd for an online account, you will not generate sdditional
soft inquiries by logging in to access our services.

What happens if you provide false information or misuse this service?

“fou may be subject to criminal or civil penalties, or both, if you provide false or misleading statements
to signi in or create an account or engage in unauthorzed wse of this service.

Whe is responsible if the device you are using is not adequately safeguarded?

“ou assume responsibility for the disclosure of your personal information if the computer or other
dewice that you are using to acocess the MySocislSecurnity application does not adeguately safeguard
your information. You also understand that Socisl Secunty is not responsible for the disclosure of your
information due to your negligence or fior the wrongful acts of others.

[ | agree to the Terms of Service.
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0
i

OSES/DASSD
June 3, 2014 Page 75 of 131



Reset or Disable Extra Security - Provide Info (RDESPI)
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Reset or Disable Extra Security

Provide Information

Where can we mail the letter you need to reset your phone?
We cannot accept a business address unless it is also the place where you live. The information you
provide here will not update any information we have in our records.

Street Line 1: ]
Street Line 2:
City/Town: State/Territory: ZIP Code:

- -

Primary Phone
We only need this to verify your identity.

10-digit Number

Mail Reset Instructions Cancel
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Reset or Disable Extra Security — Reset Not Allowed
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Reset or Disable Extra Security

/) Reset not allowed

You already requested to reset your account.

Provide Information

Where can we mail the letter you need to reset your phone?
We cannot accept a business address unless it is also the place where you live. The information you
provide here will not update any information we have in our records.

Street Line 1:1234 SAMPLE DR B

Street Line 2:
City/Town: State/Territory: ZIP Code:
BALTIMORE Maryland v 12345

Primary Phone

We only need this to verify your identity.
(123) 456-7890

10-digit Number

Mail Reset Instructions Cancel
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Reset or Disable Extra Security - Mail Confirmation (RDESMIC)
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Reset or Disable Extra Security

a Thank you for your information.

You'll receive a letter in the mail in 5 to 10 business days. Your letter will give you step-by-step
instructions to remove or change the cell phone number on your account.

What happens now?

In 5 to 10 business days:

* You will receive a phone reset code in the mail with the step-by-step
instructions you need to remove or change the cell phone number on your
account.

* You will not be able to access our online services with this account until
then.

OSE
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Reset or Disable Extra Security (RODES)
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Reset or Disable Extra Security

Do vou have your cell phone reset letter?

Your privacy is important.
You recently indicated that your cell phone number was lost or no longer available.

For details about our use of
your information, we encourage
. . . . you to read our Privacy Act

Do you have the letter containing your cell phone reset instructions we mailed to you? Statement

© Yes, let's begin. O No, not yet.
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Reset or Disable Extra Security (RODES - Expanded)
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Reset or Disable Extra Security

Do vou have vour cell phone reset letter?
You I"E,‘CE,‘HU‘}’ indicated that your cell phone number was lost or no Ionger available.

Do you have the letter containing your cell phene reset instructions we mailed to you?
@ Yes, let's begin. @ No, not yet.

What would you like to do?

© set up a new cell phone number.
You will be asked to verify your new cell phone number by receiving a text message

@ Disable the exira security feature.
You will no longer need a cell phone to sign in to your account

Enter the Reset Code:
You will find your reset code in the letter we mailed you.

Your privacy is important.
For details about our use of
your information, we encourage
you to read our Privacy Act
Statement.

Next Exit
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Reset Cell Phone - Add New Phone (RCPANP)

Text Size ¥  Accessibility Help

ﬂm\\ Social Security

The Official Website of the U.S. Social Security Administration

Reset Your Cell Phone

Please add your new cell phone

Q Enter your New Cell Phone Number:
We'll send a text message to this phone each time you sign in. (Your text message rates still apply.)

10-digit Number

Get Text Message Previous Exit
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Reset Cell Phone - Enter Security Code (RCPESC)

z

/ff“l\”*\\ Social Security

The Official Website of the U.5. Social Security Administration

Text Size ¥ Accessibility Help

Reset Your Cell Phone

Please enter vour security code

&) We sent a text message to: (123) 456-7890

Please allow up to 2 minutes for the text message to arrive. The

security code will expire 10 minutes from the time of your request.

Enter the security code you just received:

Having Trouble?

Make sure that your cell phone number is correct.
If not, please go back and correct your number.

Check your reception and text messaging (SMS)

You may need to move to a location where your phone can receive a
text message. Please check that your phone can receive text
messages.

Still having trouble?
We can send a new text message.

Submit Security Code Previous Exit

OSES/DASSD
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Reset Cell Phone - Enter Reset Code (RCPERC)

Text Size *  Accessibility Help

/f“u\l’;\\ Social Security

The Official Website of the LS. Social Security Administration

Reset Your Cell Phone

Thank you for your security code!

Please enter the reset code from your letter to finish.

Enter the Reset Code:
You will find your reset code in the lefter we mailed you.

Submit Reset Code Exit

OSES/DASSD
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Error — Reset Code Expired

Text Size ¥ Accessibility Help

ot oy, . .
7N Social Security
,,”"1'\\ The Official Website of the .S, Social Security Administration

We're sorry...

é The Reset Code yvou are attempting to use is expired.

Please select the 'NEXT' button below to request a new Reset code.
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Reset Cell Phone — Confirmation (RCPC)

Text Size *  Accessibility Help

e SECy,

7N Social Security

= || I'h F
'J"-\,.,Im.\\'} The Official Website ofthe U.S. Social Security Administration

Reset Your Cell Phone

aThank vou! You sucecessfully reset yvour cell phone.

You may now sign in to use our online services by entering:
= Your username
= Your password
= A unigue text message sent to your new cell phone
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Disable Extra Security — Confirmation (DESC)

Text Size *  Accessibility Help

N Social Security

The Official Website of the U.S. Social Security Administration

Extra Security Disabled

@YDUT account is no longer using extra security.

Use your username and password fo access our online services without a cell phone.

OSES/DASSD
June 3, 2014 Page 86 of 131



Reset or Disable Extra Security - No Letter (RDESNL)

Text Size ¥  Accessibility Help

ﬂm\\ Social Security

The Official Website ofthe U.S. Social Security Administration

Reset your Cell Phone

f,:\'_\ You need the instructions that came with your letter to reset your cell phone.

Please allow 5 to 10 business days from the time of your original request. [If you've lost or misplaced
your letter, you may request a new letter to be sent to you.]
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Error —Account Blocked * Not Banned

/AN Social Security

|l'_\\~" The Official Website ofthe U.S. Sccial Security Administration

Text Size ¥ Accessibility Help

We're sorry...

&We have suspended access to your personal information.

This suspension will not affect any Social Security benefits you receive. If you would like to allow
electronic access to your information, please contact us.
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Error —Account Blocked * Banned

Text Size ¥ = Accessibility Help

N Social Security

""f.\,‘!g\\‘*‘ The Official Website ofthe U.S. Social Security Administration

We're sorry...

We have suspended access to your personal information.

This suspension will not affect any Social Security benefits you receive. If you would like to allow
electronic access to your information, please call 1-800-772-1213 (TTY 1-800-325-0778).
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Error — Disable Extra Security — Terms

Text Size ¥ Accessibility Help

W SECy
)

/f”m\ Social Security

The Official Website of the U.S. Social Security Administration

We're sorry...

& You must agree to the Terms of Service to reset or disable your extra security online.

You must agree to the Terms of Service to reset or disable your extra security online. You may return
to the previous page to accept the Terms of Service and continue. If you choose not to do this online,
you may reset or disable your extra security in person by visiting your local Social Security office.

If you decide to visit your local Social Security office please be sure to have one of the following
documents for identification purposes:

- Valid state driver's license

- Valid state issued identification card

+ U.S. Passport or Passport card

- U.S. military identification card (DOD Common Access Card)
- U.8. Government employee identification card

Any identification submitted must be the original and not expired.
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Account Settings — Standard (AS)

John Q. Public | Sign Qut Text Size *  Accessibility Help

o SECy,

/fm‘l\ my Social Security

K

ApgTRP
Security Settings Password Reset Questions
If you forget your password, you can change it by answering your
Security Option: password reset questions.
Standard - You sign in with a username and password. If you have a i
Question 1:

text-enabled cell phone, you may add extra security. _ )
What is the name of the hospital where you were born?

NSRRI @ How does this work?

Question 2:

What was the model name of your first car?
Password:

Question 3:

Expires in 179 days (March 17, 2014) What is the middle name of your mother?

Update Password

Update Password Reset Questions

Current E-mail:

NO-REPLY@SSA.GOV

Update E-mail

© Deactivate Online Account
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Update Password

John Q. Public | Sign Out Text Size *  Accessibility Help

my Social Security

Update your Password
Provide yvour Current & New Password Your privacy is important.
For details about our use of
Current Password: your information, we encourage
you to read our Privacy Act
? Statement.

New Password:
Password Strength
@ | —  —

8 characters minimum and must contain

- at least one capital lefter (A-Z)

- at least one lowercase letter (a-z)

- at least one number (0-9)

- at least one symbol (For example: | @ # %% " &%)
- must begin with a letter or number.

Confirm New Password:

®

Update Password Cancel
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Update Password - Confirmation (Standard)

Alice Chow  Sign Qut Text Size ¥ Accessibility Help
o a;.h& ] .

JEN my Social Security

--',__.‘h!%-\‘f

@ Thank you! Your password has been updated.

Security Settings Password Reset Questions
If you forget your password, you can change it by answering your
Security Option: password reset questions.

Standard - You sign in with a username and password. If you have a

text-enabled cell phone, you may add exira security. Question 1:

What is the middle name of your mother?

G Exia ey @ How does this work?

Question 2:
What is the name of the hospital where you were born?
Password:

Question 3:

Expires in 179 days (August 19, 2014) What was the model name of your first car?

Update Password

Update Password Reset Questions

Current E-mail:

NO-REPLY@SSA.GOV

Update E-mail

© Deactivate Online Account
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Update Password - Confirmation (Enhanced)

John Q. Public | Sign Out Text Size = | Accessibility Help

- SEC,

Ziiiy Social Security

e Thank you! Your password has been updated. ‘

Security Settings Password Reset Questions
If you forget your password, you can change it by answering
Security Option: your password reset questions.
Extra Security - You sign in with your username, password, and
a secure text message that we send to your cell phone. Question 1-
Cell Phone Number: What is your father's middle name?

(xxx) xxx-7890 © Update Cell Phone Number

Question 2:

| Disable Extra Security | _ ) o
: ’ What street did you live on in third grade?

Password: Question 3:
Expires in 180 days (January 01, 2012) What was the model name of your first car?
| Update Password |

| Update Password Reset Questions |

Current Email:
sample@email.com

| Update Email |

© Deactivate Online Account

OSES/DASSD
June 3, 2014 Page 94 of 131



Update Email (UPEML)

John Q. Public | Sign OQut Text Size *  Accessibility Help

we SECy,

ﬁf[“l\l’"‘l\ my Social Security

Apgreh

Update Your E-mail

Provide your New E-mail Your privacy is important.
For details about our use of

E-mail Address:; your information, we encourage

We need this to communicate with you about your online account. you to read our Privacy Act
Statement.

Confirm E-mail Address:

Update Your E-mail Cancel
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Update Email - Confirmation (Standard)

John Q. Public | Sign Out Text Size ¥ Accessibility Help
o SEog, . .

ﬁ;\ my Social Security

sy s'-*\‘g

6 Thank you! Your E-mail has been updated.

Security Settings Password Reset Questions
If you forget your password, you can change it by answering your
Security Option: password reset questions.

Standard - You sign in with a username and password. If you have a

text-enabled cell phone, you may add exira security. Question 1:

What is the name of the hospital where you were born?

o LS AT @ How does this work?

Question 2:

What was the model name of your first car?
Password:

Question 3:

Expires in 178 days (March 17, 2014) What is the middle name of your mother?

Update Password

Update Password Reset Questions

Current E-mail:

NO-REPLY@5SA.GOV

Update E-mail

o Deactivate Online Account
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Update Email - Confirmation (Enhanced)

Alice Chow = Sign Qut Text Size ¥ = Accessibility Help

= W &

@ Thank you! Your E-mail has been updated.

my Social Security

Security Settings Password Reset Questions
If you forget your password, you can change it by answering your
Security Option: password reset questions.

Extra Security - You sign in with your username, password, and a

secure text message we send to your cell phone. Question 1

What was the model name of your first car?
Cell Phone Number:

Question 2:
(xxx) Xxx-7663 @ Update Cell Phone Number What is the middle name of your mother?
Disable Extra Security | Question 3

What is the name of the hospital where you were born?
Password:

Expires in 69 days (April 23, 2014) Update Password Reset Questions

Update Password

Current E-mail:

NO-REPLY@SSA.GOV

Update E-mail

© Deactivate Online Account
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Update Password Reset Questions (UPRQ)

John Q. Public | Sign OQut Text Size ¥, Accessibility Help

7N my Social Security

Update your Password Reset Questions

Provide vour new questions & answers Your privacy is important.

If you ever forget your password, you can reset it by answering these questions. For details about our use of
your information, we encourage
you to read our Privacy Act
Statement.

Question 1:

- -

Answer 1:

Question 2:

- -

Answer 2:

Question 3:

- -

Answer 3:

Update Password Reset Cancel
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Update Password Reset Questions - Confirmation (Standard)

John Q. Public = Sign Qut Text Size ¥ Accessibility Help

W\ SECy,

/ﬁf““\m’l\ my Social Security

6 Thank you! Your password reset gquestions have been updated.

Security Settings Password Reset Questions
If you forget your password, you can change it by answering your
Security Option: password reset questions.

Standard - You sign in with a username and password. If you have a

text-enabled cell phone, you may add extra security. Question 1:

What is the name of the hospital where you were born?

Add Bxira Security @ How does this work?

Question 2:

What was the model name of your first car?
Password:

Question 3:

Expires in 178 days (March 17, 2014) What is the middle name of your mother?

Update Password

Update Password Reset Questions

Current E-mail:

NO-REPLY@SSA GOV

Update E-mail

 Deactivate Online Account
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Update Password Reset Questions - Confirmation (Enhanced)

Alice Chow | Sign Out Text Size ¥ Accessibility Help

- A -
%, Il

a Thank you! Your password reset questions have been updated.

my Social Security

Security Settings Password Reset Questions
If you forget your password, you can change it by answering your
Security Option: password reset questions.

Extra Security - You sign in with your username, password, and a

secure text message we send to your cell phone. Question 1:

What was the model name of your first car?
Cell Phone Number:

Question 2:
(xxx) xxx-7663 Q Update Cell Phone Number What is the middle name of your mother?
Disable Extra Security | Question 3-
What is the name of the hospital where you were born?
Password:
Expires in 69 days (April 23, 2014) Update Password Reset Questions

Update Password

Current E-mail:

NO-REPLY@SSA.GOV

Update E-mail

© Deactivate Online Account
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Deactivate Account (DAC)

John Q. Public | Sign OQut Text Size ¥ Accessibility Help

% SEq
W [N

5,
)
s

my Social Security

b 5
Tef

Deactivate your Account

= >
5, Il &
("*-\l,\_ | é

&ATE you sure you want to deactivate your account?

If you deactivate your account, you will no longer be able to access our onling services using your
current username and password.

Yes, Deactivate my Account Cancel

OSES/DASSD
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Deactivate Account — Confirmation (DACC)

Text Size ¥  Accessibility Help

v SE
W

N my Social Security

Aosa
TN
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Account Deactivated

@M your request, your account has been deactivated.

If you need to access your information online in the future, you can create a new account.
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Add Extra Security (AES)

OSES/DASSD
June 3, 2014

Dale Boettcher  Sign Out

7 my Social Security

Help Center Secunty Settings

Add Extra Security

What is extra security?
Each time you sign in, we'll send you a text message on your cell phone. @ Show me how it works.

To enable this feature, you will need to:

+ have a cell phone with text messaging,
* provide one additional item of information that we can verify. and
+ wait 5 to 10 business days for your upgrade letter to arrive in the mail to complete the process.

Terms of Service

What will we do with your information?

We use the information you give us to verify your identity. We verify the information you give us against our
records. We also use Experian, an external authentication service provider, fo help us verify your identity.
Experian verifies the information you give us against their records. We do not share your Social Security
number with Experian. Experian keeps your information only for the time period permitted by Federal laws,
Regulations, or guidelines. We use Experian's fraud prevention services to protect you from identity theft.

When we make a verification request to establish your account, Experian may use information from your
credit report to help verify your identity. As a result, you may see an entry called a “soft inquiry” on your
Experian credit report. This will show an inquiry by the Social Security Administration with our address and
the date of the request. Soft inquiries do not affect your credit score, and you do not incur any charges
related to them. Soft inquiries are displayed in the version of the credit profile viewable only to consumers
and are not reported to lenders. The soft inquiry will not appear on your credit report from Equifax or
TransUnion, and will generally be removed from your Experian credit report after 25 months. Once you
have registered for an online account, you will not generate additional soft inguiries by logging in to access
our services.

What happens if you provide false information or misuse this service?

You may be subject to criminal or civil penalties, or both, if you provide false or misleading statements to
sign in or create an account or engage in unauthorized use of this service.

Who is responsible if the device you are using is not adequately safeguarded?

You accept that the responsibility to properly protect any information provided to you by Social Security is
yours and that you are the responsible party should any information on or from your computer or other
device be improperly disclosed. You agree that Social Security is not responsible for the improper
disclosure of any information that Social Security has provided to you, whether due to your own negligence
or the wrongful acts of others.

o agree to the Terms of Service

Text Size *

Accessibility Help

Your privacy is important.
For details about our use of
your information, we encourage
you to read our Privacy Act

Statement.
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Terms of Service to add Extra Security online * Not Banned from the Field Office

Text Size ¥ Accessibility Help

7\ my Social Security

We're sorry...

& You must agree to the Terms of Service to add extra security online.

You must agree to the Terms of Service to add extra security online. You may return to the previous
page to accept the Terms of Service and continue. If you choose not to do this online, you may add
extra security in person by visiting your local Social Security office.

If you decide to visit your local Social Security office please be sure to have one of the following
documents for identification purposes:

- Valid state driver's license

- Valid state issued identification card

+ U.S. Passport or Passport card

- U.S. military identification card (DOD Common Access Card)
- .8 Government employee identification card

Any identification submitted must be the original and not expired.
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Add Extra Security - Provide Info (AESPI)

John Q. Public = Sign Out Text Size ¥  Accessibility Help

: m\ my Social Security

Add Extra Security

Provide Information

Where can we mail the letter containing your upgrade code? Must be a mailing address in the
United States or a U.5. Territory.

Street Line 1: 1]
Street Line 2:
City/Town: State/Territory: ZIP Code:

- -

Primary Phone
We only need this to verify your identity.

10-digit Number

To add this feature, you must first verify your identity with one of the following:

@ the last 8 digits from your Visa, MasterCard or Discover Card
© information from a W-2 tax form

2 information from a 1040 Schedule SE (self-employment) tax form
7 the last direct deposit amount from your Social Security benefits

Enter the last 8 digits from your Credit Card: @ Tell me more.
We can only accept Visa, MasterCard or Discover credit cards. We do not verify debit cards. This
information is only used once to verify your identity.

Add Extra Security Cancel
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Financial Lockout * Not Banned from Field Office

Text Size ™  Accessibility Help

/ﬁl'\\ Social Security

isyese  The Official Website of the U.S. Social Security Administration

We're sorry...

é We were unable to verify the financial information that you provided.

We were unable to verify the financial information that you provided. Please click "Continue" to
complete the process for a Standard User ID.

You may add extra security online at a later date or by visiting your local Social Security office. If you
do decide to visit your local Social Security office please be sure to have one of the following
documents for identification purposes:

- Valid state driver's license

- Valid state issued identification card

+ U.S. Passport or Passport card

- U.S. military identification card (DOD Common Access Card)
+ U.S. Government employee identification card

Any identification submitted must be the original and not expired.
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Financial Lockout * Banned from Field Office

Text Size ¥ Accessibility Help

ﬁﬁ”’?\ my Social Security

We're sorry...

£L5 We were unable to verify the financial information that you provided.

You may add extra security online at a later date or by calling 1-800-772-1213 (TTY 1-800-325-0778)
for help with updating your records.

OSES/DASSD
June 3, 2014 Page 107 of 131



Add Extra Security — Confirmation (AESC)

John Q. Public = Sign Qut TextSize ¥  Accessibility Help

N my Social Security

"._1|||||||_ 3

Add Extra Security

My Home

@Thank you for your information.

Because you're adding extra security, you'll receive step-by-step instructions in the mail in 5 to 10
business days.

What happens now?

In 5 to 10 business days:
* You will receive a letter in the mail with an upgrade code and step-by-
step instructions for adding your extra securty
* |n the meantime, you can still use your online account.

€ Tips for protecting your identity.
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Account Settings - Enhanced (Pending)

John Q. Public Sign Qut Text Size ¥  Accessibility Help

ﬁﬁ\ my Social Security

Security Settings Password Reset Questions
If you forget your password, you can change it by answering your
Security Option: password reset questions.

Extra Security (Pending) - Please wait for your upgrade code to arrive

in the mail to complete this process. Question 1:

What is the name of the hospital where you were born?

Password: )
Question 2:
Expires in 167 days (April 23, 2014) What was the model name of your first car?
Update Password Question 3:

What is the middle name of your mother?

Current E-mail:

MO-REPLY@SSA GOV Update Password Reset Questions
Update E-mail

Q Deactivate Online Account
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Account Settings - Enhanced

John . Public | Sign Qut TextSize ¥  Accessibility Help

ﬁm\ my Social Security

Security Settings Password Reset Questions
If you forget your password, you can change it by answering your
Security Option: password reset questions.

Extra Security - You sign in with your username, password, and a

secure text message we send to your cell phone. Question 1:

What is the name of the hospital where you were born?
Cell Phone Number:
Question 2:

(xxx) xxx-7663 @ Update Cell Phone Number What was the model name of your first car?

Disable Extra Security Question 3-

What is the middle name of your mother?

Password:

Expires in 179 days (April 23, 2014} Update Password Reset Questions

Update Password

Current E-mail-

NO-REPLY@SSA.GOV

Update E-mail

O Deactivate Online Account
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Update Cell Phone Number (CCPNEN)

John Q. Public | Sign Out TextSize ¥ Accessibility Help

f.}fﬁ my Social Security

Update your Cell Phone Number

Update your Cell Phone Number Your privacy is important.

We will send a text message to verify your new cell phone number. For details about our use of your
information, we encourage you to

read our Privacy Act Statement.
u Enter your New Cell Phone Number

We'll send a text message to this phone each time you sign in. (Your text message rates still apply.)

10-digit Number

@’Y{)U need to have your new cell phone number available right now to complete this process.

Get Text Message Cancel
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Update Cell Phone Number - Enter Code (CCPNETC)

John Q. Public | Sign Out Text Size ¥ | Accessibility Help

i;m’?\ my Social Security

Change your Cell Phone Number

Please enter your security code Having trouble?

‘a We sent a text message to: (123) 456-7890 Make sure that your cell phone number is correct.

) ) If not, please go back and correct your number.
Please allow up to 2 minutes for the text message to arrive. The

security code will expire 10 minutes from the time of your request. Check your reception and text messaging (SMS)
You may need to move to a location where your phone can receive a
Enter the text code you just received: text message. Text messaging should also be enabled on your phone.

Still having trouble?
We can send a new text message.

Submit Security Code Previous Cancel

OSES/DASSD
June 3, 2014 Page 112 of 131



Update Cell Phone Number — Text Code Does Not Match

John Q. Public | Sign Out Text Size ¥ Accessibility Help

A SE

%\\ my Social Security

Help Center Security Settings

Change your Cell Phone Number

& The text code you entered does not match the text code we sent you. Please re-enter the
text code you received.

Please enter your security code Having trouble?

&) we sent a text message to: (123) 456-7890 Make sure that your cell phone number is correct.

If not, please go back and correct your number.
Please allow up to 2 minutes for the text message to arrive. The

security code will expire 10 minutes from the time of your request. Check your reception and text messaging (SMS)
You may need to move to a location where your phone can receive a

Enter the text code you just received: text message. Text messaging should also be enabled on your
12345678 phone.

Siill having trouble?
We can send a new text message.

Submit Security Code Previous Cancel
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Update Cell Phone Number — Reached the limit on the number of attempts

John Q. Public | Sign Out Text Size ¥ = Accessibility Help

/;l“’i‘\ my Social Security

%

Help Center Security Settings

Change your Cell Phone Number
&You have reached the limit on the number of attempts. Please request a new text code.

Please enter your security code Having trouble?

’a We sent a text message to: (123) 456-7890 Make sure that your cell phone number is correct.

If not, please go back and correct your number.
Please allow up to 2 minutes for the text message to arrive. The

security code will expire 10 minutes from the time of your request. Check your reception and text messaging (SMS)
You may need to move to a location where your phone can receive a

text message. Text messaging should also be enabled on your
phone.

Enter the text code you just received:
12345678

Still having trouble?
We can send a new text message.

Submit Security Code Previous Cancel
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Update Cell Phone Number — Confirmation

John Q. Public = Sign Out Text Size *  Accessibility Help

fﬂﬁr} my Social Security

@Thank you! Your cell phone number has been updated to: (123) 456-7890

You will need this cell phone number to sign in to your online account in the future.

Security Settings Password Reset Questions
If you forget your password, you can change it by answering your
Security Option: password reset questions.

Extra Security - You sign in with your username, password, and a

secure text message we send to your cell phone. Question 1:

What is the name of the hospital where you were born?
Cell Phone Number:

Question 2:
(xxx) xxx-7830 @ Update Cell Phone Number What was the model name of your first car?
Disable Extra Security Question 3-

What is the middle name of your mother?

Password:

Expires in 179 days (April 23, 2014) Update Password Reset Questions

Update Password

Current E-mail:

NO-REPLY @SSA.GOV

Update E-mail

O Deactivate Online Account
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Disable Extra Security (DES)

John Q. Public = Sign Out Text Size *  Accessibility Help

{m my Social Security

/“o\’ Are you sure you want to disable your extra security?

Disabling extra security means you will no longer use a cell phone to access your account. If you want
extra security in the future, we will ask you to go through our verification process again.

Yes, Disable Extra Security Cancel
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Disable Extra Security - Confirmation

Alice Chow  Sign Qut Text Size ¥ = Accessibility Help
ﬁm‘\ my Social Security

@Your account is no longer using extra security.

Use your username and password to access our online services without a cell phone.

Security Settings Password Reset Questions
If you forget your password, you can change it by answering your
Security Option: password reset questions.

Standard - You sign in with a username and password. If you have a

text-enabled cell phone, you may add extra security. Question 1:

What is the middle name of your mother?

Add Extra Seculy | g How does this work?

Question 2:

What is the name of the hospital where you were born?
Password:

Question 3:

Expires in 69 days (April 23, 2014
P Vs (AP ) What was the model name of your first car?

Update Password

Update Password Reset Questions

Current E-mail:

NO-REPLY@SSA. GOV

Update E-mail

© Deactivate Online Account
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Help - Privacy & Security
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Privacy & Securitv Questions

s Ty Infonmation secure?

Hicrw @0 o profect my imfarmation?

Wit b edra securkyT

Hirw o | skgn up Tor edra securly?

WY 00 | 3 0 answer ientity vericstion questionsT
Wiy are you 3sking for financlal information?

Can | apaly In persan’

Horw can | kesp mmy accoun] sake?

« How can | creie 3 strong pEseword?

» [Hiow an | kean mTy compuier sk’

LI I

LI )

L]

Is my Information secure?
¥V faie our respares IRy 10 profect your personal InfrmaEtion wery seriously.

WV yOu Ere O our websRe, efNSr i CTesis 3N SC00UT OF 10 3008EE Your Irarmation, we will 2ivaps
DaNicE you Wi 3 SSCUre eninnment.

1. ¥ vartly your sanity
e Canetully werty TSt you Ere wihd U S= you 3re. Thiks ks wery we 35k you 10 provide saveral
diferent fypes of Infanmation and i answer questions et only you shoulkd be 3k 1o arswer. I
0 3re LnConTREkk: WIN e onling Procass, you Can AWEYS Wk 2 local Soctal Securky
i 0 ety your kdentRy In person.

W ISy S8 3N IentRy UETICSNoN SanAce proviced by EXperian o kel verty your identRy and
DTORECt our DrkEcy when you register 10 0o Dusiness Wit us anline. When we maks 3
verifiaation request i estanlish your 3co0unt, Experkan may Lse Infanmation froem your credl
Mo 10 MEIp VST jour IiertRy. AS 3 Nesull, you May S22 an entry called 3 “Sof Ingulry” on
your Expertan credR repart. This will show an Inguiry by e Soclal Securky Adminksiration win
Our 30dress and e e OF e Meguest. SOR QIS 40 N0 MRct your Credl SCon:, and you
o Pt Incur 2y charges relsied b em. Sof Inguiries are displayed I fe verskon of e
credR proflle vizwable caly B ConsumErs and ame nol repored 1o lenders. The S0 inguiry will
ok 3P0SAT On jour eredR Tepart from Equilias ar TransUnken, 20 will generally be removed
from your Experian credR repan 3Rer 25 monts. Onca jou Rave raglsienad fr an online
B0o0unt, you will ROt genaTate A0aRinEl S0% InguIrkes by I6Jging In A0 300855 GUr SRTACRS.

2 e provide the moshu-io-0aie Sncowe securtly
o will create an Indhiduzl vsemame and & strong pessward 1o secune your 3coount. You will
ke have e option 3t time of 2dding e securlty. Adding extra secury will reguire you
o raeficie o userrEme, passward AND 3 unikgue ssourky code i 300955 UM 30000

= BadkioTao
Howw @0 you protect my information?

Tre taw (e Primcy AC of 1974, 5 U.S.C. 5523) reguires us i protect e Information we get and
e 00Ut you. W ke e Talkwing SH0s b0 protect your InsormEtkon:

= 'i¥ie make sure fhat the only peanle whi see your Infarmation are Shase who neaed | o perform
helr ofMclal dutles.

= i Rrain o emnployess O Gur priecy 3nd securly nules so ey know How §0 kesp pour
Infonmation secure.

A BackioToo
What Is sxtra security?

Yioaul 3 it for edra securly i provide Jour acoount with an edra lesel of profection. I yourd ke o add
exdira sacurly, you must use 3 cell phone with et messaging each time you sign . Thils eda
profeciion ensures Fat jou ane pou. Because no one else MBS 300855 10 e e message we send o
yioiur 2l pinome during skgn in, Tils 20ds even marne sacurky BEn 3 regular secure sign i

I e foillowing ststements are frue Tor jou, B2 eira securfy ks 2 opflon Sor you

| am commioranke answering an kently verifction guestion anline

| nae 3 oall phone et | use reguilarty

» Wiy cEll phone can necele bl messEges

» [Fm commioriable recelng a securky code on Ay phane each time | skgn Infto e sysiem

L]

L]

Each fime you want o SC02Ss your ceount jou wilk

» EFSSr jour usammEme and pEsswond.

» Fequest 3 new securfy cooe De beded B0 your cell phone. [You will Just hawe 1 click one
Bumon)

« Eriier e securfy cooe sent 1o jour o2l phane.
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Remambar
The code will expire Zher 10 minses, 50 ou will feed 1 RS pour phone Rearty when you iy 50 Sign In
10 YOur 3ccount.

+ Backw Top
Haow oo | shgn wp Tor sxtra sscurty?
Yiou MuUst 00 3 TINgS 10 gt extra securky:

1. Wiy your idently by arswering 3 security quesiion. e jou first regisier, well ey jour
kenitRy by asking for one of these:
+ e L3t § digits of your Visa or MasterCard, or
= SOME IFfonmEtion froem our W2 B S, ar,
» ouur direct cenosl amount, I you recehe Soctal Securky.

2. Hawe 3 call phone witn led messaging. Standand ted messaging rates will aoaly.
3 Provide your cell phone numiber sa we can had you T2 securly codes ywou will nesd.

Finkshing Fils process wsually tes 5 00 10 business days. A special code will be malled 5 your home
addness In e meantime, jou e sign I using e ussmEme 3nd pEssward Sar your 3oount, Just 25
o wawikd 3 ay ofner secure she.

4 BacktoTop
VWhy do | have to anewsr identity verification questions?

ATy T o Cheal Wi LS, W IS VR our Iienily. W M3 iD MiEke sune TEt only you CaN 30oeEE
Jr IrfonmEtion.

i you ViR @ Soctal Securky office, we an check your pnoto 1D 3nd 33k jou GUestions. We must be
atra canetul i protect your idently onling. W deskgnad B QUESHIONS We 35K 50 Bt only jou Shoukd
mmmr.nmmewrmlmmmummmhhmrh&a&m.

I o whoulld ineiar ot B0 answer Bnese QueSTions, Ou 3N aways ey jour ldently In person na
Soctal Sscurky Ofcs

a [Back o Top
Vrhy ars pou &sking Tor Tinancial information?
Providing financial account Indarmation ks optional.

You must ghe financlal account Infarmation I you want exdra securly. We confirm financlal account
Infarmation 35 anaiher way of ensuring your kdenily. We cannal kok 3t your firanclal accounts or credi
rescscird Wik e Inicirrrithon jou gihe.

If o are uncoeTioranle giing us jour inanclal account Infanmation, you can stll sign up fr a
standard aocount.

& B30 %W Top

Can | apply In person?

Yees. i you do mof know e requilned Information, or I you prefer nof fo answer fese guesiions online,
ORI TRy 0 B your 0cal Soclal Securky ofce ko apply In persan.

T 3l i parsan you will nsed Eroo of Jour Curment addness D one of e fllowing:

+ '@l ULE. drker's license
« cument stae-lecued non-drker ldenily

+ Unapined LS. Passpon of Passpon cand
+ LS. millRary kentioation cand (acihe duty, refines, rathorl guand, or dependent)

+ U5 gowermment empiloyes identification card
- B3 Tap
Haow can | esp my account safe?

» Fallow our guidelines far creting 3 strong pessword

» DoeTT sihare your pesswond

- Domwmedcrmywrmemnrpa&ammmremwuml
» Never aliow 3 EhEred COMDUIET 10 “EEE" yOur UsemaEme and passwand

Remembar:

mawlllna.éraﬂywh reveal pour DESEw0nd 10 US. I you 9=t 3 phone call or E-mall message asking
0 your pEsswand, o ot gle | oul. Report e call or S E-mall io us by calling 1-500-260-0271.
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Fior mare figs on profeciing your pessword, wisk G5 win onguandaniing go

Fior securlty nesons, your pEsswond will e ik for § monts. If your passward explnes, we will 35k

Y2 90 chaEnge | e ned Time you Sign In. Yiou ¢an Sks0 change your pesswand &t any Time Z9eT signing
I B oRUr 3200

& B33t Top
Haow can | ereats 3 strong password 7
Lengt. Uise =t le=st 5 characiers winout s080ss.

Craraciers. Lise 3 leas! 1 capial lemer, 1 lower c2se kmer, 1 number, and 1 spactl characier (such
=EIar%)

Caonient. Auld MUTDETs, MEmes, of dates et are skgnificant o jou. For eample, w0id your phone
murmizer, first name or date of bl Ty fo choose 3 pEsswand U can rememiber.

- B3 Tap
Haow can | iesp my computer safe?

Frofect pour compuizr with ant-virus sofware. ant-soam solwars, and 3 firewall
Securfy sofwarne can halp prevent compulsr vinsses, of amEning et can it jour compuler, from
ramming &

Creaie Simng passkaonds and keep tham sacret

Strong passwonds are bong, Include bof kefiers and numibers, and auold common wards and personal
FEMmes O dates. You shiuld use difierent passwonds for difizrent 3ccounts. Keep jour passwand
reiinders I 2 s and secune place.

B= cautious with E-mall
Neyer pen 27 S-mall jou werenT epecting of TEt ks Suspichous. Be wary of &y E-mall et ssks
ou B0 emier parsonal ImrmiEtion. Avokd clicking on links In E-malis: iy In e 3ddress yoursaifio
ke gUrE you viEw e omiclal wedsRe.

Bafors you enter persanal Infarmation, chack for sacurty Indicaiors
Lok for Shgres Tt 3 wetnage b Secure batore jou enter 3y personal Ifarmiation. A secure weoshe
shoakd e 3 giresn ackdress Dar, 3 closed padiook loom, and 3 web address wilh "REps” 5" or
SRCUNR). FOT 1AM Precaution, view e Securly INTanmation Snd cermcsios i Mses SUre you 3re on 3
5Re you can tnust.

& [Eackio Tap

Chea
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How does this work?

If you'd like to add extra security, you will use a text-enabled cell phone each time you sign
in. This provides extra security because even if someone gets your username and
password, they will not be able to access your personal information.

To get started, we'll verify your identity by asking for:

the last 8 digits of your Visa or MasterCard, or

= some information from your W2 tax form, or,

your direct deposit amount, if you receive Social Security, or,
information from a 1040 Schedule SE (self-employment) tax form

Your upgrade letter will arrive in 5 to 10 business days. You will need this letter to complete
this process.

Close
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Help - Show me how it works. (HSMIHTW)

Show me how it works.

Step 1:
Sign In

If you need to do business with us, just sign in with
your username and password.

Step 2:
Get Text Message

We will automatically send a unique text message to
your cell phone.

Step 3:
Submit Code from Text Message

Before we display any information, we will ask you to
enter the unique code you received. Without your
cell phone, you cannot sign in.

This provides extra security because even if
someone gets your username and password, he or
she still will not be able to use your account
information.

Close

Username:
[smith5487

Password:

&) Enter text message:
58874521

Submit Ti“ Cod

OSES/DASSD
June 3, 2014
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Help - Tell me more. (Credit Card) (HCC)

Tell Me More.

What we're asking for:

VISA

4000 le3du(Sk7a S0L0
573

What we are doing:
When you provide the last 8 digits of a credit card registered in your name, it gives us
another way to ensure that you are who you say you are.

What we are not deoing:

- We do not store any of this information.
- We are not charging you for anything.

Close
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Help - Tell me more. (W-2 Tax Form) (HW2)

Tell me more.

You can provide information from one of your Form W-2, Wage and Tax Statements, from
the last five years, to verify your identity. You will need to provide your Employee
l[dentification Number (EIN} from Box B and the number that appears in Box 5§ (Medicare
wages and tips), as illustrated here:

& Control b I Thhm«-md ' being Rrrishad 1 1
e piepuirged Be Bl i Bl PERET, & Al e
_ [ O o 1 505-0008 hnqumml“mnl-\r-_'-
B Esnplogeer idanibhoation mamber (EIR) 1 WVispss, Bps, ofhal oafapafiaion
o Ermployes naeme, aedeess, and JF cods 3 Bockd security wages
|-Ii Iedecors wages ored lga:
T ol s ay wpw |
A Ervplinpies’s socisl Be0rEy pamber B Advence EIC gyt
& Denployes’s frst romme wrd nitial Laat nams 11 Morquolified plana
wEm B~ B [
14 Other I
T Esnpliyss's addes and TP code ;
15 b Empkoyer's stabe ID number 16 Blke wages, tps, otc. | 17 Glabs income B | 95 Locdl wages, Spa, et | 1
w Wage and Tax Dapartmant of
e WM de Statement

If you do not have past W-2 wages or do not have access to your statements, please
select another option to verify your identity.

Close
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Help - Tell me more. (1040 Tax Form) (H1040)

Tell me more (1040 Tax Form)

We can use your net earnings from self-employment to verify your identity.

[fyau fill out the Short Schedule SE, use the "Met earnings from self-employment™ in Box 4.

B on A—Short S bedule SE, Cauthon. Puud showe 10 5 [ you can uss Bhord S hedule SE.

ia el v ool of Boka) from Sohwdits F. 0 38, W e parinerships, Sohsduls k-1 Fom
1068 bow 14, GO AL . .
b Immmmmnmmmnmdmm
P iyt I o Sctesdule F, ek 0, 0F Beed oo Sichuciube K1 (Foem D06d, o 0, o Y
2 et proft or (oss) rom Schedule C, Ine 31; Scheduls C-EZ, ine X Schecdele K1 Fom 1065,
bow 14, ooie A e Pan Baingy and Schedule K Form 10658, bon B, 000e J1,
mnﬂwdmmmmﬂ 1Emvmwmmm
e, Soa page SE-3 for other income fo mport . . H
Combine Ines 1a, 1b, and2. . . Lol N
mmmen:wHM|m-mmm# '
ot Bl Bt schedule; you 0o not owe bell-empioymenttax . . . . . . . . . . . |L
5 SoN-pemploymend L. ¥ the amount on Ins 4 i e E——
5700800 or e, miply I 4 By 1B 150, Enber S rivlt Bene aned on Form 1040, Bne 55,
® Miors Bhan §100, BO0, multigdy B 4 by 2.0% (0001 Then, sdd §13:343.50 b I st
[Erter T otal hore aned on Form 1040, e 56. . . |3
B CHRIUCDON Kor On-hal of LelT-pmpacyment tan. MR e &
oy 5iri | 0y Exler B riesusl Pui Al o Foams 1040, Bne 27 | g | |
Far P & A Mlicw, v T isin 1340 S b VRS S W Far=

al==

-

[fyau fill out the Long Schedule SE, use the "Met earnings from self~employment” in Box 6.
IEEIN Ser-Employment Tas

Mg, B o onlly InaConmeh Rt 10 Bl armpiymment L 5. Chamchy ermploges Incoare, g Bred 1 Mecugh 45, Dnder
e e B el B, NGO IO SAVICHS 0w Perioemad in & minishe of & M of 0 relgious Code B ol chuech
Inoeime, Soa page SE-1.
A U e & minister, meeben OF & Mg Ohder, wmmmﬂmmmmim
P $000 i P o ot s Brom check hore and contirue wEn Partl . . L
3 M Larmn froB8 O ekt from Schidute £, e 36, 8 Larm parireniige, Schadule k.1 Fom 10651,
Bom 14, Code A Mobe, Shp et 1 and BB # you ues B L opbonal meshod (s page SE-4)
B I you secswed 300N ecuriy Mirement o dabity benwdits, ecder T amount of Consenalion Fesne
Prormm payments inclaed o Schaciie I, I G0, Of kit on Schidube K-1 (Foom 10651 bou 20, code ¥

T Mok prolt of fost) bom Schaduls C. I 31 Schadule C-EZ. I 3 Schaduls K-1 Fom 10650
mum!mmmmmn1 Fom 10650y box 9. code J1.
MArstirs el Eseribrs of rebioas DRSsr, S fugs SE-1 1r Pt o Icoeme o et o B
cptied malad e poge SE-a1. .

Connling e 15, 10, a3 2 . .
lm:ummmmnlwﬂmmmmmmna
f s et o o B0 f Bk opbional masfacud, arder Bhe tobal of ines 15,300 17 have .
oot Bt 40 Ared 405, I it i 1400, SO o0 30 P cobe BaaeplyTesend L,
mrﬂmmwmmmwmm-&mmr
Erfin your chanch sanployes INComs trom Fomm W, Sae pigs

-1 80 Sefiriion of Chuch wnployes PO, . . . . . (Y —
MEphy g Sa by 200N (R Ma man Ml enter - . . . L . o . . - uil —
Hel sarnings from self-smployment. Adinesdcmd® . . . . . . . . . .0 §
Minx s aemeard of COPREsind WG] OFs) Sl ermphin et ST Wbt 10 S0 Sty | m—
B o 0l .29 P of W TR0 radrcaed refmeimn] e LAt 2000 . . . . . . T A
B3 Totad social écurty waged and Ups Botal of boned 3 and T on
Foemms) -2 el EIF] HRrermint (B 1) COMERALIbon
RN B00 o mced, Tp Il B0 Beugh 10, 80 0 0 e 11
Rngecs e B Safeect 10 Sceckal ity R fooem Fanm 4137, e 04
Wagers sbpect 10 social security b dirgen Form B3 19, liee 10y
A la MO I IS . . . . . 0 s s n m a w omoaw on o w ow o
Sautitraet By 8 S0 Bne 7, B 2o00 OF lets, dentin O et 0o 00 B B0 a0 QO B0 Bne 10 L B |
19 Mgl the smaler of Ire S orne SRy I24M L1320 . . . . . . . . . . .. L)
11 MEplye By 2PN . . . . . . 0 s s s e e e e s e e e LL)
12 Sel-employmwnt Lo Add Ines 40 s 10, Enter fre and on Form 1040, Ine 84, . . . | 12 ]
] mmm—dwmmnu

S0 {400, Ertier T 1l P a6 o Frnm e 27 1] |

3 Het Thes pgs BE-4)

Farrn Opfonod Mafhod ¥ s " ot ondy F (3] your arons Taem

B s

set?
3033

e B

ane

Ifyou do not have access to your tax returns, please choose another option to verify your
identity.

Close
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Help - Tell me more. (Direct Deposit) (HDD)

Tell me more

If you receive Social Security payments, you can find this amount an your most recent bank
statement.

Example: Ifthe amount of your last payment was $123.50, the amount you should enteris 123
(do notinclude commas or cents).

Close
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Help - Why are these questions important? (HWQI)

Why are these questions important?

Any time you deal with us, we must verify your identity. We have to make sure that only you can
get your personal information.

If you visit a Social Security office, we check your photo 1D and ask you guestions.

We must be extra careful to protect your identity online. We are using an external
authentication semrvice provider, Experian, to help us verify your identity. We will not share yaur
Social Security number with Experian.

These questions are designed so that only you should know the answer. If someone stole
your wallet, he or she should not be able to answerthese questions.

If you prefer notto answer these questions, you can verify your identity by visiting yvour local
Social Security office.

Close
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Help - How can | protect my identity? (HCIPMI )
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How can I protect my identity?

Keep your account safe

« Dontshare your username or password
« Dontwrite down your username or password where someaone could see it
« Mever allow a shared computer to "save” your username and password

[f you are a victim of domestic violence or identity theft, you can block all electronic access
to your persaonal information. In fact, anyone can block access at any time for any reason. If you
block access, no one, including you, will be able to see or change your personal information
using our online or automated telephone services.

Heres where you can Block Electronic Access to your information.

Remember:

We will never ask you to reveal your password or financial information to us. If you get a phone
call or E-mail message asking for your password ar financial information, do not give it out.
Reportthe call orthe E-mail to us by calling 1-800-269-0271 (TTY 1-866-501-2101).

For mare tips on protecting your passwaord, visit B2 www.onguardonline. gov.

For security reasons, your password will be valid for & months. If your password expires, we
will ask you to change it the nexttime you sign in. You can also change your password at any
time after signing in to your account.

Close
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Help - What if | get anew cell phone number? (HLPN)

What if my phone number is lost or changes?
[fyour phone number changes ar your cell phone is lost or replaced, we can get you back
anline.

If your phone is lost or you lose access, you may need to reset your cell phaone. You will
receive a cell phone reset code by mail at your home address in 5-10 business days.

If your phone number changes and you still have your old one, you may sign in any time with
your username and password, as well as a one-time code that we send in a text message to
your old phone, to give us your new numaeer.

Close
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Paperwork Reduction Act Statement

This information collection meets the requirements of 44 U.S.C_ § 3507, as amended by
section 2 of the Paperwork Reduction Act of 1995,

You do not need to answer these questions unless we display a valid Office of
Management and Budget (OMB) control number. The OMB control number for this
collection is 0960-0789; expiration date 09/30/2014. We estimate it will take about 8
minutes to read the instructions, gather the facts, and answer the questions.

You may send comments on our time estimate to: Social Security Administration, 6401
Security Blvd, Baltimore, MD 21235-0001.

Close
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Policy — Privacy Act Satement (HPAS)

Privacy Act Statement

Collection and Use of Personal Information

Section 205 of the Social Security Act, as amended; the Government Paperwork
Elimination Act (P.L. 1053-277). and the Federal Information Security Management Act of
2002 (Title Iy of the E-Government Act of 2002 (P.L. 107-347) authorize us to collect this
information to allow you access to our onling services.

This Privacy Act Statement applies to the entire online authentication process and
credential issuance, which includes account setup to account maintenance.

We need this information to identify who you are before we provide you with the
information you are requesting. Your response is voluntary. However, failure to provide the
requested information may prevent you from using our online services.

When you set up your account, we will verify the information you give us against our
records. We will also send some of the information you give us to an external data source,
Experian. Experian will help us to verify your identity. We do not share your Social Security
number with Experian. Experian will keep the information we share with them for the period
of time required by Federal laws, regulations, or guidelines.

We rarely use the information you supply for any purpose other than to verify your identity.
However, we may use it for the administration and integrity of our Social Security programs.
We may also disclose information to another person or to another agency in accordance
with approved routine uses, which include, but are not limited to, the following:

1. To comply with Federal laws requiring the release of information from Social
Security records (e.q. to the Government Accountability Office and Department of
Veterans Affairs);

2. Tofacilitate statistical research, audit, or investigative activities necessary to assure
the integrity and improvement of Social Security programs,;

3. To respond to a request on your behalf from a Congressional office or the Office of
the President; and

4. To other Federal agencies and our contractors, including external data sources, to
assist us in efficiently administering our programs.

A complete list of routine uses for this information is available in our System of Records
Motice entitled, Central Repository of Electronic Authentication Data Master File (B80-0373).
The notice, additional information regarding this form, and any other information regarding
our programs are available online at www_socialsecurity_gov or at your local Social Security
office.

Close
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