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NATIONAL FIRE INCIDENT REPORTING SYSTEM PROGRAM MANAGEMENT

FEDERAL EMERGENCY MANAGEMENT AGENCY
UNITED STATES FIRE ADMINISTRATION

NATIONAL FIRE ACADEMY

FOREWORD

The Federal Emergency Management Agency (FEMA) was established in 1979. FEMA's mission is to
focus Federal effort on preparedness for, mitigation of, response to, and recovery from emergencies
encompassing the full range of natural and manmade disasters.

FEMA's National Emergency Training Center (NETC) in Emmitsburg, Maryland, includes the United
States Fire Administration (USFA), its National Fire Academy (NFA), and the Emergency Management
Institute (EMI).

To achieve the USFA's legislated mandate (under Public Law 93-498, October 29, 1974), "to advance the
professional development of fire service personnel and of other persons engaged in fire prevention and
control activities," the U.S. Fire Administration has developed an effective program linkage with
established fire training systems which exist at the State and local levels. It is the responsibility of the
USFA to support and strengthen these delivery systems. The field courses of the USFA's National Fire
Academy have been sponsored by the respective State fire training systems in every State.

The USFA's National Fire Academy is proud to join with State and local fire agencies in providing
educational opportunities to the members of the Nation's fire services.
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COURSE GOAL

Use NFIRS and evolving technology to assist the fire service and information partners in making better
decisions that address fire and life safety issues.

STUDENT OUTCOMES
1. Shape the future of the fire service and fire service response to community needs through the
effective use of information.
2. Understand the roles and responsibilities of players involved in NFIRS.
3. Identify and explain the benefits of collecting and compiling incident data through NFIRS.
4. Apply code strategy principles to better document incidents.
5. Understand and apply proper data analysis and data presentation techniques.
6. Select and use proper methodologies to support the decisionmaking process using NFIRS data.
TARGET AUDIENCE

Administrative fire officers, systems operations (data entry/support staff), and system management/
administration staff. Individuals who need the knowledge, skills, and abilities to manage a reporting
system
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Module 1 — Introduction

MODULE 1
INTRODUCTION

Prerequisites

Students are required to meet the following prerequisites
before participating in this Module:

Terminal Objectives

Successfully complete the two-day Introduction to
NFIRS Course; or

Successfully complete the Introduction to NFIRS
Self-Study Course; or

Successfully complete an equivalent course offered
through their State NFIRS Program Manager

The students will be able to:

Enabling Objectives

Demonstrate an understanding of the various roles
and responsibilities of the NFIRS program manager
at the state and local level.

Describe how the NFIRS program manager can
impact the fire and emergency services issues in
their state or community.

Describe how the National Fire Incident Reporting
System (NFIRS) can have an impact on fire and life
safety decisions.

Describe the resources that help the program
managers do their job.

The students will:

Identify the roles and responsibilities for managing
the NFIRS program and how these are accom-
plished in their respective jurisdictions.

Describe the current level of involvement in their
jurisdiction.
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Create an action plan to identify future initiatives to
enhance participation.

Identify opportunities for collaboration and organi-
zational commitment that contribute to the success
of NFIRS at the local state and national levels.
Demonstrate the use of resources that help manage
NFIRS.

Student Manual

Your Student Manual (SM) includes a narrative text
for you to highlight key points for some of the
content and also can be used to make notes. During
several of the units, you will be using your SM as a
guide (or map) to the source documents. The SM
will be your primary reference material once you
return to your department. Page references to the
source documents you will be using throughout the
course are included in the SM.

NFIRS Complete Reference Guide

The NFIRS Complete Reference Guide is a line-by-
line guide to the completion of the incident report
modules. The handbook includes all of the code
conventions.

NFIRS Data Entry Tool Guide

The NFIRS Data Entry Tool Guide is a guide for the
entry, maintenance, and validation of incidents, as
well as a detailed explanation and steps on how to
use each tool.

NFIRS System Administration Tool Guide

The NFIRS System Administration Tool Guide is a
guide for system administrators setting up and
maintenance of group and users.
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e NFIRS Configuration Tool Guide
The NFIRS Configuration Tool Guide is a guide for
the setup of user options and local database access.

o NFIRS Web-Based Reporting Tool Guide
The NFIRS Web-Based Reporting Tool Guide
includes step-by-step instructions to generate,
retrieve, and print reports from the Web-Based
Reporting Tool.
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MAKING NFIRS WORK

Fire department data collection has had a positive impact on citizen
safety. Reports of fires in consumer products have led to
investigations and recalls of certain coffee makers, televisions, and
heating appliances. The success of the system is dependent on
commitment at four levels. The first, and most important, is the
local level. The success of the National Fire Incident Reporting
System (NFIRS) begins with the commitment of the local fire
department and its personnel to the collection of accurate data in a
timely manner.

At the state level, the State Fire Marshal, or another agency that
manages NFIRS, must support the efforts of fire departments that
participate in the system and encourage the participation of non-
reporting departments.

The federal agency that administers NFIRS is the United States
Fire Administration (USFA), and the National Fire Academy
(NFA) provides NFIRS training opportunities.

Working at the local fire agency level, the NFIRS Program
Managers play a vital role in the system's success. Their
responsibilities include managing the system, ensuring quality
reports, providing feedback to their department, and increasing
participation in NFIRS.

Whether you have the title of NFIRS Program Manager or are
involved in some other capacity, you can make a difference in the
system. For instance, clerical and administrative personnel can
influence the way NFIRS is managed. In order to influence (and
improve) NFIRS, regardless of the title you hold, you must
understand the big picture, from the mechanics of data collection
to the importance of data to decision-makers at all levels of
government.

This course is designed to help you meet these challenges. We
will use the five basic NFIRS program management functions
listed below throughout the course:

o Planning
o Administration
o Training
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Operations
Communications

COURSE OVERVIEW

Course Goal

Use NFIRS and evolving technology to assist the fire service and
information partners in making better decisions that address fire
and life safety issues.

Course Requirements

Attend all classes

Participate in discussions and activities
Complete individual and group activities
Complete additional readings as required
Complete individual action plan

Student Outcomes

Shape the future of the fire service and fire service response
to community needs through effective use of information.

Understand the roles and responsibilities of players
involved in NFIRS.

Identify and explain the benefits of collecting and
compiling incident data through NFIRS.

Apply coding strategy principles to better document
incidents.

Understand and apply proper data analysis and presentation
techniques.

Select and use proper methodologies to support the
decision-making process using NFIRS data.
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Modules of Instruction
Module 1: Introduction

This Module reviews the history of NFIRS and explains the
relationships among the various levels of people who collect and
use NFIRS data. It also reviews the resources and materials that
will be used in class, including documentation manuals, software,
PCs, USFA tools, the computer lab, and the Internet.

Module 2: The NFIRS System

This Module reviews the various incident reporting modules,
discusses coding strategies and the flow of data from the local to
the state and federal database. This Module introduces the NFIRS
Complete Reference Guide, system documentation, and other
resources.

Module 3: NFIRS Quality Assurance

The purpose of this Module is to provide students with a guide to
developing a successful quality control/quality assurance program.
Students will learn to differentiate between the typical and special-
case or consequential incidents, identify required and essential data
elements, and will utilize standard output reports and other tools to
identify data quality issues.

Module 4: Data Analysis and the Decision-Making Process

This Module is designed to help students identify the business
reasons for using fire data analysis to enhance local fire agency
effectiveness and efficiencies, and apply analytic techniques to the
decision-making process. Students will use NFIRS data, the
decision-making process and analysis tools, to address real agency
problems, issues and questions.
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Module 5: NFIRS Program Management

The purpose of this Module is to help students understand the
functions involved in managing an NFIRS program in order to
improve participation, timeliness of reporting, data quality,
understand the value of NFIRS data at the local, state, and federal
levels, and using CATPO.

COURSE MATERIALS

Student Manual

Your Student Manual (SM) includes a narrative text for you to
highlight key points for some of the content and also can be used
to make notes. During several of the Modules, you will be using
your SM as a guide (or map) to the source documents. The SM
will be your primary reference material once you return to your
department. Page references to the source documents you will be
using throughout the course are included in the SM.

NFIRS References

NFIRS Complete Reference Guide

The NFIRS Complete Reference Guide is a line-by-line guide to
the completion of the incident report modules. The handbook
includes all of the code conventions.

NFIRS Data Entry Tool Guide

The NFIRS Data Entry Tool Guide is a guide for the entry,
maintenance, and validation of incidents, as well as a detailed
explanation and steps on how to use each tool.

NFIRS System Administration Tool Guide

The NFIRS System Administration Tool Guide is a guide for
system administrators setting up and maintenance of group and
users.
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NFIRS Configuration Tool Guide

The NFIRS Configuration Tool Guide is a guide for the setup of
user options and local database access.

NFIRS Web-Based Reporting Tool Guide

The NFIRS Web-Based Reporting Tool Guide includes step-by-
step instructions to generate, retrieve, and print reports from the
Web-Based Reporting Tool.

NFIRS PROGRAM DEVELOPMENT

The need to collect data was realized and identified in 1972 with
the publication of America Burning.  Page 9 reports the
recommendation "... that a national fire data system be established
to provide a continuing review and analysis of the entire fire
problem." The USFA, which was created based on recommen-
dations in America Burning, is the agency that evaluates the
Nation's fire problem. Among other mandates, the USFA is
charged with providing for a nationwide exchange of information
pertaining to fire and life safety and having data collection,
storage, retrieval, and dissemination capability.

Early data collection varied throughout the country. The first
States to pilot test the NFPA 901 system were California, Oregon,
Ohio, and New York. Version 1 software, developed by the
National Fire Prevention and Control Administration (NFPCA was
USFA's predecessor), was used in Minnesota, Missouri, and South
Dakota. The program started in 1975 with the "NFIRS Users
Conference." Version 2 software was completed between 1976
and 1978. Version 3 development began in 1979, and Version 4 in
1985.

The Data Collection Process

Fire departments play a crucial role in the collection of fire-
related data. In fact, NFIRS would not exist without fire
department participation. The fire chief plays an important role in
determining the success of NFIRS at the local level. The fire chief
must be committed to NFIRS and must reinforce that commitment
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through management policy and practices. Absent or incomplete
data diminish the capacity of the system to provide the information
needed for decision-making.

Data Collection at the Local Level

The data collection process actually begins with the initial receipt
of the call by the dispatcher. The company officer (CO) and/or the
Incident Commander (IC) then completes the necessary report or
reports when the incident ends. Data entered must be as complete
and accurate as possible.

Completing the NFIRS forms is not an end in itself. Changes are
made to the data based on additional information about the cause
of the fire, interviews with people who have been injured at the
incident, or changes to the estimated dollar loss.

Agencies other than the fire department may supplement the initial
collection. For instance, the medical examiner or hospitals can be
contacted for follow-up reports on casualties that must be changed
to fatalities. Law enforcement agencies may provide additional
information on the cause of the fire if a crime is involved. Offices
of emergency management also can provide information that may
supplement the initial data collection.

Data Collection at the State Level

Data collection for NFIRS States usually begins with the State fire
marshal or equivalent office. The individual at this office needs to
ensure that the program has priority. He or she oversees the use of
the data and can coordinate the collection of data with other State
agencies. An important role of the State Program Manager is to
market the product to decision-makers who can use the
information from the data and to the fire departments that collect
and use the data.

Data Collection at the National Level

Agencies at the national level that collect data include the USFA
which provides oversight and funding for NFIRS. The USFA also
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makes data available to those who need them. The National Fire
Data Center provides a central location to collect data from the
States and provides feedback to the States in the form of reports.

RESOURCES

SUMMARY

There are a number of resources available to help you manage an
NFIRS program. Many of them you will use in this course. We
have already talked about your SM, the NFIRS Handbook, and the
Fire Data Analysis Handbook. Some other resources are described
below.

Data Entry/Validation Tool: Program for entering incidents,
validating incidents, and producing summary reports.

Configuration Tool: Program to set online/offline reporting.

System Administration tool: Program used to identify NFIRS
5.0 users, set up groups, and set user permissions.

Learning Resource Center: The Learning Resource Center
(LRC) is the campus library for students attending the NFA. With
a collection of more than 50,000 books, reports, magazines, and
audiovisual materials, the LRC facilitates and supports research
and curriculum development and design. The LRC staff can
supply routine information, do literature searches, compile
bibliographies, and provide documentation in the form of reports
and articles. Access to the LRC card catalog is available over the
Internet.

Computer Lab: Students will use campus computers for various
course activities and will have a chance to try several software
packages.

Collection and analysis of NFIRS data can assist fire departments
and other information partners in developing fire and life safety
strategies. NFIRS is the mechanism used to collect standardized
data from fire departments. The success of the system begins with
commitment at the local level.
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The five basic functions of NFIRS program management are:

Planning
Administration
Training
Operations
Communications
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Activity 1.1
Introductions

Purpose

To allow you to become acquainted with each other and to gain insight into the collection and
use of data.

Directions

1. Individually, use the survey form on the following page to gather data about a student
you do not currently know.

2. Make sure that you gather enough data so that you can introduce this person to the rest of
the class.
3. You and your partner will have a total of 10 minutes to gather the data and prepare

yourselves to make introductions.
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Activity 1.1 (cont'd)

Survey
Name:
City: State:
Employer:
Number of employees:
1-25 26-50 51-100 101-200 201-500 501+

Number of Incidents Handled Per Year: (check one)

O <100 O 101-1,000 O 1,001-10,000 T 10,001-50,000 [150,001-100,000 L1 >100,000

Experience with NFIRS:

[ <1 year [ 1-3 years []3-5 years [ 5-10 years 1 >10 years

Data Collection/Entry Responsibilities:

] Complete NFIRS or other incident reports.

[ Gather incident reports from stations/departments.

[] Review and/or edit forms/data submitted by others.

O Upload/send incident data to State _ Federal.
] Design and/or carry out special studies.

] Key and/or code incident data submitted.

Data Analysis Responsibilities/Skills:

] Analyze data on a regular basis and for special reports.
[] Possess basic statistical skills at a beginner, intermediate, advanced level.

[] Possess advanced statistical skills at a beginner, intermediate, advanced level.
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Activity 1.1 (cont'd)

Presentation Responsibilities/Skills:

] Prepare reports for supervisor, agency/personnel, decision-makers, media, public, etc.
[ Promote use of NFIRS by making presentations in own agency, to outside groups.
[ Use information to make presentations "in house," to decision-makers, to public, etc.

] Develop charts and graphs--skills are beginner, intermediate, or advanced.

Program Management Responsibilities:

] Develop and/or deliver training.

[ Conduct needs assessments and develop short- and long-range plans.

] Supervise employees--schedule work, evaluate performance.

[ Provide technical support for data collection, coding, analysis, presentation.
] Testify at legislative and/or public hearings.

[ Market NFIRS to fire service, public, decision-makers, media.

] Respond to inquiries from public, media, decision-makers.

[J Network with other NFIRS managers.

Course Expectations:

SM MODULE 1-16
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Activity 1.2
Scavenger Hunt (Optional)

Purpose

To evaluate your familiarity with, and use of, resources that help to manage NFIRS.

Directions
1. You will have 20 minutes to individually complete the following Student Activity
Worksheet.
2. Use all of the resources to which you have been introduced or others with which
you are familiar to find the information. Note the source for each question.
3. Return to class ready to report what you have found. Your instructor will collect

the worksheets.
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Activity 1.2 (cont'd)
Worksheet

List (7) of the approved NFIRS 5.0 vendors.
Source:

List of Vendors:

Define and explain “incident type” codes.
Source:

Definition:

Explanation:

Note the number of Modules in the course and the titles of two of them.
Source:

# of Modules:

Two Titles:

Identify the reporting tool for the Federal NFIRS 5.0 program.
Source:

Reporting Tool:

Explain how to set the DET for online access.
Source:

Explanation:

Describe how to find the tutorial for using the DET.
Source:

Description:
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Activity 1.2 (cont'd)

7. Note who recommended the establishment of the NFIRS.
Source:

Who Recommended:

8. Explain how you find the online national data summary.
Source:

Explanation:

0. Describe how you could get updated information about NFIRS 5.0.
Source:

Description:

10. Explain the process of setting up groups.
Source:

Explanation
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Activity 1.3
Management Responsibilities

Purpose

To evaluate your understanding of the tasks that must be completed for NFIRS to be successful
in an organization and who performs each task in the organization.

Directions
1. Complete the following worksheet.
2. Identify who in your organization performs the tasks listed on the worksheet. If the tasks

are not being done, leave the box blank.
3. You will have 20 minutes to complete your work.

4. Be prepared to share your answers with the large group.
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NFIRS PROGRAM MANAGER’S RESPONSIBILITIES

Communication

Task

Who

Priority

performs it? Task

Participate in fire service organizational meetings, conferences, and
association activities (fire chiefs, inspectors, instructors, investigators,
and firefighters).

Network with NFIRS Program Managers to enhance operations.

Write NFIRS guidelines for specific State or local problems.

Provide feedback to fire department personnel about current NFIRS
issues.

Conduct meetings with NFIRS ad hoc committee.

Provide technical support to fire department officers, answering
questions about data collection, coding questions, etc.

Respond to inquiries from fire department personnel and the public
after having first asked appropriate clarifying questions.

Instruct fire service personnel on uses of NFIRS data; send guide for
their use to develop information.

Testify at State legislation or local committee meetings.

Speak to fire service organizations, public, and industry.

Market NFIRS and NFIRS information to fire service organizations,
the public, legislatures, industries, and media.

Acquire appropriate data from the data processing shop and compose
reports in answer to requests received by agency staff, legislature,
public, industry, etc.

Promote the use of NFIRS data by other agencies, managers and other
decision-makers.

Market NFIRS by making presentations to various groups.

Develop information for an annual report using NFIRS data.

Write articles and provide information from NFIRS data for agency
newsletter, and the publications of other organizations.

Provide other agency managers and CEO with current information
from NFIRS data and data collected from other sources.

Distribute/Publish Standard output reports and Annual Report.
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NFIRS PROGRAM MANAGERS RESPONSIBILITIES (cont’d)

Communication (cont’d)

Who Priority
VL performs it? Task
Publish Reports on Dept/Organization web page.
Provide tech support to NFIRS users, answering questions about data
collection, quality and coding.
Market NFIRS and NFIRS information to fire service organizations,
the public, legislatures and other information partners.
Prepare articles and provide information using NFIRS data for agency
newsletters, publications, or other media.
Administration
Who Priority
Task performs it? Task

Set performance goals and plans.

Motivate employees and users.

Schedule workload for maximum efficiency.

Send data to State/USFA.

Prepare a budget for NFIRS program and justify line-item needs.

Establish and monitor QA/QC policies for organization.

Act as a liaison between the data processing personnel and the data
collectors.

Establish hierarchy of users and set permissions for using program.

Establish guidelines/protocols for organization Record Management
System.

Establish policy/procedure for review/approval of vendor software to
ensure compatibility with current NFIRS standard.

Establish policy for the releasing NFIRS data to the media and other
users.

Establish policy/procedure for data sharing with other agencies.

Prepare budget to ensure NFIRS receives necessary funding.
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NFIRS PROGRAM MANAGERS RESPONSIBILITIES (cont’d)

Planning

Who Priority

Task performs it? Task

Conduct a needs assessment to identify and resolve issues regarding
reporting.

Design and carry out special studies that involve other agencies.

Develop a long-range plan to address new technologies affecting the
NFIRS program.

Write and communicate program goals and objectives.

Develop a plan to address data quality control issues.

Provide data to assist in a loss-reduction strategy to address a
community-specific hazard evident in your data.

Review operation of NFIRS program and develop plan to improve
areas falling short of goals.

Training

Who Priority

Task performs it? Task

Develop training for NFIRS data collectors.

Train new fire departments/personnel on NFIRS data collection.

Provide periodic refresher courses on NFIRS collection.

Review data quality reports and develop training programs to improve
areas that don’t meet standards.

Develop media support for training.

Develop a short-range and long-range plan to meet the initial and
ongoing training needs of fire departments and personnel.

Develop and provide quality control workshops for data collection
personnel.

Develop user specific NFIRS training for department personnel
including managers, field staff and support personnel.
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NFIRS PROGRAM MANAGERS RESPONSIBILITIES (cont’d)

Training (cont’d)

Who Priority
VL performs it? Task
Develop software specific training programs (Excel®, Power Point,
Access) which will enhance the effectiveness of NFIRS as a decision
making tool.
Develop workshops promoting the value of NFIRS as a decision
making tool.
Develop data analysis workshops.
Review and recommend tools to deliver training, including projectors
and laptop PC’s.
Operations
Who Priority
UEEL performs it? Task

Analyze data and present them in a way that can be used as
information.

Develop a protocol for naming and labeling files received from fire
departments/ stations.

Return incomplete/inaccurate incident files to fire
departments/stations.

Learn and review NFIRS publications.

Review NFIRS standard to ensure compliance with current standard.

Export data for use in COTS (commercial off the shelf software).

Release data in timely manner to USFA.

Produce annual report.

Recognize NFIRS users.

Generate standard output reports for managers.

Generate ad hoc reports as requested.

Review data to identify emerging trends in FD responses.

Review NFIRS/USFA website for latest news.
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MODULE 2
THE NFIRS SYSTEM

Students are required to meet the following prerequisites
before participating in this module:

e Demonstrate knowledge and use of the current
NFIRS standard.

The students will be able to:

e Use the NFIRS environment to build an accurate
and comprehensive incident database for their
jurisdiction.

The students will:

e Use the complete reference guide for the accurate
documentation of incidents.

e Use Federal Client Tool or vendor software
packages to manage the NFIRS database.

e Use the Web-based Reporting System to create
reports of interest to the jurisdiction.

o Student Manual

Your Student Manual (SM) includes a narrative text
for you to highlight key points for some of the
content and also can be used to make notes. During
several of the units, you will be using your SM as a
guide (or map) to the source documents. The SM
will be your primary reference material once you
return to your department. Page references to the
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source documents you will be using throughout the
course are included in the SM.

NFIRS Complete Reference Guide

The NFIRS Complete Reference Guide is a line-by-
line guide to the completion of the incident report
modules. The handbook includes all of the code
conventions.

NFIRS Data Entry Tool Guide

The NFIRS Data Entry Tool Guide is a guide for the
entry, maintenance, and validation of incidents, as
well as a detailed explanation and steps on how to
use each tool.

NFIRS System Administration Tool Guide

The NFIRS System Administration Tool Guide is a
guide for system administrators setting up and
maintenance of group and users.

NFIRS Configuration Tool Guide
The NFIRS Configuration Tool Guide is a guide for
the setup of user options and local database access.

NFIRS Web-Based Reporting Tool Guide

The NFIRS Web-Based Reporting Tool Guide
includes step-by-step instructions to generate,
retrieve, and print reports from the Web-Based
Reporting Tool.
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INCIDENT DATA COLLECTION
The Incident Report

An incident report is the written or electronic documentation that a
fire or other incident occurred. It may be as brief as a basic fact
statement or as lengthy as an extensive discussion of the incident,
supported by photographs, witness statements, and laboratory test
results. The length and complexity of the report will depend upon
the nature and magnitude of the incident, State and local policies
concerning data collection, the need for specific data, and the
resources available for obtaining information and completing
reports. They also depend on the training and motivation of the
person filling out the report.

The incident report should include a description of the
circumstances related to the incident, including the cause, factors
contributing to the magnitude of the incident, actions taken by the
fire department to mitigate the incident, and a description of the
casualties or the damage resulting from the incident.

Three Basic Purposes of the Incident Report

There are three basic purposes to an incident report at the local
level. First, it is the legal record of the fact that a fire or other
incident occurred and provides official notification to those who
may be required legally to know of the incident, such as the State
Fire Marshal.

Second, it provides information to senior officers and fire
department managers so that they are kept informed about what is
happening within areas of responsibility.

Finally, the incident report provides data on fire and other
emergency services to fire service management so they can track
trends, gauge the effectiveness of prevention and intervention
measures presently being used, evaluate the impact of new
methods, and indicate those areas that may require further
attention.

The first two purposes can be served by any report that is an
accurate description of the incident. The third purpose, however,
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requires that information be collected in a consistent format that
will permit a meaningful aggregation of the data from reports on
many incidents.

It also is important that a single report serve the basic data needs of
several types of potential users. The data needed at the State and
national level must be provided from what is collected locally. At
the same time, it is important that the locally collected data also
have a visible, significant use at the local fire service level. 1f the
data are collected only for the benefit of those outside the local
area, the motivation and commitment to quality and completeness
may diminish, with a resulting reduction in the usefulness of the
data.

Uniformity of Incident Reporting

To achieve uniformity in reporting, the U.S. Fire Administration
(USFA), within the Federal Emergency Management Agency
(FEMA), has developed the National Fire Incident Reporting
System (NFIRS). This system is based on the work of the National
Fire Information Council (NFIC) and the National Fire Protection
Association (NFPA) Technical Committee on Fire Reporting.

The NFPA Technical Committee on Fire Reporting is responsible
for developing and maintaining NFPA 901, Standard
Classifications for Incident Reporting and Fire Protection Data.
This standard establishes basic definitions and terminology for use
in incident reporting and serves as a means of classifying data so
that the information can be aggregated.

Benefits of an Incident Reporting System

At the local level, a fire department can derive many benefits from
a good incident reporting system, particularly if it is based on
NFIRS. Some of the following uses involve no more than totaling
data from the system. Others require more extensive analysis.
Many of these benefits can be derived at the State and Federal
levels when a database is used that combines the fire experience of
many local fire departments. It is important to note that while this
examination focuses on fires, similar benefits can be derived for
other types of incidents handled by fire departments, such as
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emergency medical services (EMS) and hazardous materials (Haz
Mat) incidents.

Describing a community's fire problem: It is possible to
pinpoint where fires are occurring, what factors are most
responsible for ignitions, and what casualties and damage are
occurring as a result of fires. With the problem placed in proper
perspective, the most serious and solvable aspects of the fire
problem can be tackled first.

THE DATA-BASED DECISION-MAKING PROCESS

The first step in the data reporting process is for fire personnel to
record the circumstances of all incidents accurately, using a
reliable and consistent coding methodology. This is a key for
developing profiles that affect a department's decisions. Incident
data can be used by fire departments to document their experience,
support all types of management decisions, and identify, prepare,
and justify budget requests.

Local agencies then can send their incident data to the State, where
the information is combined with data from other fire departments
into a statewide database. By combining data at the State level,
trends in fire problems can be detected that often are too infrequent
to be seen at the local level, and a State fire profile can be
developed. Consistent response data support local decision making
in administration and operations. Trend information can be used
to target fire safety and prevention programs, as well as to assist in
identifying the safety level of products and practices. For these
reasons, fire incident reporting is mandatory in many States.

State incident data is sent to the National Fire Data Center (NFDC)
at the United States Fire Administration (USFA) for further
analysis. The NFDC can compare and contrast statistics from
States and large metropolitan departments to develop national
public education programs, make recommendations for national
codes and standards, guide allocation of Federal funds, identify
consumer product failures, identify the focus for research efforts,
and support Federal legislation, such as the Hotel/Motel Fire
Safety Act (PL 101-391, Sept. 25, 1990).

At the national level, data combined from participating States can
be used by the information partners to address community risk
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reduction issues. These organizations use national-level fire data to
establish policy, allocate funds, and set standards to affect the fire
problem. Decision-making based on incident patterns identifies
common areas for prevention and high-risk products, and
geographic areas so partners can take steps in response.

Addressing issues nationally can help local emergency responders
acquire resources to address high-risk issues.

The purpose at all levels in the data reporting system is to provide
timely and reliable information that supports the decision-making
process.

THE ALL-INCIDENT REPORTING SYSTEM

Benefits

The new system is modular in design and uses only the modules
necessary to describe the incidents. Data are collected for all
incident types in one basic module. More detailed information can
be collected with other modules to further profile fires, and
structure fires.

Ease of Use

o Data coding has been revised to reduce confusing
classifications.
. Simplifies look-ups by alphabetizing coding lists with

multiple choices for the same code.

Compatibility

o Compatible with current electronic technology. Version 5.0
is designed for electronic media technology. The design
specification contains specific data libraries, programming
specifications, and data flowcharts.

SM MODULE 2-6



NFIRS PROGRAM MANAGEMENT
Module 2 — The NFIRS System

Allows for the inclusion of optional State or local data
storage and retrieval. These data are for use at the local or
State level only.

Recognizes that there may be a need for additional data
elements to meet the local situation.

Comprehensiveness

Reliability

Collects behavioral information on multiple levels, e.g.,
children playing with fire, age range, what they used to set
the fire, and if they were alone at the time of the incident.

Formats the address to allow computerized queries and
street-based address matching for Geographic Information
System (GIS) purposes.

Breaks fire losses into property and contents to better
define structure losses. Preincident value is now captured
also as an optional data element.

Captures specific property information about multiple
onsite materials and their use. This will allow identification
of non-intended or illegal uses of property, such as
residential drug houses or laboratories.

Notes information on the number of acres burned for all
fires. Specific and detailed information about wildland or
large open fires is captured for those fires only.

Represents missing (not reported) data as blanks system
wide. Missing data will no longer be lumped in with
undetermined default code values.

Profiles fire prevention and code issues that affected the
fire.
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Captures multiple factors contributing to the causes of the
fire for the first time. This allows identification of juvenile
firesetters, gang involvement in fires, alcohol and cigarette
interaction, as well as drugs and youth involvement by age
categories.

Expands on equipment involved in starting fires. Detailed
tracking of specific equipment involved in fire ignitions is
possible.

Highlights factors that affect fireground suppression.
Burglar bars, high-rack storage, balloon construction, and
unprotected vertical openings are some examples of this
information.

Transmits certification of applications with certification
numbers to the State.

Administrative information is gathered and classified
routinely.

Provides better information on the impact of fire protection
features.

Includes carbon monoxide incidents.
Notes one-time information for special studies purposes.

Groups fire service resources for apparatus and personnel
by use at the incident. Specific, detailed information about
the use of fire service personnel and apparatus will be
collected in a standard way for the first time in optional
modules. This will permit staffing studies on several levels
of use.

Data fields profile building and systems information that
can be used to develop prevention strategies. Outlines
detailed information on the impact of fires on buildings.
Information on the building's size, number of stories, and
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status now is available. Specific information on fire origin,
damage patterns, flame spread, and materials contributing
to flame spread is captured as well.

o Expands information on detectors and automatic
suppression systems. Information on the system's presence,
range, power supply, effectiveness, operation, and reason
for failure is included.

o Extends information on casualties to provide a better
understanding of the relationship of the casualty to factors
contributing to injury, as well as the nature and cause of
injuries.

NFIRS 5.0 SPECIFICATIONS CYCLE

The United States Fire Administration's National Fire Data Center
(NFDC) has adopted a NFIRS specification update schedule that
allows for changes to the codes and edits to occur on an annual
basis. The schedule aligns with the calendar year data collection
cycle adopted by most states.

The Annual Specification Cycle provides:

J The change process would be managed so that everyone
affected would have the changes prior to their effective
date (to allow time for them to be incorporated into
software.

o A means to ensure that incidents that have been validated
by the federal client tool would remain valid regardless of
subsequent changes in the rules."

Changes to the NFIRS specifications will occur on the first
business day in September of each year with those changes taking
effect on January 1. This schedule will give vendors three (3)
months to make the necessary changes and distribute software
updates.
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The versioning scheme for the Design Documentation is the year
of the release, the one digit month of the release and the NFIRS
version; for example, 2002.2.NFIRS 5.0.

The design documentation is posted at the NFIRS design
documentation page at:
https://www.nfirs.fema.gov/documentation/design.

MODULE OVERVIEW

NFIRS 5.0 Module Overview

Version 5.0 uses a modular format to increase the accuracy and
applicability of data collection for all incident types. The overall
number of data fields has been increased. However, because 5.0
takes advantage of selective field entries based on incident type,
the number of fields used to define an incident has decreased
compared to Version 4.1. Version 5.0 has eleven modules that are
described below.

Each module (form) in the system is designed to collect specific
data. The modules do, however, have some characteristics in
common. Any portion of a module identified by a letter - A, B,
etc. - is called a section. Sections may be subdivided into blocks
such as Al, A2, etc. A block can contain one or more lines and
each entry within a line is called a field. Codes are used, in some
cases, to capture data within a field.

Whenever a data-entry point is marked with a star (*), the
information requested is considered essential and the section,
block, line, and/or field must be completed.

NFIRS-1--Basic Module

The Basic Module is used for every incident. State agencies that
are responsible for incident reporting will determine which
optional modules (EMS, Haz Mat, Wildland, Apparatus, Arson)
are required to be submitted.

If the State does not mandate the use of optional modules, the local
fire department may still elect to use the module(s).
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NFIRS-1 includes information on:

Fire Department Identifier
Location

Incident Type

Aid Given or Received

Dates And Times/Shifts/Special Studies
Actions Taken

Dollar Losses And Values
Casualties

Hazardous Materials Releases
Property Use

Persons and Entities Involved

For certain incident types, NFIRS-1 is the only module that must
be completed.

Confined fires, i.e., food on stove
Small vegetation fires

Outside rubbish fires

Explosions

Some "other" fire types

Nonfires

Comments Concerning Aid Given or Received

If aid is given (codes 3 and 4), then only the information on the
Basic Module through block G; (Resources) must be completed by
the department giving aid. The remainder of the Basic Module and
any other modules associated with the incident may be completed
but this is not required. The information not captured by the
department giving aid is captured by the department that receives
aid for that incident.
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Estimated Dollar Losses and Values (Block G2)

Property and content losses are recorded in block G2. Loss
information must be completed for all fire loss when the loss is
known. Entry of loss information is optional for other incident

types.

G2 Estimated Dollar Losses & Values

LOSSES: Required for all fires. Otherwise optional. None

Property $| | | | ,| C ,| 1 a
Contents | L1 | ,| | 1 |,| || | |:|
PRE-INCIDENT VALUE: optional

Property § | |, |, 1
Contents §| | |,[ 1 | |

Estimated Dollar Loss. Rough estimation of the total loss to the
structure and contents, in terms of the cost of replacement in like
kind and quantity. This estimation of the fire loss includes
contents damaged by fire, smoke, water, and overhaul. This does
not include indirect loss, such as business interruption.

Preincident Value. Estimation of the replacement cost of the
structure and contents.

Square Foot Building Costs (Replacement Costs).
http://www.saylor.com/lacosts/index.html

ICC Building Valuation Data.
http://www.iccsafe.org/cs/techservices

NFIRS-2--Fire Module

The Fire Module is used for any fire that extends beyond a non-
combustible container. It would be used to record information on
incidents involving fires, including buildings, outside storage fires,
vehicle fires, and larger vegetation fires. As an option, the
Wildland Module can be used for vegetation and other outside
fires. Building fires require the use of the Structure Fire Module.

NFIRS-2 includes information on:
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o Property Details

o On-Site Materials

Ignition: Area, Source of Ignition, Material Ignited, Factors
Contributing, Human Issues, Equipment Involved

Human Factors Involved

Mobile Property Description

Fire Origin and Spread Description

Fire Suppression Factors

NFIRS-3--Structure Fire Module

The Structure Fire Module is used in conjunction with the Fire
Module for building fires which extend beyond a noncombustible
container (Incident Types 111 and 120s). The Fire Module
provides greater details about the property involved; the Structure
Fire Module furnishes information regarding the buildings
involved in the fire, how the fire started, and detection and
suppression equipment present.

The Structure Fire Module, through its available data fields,
provides a means to describe larger fire incidents extensively.

NFIRS-3 includes information on:

o Structure type

o Building status, height, main floor size

J Fire origin, fire spread, number of stories damaged by
flame

o Material contributing to flame spread

o Presence of detectors, detector type, detector power supply,
detector operation, detector effectiveness, detector failure
reason

o Presence of automatic extinguishment system (AES), type
of AES, AES operation, AES effectiveness and AES failure
reason

NFIRS-4--Civilian Fire Casualty Module
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The Civilian Fire Casualty Module captures data regarding any
civilian (non-fire service) casualty associated with fire-related
incidents. An entry in H; of the Basic Module will initiate the
completion of this module.

A casualty is a person who dies or is physically injured as the
direct result of a fire-related incident. In this circumstance the
term civilian includes, but is not limited to, the following: private
citizens, emergency medical service responders (not fire
department), and police.

The Civilian Fire Casualty Module is designed to provide a better
understanding of human reaction to fire.

NFIRS-4 includes information on:

Person's identification

Demographic information

Injury causes, including human and contributing factors
Activity when injured

Location when injured

Symptoms and portion of body injured

Disposition

NFIRS-5--Fire Service Casualty Module

The Fire Service Casualty Module is used when fire service
personnel suffer an injury, fall, or exposure involved with any
incident. When the Fire Service Casualty Module is used, at a
minimum the Basic Module must also be completed. Other
modules may also be required depending on the incident type.

An exposure is when fire service personnel are exposed to a toxic
substance or harmful physical agent through any route of entry
(e.g., inhalation, ingestion, skin absorption, or direct contact).
Exposures can be reported regardless of the presence of clinical
signs and symptoms.

Firefighter casualty information can be used by Health and Safety
Officers to reduce risks at incidents.

NFIRS-5 includes information on:
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Person's identification and age

Injury time

Assignment and activity at time of injury

Severity of injury and disposition

Location of victim when injured

Symptoms and portion of body injured

Cause of injury, factors contributing, object involved
Where injury occurred

Equipment profiles

Protective Equipment (Section K)

K1

Did protective equipment fail and contribute to the injury? Yes

Please complete the remainder of this form ONLY if you answered YES. No

If the answer to K1 is "yes" complete
equipment sequence field, and the
remainder of the module.

This section provides detailed
information on  the  specific
equipment that failed and contributed
to the injury.

NFIRS-6--EMS Module

In its infancy, fire department activity reporting was limited to
fires only--at least on a national level. Little recognition was given
to the "other" activities that fire departments were performing on a
daily basis. As fire department management became more
responsive to the budgetary concerns and restrictions of fiscal
policy, the need to justify all activities and expenditures grew.
Many local fire departments began to collect data on their own,
using the NFIRS program to attempt to gather management
information concerning all of those other activities and stretching
the program in directions that were never anticipated.

Recognizing that EMS-type activities are a significant portion
(well over 40 percent) of what fire departments are currently
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doing, the NFIC encouraged the USFA to include an EMS
Reporting Module in the new NFIRS 5.0 reporting system. The
USFA acknowledged that EMS was integral to the needs of local
fire departments, and that the data were critical to management of
those departments.

An EMS reporting committee was formed with representation from
local fire departments providing EMS, State Fire Marshal's
Offices, a State EMS Director, and a physician advisor.

UNIFORM PRE-HOSPITAL
MERGENCY MEDICAL SERVICES (EMS)
DATA CONFERENCE

For a copy of the 80 EMS data points and their definitions, see the
NHTSA Web site at:
www.nhtsa.gov/people/injury/ems/products.htm

The EMS Module is not intended to replace or otherwise interfere
with State or local EMS patient care reporting requirements, nor is
it intended to be a comprehensive EMS patient care report.
Instead, the data elements in this module should be viewed as

"core elements" around which a complete patient care report can
be built.

Purpose

The purpose of the EMS Module is to gather basic data as they
relate to the provision of emergency medical care by local fire
service units. It is intended to encompass both responding fire
suppression units and fire department EMS units.
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Use

The optional EMS Module is used to report all medical incidents to
which a department responds. The EMS Module does not replace
the Civilian Fire Casualty Module in cases where a civilian injury
or death occurs as a result of fire.

Data on fire service injuries or deaths are reported on the Fire
Service Casualty Module.

Whenever an "Incident Type" in the 300 series (i.e., 311, 322, 371,
etc.) is entered on the Basic Module Section C, the EMS Module
may also be completed. It also may be completed for injuries
which occur at other incidents.

One EMS Module should be used for each patient, and the number
of modules submitted for an incident should match the "Number of

Patients" entered in block B of the paper form.

NFIRS--6 includes information on:

Incident location and type
In-service dates and times
Provider assessment

Victim demographics
Injury/illness description
Procedures used

Safety equipment involved
Care level

Patient status and disposition

Patient Status (Block M) M Patient Status

Critical to the fire or fire department |4 [] Improved
EMS unit operation is the deter- |9 [] Remained same
mination of patient status change |3 [] Worsened
while the fire department was
providing treatment. "Patient Status |
Change" is one of the most significant ] Pulse on Transfer

Check

factors and is extremely useful when
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analyzing the data collected. All other factors relate to this single
element and influence it to varying degrees.

Collation to the final patient outcome post-hospital would be
highly desirable, but was well outside the scope of the effort to
develop an EMS reporting module.

NFIRS-7--Haz Mat Module

The "optional" Haz Mat Module is used
when the Basic Module (Block Hjs--
Hazardous Materials Release) indicates
"other" for hazardous material. Its purpose
is to document reportable Haz Mat
incidents. Generally speaking, a reportable
Haz Mat incident is one in which:

. Specialized Haz Mat resources were dispatched or used, or
should have been dispatched or used, for assessing,
mitigating, or managing the situation; or

J Releases or spills of hazardous materials exceed 55 gallons.

Nothing in this definition is meant to alter compliance with State
or local Haz Mat reporting requirements. In States with
mandatory reporting, the State legislature determines which
optional modules (EMS, Haz Mat, Wildland, etc.) are to be
submitted to the State.

The Haz Mat Module permits hazardous materials incidents to be
profiled in depth for incident-management analysis and response-
strategy development. It collects relevant information on:

Hazardous materials identification
Container information

Release amounts and location
Actions taken

Mitigating factors
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If more than one hazardous material is involved, one module is
completed for each Haz Mat released. (Note that the term
"release" is intended to include a spill).

Haz Mat Identification (Section B)

The purpose of Section B is to identify the specific hazardous
materials involved in an incident as accurately as possible. Several
different identification systems have been developed that can aid
fire department personnel with identifying hazardous materials.

° UN Number

° DOT Hazard Classification
o CAS Registration Number
° Chemical identifier

° Chemical name

Not all of these systems need to be used to identify the hazardous
materials. In fact, in an automated system, many of these data
elements are cross-referenced in the database. Thus, the entry of
one piece of information may cause the system to populate some or
all of the other Haz Mat identification fields.

If the CAS Number is known and entered, the system will populate
all other Haz Mat ID fields without any further lookup being
necessary.

Those chemicals listed in the USFA publication entitled Hazardous
Materials Guide for First Responders are cross-referenced in an
appendix of the NFIRS Handbook and are contained in the NFIRS
5.0 Haz Mat Module database.

In some cases, it may take more than one piece of information to
accurately identify a hazardous material.

The UN Number does not necessarily identify a specific chemical.
Thus, in cases where the UN Number is used, it must be in
conjunction with the chemical or trade name for the specific
chemical to be accurately identified.
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The UN Number is a four-digit number assigned to the hazardous
material that conforms to United Nations (UN) standards for the
identification of hazardous materials in

international transportation. These numbers 2000
EMERGENCY RESPONSE
GUIDEBODK

can be found in a variety of reference
materials including the North American
Emergency Response Guidebook (NAERG)
published by the Research and Special
Programs Administration, U.S. Department
of Transportation (DOT) and the Hazardous
Materials Guide for First Responders
published by the U.S. Fire Administration. Aot s st nEsEDES

DURING THE [rarTIAL FHASE OF &
DVMGERDLUE GODDGHAZARICLS MATERIALS INCIDCNT

In some cases, a single UN Number will be assigned to several
materials with similar properties. Not all hazardous materials have
been assigned UN Numbers.

The primary hazard associated with various hazardous materials
categories is described by the DOT Hazard Classification system.
It is intended to be used on placards or labels during transportation.
Since many materials have multiple hazards, the DOT Hazard
Classification may not describe all of the potential hazards faced
by emergency responders at a Haz Mat incident.

The DOT Hazard Classification consists of a single digit hazard-
class code followed by a decimal point and a single digit code for
the division. For the purpose of documentation, this two-part
hazard class/division code has been converted to a two-digit code.
The proper entry in this field is the two-digit code that corresponds
with the hazard classification and division as found on a placard or
label.

By itself, the DOT hazard class and division does not identify a
specific chemical. To do so, it must be used in conjunction with
the chemical or trade name or the CAS Number.

The CAS Registration Number is the identification number
assigned to a chemical by the Chemical Abstract Service (CAS) of
the Chemical Abstract Society. This number may be found in
reference materials, on Material Safety Data Sheets (MSDS's), and
on some product labels. Not all hazardous materials have an
assigned CAS Number.
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In an automated system, it is intended that the entry of the CAS
Registration Number would populate all other Haz Mat ID fields
without any further lookup being necessary.

The chemical name is the standard chemical or trade name by
which the hazardous material is commonly known. Products from
different manufacturers with similar chemical ingredients may
have different trade names.

The proper entry in this field is the chemical or trade name of the
hazardous material as shown on the MSDS, product label,
packaging, or container.

A common herbicide used for household applications may be
entered by the trade name, "Weed-B-Gone™", or by the chemical
name, "2,4-Dichlorophcnoxyacctic acid (2-4D)".

Firefighter Safety Study Act of 1990

Public Law  101-446, the
Firefighter Safety Study Act of
1990, directs the Administrator of —

the U.S. Fire Administration to First Responders
consult and coordinate a review of
information available to first
responders ~ with  government
agencies, private sector firms, and
other first responders. The goal of
these efforts is to improve the
accuracy and  suitability = of
response guidance so that saferand |, ... .. s
more  effective responses  to B ?
hazardous materials incidents can

be conducted at the State and local level.

Hazardous Materials Guide

The Hazardous Materials Guide for First Responders is the result
of an extensive study of available hazardous materials response
resources for first responders undertaken by the USFA as part of
the Firefighter Safety Study Act. The study concluded that, while
several excellent and technically accurate resources are available,
none are directed to the specific needs of the first responder trained
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at the Awareness or Operational Levels of Training; the training
levels of most first responders.

NFIRS-8--Wildland Fire Module

£

Historically, NFIRS data have not proven useful in understanding
the nature and magnitude of the wildland fire problem. The
"optional" Wildland Module attempts to rectify this by capturing
data about:

. The number of acres burned and the type of materials
involved in these fires.

J Conditions that contribute to the ignition and spread of
wildland fires.

o The resources needed to control and/or extinguish these
fires.

The purpose of the Wildland Fire Module is to document
reportable wildland fires. Generally speaking, a reportable
wildland fire is any fire involving vegetative fuels that occurs in
the wildland or Urban-Wildland Interface areas, including those
fires that threaten or consume structures.

To better understand the role of fire on the wildland ecosystem,
prescribed fires are also included in this definition of reportable
fires.
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For the purpose of wildland fire reporting, the following
definitions are used:

o Prescribed fire--Any fire ignited by management actions
to meet specific objectives. A written, approved prescribed
fire plan must exist prior to ignition (Incident Type 632).

o Urban-Wildland Interface Area--The geographical area
where structures and other human development meet or
inter-mingle with wildland or vegetative fuels.

. Urban-Wildland Interface fire--Any fire, other than
prescribed fire, where fire suppression tactics were
influenced by a geographical area where structures and
other human development meet or intermingles with
wildland or vegetative fuels (Incident Type 141).

o Wildland fire--Any fire other than a prescribed fire,
involving vegetative fuels that occur in the wildland. A
wildland fire may expose and possibly consume structures
(Incident Type 141).

o Wildland--An area in which development is essentially
non-existent, except for roads, railroads, power lines, and
similar facilities.

The Wildland Fire Module permits wildland fires to be profiled in
depth for resource allocation, incident management, and fire
impact analysis. In addition, aggregated data on wildland fires will
provide invaluable information that can be used by policy makers
developing codes and standards, zoning ordinances, and forest
management plans.

Wildland Fire Module Use

The "optional" Wildland Fire Module is used when the Incident
Type is coded as Forest, Woods, or Wildland Fire (Incident Type
141), or a Prescribed Fire (Incident Type 632). In these cases, the
Wildland Fire Module would be used in-lieu-of the Fire Module.
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The Wildland Fire Module also may be used for the following
Incident Types:

140 | Vegetation Fire, Other

142 | Brush, or Brush and Grass Mixture Fire
143 | Grass Fire

160 | Special Outside Fire

170 | Cultivated Vegetation, Crop Fire, Other
171 | Cultivated Grain, Crop Fire

172 | Cultivated Orchard or Vineyard Fire
173 | Cultivated Trees or Nursery Stock Fire

561 | Unauthorized Burning
631 | Controlled Burning (Authorized)

Controlled Burning versus Prescribed Fire

Incident Type 631 "Controlled Burning" is used for fires where the
burning is authorized and under control. Controlled burns are
typically "agricultural" in nature and managed by the property
owner. In order to meet the definition of a Prescribed Fire
(Incident Type 632), a written, approved prescribed fire plan must
exist prior to ignition. These fires are typically carried out by a
wildland management agency.

Both types of fires are considered non-hostile, and both presume
that the Environmental Protection Agency (EPA) requirements are
met prior to ignition.

A prescribed fire that escapes management is a hostile fire--
Incident Type is 141 (Wildland Fire). A hostile fire cannot
become a prescribed fire, but the management strategy (actions
taken) may change.

If it does not have a written, approved prescribed fire plan prior to
ignition, it is not a prescribed fire--regardless of how it is managed
(or how many times it escapes control). How the hostile fire is
managed is the action taken.
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NFIRS-8 includes information on:

Property details

Fire cause

Ignition information

Fire suppression and management
Mobile property type
Equipment involved in ignition
Weather data

Fuel model at origin

Total acres burned

Property management

Person responsible

Fire behavior

Wildland Fire Cause (Section D)

Block D provides factors contributing to ignition, for the broadest
classification of ignition causes consistent with the "General Fire
Causes" adopted by the National Wildfire Coordinating Group
(NWCG). The primary use of this information is to distinguish
between human-caused and natural wildland fires.

D4 Wildland Fire Cause 3% The classification of
1 [ Naturai source s [Jmisuseorfie | WWildland F1r§ Cause
2 [] equipment o Bothef represents a 51gn1ﬁcant
3 [] smoking u Undetermined

4 [] openfoutdoor fire dep.arture from the
§ [ Debrisfvegetation burn coding scheme used in
° H iy osure) the Fire Module where

a  combination  of
"Cause of Ignition" and "Factors Contributing to Ignition" are
used to describe how and why the fire started. In some cases, the
Wildland Fire Cause is not a "cause" at all, but an incident type or
a factor contributing to ignition.

NFIRS-9--Apparatus or Resources Module

The Apparatus Module is used as a local option to identify
apparatus sent to each incident.
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NFIRS-9 includes information on:

Apparatus identification and type
Dispatch, arrival, clear dates and times
Number of personnel

Use

Actions taken

If the Apparatus Module is used, the Basic Module must also be
completed.

Either the Apparatus/Resources Module or the Personnel Module
may be used, but not both.

NFIRS10--Personnel Module

The Personnel Module is used as a local option to identify
personnel sent to each incident.

If the Personnel Module is used, the Basic Module also must be
completed.

NFIRS--10 includes information on:

Apparatus identification and type
Dispatch, arrival, clear dates and times
Use

Actions taken

Personnel ID, rank, actions taken

The Personnel Module is also a local option module and some of
the data may not be forwarded to the state.  Personnel
identification numbers, names, rank/grade, apparatus assignment,
and actions taken can be noted. The Apparatus and Personnel
Modules can provide administrators with data that is useful for
management strategy development.

Either the Personnel Module or the Apparatus/Resources Module
may be used, but not both.
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NFIRS-11--Arson Module

The Arson Module may be used whenever the Cause of Ignition,
(NFIRS-2 E1) is coded as ‘'intentional," or as '"under
investigation." No distinction is made as to whether or not a crime
has occurred, nor is there a determination of criminal intent. The
Arson Module may also be used when the fire is under
investigation or in cases where the cause is "Undetermined after
investigation."

The Arson Module also may be used to document juvenile-set
fires, whether determined to be intentional or not. This information
will permit analysis of juvenile firesetting trends including
intervention strategies and repeated activity.

Arson is defined as to unlawfully and intentionally damage, or
attempt to damage, any real or personal property by fire or
incendiary device.

Nothing in this definition is meant to alter or affect compliance
with State or local incident reporting requirements. In States with
mandatory reporting, the State Program Manager determines which
optional modules (EMS, Haz Mat, Wildland, Arson, etc.) are to be
submitted to the State.

The Arson Module consists of two parts: a local investigation
module which permits a fire department or arson investigation unit
to document certain details concerning the incident; and a juvenile
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firesetter section which identifies key items of information that
could be used for local, State and national intervention programs.

Many arson investigation units use an '"arson information
management system" to collect and compile information on arson
incidents. This module is not intended to replace such systems, but
rather to identify those data elements that could be exported to the
NFIRS and included as an integral part of the USFA National Fire
Database and the Bureau of Alcohol, Tobacco and Firearms
(BATF), Arson and Explosives National Repository.

The NFIRS-11 includes information on:

Agency investigating the incident

Case status

Suspected motivation factors

Entry methods, devices, other information
Property ownership

Laboratory used
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ATF CALL CENTER

Designed to improve arson and explosives
informational transfer to law enforcement agencies
National Repository Branch
1-800-8841

A centralized toll free telephone number answered by the ATF National Repository
Branch is launched to increase the availability of arson's and explosives incident
information to law enforcement.

In 1996, Congress, recognizing ATF's expertise in the investigation of fire/arson and
explosives-related incidents, passed legislation authorizing the Secretary of the
Treasury to establish a national repository of information regarding arson incidents
and the actual and suspected criminal misuse of explosives throughout the United
States. Treasury's authority over this system was included in an amendment to Title
18, United States, Code, Section 846. Subsection (b) was added, as follows: "The
Secretary is authorized to establish a national repository of information on incidents
involving arson and the suspected criminal misuse of explosives."

All Federal agencies having information concerning such incidents shall report the
information to the Secretary pursuant to such regulations as deemed necessary to
carry out the provisions of this subsection. The repository shall also contain
information on incidents voluntarily reported to the Secretary of State and local
authority.

The Secretary of Treasury tasked ATF with carrying out this congressional mandate.
ATF's mission is to establish a national repository of information on incidents
involving arson and the criminal misuse of explosives. This information will be
available for statistical analysis and research, investigative leads, and intelligence.
This National Repository will be an extension of the ATF Arson and Explosives
Incidents System (AEXIS) and will incorporate information from a variety of law
enforcement and fire service sources.

ATF recognizes that partnerships with other agencies are vital to the success of the
National Repository. The database is being designed and implemented with input
from Federal, State, and local fire service and law enforcement authorities. The
principle Federal partners in the data collection effort are ATF, the Federal Bureau of
Investigations (FBI) and the United States Fire Administration (USFA). The
National Repository development was divided into three phases.
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Phase one involved the establishment of a public Internet site that provides aggregate
statistical summaries of data regarding arson and explosives incidents from data
collected by ATF, the FBI, and the USFA. The information currently listed on this
site is not integrated with data from other agencies.

Phase two involved the modernization of the ATF Explosives Incidents System
(EXIS), which is now known as the Arson and Explosives Incident System (AEXIS).
Eighty-eight thousand incidents from EXIS, which date back over 20 years, now
reside on a modern Oracle database. Phase three will integrate data from all
contributing sources and will establish the National Repository secure site will be a
law enforcement and fire service intelligence database designed to aid investigators in
identifying trends and similarities between arson and explosives incidents.

The National Repository will help authorized investigators identify case-specific
similarities regarding explosive and incendiary device construction, methods of
initiation, types of fuels/explosives used, and methods of operation. The system will
also be capable of linking thefts of explosives. Though partnership with other
Federal, State and local law enforcement and fire service agencies, the system will
also help identify persons who commit crimes of violence using arson and explosives.
The system will link and will rely on communication between investigators to
disseminate case-specific information on a case-by-case basis.

A toll-free telephone number has been established to provide a method for direct
exchange of information between authorized users and ATF National Repository
Intelligence Research Specialists who have detailed knowledge of the systems
capabilities. It is anticipated that information received from foreign law enforcement
sources will also be incorporated into the National Repository. This information
would then be accessible to authorize officials via telephone though ATF personnel
assigned to the National Repository. It is not anticipated that information would be
shared with foreign sources via Internet technology.

To facilitate the development of the National Repository, ATF has established the
Arson and Explosives National repository Branch within the Arson and Explosives
programs Division at Bureau Headquarters. The Branch is available to assist other
Federal, State, and local law enforcement and fire service investigators with arson
and explosives investigations.

For further information contact Arson and Explosives National Repository Branch at
1-800-461-8841.

By: William Spruce
Branch Chief ATF National Repository Branch
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Juvenile Firesetter Module

This portion of NFIRS-11 may be
used to document information
concerning  juvenile-set fires,
whether  determined to  be
intentional or not.

This information will permit
analysis of juvenile firesetting
trends, including intervention
strategies and recidivism.

This module is completed only for fires where the person(s)
involved in the ignition of the fire was a child or juvenile under the
age of 18.

The Juvenile Firesetter Module includes information on:

Age, gender, race and ethnicity of each juvenile involved
Family type

Suspected motivation and risk factors

Disposition

Motivation/Risk Factors (Block M7)

Block M7 documents the M, Metivation/Risk Factors — Checkonon ofcoso 13
. . 7 and then all others that apply

stimulus and/or risk factors

that were present and

constituted a possible moti-

-

[ Mild curiosity about fire
[C] Mederate curiasity about fire
[ Extreme curicsity about fire

LA L]

vation for the subject(s) to
burn, or attempt to burn any
real or personal property.

[] Diagnosed (or suspected) ADD/ADHD
[T History of trouble outside school

[ Histery of stealing or shogplifting

[C] History of physically assaulting others
[] Histery of fireplay or firesetting

[ Transiency

] Other

[ Unknown

The risk factors listed are
those that research has

CO®Doo O MM

shown to be predictors of
juvenile firesetting, delinquency and adult arson. However, data
on juvenile firesetters is extremely limited and this information
will be useful in determining if these risk factors are valid or if
others are more predictive. This information will also be helpful in
tracking juvenile firesetting trends and in the development of
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prevention and intervention strategies.

Of the motivation and risk factors listed, only one should be
selected concerning "curiosity about fire" (codes 1-3). All other
motivation and risk factors that apply then should be selected.

NFIRS-1S--Supplemental Form

This form adds flexibility to any paper-based incident reporting
system by expanding the amount of data that can be collected.
One section of the form provides a standard means to capture
name/address/telephone data regarding several persons/entities
involved in an incident. The other section of the form furnishes
space for additional remarks or narrative relative to an incident.

The Narrative Report

As presented in Unit 1, the incident report serves as an official,
legal record of an incident and must describe the incident and the
actions taken to mitigate it accurately. While many of these facts
may be collected in uniform, coded fields, some information can
best be presented in a detailed narrative. Information that should
be included in the narrative includes:

o Observations and actions taken--list them in logical order
(usually chronological). Paint a complete picture of the

scene; summarize the incident.

. Describe the scene conditions and the condition of the
premises when you left.

o Describe property damage and remaining hazards.

Web-Based Reporting

The web-based Summary Output Reports User’s Guide describes
the requirements and procedures necessary to generate and save
summary and statistical data using the NFIRS 5.0 web-based
Summary Output Reports Tool. For readers viewing The Guide
electronically, terms that appear as hyperlinks can be accessed
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directly in the Glossary. When viewing the Guide in print,
underlined terms may be referenced in the Glossary.

The NFIRS 5.0 web based reports utilize Actuate information
delivery technology to provide registered users access to summary
and statistical information from Fire Department and incident data
saved to the National Database. Report executables are predefined
according to NFIRS 5.0 report requirements established by the
USFA and do not require the use of the USFA NFIRS 5.0 client
software. The user will need an Active status NFIRS 5.0 user
account with the specific reports permissions assigned to it. The
data set available to the user is based on group assignment. Users
who do not have an Active status NFIRS account or who do not
have the reports permissions must contact their NFIRS 5.0 State
Program Manager. A list of State Program Managers and NFIC
members is posted on the NFIC web site at: http://www.nfic.org

Users may select a pre-defined report executable to generate
summary and statistical information based on their group level and
below, or if they are assigned at a fire department level, on the fire
department and its incident data. Two types of reports are
available: management reports, which provide summary
information as specified by the report query, and reports with user-
specified parameters. Some reports include statistical information
derived from incident information included in the report and user's
state.

Actual incident data cannot be extracted from the reports.

The Actuate Reports web page content is managed by the use of
frames. The frame set that appears on the screen varies in each area
of the tool. For example, when viewing a report, the report itself
will be contained in one frame, a string of navigational tools will
appear in the uppermost frame (the NavBar), and the Groups Tree
will have its own frame. Each frame has its own scroll bar to bring
into view its components. The user can scroll to view complete
information specified and returned.

In the Reports site's sidebar are links to the NFIRS 5.0 Homepage,
http://www.nfirs.fema.gov, and a page where the Reports User
Documentation can be accessed. The sidebar link named: Enter
Reports accesses the Reports login screen.
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Many reports have the option of including invalid status incidents
in the frequency counts. Since invalid incidents may be missing
required fields or other fields directly involved in the report's
query, the resulting counts and summaries should be considered an
approximation.

Active Vendors List

This page lists Active Vendors and their contact information.
Vendors who have notified the USFA when their product
development has completed and has been tested to be compatible
with the NFIRS 5.0 database standard will be marked as "Active"
and placed on the Active Vendor List. This new status will
supersede the previous two status categories of "conditionally
certified" and "fully certified."

NFIRS 5.0 Vendors who wish to make available the most current
version number for their product can email their company name,
Active Vendor ID, Software ID and the most current Version
number of their NFIRS 5.0 reporting software to
Marianne.Casey@associates.dhs.gov. The Version release date of
the software is optional. It is the sole responsibility of the vendor
to notify the NFIRS web support team or the NSC when their
software's version number needs to be updated, as is the case when
vendor company information needs to be updated.

http://www.nfirs.fema.gov/system/activevendors.shtm
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Activity 2.1
National Fire Incident Reporting System Benefits

Purpose

To evaluate student understanding of incident-reporting purposes and attributes of NFIRS 5.0.

Directions

Working alone, consider the following questions and be prepared to share your answers as part
of a group discussion.

Questions

1.

Identify one local, one State, and one Federal benefit that is a result of your FD
participation in NFIRS.

° Local
° State
° Federal

Identify a critical element that is not currently captured in NFIRS, indicate whether it is
mandatory or optional entry and prepare a brief justification for its inclusion in the
standard.

Discuss an NFIRS success story that is familiar to you.

How would your department benefit if you were able to analyze NFIRS data from other
agencies? Give examples of data elements that you would want to share?
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Activity 2.2
Required v. Essential Data

Purpose

The purpose of this activity is to explain why completing only required modules may not tell the
complete story on an incident.

Directions
1. Read the incident scenarios below and identify what modules must be completed.
2. Discuss what data elements are not captured and why it is important to capture the

additional data.

3. Identify the optional modules that could be completed.
4. Discuss how the completion of the optional modules enhances the quality of the report.
Scenario 1

The River City fire department is dispatched to a reported building fire. Two engines and one
truck respond. Upon arrival, they discover a cooking fire that was contained to the pot on the
stove. There was no extension of fire beyond the pot.

Required:

Optional:

Scenario 2

The Mt. Cook fire department is dispatched to Central High School for a reported smoke alarm
sounding. School is in session at the time of the alarm. Units arrive and discover a fire contained
to a metal trash container in one of the girls restrooms on the second floor of the school. One of
the teachers saw Wanda Star running out of the rest room just before the alarms sounded. When
questioned, Wanda admitted to starting the fire in the trash can. She failed to study for her math
test and was hoping that school would be dismissed.

SM MODULE 2-37



NFIRS PROGRAM MANAGEMENT
Module 2 — The NFIRS System

Required:

Optional:

Scenario 3

The Big Valley fire department is dispatched to a reported motor vehicle accident involving a
tank truck on Highway 114. Units arrive and see that a tank truck carrying 2500 gal. of gasoline
skid off the road, jack knifed, and hit a utility pole, rupturing the tank. The gasoline from the
tank flowed into the John River. FD personnel evacuated a motel and BBQ restaurant near the
incident. The driver of the truck suffered severe trauma as a result of the accident. Two police
officers were overcome by fumes. One firefighter was transported to the hospital after
complaining of chest pains. The FD had resources for 28 hours while a private contractor
cleaned up the scene.

Required:

Optional:

Scenario 4
The Eastern Shore FD is dispatched to a grass fire along the slope of the Great Dune Mountain
range. The fire ultimately consumed 400 acres of eastern pine. They received mutual aid from 3

neighboring fire departments as well as their state forest fire service.

Required:

Optional:
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Activity 2.3

Columbus Fire

Purpose

To review the students’ understanding of the NFIRS modules, coding strategies, required and
optional modules and entries, use of data on local, state and national level and data quality.

Directions
1. Your instructor will show a video.
2. You should take notes and identify important elements of the scenario, including:

= What modules must be completed
= (ritical incident elements that should be captured
= How follow-up information might be included in the report

3. The instructor will conduct a discussion of your notes.
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APPENDIX A

NFIRS TOOL(S) REFERENCE GUIDES
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Introduction to the Data Entry Tool Manual

The Data Entry Tool Manual provides the NFIRS user community with a comprehensive
guide for efficient use of the NFIRS Data Entry/Validation Tool and is intended as a
reference for new users as well as users updating from previous NFIRS Versions 5.3.4 or
earlier. For the Rapid Start-up Guide, which outlines key steps needed to get the user
using the National Fire Incident Reporting System as quickly as possible, refer to Section
8 of this manual. For information regarding how to fill out the new NFIRS 5.0 forms,
consult the NFIRS 5.0 Complete Reference Manual found on the NFIRS Web Site,
http://www.nfirs.fema.gov/.

The Data Entry/Validation Tool is a Graphical User Interface (GUI) between the user and
a database. It supports all NFIRS modules for entering, validating, querying, modifying
and deleting incidents specified by the NFIRS 5.0 standard. The documentation provides
details about the interface to facilitate navigating and editing the software’s modules. A
brief Appendix offers a list of keyboard shortcuts to aid users in data entry, and a list of
attribute codes and the fields to which they refer.

The latest version of NFIRS 5.0, software Version 5.4, is a fully operational Client Suite of
incident reporting software made available for state level agencies and their registered
NFIRS 5.0 users. The Data Entry/Validation Tool is designed for data entry in either On-
Line mode or Off-Line mode. New users may download, install, and begin using software
Version 5.4 with or without a previous NFIRS 5.0 Version of software on their PC. The
initial release version is 5.4.0, made available on January 2, 2006. The NFIRS 5.0
Version 5.4.1 was released on March 1, 2006.

Users of previous USFA software versions must upgrade to NFIRS 5.0 Version 5.4
before logging into the On-line system because of JDK version changes made in NFIRS
5.0 Version 5.3.

The installation routine for Version 5.4 on PCs with Windows NT, Windows 2000
Professional or XP requires that the user with the System Administrator login for the
operating system perform the installation.

NFIRS 5.0 software Version 5.4 provides local database options of Microsoft Access 97,
Access 2000, Access 2002; FoxPro 6.0, MS SQL 7.0 or MS SQL Server 2000 to
support the amount of incident data the state or department must collect and store. The
PC must have the desired database program installed prior to installation of the NFIRS
5.0 software. It is recommended the user review the maintenance requirements before
selecting a database program other than Access 97, 2000, or 2002 to ensure successful
setup and to ensure that support for necessary database maintenance is available.

To generate, retrieve and print Forms Based Incident Reports, Adobe Acrobat Reader
Version 3.02 or better must be installed on the user's PC. To download a cost free
version of Adobe Acrobat Reader, go to:
http://www.adobe.com/products/acrobat/readstep.html

With the implementation of Version 5.4, the On-line Reporting Tool which was accessible
from within the On-Line Data Entry Tool, is defunct. Users who wish to generate
summary and statistical reports on NFIRS 5.0 data saved in the National Database are
encouraged to use the web-based Summary Output Reports Tool, made available on the
NFIRS 5.0 web site: http://www.nfirs.fema.gov Contact the NFIRS State Program
Manager for more information. The System Admin Tool Users’ Guide has information on
necessary user account permissions for access to the web-based reports. Also with
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Version 5.4, the Program Admin Tool has been removed from the USFA NFIRS 5.0 client
suite.

The NFIRS 5.0 Version 5.4 communication protocol is the same as the previous version
5.3, which uses HTTPS over port 443, an industry standard protocol. This change
requires users to upgrade to Version 5.4 after its release, before logging into the National
Database. Users behind a firewall or using a proxy server to access the Internet will need
the numeric IP and address and its port, as in previous versions, entered in the
Configuration Tool's Advanced Tab. The Configuration Tool User’s Guide has complete
information.

The default access mode in NFIRS 5.0 Version 5.4 is On-Line access.

Installation and start-up instructions are provided in Sections 2, 3, and 4 and address
specific requirements and procedures for each type of database user as well as users
who will be working in the On-line mode only.

It is imperative all users download and install NFIRS 5.0 updates when made available.
Clients will be notified through email if an update has been posted, and notifications are
posted on the NFIRS 5.0 web site News Page:
http://www.nfirs.fema.gov/system/news.shtm

Previous NFIRS 5.0 Versions’ Information and Enhancements

Previous Versions 2.02, 2.03, 3.00, 4.0 and 5.0:

When the previous software version NFIRS 5.0 Version 4.0 was released, versions 2.02
and 2.03 became defunct. Version 2.02 and 2.03 users who have data saved to an Off-
Line database should contact their fema-nfirshelp@dhs.gov for specific support. Version
3.00 users who have data saved to their local database can import the data to the
National Database but it will be validated against the most current rules. Contact the
NFIRS Support center for more information:

http://www.usfa.fema.gov/nfirs/support/

The ability to import 4.1 files was enabled with the release of NFIRS 5.0 Version 4.0, and
was made a default setting with software Version 5.3.

The NFIRS 5.0 previous Version 5.0 software provided expanded database options for
Off-Line use, expanded options when exporting incidents, the capability to perform User
Injection at the State level, and the addition of US Postal Street Type abbreviations for
selection in the Street Type field. A complete list of enhancements is available in the
readme.ixt of the latest version of the USFA Client Software, NFIRS 5.0 Version 5.4.

Previous Version 5.2.1:

NFIRS 5.0 Version 5.2.1 enabled State Program Managers and System Administrators to
implement Special Studies and Plus One codes by accessing the Codes and Special
Studies interfaces through the System Admin Tool. The System Admin Tool User's
Guide, available for download after login to the NFIRS User login, has instructions for
creating Plus One codes and Special Studies.
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An additional permission level, the State Admin, limited the assignment of the Bulk Import
Utility permission to State Program Managers. Upon release of Version 5.2.1, this
permission was added to State Program Manager 's NFIRS accounts. State Program
Managers may contact support if they wish to have the State Admin permission assigned
to another user in their state.

The FEMA standard for password format was enforced with previous Version 5.2.1. User
passwords must be 8 - 15 alpha-numeric characters. Users can enter their existing user
account passwords to access the USFA client software and the NFIRS web pages. When
the 89 day required password change occurs, they will be required to enter a password
that meets the FEMA standard, or when a user performs a manual password change
within the Data Entry Tool, the new password will have to meet the requirements.

User accounts that had a login for 60 days will be automatically deactivated by the
system. Users who have been inactive for 60 days or longer must contact their State
NFIRS Program Manager or System Administrator to request their account be re-
activated.

Previous Version 5.2.3:

In accordance with the NFIRS 5.0 specification cycle, there were no codes, rules, or edit
changes made in Version 5.2.3. Enhancements made to the USFA software Version
5.2.3 included support for Access 2002 (Access XP), and MS SQL Server 2000; the
preliminary implementation of "Once Valid / Always Valid" handling of incidents such that
an overwrite of an incident under the latest version's rules via the Import mechanism will
not result in the incident becoming invalid. Version 5.2.3 also included the
Apparatus/Personnel Module being automatically populated with the Basic Module's G1
Resources when the Local Forms Used is True (box is checked). For Off-line Users, a
local Data Cleansing Tool was added to the Off-line Client software tools per request of
users who wish to run specific scripts on the local database that address previously
identified data issues. The use of the Data Cleansing Tool is optional.

Previous Version 5.3

CORBA and its components, which handled the communication protocol in previous
versions, were removed. This change provided a robust yet industry standard protocol
using HTTPS over port 443, and required users to upgrade to Version 5.3 after its
release in order to log into the National Database. The NFIRS Version Control Service
was activated in the Version 5.3.1 client software, enabling a version check to be
performed upon login to the NFIRS 5.0 On-line system and allowing the use of the
Automatic Update feature. Version 5.3.2 implemented the Apparatus/Personnel module
in the client software-generated Forms Based Incident report (FBIR) and revised the
FBIR generation to result in a single file. The release of Version 5.3.3 coincided with the
January 2005 Specification Cycle release, and included more detailed fire module
requirements.

The NFIRS 5.0 Specification Corrections and Changes log lists the edits and rules
changes for all specification cycles, and is posted at:
http://www.nfirs.fema.gov/documentation/design/
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2.1

Download and Installation of the NFIRS 5.0 Client Suite
Software

Prior to running the NFIRS Client Suite software, the user must either download the
software from an FTP site on the NFIRS 5.0 Web Site. An Internet connection is required
to access the web page and download the file. A link to the Download Software web page
is available to registered users after successful login at the NFIRS User Homepage. The
Tutorial at http://www.nfirs.fema.gov/users/tutorial.shtm provides complete illustrations
and information on the installation routine.

To ensure proper installation, it is recommended that before beginning installation the
user note whether the PC has Access 97, 2000, or 2002.

Reminder: When installing the application on a PC with Windows NT platform, the user
with the NT System Administrator permissions must perform the installation. When
installing the application on a PC with the Microsoft 2000 Office Professional suite or
Windows XP, the user with System Administrator permissions must perform the
installation.

To generate, retrieve and print Forms Based Incident Reports, Adobe Acrobat Reader
Version 3.02 or better must be installed on the user's PC. To download a cost free
version of Adobe Acrobat Reader, go to:
http://www.adobe.com/products/acrobat/readstep/html

New Users

New users must download the software from the NFIRS 5.0 Download Software Web
page or obtain a CD from their State Program Manager, if a CD is available.

To access the Download Software page, go to http://www.nfirs.fema.gov and click on the
link for User Login. At the User Login page, enter Username, State and Password and
click on the Login button. After successful login, the link for Download Software will
appear in the sidebar.

When the user clicks on the FTP link on the Download Software page (e.g., NFIRS 5.0
Client Version 5.4.1 (Virginia), a Download File window will be displayed. Specify to save
the file to the PC. When the user clicks the Save button, a Save As dialog box (diagram
2.1.0) will appear prompting the user for a directory to download to. A good choice is the
C:\ temp directory or Desktop, but any directory is acceptable. Note: Write down where
the file will be downloaded to — this information will be needed shortly. When the user
clicks the Save button, the file will begin to download.
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2.2

Diagram 2.1.0
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When the download is complete, a dialog box will appear which states Download
Complete. When the user clicks the OK button or Close button, the box will disappear,
Close the browser. New users with no previous versions on the PC will locate the
executable file and double click on it to begin the installation.

If the user chooses to download the executable using the four parts provided on the
NFIRS Download Software page, first create a folder on the hard drive, for example:
C:/NFIRSinstall, in which to save the four files. Each of the four files must be saved to
folder, with no other contents. To install using the four parts, locate and double click on
the file named: NFIRSV541Imaged.exe. When prompted to enter the folder name of the
files, enter the complete path (case and spacing must be exact), then click Unzip. The
installation process will begin.

Off-Line Users with Previous Versions of NFIRS 5.0 on the PC

NFIRS 5.0 Version 5.3.x or earlier

Installation of Software Version 5.4 requires a download of the NFIRSv541 executable
(NFIRSv541.exe). Following the implementation of Version 5.4 in the On-line system,
users who attempt to login to the On-line system using Version 5.3.x or earlier on their
PC will not be successful. This error or a similar error will be displayed:

Request failed (gov.fema.nfirs.service.NFIRSVersionControlServiceDB). Reason:
Your application (version 5.3.4, or Version Unknown) is out of date. Please
download and install the latest version (5.4.1)

Users must obtain the most current version 5.4.1 by downloading and installing the USFA
Client software, or obtaining a CD from their state, if the state makes a CD available.
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2.3

Note: after the successful installation of Version 5.4, if this error occurs: “Could not find
On-Line database, System may be down,” The user should verify Internet access or
configuration information.

It is recommended users create a back up copy of their previous version's database file
before proceeding with installation. If reports are saved to the previous version's Reports
folder, they must be moved to another location on the hard drive or they will be removed
when the removal of the previous version is performed. If the Off-line Data Cleansing
Tool has been used to run scripts for the Off-line database and the user wishes to retain
the history of when the scripts were applied, the Version 5.3.x or 5.2.3
AllDatabasePatches.obj file must be saved and moved into the Version 5.4 folder after
successful installation.

Users will move the Version 5.3.x Access database into the NFIRSv54 Database folder
and rename it: NfirsdataV54.mdb. Perform Remote Synchronization before working in the
Off-Line mode.

New On-Line Users

New users must download the software from the NFIRS 5.0 Download Software Web
page or obtain a CD from their State Program Manager, if a CD is available. Access 97,
Access 2000, Access 2002, FoxPro 6.0, MS SQL 7.0 or MS SQL 2000 is not required on
the user’s PC to work in the On-Line mode only.

To access the Download Software page, go to http://www.nfirs.fema.gov and in the User
Section, click on the sidebar link for User Login. At the User Login page, enter
Username, State and Password and click on the Login button. After successful login, the
link for Download Software will appear in the sidebar.

On the Download Software page, click the FTP link for NFIRS 5.0 Client Version 5.4.1
and in the Download File pop up box that is displayed, specify a location to Save the file
(for example: C:\Windows\Desktop) and click OK. When the download is complete, close
the Download File pop up window, and close the browser. Locate the executable file
NFIRSv541.exe and double click on it to begin installation.

If the user chooses to download the executable using the four parts provided on the
NFIRS Download Software page, first create a folder on the hard drive, for example:
C:/NFIRSinstall, in which to save the four files. Each of the four files must be saved to
folder, with no other contents. To install using the four parts, locate and double click on
the file named: NFIRSV541Imaged.exe. When prompted to enter the folder name of the
files, enter the complete path (case and spacing must be exact), then click Unzip. The
install will proceed.

Off-Line users can accept all the defaults through the setup process. Note: the default
mode is On-Line Access. Following installation before opening the Data Entry Tool, the
Off-Line user must change the configuration setting to Off-Line Access in the
Configuration Tool’'s Advanced Tab. For complete information or to solve configuration
issues, see the Configuration Tool User’s Guide found at the NFIRS Web Site,
http://www.nfirs.fema.gov/

On-Line only users should specify Custom Setup during installation (diagram 2.3.0).
When Custom is selected and the Next button is clicked, in the next screen that appears
uncheck Local Database. Click Next.
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Diagram 2.3.0 - Setup Type for On-line Only Users

NFIRS ¥5.4.1 Setup

Setup Type
Select the Setup Type to install.

Click the type of Setup you prefer, then click Mext.

* Typical Pragram will be installed with the most common options. Fecommended for
most users,

" Compact  Program will be installed with minimum requied options.

" Custom “You may choose the options you wantk to install. Recommended for advanced
Lzers.

< Back Meut > | Cancel

It is recommended that users remove the previous NFIRS 5.0 Versions 5.3.x program
after successful installation of NFIRS 5.0 Software Version 5.4.

The following tables provide an outline of the steps required for downloading and
installing the NFIRS Client Suite. The first table outlines download with the single
executable. The second table outlines downloading and installing using the four parts.
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Download/Installation Table for NFIRS 5.0 Version 5.4:

Step Action | Response
Log onto the Internet and go to User is now at the NFIRS Web site.
http://www.nfirs.fema.gov

2 Click on User Section. Click on User is now at Users’ Section Homepage.
sidebar link: User Login and type User is required to login.

Username, State and Password.

3 Click on Download Software. User is now at NFIRS Download page.

4 Click on an FTP link for NFIRS 5.0 The Download File box opens.
Version 5.4.1

5 Click Save. The Save as... box opens.

5 Choose a location (suggestion: The file begins to download. The download
C:\Desktop) to download the file to time will depend upon the connection speed.
and click OK.

6 When the download is complete, This is to ensure that all files are copied
close all Windows applications that | correctly during the installation.
are open.

7 Open Windows Explorer and locate | The NFIRS Client Suite Installation starts.
NFIRSv541.exe and double click on
it.

8 Read and accept the NFIRS This is required for the Installation.

License Agreement.

9 Read and accept the JRE license This is required for the Installation.
Agreement.

10 Choose the destination (the default | The default destination is recommended.
is C:\Program Files \NFIRSv54).

11 Choose Type of Installation. For Off-Line use, select Typical Installation.

For On-Line only use, select Custom
Installation and uncheck Off-Line Database.

12 Click the Next button. A new Program Group is created.

13 The NFIRS Client Suite is installed. | No additional action is required.

14 Click on Finish to complete the Installation is complete.
installation.

15 Verify the PC has Adobe Acrobat If the Adobe Acrobat Reader is not located, go
Reader Version 3.02 or better. to:

http://www.adobe.com/products/acrobat/readst
ep.html to obtain a cost free download.

Download and installation Table: Using the Four Part Executables:

Step Action

Create a new folder on the hard
drive, example, C:\NFIRSinstall

| Response
A new folder is created.

sidebar link: User Login and type
Username, State and Password.

2 Log onto the Internet and go to User is now at the NFIRS Web site.
http://www.nfirs.fema.gov
3 Click on User Section. Click on the | User is now at Users’ Homepage. User is

required to login.
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executable files (C:\NFIRSinstall) to
download the file to and click OK.

4 Click on Download Software. User is now at NFIRS Download page.

5 Click on the FTP link for NFIRS 5.0 | The Download File Notice dialog box opens.
Version 5.4.1 PART 1 of 4 Click Download Now.

6 Choose the folder created for the The file begins to download. The download

time will depend upon the connection speed.

7 When the Part 1 file has completed

download, close the Download File

box and click on the FTP link for the
PART 2 executable file.

The Download File dialog box opens.

8 Specify the folder created for the
executable files (C:\NFIRSinstall) as
the Save in location, and click OK.

The Part 2 file begins to download. The
download time will depend upon the
connection speed.

window, where the text is
highlighted and states: Enter folder
name here and press "Unzip,” enter
the complete path to the folder,
example: C:\NFIRSInstall

9 Repeat the download steps for The four parts (NFIRSV54Imaged.exe,
Parts 3 and 4, saving the file to the | data3.cab, data4.cab, data5.cab ) will be
same folder. downloaded and saved to the same folder. Add

no other files.

10 When the downloads are complete, | This is to ensure that all files are copied
close all Windows applications that | correctly during the installation.
are open.

11 Open Windows Explorer and locate | The WinZip self Extractor message will be
NFIRSv54Imaged.exe and double displayed.
click on it.

12 In the WinZip message window, The message will be dismissed.
click OK.

13 In the next WinZip message The complete path must be specified exactly

for the extraction process to be successful.

Reader Version 3.02 or better.

14 Click Unzip The file extraction occurs and the installation
process will begin.
15 Read and accept the NFIRS This is required for the Installation.
License Agreement.
16 Read and accept the JRE license This is required for the Installation.
Agreement.
17 Choose the destination (the default | The default destination is recommended.
is C:\Program Files \NFIRSv54).
18 Choose Type of Installation. For Off-Line use, select Typical Installation.
For On-Line only use, select Custom
Installation and uncheck Off-Line Database.
19 Click the Next button. A new Program Group is created.
20 The NFIRS Client Suite is installed. | No additional action is required.
21 Click on Finish to complete the Installation is complete.
installation.
22 Verify the PC has Adobe Acrobat If the Adobe Acrobat Reader is not located, go

to:
http://www.adobe.com/products/acrobat/readst
ep.html to obtain a cost free download.
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Database Setup for Off-Line Use

To run the NFIRS 5.0 Client software in the Off-Line mode, one of the following database
programs must be installed on the user’s PC prior to installation of the USFA NFIRS 5.0
Software: Access 97, Access 2000, Access 2002, FoxPro 6.0, MS SQL Server 7.0, or
MS SQL Server 2000. An Internet connection will be required to download the software
and for new Off-Line users to perform initial User Injection and to obtain periodic updates.
The same configuration issues must be addressed in Version 5.4 as in previous versions
5.3.x or 5.2.3; specifically, if the user is behind a firewall, the proxy server address must
be specified in the Configuration Tool prior to the User Injection procedure.

To install the program, close all programs and locate the NFIRS 5.0 Software Version 5.4
executable file (NFIRSv541.exe) that was downloaded from the Internet. Double click on
the file, or highlight the file and click Open. The WinZip Self-Extractor (NFIRSv541.exe)
message window will appear. Click the Setup and the installation will begin. Read and
accept the Licensing Agreements. It is recommended that users accept the default
Destination Location, C:\Program Files\ NFIRSv54\. Users who have Access on the PC
and wish to work in the Off-Line mode must select Typical in the Setup Type window
(diagram 3.0). It is recommended users accept the default Program Folder. After
installation is complete, the user has the option to view the readme.ixt file. Click Finish
after viewing the file, or when the installation is complete. The blue, NFIRSv54 Setup
screen may take a moment to disappear before the user is returned to the Desktop.

Diagram 3.0

Setup Type
Select the Setup Type to install

Click the type of Setup you prefer, then click Mest.

™ Typical Program will be installed with the most common optiohs. Recommended for
most users,

" Compact  Program will be installed with minimurn required optiors.

™ Cuztom ‘Y'ou may choose the options you want to install. Recommended for advanced
LgErs.

< Back Next > | Cancel |

If prompted to restart the PC, click OK or Finish to restart the PC. After the PC has
restarted, the user may then proceed to selecting the mode (On-Line or Off-Line access),
database setup, if necessary, followed by initial User Injection.

The NFIRS 5.0 Software version 5.4 is shipped with an Access 97 database. New Off-
Line Users who wish to use either Access 2000, Access 2002, FoxPro 6.0, MS SQL
Server 7.0, or MS SQL Server 2000 must first convert the database file shipped with the
installation, and then specify the Database Type (in the Configuration Tool’'s Advanced
Tab). To complete Off-line local database configuration, initial User Injection must be
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3.1

performed prior to starting the Data Entry /Validation Tool. The sections below address
database setup and user injection for each type of user. Users who will be working On-
Line mode only can refer to Section 4.1.

Access 97 Users:

New Users:

The default Database Type during installation of NFIRS 5.0 software Version 5.4 is
Access 97. After successful installation of the Version 5.4 software, new users will
change the default access mode from On-Line to Off-Line, and those users who have
Access 97 on the PC will then proceed to initial User Injection (steps 1- 7 below).

After successful installation, Off-Line users must change the mode to Off-line Access: go
to Start...Programs...NFIRSv54...Configuration Tool and click on the Advanced Tab.
Check the Off-Line Access box

1. After successful installation, go to
Start...Programs...NFIRSv54...Configuration Tool and click on the Advanced
Tab.

2. Check the Off-Line Access box. Click Save and exit the Configuration Tool.

3. From the Start menu, go to Programs...NFIRSv54...Data Entry Tool.

4. When the Off-Line login screen appears, click OK leaving the Username,
State, and Password fields blank.

5. The message will appear: "Would you like to inject a user from the On-Line
database?" Click YES.

6. At this point, the application will load all the information from the Off-Line
database. When this is complete, the user may be prompted to make a
connection to the Internet if a connection is not detected. Step 5 requires a
connection to the Internet.

7. Log into the On-Line database using the Username, state and Password
registered via the NFIRS Web Page.

8. After login, the user will be prompted to select a password for the Off-Line
database. The user can enter the same password for Off-Line login as On-
Line login.

9. When the User Injection/Remote Synch process is complete, a pop up
window will display: "Your Internet connection is no longer required." The
user will be in the Data Entry Tool in the Off-Line mode.

Reminder: Adobe Acrobat Reader Version 3.02 or better is required to generate Forms
Based Incidents Reports.

Users of the previous version NFIRS 5.0 Version 5.3 client software who have data
saved to an Access 97 database: The previous Version NFIRS database must be
copied or moved into the new NFIRSv54 Database folder and renamed. Version 5.2.3
users can follow the same steps as Version 5.3.x users, substituting the Version
database location (NFIRSv523, for example) and file name (NfirsdataV523.mdb, for
example) as applicable.

1. Make a back up copy of the NfirsdataV53.mdb database (NOT
NfirsdataV53.ldb) and save it to your hard drive (default location:
C:/Program Files/NFIRSv53/Database/ )

2. Install Version 5.4.
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3. Locate and right click on the NfirsdataV53.mdb database (NOT
NfirsdataV53.ldb) and select Copy.

4. Locate and open the new version NFIRSv54 Database folder (default
location: C:/Program Files/NFIRSv54/Database/ ).

5. Inthe NFIRSv54 Database folder, right click and select Paste. The
Version 5.3 database will be saved to the version 5.4 Database folder.

6. Rename the empty V54 database (NfirsdataV54.mdb) that was installed
with Version 5.4 program. Suggested name: origNfirsdataVV54.mdb Note:
multiple copies of the empty database can be saved and used; for
example, to store data separately by year.

7. Rename the NfirsdataV53.mdb to: NfirsdataV54.mdb. It must be exact.
Note: if file extensions do not show on the PC, do not add the .mdb to
the file name.

Perform User Injection and Remote Synchronization to update the Off-Line
NFIRS Version 5.4 database with the most current rules and codes, and
Version 5.3 database schema.

8. Go to Start...Programs...NFIRSv54...Configuration Tool and click on the
Advanced Tab.

9. Check the Off-Line Access box. Click Save and exit the Configuration
Tool.

10. From the Start menu, go to Programs...NFIRSv54...Data Entry Tool.

11. Click Yes to the prompt: Apply Schema Changes? (Diagram 3.1.0)

Diagram 3.1.0

Apply Schema Changes? 3 ﬂ

schema be updated. It is recommended that ywou back

@ This wersion of the DET requires that your database

up your database before the schema changes are applied.
ould wou like ko apply the schema changes now?

12. When the Off-Line login screen appears, click OK leaving the Username,
State, and Password fields blank.

13. The message will appear: "Would you like to inject a user from the On-
Line database?" Click YES.

14. At this point, the application will load all the information from the Off-Line
database. When this is complete, the user may be prompted to make a
connection to the Internet if a connection is not detected. Step 12
requires a connection to the Internet.

15. Log into the On-Line database using the Username, state and Password
registered via the NFIRS Web Page.

16. After login, the user will be prompted to select a password for the Off-
Line database. The user can enter the same password for Off-Line login
as On-Line login.

17. When the User Injection/Remote Synch process is complete, a pop up
window will display: "Your Internet connection is no longer required." The
user will be in the Data Entry Tool in the Off-Line mode.
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3.2

If a copy of the empty database is created to separate data storage, the database in use
must be named NfirsdataV54.mdb. User Injection must be performed to the empty
database before use.

Access 2000 and 2002 Users

Users selecting Access 2000 or Access 2002 as a database must follow these
instructions to set up their Off-Line database. XP users: please note Access allows
conversion to 2000 or 2002 Access database formats.

Prior to initial User Injection, the database must be converted and renamed, and the
Database Type (Access 2000) must be specified in the Configuration Tool.

Renaming the Database:

1. After successful installation, in Windows Explorer or My Computer locate
the NFIRSv54 root directory and open the Database folder (default
location: C:/Program Files/NFIRSv54/Database/ ).

2. Double click on the Nfirsdatav54.mdb file to open it.

3. Inthe Access program message window that appears, select the
Convert Database option. (Or, in the Access program, go to the Tools
menu...Database Utilities...Convert database... and select the
NfirsdataV54.mdb in the NFIRSv54/Database folder)

4. Inthe "Convert Database Into" save in field, specify the NFIRSv54
Database folder.

5. Accept the default name for the database (default name: db1.mdb). This
name will be changed later. Click Save.

6. When the converting process is complete, close the database, and close
the Access program. You will be returned to Windows Explorer.

7. Rename the original NfirsdataV54.mdb (suggestion:
origNfirsdataV54.mdb)

8. Rename the new database NfirsdataV54.mdb (must be exact).

The database has been converted. The user can proceed to setting the
Database Type in the Configuration Tool (steps 9 - 11 below).

Specifying the Database Type:

The Database Type is selected in the NFIRS 5.0 Software Version 5.3 Configuration
Tool. On-Line configuration information can be entered and saved in the On-Line Access
section of the Advanced Tab before exiting the configuration Tool (step 11 below). For
more information, refer to the Configuration Tool User's Guide for complete information.

9. From the Start menu, select Programs...NFIRSv54.... Configuration Tool.

10. In the Off-line section from the Database Type drop down box, select the

appropriate version of Access.

11. Click Save and exit the Configuration Tool. Proceed with initial User Injection
(steps 12 - 18 below).

Initial User Injection:

12. From the Start menu, select Programs...NFIRSv54...Data Entry Tool.
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13

14.

15.

16.

17.

18.

Complete i
Section 4.

. When the Off-Line login screen appears, leave the Username, State, and
Password fields blank and click OK.

The message will appear: "Would you like to inject a user from the On-Line
database?" Click YES.

At this point, the application will load all the information from the Off-Line
database. When this is complete, the user will be prompted to make a
connection to the Internet.

Log into the On-Line database using the Username, State and Password
registered via the NFIRS Web Page.

After login, the user will be prompted to change the password for the Off-
Line database. This allows the user create a new password for the Off-line
login. Or, the user can enter the same password for Off-Line login as On-
Line login.

When the User Injection/Remote Synch process is complete, a pop up
window will display the message: "Your Internet connection is no longer
required." The user will be in the Data Entry Tool (Main View screen) in the
Off-Line mode.

nformation for User Injection and Remote Synchronization can be found in

3.2.1 Compacting the Access Database — Off-Line Users Only

It is recommended that the user compact the new, local Access database before
selecting the Data Entry Tool and continue to compact it on a regular basis.

To compa

ct the NFIRSv5.4 Database:

1. Open the NFIRSv54 root directory and locate the Database folder. The default
location is C:\Program Files\ NFIRSv54\ Database\.

2. In the Database folder, double click on the file Nfirsdatavb4.mdb. The Access
program will open and the table names of the database will be displayed.

3. Under

the Access Tools menu, select Database Utilities...Compact Database

(diagram 3.2.1.0). The status of the compact process will be displayed in the lower

left me

ssage bar.

4. When the compact process is complete, close the database and close the Access
program by clicking the X in the upper right corner. Close Windows Explorer.

May 2006
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Diagram 3.2.1.0
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Visual FoxPro 6.0 Database Setup

Users who wish to use Visual FoxPro 6.0 as the Off-Line database engine must have the
Visual FoxPro 6.0 program on the PC prior to installation of NFIRS 5.0 software Version

54

Import the schema to your Visual FoxPro 6.0 database using these steps:

1.

aorwd

o

Obtain the zip file containing the Visual FoxPro 6.0 schema
("NFIRSFoxPro.zip"), available on the NFIRS Download Software Page.
Unzip and save the files to a directory of your choice.

Start Microsoft Visual FoxPro 6.0.

Under the FoxPro File menu, select Open.

Locate the folder containing the unzipped FoxPro files, and select the
nfirsproject.pjx file.

You will be prompted to make the new directory the home directory for the
new FoxPro database, which is suggested.

Complete the following steps to create an ODBC source for this new Visual FoxPro 6.0

database.

1.
2.

May 2006

From the Start menu, select Settings...Control Panel.
Double click on the ODBC Data Sources 32 bit icon. The icon may be
named differently on NT machines.
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® N O

9.

In the ODBC Data Sources Administrator window, click on the System DSN
Tab.

Click on the Add button. The Create New Data Source window will be
displayed.

Select the Microsoft Visual FoxPro Driver.

Enter a Data Source Name and Description. For Example: MyVFPServer
Click Finish. Close the Control Panel.

From the Start menu, select the NFIRSv54 Configuration Tool and click on
the Advanced Tab.

If configuration information is necessary for Online Access, check the Online
Access box and enter the information. Click Save.

10. Check the Offline Access box.

Rename the ODBC driver to point to Visual FoxPro 6.0:

1.
2

In the Database Type drop down box, select Visual FoxPro 6.0.
Replace the odbc driver name (in the top text field) with the one you just
created. Example: jdbc:odbc:MyVFPServer

Click Save, and exit the Configuration Tool.

Proceed with User Injection. (Refer to steps 1 - 7 in the Access 97 New
Users section above).

Microsoft SQL Server 7.0 and SQL Server 2000 Database Setup

Users who wish to use MS SQL Server 7.0 or MS SQL Server 2000 as the Off-Line
database engine must have MS SQL Server 7.0 or MS SQL Server 2000 installed on the
PC prior to installation of NFIRS 5.0 software Version 5.3. The instructions and the
schema are the same for both version of MS SQK Server 97 and 2000. Begin by
importing the schema to the MS SQL Server 7.0 (or 2000) database using these steps:

1.
2.
3

No

Create a new database using the SQL Enterprise Manager (EM).

From the EM, under the Tools menu select SQL Server Query Analyzer.
When the Query Analyzer launches, go the combo box at the top-right and
select your database name.

Click the "Open" icon (second icon from left on top of window).

Select the .sql file that contains the schema, which is usually named
"NFIRSSQLServerSchema.sql".

Press F5 to execute the script.

Select the .sql file that contains the table updates, which is usually named
"SQLServerTableUpdates.sql".

Press F5 to execute the script.

Quit the Query Analyzer.

. The new schema is now found under "tables" for the new database, which

can be viewed in the Enterprise Manager.

Create an ODBC source for this new SQL Server database.

1.
2.

o0 hAw
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Select Start...Settings...Control Panel

Open the ODBC Data Sources-32 bit. This may be named differently on
different versions of NT.

Click on the System DSN Tab.

Click on Add button. The Create New Data Source window will be displayed.
Select SQL Server.

Fill in the following information in the DSN configuration screens:
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Screen 1: Enter name for your SQL Server NFIRS Database and the
SQL Server name on which it resides.
Screen 2: Select the "With windows NT authentication using network
login ID" radio button for SQL Server Authenticity. Leave other settings
as default.
Screen 3: Select the "Change the default database to" check box and
then select your newly created SQLServer NFIRS database from the
drop down list below the box. Leave other settings as default.
Screen 4. Leave settings as default.
7. From the Start menu, open the NFIRS Configuration Tool and click on the
Advanced Tab.
8. If configuration information is necessary for On-line Access, check the On-
line Access box and enter the information. Click Save.
9. Check the Off-line Access box.
10. From the Database Type drop down list select SQL Server 7.0 (or 2000).
11. Replace the odbc driver name (in the top text field) with the one you just
created. The driver name should now look like "jdbc:odbc:MySqlServer"
12. Save and exit the Configuration Tool (leaving the "Offline access" box
checked)
13. Proceed with User Injection (refer to steps 1 -7 in the Access 97 New Users
section above, or in the User Injection Section 4.2.)

3.5 Visual FoxPro 6.0 & MIS SQL Server 7.0: Previous Version Users

May 2006

Visual FoxPro 6.0 or MS SQL Server 7.0 Off-Line Users who have fire
department and incident data saved locally from NFIRS 5.0 Version 5.3.x can
follow the steps below.

1. Install NFIRS 5.0 Version 5.4.1

2. After successful installation, in the Configuration Tool's Advanced Tab, name
the odbc Data Source the same as it appears in the ODBC Data Source
Administrator.

In the Configuration Tool's Advanced Tab, select the Database Type.
Click Save and exit.

Perform User Injection/ Remote Synchronization.

R

In the User Injection process, at the prompt: "Apply Schema Changes?
...Would you like to apply the schema changes now?" click Yes and proceed
with User Injection.
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4.

4.1

Starting the NFIRS Data Entry/Validation Tool

When the user selects NFIRS from the Start Menu on their personal computer, a pop-up
window (Setting Database Connection...) will be displayed followed by a login window.

The user must verify the software version being used is Version 5.4 if the login window
fails to come up or this error message or one similar occurs: Request failed
(gov.fema.nfirs.service.NFIRSVersionControlServiceDB). Reason: Your application
(version 5.3.4) is out of date. Please download and install the latest version (5.4.1)

If this error message occurs:

“Could not find On-Line database. System may be down,” verify an Internet connection
exists, or check if there is a configuration issue which must be resolved. Please refer to
the NFIRS Configuration Tool User's Guide Documentation for configuration issues,
available on the NFIRS Users Documentation web page,
https://www.nfirs.fema.gov/users/usersdocs.shtm

Note: Users using the software in the On-Line mode must first have an Internet
connection established before logging onto NFIRS. Users who do not have an Off-Line
Database set up will need to run the software in the On-Line mode only. Section 4.0
provides details.

At the login window, the user enters the Username, State, and Password created during
user registration. If the user is working in the Off-Line mode, the password used is the
one created during User Injection. The user is allowed up to five consecutive failed login
attempts after which the system locks the user’s account. Successful login after less
than five attempts will reset the failed login counter. If the user's account becomes
locked, an administrator will have to unlock the account using the NFIRS System
Administration Tool. For further information, please see the NFIRS System Administration
Tool User’s Guide available on the NFIRS Users Documentation web page,
https://www.nfirs.fema.gov/users/usersdocs.shtm

Starting the Data Entry /Validation Tool (On-Line Users):

Users who will be entering their incidents On-Line will be submitting their incident
information directly to the National Database. In Version 5.4, On-Line Access is the
default mode. Establish a connection to the Internet, if one is not established
automatically. Start the Data Entry Tool from Start... Programs...NFIRSv54...Data Entry
Tool. At the login window, the user enters the Username, State, and Password entered
during user registration. Click OK to submit user information. In the white status bar, the
message “Validating User...” will be displayed. If the wrong user information was
entered, an error will be generated. Re-enter using correct login information.

When the Data Entry Tool Main View Screen is displayed, a hierarchical tree will display
your State, and/or County or Region and the Fire Department Name.

If the user’s FDID is displayed followed by FDID NOT FOUND (Diagram 4.1.0), the Fire
Department information (header record) must be created and saved . To create the Fire
Department header record, highlight FDID and FDID Not Found by clicking once in the
Groups Window. Click on Fire Dept. from the Menu Bar...Select New Fire Department.
(If New Fire Dept. is grayed out, the FDID and FDID Not Found is not highlighted.)
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4.2

Diagram 4.1.0

=4 Test County

- M 0212 : FDID not found

When the Fire Department screen is displayed, the FDID number will be automatically
entered. Enter the Fire Department Name. Additional information is optional. Upon
completion of the Fire Department screen, click OK. The message box at the bottom of
the window will display ‘Saving Fire Department Information.” The screen will close and
the user will be returned to the Data Entry/Validation Tool Main View Screen. In the
Groups Window , the FDID Not Found will be replaced by the Department Name entered
in the Fire Department screen. The user is now ready to begin entering new incident
information.

User Injection and Remote Synchronization (Off-Line Users):

User Injection enables the user to update an Off-Line database with user information
from the National Fire Incident Reporting System database. It is only necessary to
perform User Injection when adding a user to the Off-Line database, or when moving a
previous version's Off-Line database to the new version 5.4. For locations where more
than one user will be accessing the Off-Line database (with separate accounts), user
injection will have to be performed for each account (user). For example, to add the
users Smith and Jones to the Off-Line database, user injection will have to be performed
for Smith and then once again for Jones.

Remote Synchronization, which occurs automatically during User Injection, enables the
user to synchronize user account information and FDID information in their Off-Line
database with the user account information and FDID information in the On-Line National
Database. Note: Remote Synchronization does not synchronize incident information.

Remote Synchronization can be performed separately by selecting it from the Advanced
Tab on the menu bar. This will ensure that the user’s local database is in synch with the
National Database, and it is recommended that the user perform Remote
Synchronization once a month. Along with the routine Remote Synchronization, it is
recommended that users compact the Access database.

4.2.1 Procedure for User Injection (Off-Line Users):

To perform User Injection, the user must configure the NFIRS client software for
Off-Line Access using the NFIRS Configuration Tool (see NFIRS Configuration
Tool User’s Guide for further information, available on the NFIRS User
Documentation web page http://www.nfirs.fema.gov/users/usersdocs.shtm). In
order to complete the User Injection Process, the user will need to establish an
Internet connection.

The user must then start the NFIRS Data Entry Tool. When the login window
appears, the user must leave the Username, State and Password fields blank
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and click the OK button. A window will appear asking the user, “Would you like
to inject a user from the On-Line database?” When the user clicks OK, the On-
Line login window will appear. The user must enter the username, state, and
password entered during registration.

After entering the On-Line Username, State and Password, a pop-up window will
appear prompting the user to change passwords. This window enables the user
to create a different password for the Off-Line database if desired. The user may
opt to use the same password for the Off-Line database as for the On-Line
database. After entering a password and then confirming it, the user must click
the OK button. It is at this point that User Injection and Remote Synchronization
occur. When complete, a window will appear informing the user that the Internet
connection is no longer required. The user must click the OK button to dismiss
the window. The NFIRS Data Entry Tool Window will be active, and the user will

be able to enter Incident data in the Off-Line mode.

The following table outlines the steps required to perform user injection and
synchronize the local database with the National Fire Incident Reporting System

Database.

User Injection Instructions Table:

Step Action

1 Ensure that the NFIRS Data Entry
Tool is set to run in the Off-Line
mode. Instructions are contained in
the NFIRS Configuration Tool Users

Response

This ensures that User Injection can take
place.

Guide.
2 Establish an Internet Connection. The User will be connected to the Internet.
3 Click on This will launch the NFIRS Data Entry Tool.

Start...Programs...NFIRSv54...
Data Entry Tool.

4 Leave Username, State, and
Password fields blank and click on
the OK button

A Window will appear asking if the user
wishes to perform User Injection.

5 Click the OK button. Data will be requested automatically.
6 A login Window for the On-Line No action needed.
database will appear.
7 Enter Username, State, and The user is connected to the On-Line
Password for the On-Line database | database.
(the Username, State, and
Password that was used during
NFIRS registration).
8 A Change Password pop-up This password change is to create a
window is displayed. separate password for the Off-Line database.
9 The user may enter the same The password is created for the Off-Line
password as is used for the On-Line | mode login.
database, or create a different one.
10 Click the OK button after entering User Injection and Remote Synchronization
and confirming the new password. occur. Reminder: Performing User Injection
/Remote Synchronization will not synchronize
incident data.
11 The NFIRS Data Entry Tool is The user is ready to enter Incident data in the

launched in Off-Line mode.

Off-Line mode.
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4.

4.1

The Menu Bar

There are five pull-down menus in the NFIRS Data Entry/Validation Tool. The menus
provide actions for entering and maintaining Incident and Fire Department Data as well
as other Tools and administrative functions (diagram 4.0).

Diagram 4.0 displays the NFIRS Data Entry/Validation Tool with the Menu Bar fully
opened to provide the user with a quick reference of all the options available from this
tool. During actual use, the user will only be able to pull down one menu at a time.
Some actions are invalid at given points in the execution of the Data Entry/Validation
Tool. For example, under the Incident menu, the option to save, delete, or close an
incident will be inactive (grayed out) unless an incident is opened.

Note: Version 5.4 menus and menu options are the same as previous versions 5.3.x
The Data Cleansing Tool is available in the Off-line mode only.

Diagram 4.0

£ NFIRS - Data Entry Tool Yersion: 5.4.1
Incident Add Module Fire Dept

Toals Advanced

Mews Incident Fire Module ImportExport Tool Zhange Password

Open Incident Structure Fire Module " System Admin Toal . dule
Civilian Fire Cas, Module Yiew Logs »
Fire Service Cas. Module Client Configuration Tool
EMS Madule NFIRS Version Update
HazMat Module Incident
Wildland Module e

ApparatusiPersonnel Module

Templates

Exit NFIRS

TR |

The Data Entry Tool Push Buttons:

The Data Entry Tool provides push button short cuts (diagram 4.1.0) for opening or
creating new incidents, creating new exposures, saving or closing incidents, and opening
or removing modules. The following subsections contain additional information on these
functions.
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4.2

Diagram 4.1.0
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The Incident Menu:

NFIRS 5.0

The Incident menu provides the user the ability to create a New Incident, Open an
existing incident, Save an incident, Delete an incident, Generate a Report, and Close an
Incident, enter a new Exposure, check Validation Errors, or pick an Incident Template
and Exit NFIRS (diagram 4.2.0). This is a “pick and click” menu — the user clicks on
Incident, and then clicks on the choice of options.

Diagram 4.2.0
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4.2.1

4.2.2

4.2.3
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New Incident:

When the user clicks New Incident, a pop-up window for Section A — Incident
Key will appear. Upon completing Section A, if the user has not checked “No
Activity”, the Basic Module will be created and appear as part of the Incident tree
in the Main View. Highlight Basic Module and then click on the Open push
button on the Incident Shortcut Push buttons under Module (see diagram 4.1.0),
or double click on Basic module. Enter requested information. To obtain codes
for coded fields, press F1 while cursor is placed in the field.

Based upon the values input in the Basic Module, additional Modules may be
required. These additional required modules will not automatically be added,
however, the requirement for additional modules will be called out during the
validation check. From the Add Module Tab, the User can select the module and
enter the requested information.

Open Incident:

When the user clicks on Open Incident, the Incident Search Window a pop-up
will appear. The user may enter values for all, some, or none of the available
fields. The more fields that are filled out, the more selective the search process
will be. If no fields are selected, the search will retrieve all incidents in the
database. When the pane is filled with retrieved incidents, the user may double
click on the appropriate incident to select and modify.

After the user selects the desired incident, the Incident Search Window will
minimize automatically. The user can maximize the window by clicking once on
the task bar at the bottom of the Desktop where the Incident Search window is
signified. The Incident Window will maximize in size and the user can select
another incident to open and view. To close the Incident search Window, click
once on the X in the upper right corner of the window.

Save Incident:

Information that has been entered may be saved by clicking on Save Incident on
the pull-down Incident Menu, or click on Save button on the Incident Shortcut
Push buttons (see diagram 4.1.0).

If validation errors are present when the user clicks on Save Incident, a prompt
will appear stating that Validation Errors Exist, offering the user the chance to
review and modify the incident as required. If the user clicks on No, the incident
will be saved as an invalid incident with validation errors. If the user clicks on
Yes, the validation window will appear. If the user clicks on Cancel, the pop-up
window will disappear and the incident is not saved. The user will be returned to
the previous window.

To make a back-up copy of incident data, the user may save incident data to a
floppy disk. The user must first save the incident(s) as described above and then
export the incident. To export the saved incident, open the Import/ Export Tool
(Section 5.1.2). Export the desired incident(s). When the Save Incidents to File
dialog box appears, save the file to 3 1/2 Floppy [A]. Name the file and click
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4.2.4

4.2.5

Save. The incident data on disk can be imported at a later date or opened in
Notepad.

Delete Incident:

In order for the user to delete an incident, an incident must be selected (refer to
section 4.2.2 to select an incident). The user will be prompted to ensure that this
is the desired action. Once deleted, the incident is removed from the system and
cannot be recovered.

If the user has not been assigned the Delete Incident permission from their
System Administrator, the Delete Incident option will be grayed out.

Generate Report (Forms Based Incident Report)

An incident can be generated as a Forms Based Incident Report in pdf format
using the information the user entered into the modules for the incident. These
reports generate the equivalent of the paper forms of the modules and can be
generated On-Line or Off-Line, an incident at a time. To view, save, and print the
reports, Adobe Acrobat version 3.02 or better is required on the user’s PC.
Adobe Acrobat Reader may be downloaded from the Adobe web site,
http://www.adobe.com/products/acrobat/readstep.html at no cost.

An incident must be open in order to generate a report. An incident is “open”
when the user sees in the Main View Screen the Groups Window on the left, and
on the right a hierarchical tree showing Section A - Key Information and Basic
Module, as well as any other modules that have been filled out for the incident.
The user can generate a report on a newly entered incident once the information
has been entered and saved, and before closing the incident.

To Generate a Forms Based Incident Report:

1.

May 2006

Click on Incident from the menu bar, then click on Generate Report.

The Set Reports Directory pop up window appears. The user may choose to
save the report to a different location and enter a report name, or click Save to
save the report to the default location and file name (diagram 4.2.5.0). The
default location is the Reports folder, a sub-directory of the NFIRS root directory.
The default file name will be: state.FDID.incidentnumber.exposure.pdf (diagram
4.2.5.1).

When the report has been successfully saved and generated, a pop up message
Reports Forms Generated Successfully will appear.

Click OK. The user will be returned to the Main View Screen.
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Diagram 4.2.5.0
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5. To view a report that was generated, minimize or close the Data Entry Tool.

6. Open Windows Explorer and locate the NFIRS root directory.

7. Double click on the Reports folder. The user will see a single .pdf file for the
incident report. Currently, all forms are available.

8. Double click on the file to open. Adobe Acrobat Reader will open the report in
pdf format.

Note: The first time a report is generated, the user may be prompted to locate the
Acrobat Reader Executable. Click OK. Then:

Locate the Abode Program folder and double click on it to open.

Locate the Reader folder and double click on it to open.

Locate the executable file and double click on it to open.

The Adobe Reader executable files are named:
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4.2.6

4.2.7

4.2.8
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e Adobe Acrobat Version 3.02: acrored32.exe

e Adobe Acrobat Version 4.0: Acrobat.exe

e Adobe Acrobat Version 5.0: AcroRd32.exe
To print a report, the report must be open in Adobe Acrobat Reader. From the
Adobe File menu, choose the Print command.

Close Incident:

To close an incident, the user must either create an incident, or select an
incident. When the user clicks on Close Incident, a pop up window will appear if
the most recent changes to the incident have not been saved. The user can click
Yes to save the incident, No to disregard the changes, or Cancel the save
process and return to the previous window.

If the user has entered data for a new incident or modified an existing incident,
the user must save that incident data before selecting New Incident again.
Caution: If the user selects New Incident before saving the previous incident,
this causes the previous incident to close and not be saved.

New Exposure:

When the user clicks on New Exposure, the current exposure or base record will
be closed and a new incident exposure will be created by incrementing the
previous exposure humber by one.

Validation Errors:

When the user clicks on Validation Errors, the Validation window will appear
(diagram 4.2.8.0). The Validation window displays both Critical and Warning
Errors. Warning Errors are strictly informational and do not effect the validity of
the incident; Critical Errors cause an incident to be invalid. If no Validation
Errors exist, the value for Total in this window will equal zero.

Diagram 4.2.8.0

Error Message
Mutual Aid Given to FDID Aid Given to FDID Requested Warning

1
1 Mutual Aid Given to Incident  Aid Given to Incident Number Requested Warning
Basic Module 1 Zip Required Data Critical
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Basic Module 1 Incident Actions Taken Required Data Critical
Total |s (& All Errors " Critical Only

Find Eror I To File I Re-\Validate I Cancel |
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4.2.9
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To generate the list of errors and save it to a file, save the incident but do not
close it. Specify the type of errors to be included: All or Critical only. Click the To
File button. Specify a location to save the file and name it. Click Save.

Templates:

The Templates choice has two modes. The first mode, Delete Template, is
active when there is no incident selected. When the user clicks on Delete
Template, the Template Selection window (diagram 4.2.9.0) displays a listing of
all templates available to the user for deletion. If the user has no templates, the
template selection window will not appear.

The second mode, Save Incident As, enables the user to save an incident
according to a template. A template facilitates entering incident data for those
users who have incidents with common field elements. For example, if a
department performs a regular run, the template saves the address and/or shift
personnel information eliminating the need to manually enter the data each time
the incident is reported. If the user enters primarily EMS incidents, it would be
desirable to set up a template to facilitate future entry of EMS incidents in order
to simplify keying of EMS incident data.

To create a template, an incident must first be created or open. After the user
adds the appropriate modules to “customize” the incident, click on
“Incident...Templates...Save Template As.” A pop-up Window will be displayed
in which the user is prompted to assign the template a name. (diagram 4.2.9.1).
It will save time locating the template in the future if the user chooses a
descriptive name. Note: save the template prior to entering Remarks text.

Multiple templates may be saved under the same name, but doing so may cause
confusion when retrieving templates. After entering a name, the user may either
click on the OK button to save the template or the cancel button to discard the
template.

Diagram 4.2.9.0

Ea Template Selection | X|

Template ID | Template Name |
[MNo Template |
94325 regular run
Quthuildings Only - fire

Cancel
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Diagram 4.2.9.1

Eﬁ Create Template B3

Template Name: |y template
Visibilty;

[ Allow others to modify template

Ok Cancel

4.2.10 Exit NFIRS:

When the user clicks on Exit NFIRS, if the user has an open, modified incident, a
pop up window will appear asking the user: Exit NFIRS Data Entry Tool? Yes, No
or Cancel. If the user clicks on No or Cancel, the changes will not be saved and
the pop-up window will disappear returning the user to the previous window. If
the user clicks on Yes, a new pop-up window will appear informing the user that
changes exist: Save Incident Before Closing? Yes, No or Cancel. If the user
clicks on Yes, the Changes will be saved and the application will exit. If the user
clicks on No, the Changes will not be saved, and the application will exit. If the
user clicks on Cancel, the pop-up window will disappear, and the user will be
returned to the previous window.

If Validation Errors are present, the user will be provided the opportunity to
update and validate the incident. If the user has an open, unmodified incident,
the pop-up window stating that changes exist will not appear. If there are no
validation errors, the user will be prompted to confirm Exit, and upon
confirmation, the application will exit.

The Add Module Menu:

The Add Module Menu provides the user the ability to add Fire, Structure, Civilian Fire
Casualty, Fire Service Casualty, EMS, HazMat, Wildland, Apparatus, and Arson Modules
(diagram 4.3.0). In order to add a module, the user must either have an Incident open, or
be in the process of creating an Incident.* The user should highlight the module that is to
be added and click the open button on the main view screen. When the NFIRS Data
Entry/Validation Tool is first started, this menu will be grayed out.

*Reminder: Additional required modules will not automatically be added, however, the
requirement for additional modules will be noted during the validation check.

To remove a module, the incident must be open. Highlight the desired module to be
removed on the Main View Screen, then click on Remove push button in the module
section.
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4.4

Diagram 4.3.0

< NFIRS - Data Entry Tool Version: 5.4.1
Incident BSERGRGINEN Fire Dept  Tools  Advanced

Groups Fire: Module
=) _4M  Structure Fire Module
= Ciwilian Fire Cas, Module
Fire Service Cas, Module
EMS Module
HazMat Module
Wildland Maodule

Apparatus/Personnel Module

The Fire Department Menu:

The Fire Department menu provides the user the ability to enter and update the
department’s information and modify information about an existing Fire Department. The
user may enter and save additional information for the Fire Department, such as address,
number of volunteers, apparatus and personnel information; however only the FDID,
State, and Description (name) of the Department is required. The required information
creates the Fire Department’s header record in the National or local database which
allows the user to send or update information that pertains to the department.

An FDID must be available on the Main View Screen in order for the user to create the
Fire Department header. Fire Department Identification Codes (FDIDs) are assigned by
the state and entered in the system using the System Administration Tool. Contact your
State NFIRS Program Manager for further information.

When a user opens the Data Entry Tool to the Main View Screen, the fire department
FDID and name will display (diagram 4.4.0) in the Groups window.

NOTE: If the user sees the words FDID Not Found, this means the Fire Department
Header record has not been created. This header record must exist before the user can
begin to enter incidents.

To create a new Fire Department Header record, click on the FDID from the Groups
window. This will highlight the FDID and the words FDID Not Found. Click on Fire Dept.
from the Menu Bar and then click on New Fire Dept. The Fire Department screen will be
displayed. The FDID field will default to the fire department’s FDID the user is creating.
Enter the Fire Department name and information. There are two additional tabs,
Personnel and Apparatus (shown in diagram 4.4.1) in which the user may enter
additional information regarding the department. When the user clicks OK after entering
the desired information, the information has been saved and the Fire department’s
header record has been created.
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< NFIRS - Data Entry Tool Yersion: 5.4.1
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Diagram 4.4.1
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Viewing and Modifying An Existing Fire Department’s Information

To view and modify information of an existing Fire Department, the user must first click
on a department name in the Main View Screen (see diagram 4.4.0) and then click on
Fire Dept ... Open Fire Dept (diagram 4.4.2).

Diagram 4.4.2

NFIRS - Data Entry Tool Version: 5.4.1

add Module Tools

Fire Dept

Incident

Groups

Open Fire Dept

Advanced
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The first tab, Department is where the user enters Fire Department specific information,
such as the number of paid and volunteer firefighters, the address of the fire department,
etc. The other two available tabs, Personnel and Apparatus enable the user to enter and
modify data about the department’s existing personnel and apparatus.

The push buttons Next and Previous enable the user to navigate through the three label
tabs and enter new or delete information. Above the push buttons are two windows that
provide the user information about how many pages of Personnel or Apparatus
information exist.

The Tools Menu:

The Tools menu provides an interface to the NFIRS Client Suite. The tools provided
allow the Import/Export of incidents and fire department information including Conversion
of 4.1 and transaction files to NFIRS 5.0 format, System Administration, and Client
Configuration, and the local mode NFIRS Data Cleansing Tool which addresses known
data issues in Off-line databases. Note: Access to tools is user specific: if a user does
not have access to a tool, the option will be grayed out. For example, not all users will
have the option to access the NFIRS System Admin Tool. Only users who have been
granted System Administrator privileges can access the NFIRS System Admin Tool.

The Bulk Import Utility and the Bulk Export Utility are not part of the Client Suite Software.
Refer to the NFIRS 5.0 Web Site, http://www.nfirs.fema.gov for information on the web-
based Utilities. The web-based Summary Output Reports Tool is not part of the Client
Suite Software, but is made available to all states for users who use third party software.
Contact the NFIRS State Program Manager or the NFIRS Support Center for information.

The Import / Export Tool

The Import/Export Tool provides the user the capability to import and export fire
department information and incident data. Users entering data in the Off-Line mode will
use the Import/Export Tool to import 5.0 delimited Fire Department and Incident data into
a database (National or local database), and/or to a text file or spreadsheet. The Import
/Export Tool is utilized to convert 4.1 Master files and 4.1 Add Transaction files to the
NFIRS 5.0 format. The Tool has been enhanced with an automatic mechanism which
detects the type of input file, parses (prepares) and validates the file, and then converts
and imports the data in the 5.0 format. Log files are created during import which provide
details of the process and validation errors that exist in the import file. The following
sections provide instructions to export and import 5.0 Delimited files. Section 5.1.5
provides complete instructions for the Conversion routine with 4.1 data files.

Since the previous Version 5.2.3 release, a "Once Valid / Always Valid" handling of
incidents has been included, such that an overwrite of an incident under the latest
version's rules via the Import mechanism will not result in the incident becoming invalid.
The .log and .err import log files will note errors specific to incidents under this condition.
Version 5.4 implemented a rules versioning whereby incidents are validated according
the Incident Date in the Key Information.

Users entering and saving Fire Department information and incidents in a local database
will use the Import/ Export Tool to send their information to the National Database. A
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connection to the Internet will be necessary. The first time a user is ready to send their
incident data from their local database to the National Database, they must first export
their Fire Department information to a file and then import the file to the National
Database. This will create the Fire Department header record in the National Database.
The Fire Department header record is required to properly store incidents for the fire
department.

Users may verify their Fire Department and Incident data was imported successfully to
the National Database or to their local database by clicking on Incident from the Menu
bar and then Open Incident. The Incident Search window will be displayed. Click on
Search to view all incidents or define the search criteria for a narrower search.

When the user clicks on the Import/Export Tool, the NFIRS Validation Tool window will be
displayed. The Validation Tool appears by default with only the Import and Export
selections available. When the user selects the Export check box (circular in shape), the
interface changes to display Incident and Fire Department check boxes (diagram 5.1.0).
The following sections describe the steps to utilize the Import /Export Tool to send Fire
Department information and Incidents created in 5.0 format to the National Database.

Diagram 5.1.0
[EiNFIRS Validation Tool M= E3
" Export
Salect Import File Start: Stop

Configuration Wiew File Cloze

5.1.1 Exporting Fire Departments — 5.0 Data:

To export Fire Department information, select the Export check box and select
the Fire Department check box (circular in shape). The Select Incidents push
button changes to Select Fire Depts. When the user clicks on the Select Fire
Departments push button, the Select Fire Department pop-up window will be
displayed (diagram 5.1.1.0) with a listing of fire departments available for export.
When the user clicks on a fire department in the hierarchy and then clicks the
Select push button, a Save Fire Departments To File pop up window (diagram
5.1.1.1) will be displayed. Users have the option of saving to the default
NFIRSv54 directory, or choosing a different location. Name the file and click
Save, or click Cancel to return to the previous window.
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Diagram 5.1.1.0
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Diagram 5.1.1.1
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Reminder: The first time a user is ready to send their incident data from their
local database to the National Database, they must first export and import their
Fire Department information. This creates the Fire Department header record in
the National Database, which is required to properly store incidents for the fire
department. The order of the procedure for first-time users is: export Fire
Department information, export Incident information; change configuration,
import Fire Department information, import of Incident information. The user can
verify the incidents were imported to the National Database at the end of the
procedure, while still On-Line.

In the Validation Tool window, a summary of the export process will be listed
when the Fire Dept export is finished (diagram 5.1.1.2). The beginning time of the
export process, the number of Fire Depts processed, and the file to which the
data will be stored is listed in the first section of the list. The second section lists
the number of Fire Depts being exported, the complete directory path to the
export file, and the export completion time.

Diagram 5.1.1.2
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Configuration ] [ Wiew File ] [ Close ]

The export process creates two files: an ASCII text file and a log file. The ASCII
text file is the original file which contains the fire department (or incident) data
and is the file the user will select during the import process. The log file provides
documentation of the export process. Diagram 5.1.1.3 shows a view of the
export files in the root directory and the icons that are likely to be displayed. The
file size varies according to the amount of Fire Dept (or incident) data. The user
may open and view the log file in NotePad or WordPad.

Diagram 5.1.1.3
&l FDinFoE:xport 1KE File
EI FOinfoExport. log 1KE Text Document

To import the data to the National Database, the user must change Off-Line
access to On-Line access in the Configuration Tool. The Configuration Tool
allows the user to specify whether to import the data to a database or a flat file,
Accept Invalid Records, and/or Overwrite Existing Incidents. For more
information, refer to the Configuration Tool User's Guide, available on the NFIRS
Users Documentation web page,
http://www.nfirs.fema.gov/users/usersdocs.shtm.

To change configuration from the Validation Tool window, click on the
Configuration button. The Configuration Tool will be displayed. Select the
Advanced tab. Check the box for On-Line access. Click Save and exit the
Configuration Tool. Exit the Data Entry Tool. Note: The Data Entry Tool must
be exited for the configuration change to take effect. Establish a connection to
the Internet. Open the Data Entry Tool and select the Import/ Export Tool.

The default settings in the Software Version 5.4 are Accept Invalid Incidents and

Overwrite Existing Incidents. If the user does not wish to import Invalid incidents,
uncheck the Accept Invalid incidents During Import check box.
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The following table outlines the steps to export Fire Department data.

Exporting Fire Department Data — 5.0 Data

Step Action Response

1 Exporting a Fire Department: Click on NFIRS Validation Tool launches.
Tools...Import/Export Tool.

2 Select the Export and Fire Department The Select Fire Department push
check boxes. button is activated.

3 Click on Select Fire Dept. button. Select Fire Department Window opens.

4 Click on (highlight) desired Fire Save Fire Departments to File window
Department and click on Select. opens.

5 Specify a location to save the file and Fire Department data is saved.
enter a file name. Click on the Save
button.

5.1.2 Exporting Incidents — 5.0 Data:

When the user clicks the Export check box and the Incident check box, the
Select Fire Dept push button changes to Select Incidents. When the user
clicks on the Select Incidents push button, the pop-up Incident Export Selection
window (diagram 5.1.2.0) will appear.

The Incident Export Selection window enables the user to choose Incidents for
export based upon FDID, date, exposure, data version (4.1 or 5.0), validity, and
modification. The user can click on the FDID Look-up push button to select the
desired Fire Department and search for the incidents entered for that Fire
Department. When the Search button is selected, the top portion of the window
will list all available incidents for export. The middle portion of the window lists all
incidents that have been selected. The user may select all incidents by clicking
on the blue double down arrow, or the user can choose an individual incident by
highlighting the incident in the top portion of the Search window and then clicking
on the blue single down arrow. The user may narrow the search by entering
values in the fields in the lower portion of the window: Incident Number,
Exposure Number, entering a date range in the Incident Date fields, and by
clicking on the Only Modified Incidents check box.

When the Export push button is clicked, the Save Incidents to File dialog box is

displayed (the default directory is C:\ ProgramFiles\NFIRSv54). Name the export
file and click on Save. The export file of the selected incidents is created.
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Diagram 5.1.2.0
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During the export process, in the main view screen of the Validation window the
status of the export process is recorded (diagram 5.1.2.1). A list of information
includes the beginning export time, the number of incidents processed, the
destination of the export (the newly created file), the selected action in process
(Exporting Incidents to File), the complete file destination, and when the process
is finished, “Export Complete.”

Diagram 5.1.2.1
£ NFIRS Validation Tool =1k

'Olmport -:®Incident

@ Export O Fire Department

[ Salact Incidents ] Start Stop

|>

Beginning Incident Export ... ;141212

Hurnber of Incidents To Process 4

Expoarting Incident to IncinfaBxport

Exporing 4 Incidents To File

CAProgram FilesihFIRSS SIReportsilneinfoExport
Export Complete: 14:12:12

[ Canfiguration ] [ Wiew File ] [ Cloze ]
[ ]

The following table outlines the necessary steps to export Incident data.
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Exporting Incident Data — 5.0 Data

Step Action Response

1 Exporting NFIRS Incident Data: Click on | NFIRS Validation Tool launches.
Tools...Import/Export Tool.

2 Click on Export and Incident check boxes. | Select Incidents push button appears.

3 Click on Select Incidents. Incident Export Selection Window

appears.

4 Click on Search for all incidents or fill in The top pane of the Incident Export
the Search Criteria at bottom of Incident Selection window becomes populated
Export Selection window and click on with Incidents matching the search
Search. criteria.

5 Highlight desired incidents and click on Bottom pane of Incident Export
single down arrow to select highlighted Selection. window becomes populated
incident, or click on double down arrow to | with selected incidents.
select all incidents.

6 NOTE: To remove an incident from the Highlighted incidents are removed from
selected incidents pane, highlight desired | the selected incidents' pane.
incident and click on single up arrow to
select highlighted incident, or click on
double up arrow to select all incidents.

7 When selection process is complete, click | The Save Incidents to File pop-up
on the Export button. window appears.

8 Choose a location to save file to and click | The incidents are exported, and the
OK. export file is created.

The export files can be imported into a spreadsheet, a local database, or into the
National Database. To import the files into the National Database, the user must
change the configuration to On-Line, close the Data Entry / Validation Tool, re-
start the Tool, and establish an Internet connection. In the Configuration Tool,
click on the Advanced Tab. Check On-Line Access and click Save. Exit the
Configuration Tool. Exit the Data Entry Tool for the configuration change to take
place. When the Data Entry /Validation Tool is re-opened, the user can begin the
import process.

Reminder: The first time a user imports data into the National Database, the Fire

Department export file must be sent before the incident file (s) in order to create
the header record for the department.
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5.1.3 Importing Fire Departments - 5.0 Data:

January 2006

To import fire department information, the user will click on the Import check box
(diagram 5.1.3.0).

Diagram 5.1.3.0

[23 NFIRS Validation Tool |- (O] =]
& impor
| Esxpaort

Selact Impart File Start Stop:

Configuration Wiew File Close

When the user clicks on the Select Import File push button, the Import File
Selection pop-up window will be displayed. The user is able to navigate through
the directory structure to locate the file for import. To select a file, highlight the file
and click the Open button, or double click on the file.

A Confirm/Change File Type Selection box will be displayed (diagram 5.1.3.1).

If the file selected for import is Fire Department information, confirm that the Fire
Depts check box is checked. A file containing both Fire Department and Incident
information can be set to process by selecting the Fire Depts and incidents check
boxes. To accept the file selection, click on the Accept button. Click on the
Cancel button to return to the Validation main view screen. (If the file selected
does not contain the specified data type, the user will be prompted to choose
another file).

Diagram 5.1.3.1
Egg[:unﬁrm.-"[:hange Selected File Type

@ Select import file type

5.0 Fire Departments and Incident Impart

|7 Fire Depts

I_ Incidents

Accept I Cancel

The automatic parsing and validation of the selected file begins. The status
‘Importing File’ will be displayed in the white rectangular box in the lower left
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corner and will change to ‘File Validation Complete’ when the validation process
is finished. In the Validation window (diagram 5.1.4.0), the Parse and Validation
Statistics will be displayed in list form. The list includes:

the total number of records read

the number of Fire Departments records accepted
the number of Incident records accepted

and the number of records from the input file rejected

Note: A “record” is one row of a data file, therefore one incident may contain
several records.

The list in the Validation dialog box will include information about the transaction
in list form. File names are appended with an underscore ( _ ), the information
type contained in the records (fd or inc), the data type of file without punctuation
(50 or 41), Fire Department or incident type records. The complete list of
information includes:

the time the file was set to process

the complete file name

the Transaction Type (TransType)

Import Target (database or flat file)

Database mode (On-Line or Off-Line

Accept Invalid Incidents During Import: true or false (yes or
no)

The Configuration push button launches the NFIRS Configuration Tool (see the
NFIRS Configuration Tool documentation for further information). The Close
push button closes the NFIRS Validation Tool.

The following table outlines the necessary steps to import Fire Department data.

Importing Fire Department Data — 5.0 Data:

Step Action Response

1 Importing Fire Departments Data: Click | NFIRS Validation Tool launches.
on Tools...Import/Export Tool.
2 Click on Import check box. Import check box is checked.
3 Click on Select Import File button. Import File Selection box will display.
4 Click on the file to import and then click The Validation and Import Process
Open. begins.
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5.1.4 Importing Incidents —5.0 Data

January 2006

To import 5.0 incidents, select the Import check box. The Select Fire Dept button
will change to Select Incidents. When the user clicks on the Select Incidents
button the Import File Selection pop up window will be displayed. The user can
navigate through the directory structure to locate the desired incident file created
during export. To import the file, highlight the file and click Open, or double click
on the desired file. The import process will begin.

Information about the import process will be listed in the dialog box of the
Validation Tool upon completion of the import process (diagram 5.1.4.0). The
import process validates and imports the data to a database (User’s Off-Line
database or the National Database, or to a flat file), and the results will be
displayed in the Validation Tool dialog box. The results of the validation and
import process are documented in files which can be located in the sub directory
folder named Out. The user may locate and view these files by clicking on the
View File button. Diagram 5.1.4.1 shows the out folder after the import of both an
FDID Information file and an Incident data file. The user should refer to the out
folder’s files to verify import success.

Diagram 5.1.4.0

£ NFIRS Validation Tool

@ Import
O Export

[ selectimportFile

|Bedginning Import Frocessing ..

| A

| Starting Validation: 01/02/2006 14:16:49

|File: AProgram Files\MFIRSvEdReportsincinfoExport_inc0.bd
|TransType: NFIRS 5.0 Incident File

|Impaort Target: Datahase

|Database Mode: On Line

EAccept Invalid when Imporing: true

| Ove rwrite Existing when Importing: true

|File Complete: 0140252006 14:16:57

lIncident Impart Summary;

[valid imparts: 4

|Invalid impaorts: 0

|Deleted Incidents: 0

|Impart failures: 0

|TOTAL Processed: 4 I
|Placing files in Uutdirecturﬂ

[ Configuration ] [ Wigw File ] [ Cloze ]




Data Entry Tool Users Guide

Diagram 5.1.4.1

Load Log File

Look, in: | ) out

r°=_"l FDinFoExpDrt_FdSD.Ioé
|[£] FoinFoExport_FdSO.kxt
ﬂ IncInfoExport_incSo.err
[Z] IncInfoExport_incs0.lag
E’] IncInfoExport_incSo.kxt

- & ® e E-

File name: |

Files of type: |f-'«|| Files [™.7)

j Cancel

With the January 2006 Specification cycle, incidents’ validation according to
Incident Date was implemented in the National database and in the USFA client
NFIRS 5.0 software Version 5.4. The previous Version 5.2.3 release included A
"Once Valid / Always Valid" handling of incidents such that an overwrite of an
incident under the latest version's rules via the Import mechanism will not result

in the incident becoming invalid. The .log and
specific to incidents under this condition.

.err import log files will note errors

The following table outlines the steps to import Incident data.

Importing Incident Data — 5.0 Data:

Step Action Response

1 Importing Incidents: Click on NFIRS Validation Tool launches.
Tools...Import/Export Tool.
2 Click on Import check box. The Select Fire Depts button will
change to Select Incidents.
3 In the Import File Selection pop up
window, locate the file to import.
4 Highlight the file to import and then click The Validation and Import Process
Open. begins.
5.1.5 Conversion of 4.1 Master and Transaction Files to NFIRS 5.0

format:

The NFIRS 5.0 Data Entry/Validation Tool provides the user the tools needed to
convert 4.1 data to 5.0 format. NFIRS 4.1 data is specifically marked as
originating from 4.1 compliant software and is validated against the 4.1 specific
rules. The NFIRS Import/Export Tool provides an automatic recognition
mechanism to detect the type of file selected for conversion and provides
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automatic parsing (preparation) for three file types: 5.0 Delimited, 4.1 Master
files, and 4.1 Transaction files. The user will follow the same procedure as
importing 5.0 data files when converting the 4.1 Master and 4.1 Transaction files
into the NFIRS 5.0 format. For import instructions of 5.0 Delimited files, refer to
section 5.1.1.

A file selected for conversion must contain all 4.1 Master file records or all 4.1
Transaction records. The selected 4.1 file may contain, however, both Fire
Department and Incident data. When the user selects a file for import, the
automatic sensing mechanism will be engaged. This mechanism determines the
type of file by the number of bytes it contains. A Master file contains 106 bytes
per record. If a Master File has already been parsed, it will contain 108 bytes
because the state information has been added. A transaction file contains 80
bytes. Only Add Transactions will be parsed and imported. Change and Delete
Transactions will not be parsed and imported.

Note: With previous Version 5.2.1, a sort mechanism was added to ensure 4.1
master files in which incidents were not arranged by incident type to be sorted by
record type prior to parse and import. If the file is sorted, it replaces the original
file. Users are recommended to save a backup copy of original 4.1 master
files.

The white rectangular box in the lower left corner of the Validation Tool screen
will display the status of the parsing and validation process. A summary of the
conversion process and the import process will be displayed in the Validation
Tool dialog box upon completion of the process. The results of the validation and
import process are documented in files that can be located in the sub directory
folder named Out. The user may locate and view these files by clicking on the
View File button. Diagram 5.1.4.0 shows the out folder after the import of a 5.0
incident file. The user should refer to the files to verify import success.

To import and validate 4.1 data, the Import to Database checkbox must be
selected on the User Options Tab in the Configuration Tool. This is the default
setting.

To access the Import/Export Tool, in the Data Entry Tool under the Tools menu,
select the Import/Export Tool. The NFIRS Validation Tool window will be
displayed with Import selected by default (diagram 5.1.5.0)

Diagram 5.1.5.0

F=Z1 NFIRS Validation Taol (O] x]

* import
™ Expart

Select Import File Ctart Stop

Configuration Wiew File Close

To begin the conversion process, click on the Select Import File button. The
Import File Selection dialog box will be displayed. The user can navigate through
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the directory to locate the file to import. Highlight the desired file and click on the
Open button, or double click on the desired file to begin the parsing and
validation process. The sensing mechanism automatically determines the file
type by reading the first one hundred records of the file.

The Confirm/Change Selected File Type dialog box will be displayed (diagram
5.1.5.1), in which the user verifies the file type detected by the sensing
mechanism. If the file contains different information than shown in the
Confirm/Change dialog box, the user may select the appropriate check boxes.
Note: If the file contains both Incidents and Fire Depts, both boxes must be
checked. When the user clicks the Accept button, the parsing and validation
process begins. A message may appear briefly in the lower left white message
box: Creating Parallel Database Connections..., which changes to the message:
Importing File... If the Cancel button is clicked, the user will return to the
Validation Tool main view screen.

Diagram 5.1.5.1

E;‘,i' Confirm/Change Selected File Type

In the white rectangular status box at the lower left corner of the Validation Tool,
the status of the parsing and validation process will be displayed. During the
process the message will read: “Importing file...,” and upon completion the
message will read: “File Validation Complete.” The blue status box may
completely fill during the process, however, the validation and import may not be
complete and the user must wait for the File Validation Complete message
before inputting another file or reviewing log files. The Stop button will interrupt
the parsing process. If the Stop button is clicked, the user must input the file
again. If a message “Exception During Import” displays in the Validation Tool
dialog box, the user must refer to the out folder to find the cause of the error
(refer to Section Sub Directory “Out”). Note: The parsing and validation process
time depends on the amount of records the file contains. The user must allow
more time for larger files to be processed.

The Validation Tool Dialog Box

Upon completion of the parse and validation process, the Validation Tool dialog
box will provide a summary of the Parse and Validation Statistics in the
Validation Tool window. The scroll bar on the right of the Validation window
allows the user to view the complete list. Below is an explanation and diagrams
of the Parse and Validation Statistics of a sample file that contains fire
department and incident information. Refer to the Section Sub-Directory “Out”
for a description of the files that are created and placed in the out folder.
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The first section in the dialog box shown in Diagram 5.1.5.2 is the parse and
validation statistics. These statistics refer to Records Read, Fire Dept and
Incident Records Read, etc. Note: One record is one row in the data file. For
example: in a 4.1 data file, a single Fire Department transaction is comprised of
two records.

The second line in the list shows the Total Records read. Line three is the Fire
Department Records Accepted. Records not accepted are not processed. Line
four is the number of Incident Records Accepted. Note: One incident may
contain several records. Line five is the total number of Records Not Selected.
The user is referred to the Parse log, a separate file created and placed in the
out folder. The Parse log provides details of the incidents not accepted, for
example: the bad record is followed by a message such as “An incident exists
without the associated FD record.” Line six is the total number of Records Failing
Validation, and the user is referred to the Validation log, a separate file created
and placed in the directory folder. Line seven reports the conclusion of the
parsing and validation process and records the start of the import process.

The second list in the Validation window (shown in diagram 5.1.5.2) provides a
summary of the incident information contained in the input file after it has been
parsed and validated. Line one provides the Total Number of Incidents in the
record. Line two is the number of Valid Incidents. Line three is the number
Incidents Rejected because of validation errors. Line four is the Total Number of
Exposures. Line five is the number of Valid Exposures. Line six is the total
number of Exposures Rejected. In the sample file, the rejected exposure most
likely was an exposure which had no originating incident.

Diagram 5.1.5.2

EEINFIRS Validation Tool

Parse and validation statistics:
Total Records 835

Fire Dept Records accepted: 2
Incident Recaords accepted: 184
Records not selected (see parse log): i
Records failing walidation (see validation log): 638

Beginning Impaort Processing ..

B 2]

Starting Validation: O6/27/2000 16:06:38

File: CAProgram Files\WWFIRS w441 TransTestFile_fdd1 Trn. bt
TransType: MFIRS 4.1 Transaction File Fire Departments
Impart Target: Database

Diatabase Mode: Off Line

Accept lnvalid Incidents when Imparting: true

File Complete: 06/27/2000 16:06:40

File Walidation Complete
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The third section of the list provides information at the completion of the import
process about the Fire Department records contained in the file (diagram
5.1.5.3). The list begins with the time the input file was set to process. Line two
is the location and name of the file. The file name will be appended to include
data, information, and file types. The naming convention is:

filename_repaired41_informationtype41_filetype.txt

Line three provides the Transaction type (Master or Transaction file) and the
information type (Fire Departments or Incidents). Line four states whether the
user’s Import Target was a Database or a Flat file. Line five states the Database
Mode at the time of the process (either On Line or Off Line). Line six states if in
the Configuration Tool the Accept Invalid Incidents when Importing box is
checked. If line six states True, the check box is checked. If line six states
False, the box is not checked.

The last three lines in the third section state closing conditions of the Fire
Department records’ parsing and validation process. Line seven states the
location of the log files created (Placing original file in out directory). Line eight is
the time the import process is completed, and line nine states the Total
Transactions Processed. In the sample file, the two Fire Department records
constitute the information for a single Fire Department, therefore one transaction
(one Fire Department) was processed.

The fourth section of the list provides a summary of the records that contain
Incident information (diagram 5.1.5.3). The list provides the same information as
the Fire Department section, except the processing time for each one hundred
records is recorded.

The destination of the location of the log files is noted (Placing original file in out
directory). The validation and import completion time is stated.

The last section, Incident Import Summary, states the total number of valid and
invalid incidents processed number of deleted incidents, import failures, and a
total of successful imports. The destination of the log files is recorded on the last
line.

Diagram 5.1.5.3

Fire Departtment lmport Summary: ;[
Valid imports: 1

Invalid imports: 0

Impoart failures: 0

TOTAL Imported: 1

Starting Validation: 06/27/2000 16:06:41

File: CAProgram Files\MFIRS vdld1 TransTestFile_incd 1 Trn b
TransType: MFIRS 4.1 Transaction File Incidents

Import Target: Datahase

Database Made: Of Line

Accept Invalid Incidents when Imparting: true

File Complete: DB27I2000 16:06:51

Incident Import Summary;

Valid imports; 21

Invalid imports: 0

Deleted Incidents: 0

Impaort failures: 0

TOTAL Imparted: 21

Flacing files in out directory |-
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The Sub-Directory Folder “out”

When the user closes the Validation Tool dialog box, the statistics will be cleared
from the screen. The statistics and the import file processing information is
documented and stored in the “out” sub-directory.

The user should view the files created to check for validation errors and
transaction errors (bad data). The files in the out folder have the appended
name assigned during the detection and parsing process. The naming
convention is:

originalfilename_informationtype41_transactiontype.filetype

To view the files, click the View File button. In the Load Log File pop up window,
locate the folder named “out” and double click on it. The out folder contents will
be displayed (diagram 5.1.3.4).

Diagram 5.1.3.4

Load Log File

ETI -

241 TransTestFile_fdd1 T e | #1TransT estFile_walidationlag bt
1 TransTestFile_fdd1Tmlog
=] 41 TransTestFile_fdd1Tim.kat
41 TranzT estFile_incd41 Trn.en
A1 TrangTestFile_incd1Tinlog
A TrangT estFile_incd 1 Tin.txt
A1 TransT estFile_parzelog. bt

AlFiesey [

The .err file contains a listing of all the validation errors. If no

validation errors are present in the data, the file will have no contents.
The .log file contains a reading of the Validation and Import process. The
.out file contains a listing of all good transactions. The .bad file will contain
the bad transactions. If there are no bad transactions, no .bad file will be
created. The parselog.txt contains a summary of the number of records
read, accepted, and rejected during the 4.1 parsing process. The
validationlog.txt will contain detailed explanation why the transactions did
not pass validation and a summary of the parsing statistics.

The user can verify that the 4.1 data was entered into the department by
conducting an Open Incident Search for the specific department.

January 2006
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The System Admin Tool:

From within the System Administration Tool, the Administrator may modify and
add users from the Administrators group tier and below. Note: Not all users will
have access to this tool.

When the user clicks on the System Admin Tool, a pop-up window for the NFIRS
5.0 System Admin Tool will appear. See the System Administration Tool
Documentation for additional information. The ability to access the Special
Studies, Chemicals, and Codes (for Plus One Codes implementation) interfaces
from within the System Admin Tool. System Admin permissions is necessary to
access the System Admin Tool, and the Program Admin permission will be
necessary to save changes made in interfaces.

The Client Configuration Tool:

The purpose of this tool is to allow user maintenance for options and settings.
From within this Tool, the User specifies On-Line or Off-Line use, whether to run
against a local or remote database, select the database type, the file location
and type for import/export data, whether data encryption is to be used, and
firewall settings (if present). Most users will use the Configuration Tool to verify or
change their system’s access mode; i.e., from Off-Line mode to On-Line mode
and select the database type.

With NFIRS 5.0 Version 5.4, the default mode has been changed to On-line
Access.

When the user selects on the Client Configuration Tool, the NFIRS 5.0
Configuration Tool will appear. Refer to the NFIRS 5.0 Configuration Tool
Documentation for further information.

NFIRS Data Cleansing Tool (Off-line only):

Per Users' requests, the capability to run scripts to clean up specific data issues
in local databases has been included in the previous USFA Client Software
version 5.2.3. These scripts are the same scripts that are run on the National
Database prior to generating the public data format to remove invalid values, for
example, null identifiers -32xxx), and remove specific known issues such as
negative numbers in EMS Module Age fields.

Not all users will need to use the Data Cleansing Tool. Not all scripts may be
desired at the state and local level. Prior to using this Tool, contact your State
Program Manager or NFIRS Support Center for more information on the optional
use of the Off-line Data Cleansing Tool and its scripts.
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When a script is run, the data value(s) affected by that script will be changed in
the local database. It is not possible to undo or return the original data values(s)
to the local database unless the user re-imports the original data file, or uses the
back up copy and deletes the database file to which the script(s) were applied.

Prior to opening the Data Cleansing Tool, make a back up of or copy the local
NFIRSv54 database. For Access users, the database file is named:
NfirsdataV54.mdb (not .Idb). Its default location is: C:\Program
Files\NFIRSv53\Database\

The Version 5.4 Data Cleansing Tool includes thirteen scripts to address these
specific data values and fields (note: these scripts are the same as previous
version 5.3 and 5.2.3):

Script 1: Set NFIRS Version number in 5.0 incidents to 5.0 if 05.00, 0500,
5.00,etc.

Script 2: Clean up unconverted Heat Source codes

Script 3: Fix invalid Mobile Property and Equipment Involved years.

Script 4: Remove Fire Modules from non-fire incidents

Script 5: Clear age field in Wildland Module if age is 1

Script 6: Set property use conversion to 400 when equal to 409

Script 7: Set Not Residential flag based on Property Use

Script 8: Clear invalid civilian injury dates ( prior to 12/31/1969)

Script 9: Clear EMS Casualty Age if negative number.

Script 10: Clear large negatives in FD-related fields (less than -999)

Script 11:Clear large negatives in incident-related fields (less than -999)
Script 12 Zero large values in-FD field Number-of-Paid-FFs- (greater than 10000)
Script 13: Populate G1 Resource fields with counts from Apparatus/Personnel
Module if Local Forms Used =Yes.

Note: The script to address the G1 resources has a version for a local
Oracle database. The local Oracle database script should be selected by
users with Oracle, MS SQL Server 97 and MS SQL Server 2000 Users.

The Appendix C lists each of the SQL scripts in detail, including the tables and
fields affected in the database when each script is executed.

5.4.1 Using the Data Cleansing Tool

January 2006

The Data Cleansing Tool is available in the Off-line mode only. To access the
Data Cleansing Tool, open the Data Entry Tool and from under the Tools menu
select Data Cleansing Tool.

Before applying any of the scripts, verify a back up copy of the NFIRS local
database has been made.

Diagram 5.4.1.0 shows the data Cleansing Tool scripts available for selection.
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Diagram 5.4.1.0

E%Data Cleansing Tool |_ (O] x|
Data Fixes
Description Applied? | Last Applied .. | Import... | Published... & Al
ORACLE OMLY: ApparatusiPersonnel totals derived ... O Jul 3, 2003 |- -
MS AZCESS OMLY: ApparatusiPersaonnel totals deri. . | Jul 8, 2003
Clean up unconverted 'heat source' codes ] Jul 8, 2003 " Applisd Only
Fix improperly formatted MFIRS 5.0 wversion indicator O Jul 8, 2003
Fix irvalid mohile property and eguipment invalved v | Jul d, 2003
Femaove Fire Modules fram non-fire incidents O Jul 8, 2003 * Unapplied Qnly
Clear age field in Wildland Module ifage is 1 O Jul 8, 2003 =
Set property use carversion to 400 when equal to 409 o] Jul 8, 2003
Set not-residential flag based on property use code O Julg,2003 [ Apply Selacted Firges) |
Clear invalid civilian injury dates | Jul d, 2003
Clear negative EMS casualty ages [ Jul 8, 2003 | +| Impert Fizes From File |

Close |
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To select a script to run, highlight it. Click the Apply Selected Fix(es) button. The
script will be executed. In the message bar at the bottom of the Data Cleansing
Tool window, the amount of rows in the database affected by the script execution
will be displayed. Note: This is not the number of incidents affected. The number
of rows may not be equal to the number of incidents affected by the script
execution. For example, The script for the NFIRS Version check and reset to
"5.0" will show a row affected for each occurrence of "5.0" in the INCIDENTKEY
table. The G1 Resources script may show no rows affected, even if counts have
been derived and populated in the IN_Basic table.

When a script is applied, specific data values in the local database are changed.
Exports of data following the execution of a script(s) will contain the changed
values. For example, if an incident saved to the local database contained an Age
of 1 in the Wildland module, after the script which addresses this issue is
executed, that incident will no longer contain an Age value of 1 in the Wildland
Module. Refer to Appendix C for details on each script.

When an original data file is imported and Overwrite Existing incidents is
specified, the original bad data values will be saved once again to the database.

The Data Cleansing Tool window displays the status of scripts which have been
made available to execute against the local database. In the column named:
Applied? a check mark designates that the script has been executed on the local
database. The Last Applied Date displays the date the script was executed.
Note: When working with multiple copies of Off-line databases, for example, a
database file for each specific year, The Last Applied Date is not database
specific.

Upon subsequent openings of the Data Cleansing Tool, the scripts may be
displayed according to the selections: All, Applied only, or Unapplied Only.

Future functionality includes the Import Fixes From File button, which will enable

the user to add new scripts to the NFIRS 5.0 application. If additional scripts are
created for data maintenance, the NFIR 5.0 user community will be notified by list
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message. The Imported On date displays the date a new script is imported to
the NFIRS 5.0 application. The Published On Date is the approximate date the
script was made available to the user community.

Refer to the Appendix C for details on each script.

The Advanced Menu:

The Advanced Menu (diagram 5.5.0) provides an interface to change passwords,
synchronize a local database to the National Fire Incident Reporting System
database, and View the logs created by Event Logging (see NFIRS
Configuration Tool Documentation).

Since the release of previous Version 5.2.1, new passwords must meet the
FEMA standard. Users must enter a password consisting of 8 - 15 alpha-numeric
characters using this utility.

Diagram 5.5.0

2 NFIRS - Data Entry Tool Yersion: 5.4.1

Incident  Add Module Fire Dept  Tools BlefEiye="s!

Change Passwiord

View Logs b

Correct password format must have a minimum of 8 alpha-numeric passwords,
and should not be easily guessed or related to the user' personal life or
occupation, for example, birth dates, initials, spouse's names, etc.

To change a user password, click on Advanced ... Change Password. When the
Change Password Dialog box appears, the user must enter the old password,
and then enter and confirm a new password (diagram 5.5.1).

Diagram 5.5.1
E%’,i'[:hange Pazzword

Old Passward: ||

Ok |
Mewy Passward: I Cancel |

Confirm Password: |

|Enter O1d and Mew Password

The user may synchronize their user account and FDID information with the
National Fire Incident Reporting System database by clicking on Advanced
...Remote Synch. Note: The user must have an active Internet connection prior
to clicking on Remote Synch. This option is unavailable if the user is working in
the On-Line mode. The user should perform synchronization to the National
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Database on a periodic basis to ensure that all user account and group
information is current. Remote Synch does not involve incident data..

The user is given the option to enable different levels of Event Logging in the
NFIRS Configuration Tool. To view logs the user must click on Advanced ...
View Logs, and then click on a type of log — choices include Events, Exceptions
and Statistics (diagram 5.5.2).

Groups Change Password

Events

1 Exceptions
‘ Skatistics

6. Editing Modules

The NFIRS Data Entry/Validation Tool is designed to work in a modular fashion. All data
is entered in one or more of the Modules. The modular design allows data entry
procedures to be uniform throughout all modules.

There are various types of fields in the Modules, such as pull-down menus and check
boxes. This section will discuss each type of field the user will encounter when editing
Modules.

When the cursor is placed in a field and the Tab key is pressed, the cursor or focus will
advance the next field.

6.1 Tabs:

At the top of the Modules are Label Tabs. On each Tab is a listing of the Module
Sections located at the Tab. In order to navigate through the sections of a Module, the
user has the option of clicking on a tab (diagram 6.1.0) or clicking on the Next Tab Push
Button (diagram 6.1.1).

Diagram 6.1.0
SectionB-E | gectons - | Sectonk | Secton 2| Seeions L | Spevil Stuses

Diagram 6.1.1

Mext Tab |

6.2 Buttons — OK and Cancel:
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Each of the Modules will have an OK and Cancel button (diagram 6.2.0). If the user
single clicks on the OK button, data entered will be validated and if validation is
successful, saved. Clicking on the Cancel button will discard the entered data and exit
the module.

Diagram 6.2.0
Ok cancel

6.3 Buttons — Yes No and Cancel:

If validation finds problems with the entered data, the user will be given the opportunity to
review and correct validation errors or save the Incident with validation errors (diagram
6.3.0). To review validation errors, click Yes. To save the Incident with validation errors,
click No. To cancel the save and return to the previous window, the Cancel button should
be clicked. If the Cancel button is clicked, the pop-up window will disappear.

Diagram 6.3.0

Eéf-_,% Decizion %]

Walidation Errors Exist . weould you like to view them before
saving changes?

........... ‘r’ es ........... | - | cancel |

6.4 Required and Optional Fields

Each module contains data entry fields. Diagram 6.4.0 shows the first tab of the Basic
Module. Data entry in certain fields is required for the incident to pass validation.
Required fields will appear as yellow rectangular boxes. Depending upon the modules
added, additional fields may be required. If data is not entered in a required field, the
omission will be indicated during validation. All other fields are optional. In some
instances the required fields may be a free-form text field, such as entering a Street
address. In other instances, a field may require a code lookup. Information about
whether a field requires a single code or allows multiple codes will be displayed on the
status bar on the bottom-left hand side of the screen. Either double clicking on the field
or pressing F1 on the keyboard activates the Codes look-up list box (diagram 6.4.1 and
diagram 6.4.2).
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Diagram 6.4.0

ez Basic Module ]

Sections F - J| Section K1 | Section k2| Section L- M| Special Study]

B Location |_ Address Provided on 'Wildland Form

Address Type Census Tract

|street address =1

Numberhdile 5t Prefix Street or Highuway Street Type 5t Suffix

| | = =l =
Apt. or Suite City State Zip

| | =l

Cross Street or Directions, as Applicable

C Incident Type D Aid Given or Received

Their FDID FDID State Incident Number

E1 Dates and Times E2 Shifts and Alarms

D ate Time Shift'Platoon
Alarm 110730/2002

|_ Date Same As Alarm Arrival Alarms

|_ Date Same As Alarm (.:Dntm"ecj I I IDistrict

I- Date Same As Alam  Last Unit Cleared I I I

Frevious Tab I Mext Tab |
Ok I Cancel I

f [07317 |tR |1os30iz002  [o0ooo07 000

Diagram 6.4.1 shows the Code Lookup box for Incident Type which appears when the
user either double clicks in the Incident Type field or presses F1 on the keyboard with the
cursor entered in the Incident Type field. Diagram 6.4.2 shows a Multiple Code Selection
box for the Actions Taken field of the Basic Module..

Diagram 6.4.1
Eg’i[ﬁodes Lookup

|»

E-_4 Incident Type

113 Fire

12 Overpressure Rupture, Explosion, Overheat-na fire
_1(3 Rescue & Emergency Medical Service Incidents
1 (4 Hazardous Conditions (Mo fire)

1 (%) Service Call

_4 (8) Good Intent Call

B~ 1 (601 Good intent call, other

E| J (61) Dlspatched and canceled enroute

eled en route

E| J (62) Wyrong Iocatlon

: - (621 Wrang location

E| J (53) Caontralled burning

# (631) Autharized cantrolled burning
i (R Preccribad fire

" Alphabetic

Alpha Search

| select |, |
Cancel |
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6.5

Diagram 6.4.2

E%Hultiple Code Selection E3
Available Codes Selected Codes
Code |\ Description | Code | Description |

76 Providavater =] 93 Cancelled enroute

T Contral crovd

Ta Contral traffic

74 Assess severe weatherorng | di...

a0 Information, investigation & enfarcerim-

a1 Incident command

82 Motify other agencies. ~|| Click and drag Title har to view complete description.
a3 Provide information to public or media Use scroll bar to view complete list,

a4 Refer to proper authority J Blue arrow moves selection.

a5 Enforce code

AR Invastinate j

Ok Cancel

Pull-down Menus:

A pull-down menu provides the user the opportunity to select from a list of data

(diagrams 6.5.0 and 6.5.1). Initially the field with a pull-down menu will appear as a blank
rectangle with an arrowhead facing down. Click on the arrow to display selections.
Highlight the desired selection and click again to insert the selection into the field.

Diagram 6.5.0
Address Type
Street address LI

Diagram 6.5.1
addrws Type -
[Street address ;|

In front of

Intersection
Rear of

Street address

Or, the user can click on the field and enter the first letter of the word they wish to input.
The first entry in the pull-down list starting with that letter will be input. If the same letter
is pressed again, the next word in the pull-down list is input.
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As an example, in the State field of the Basic Module, when the letter “V” is pressed, the
State of Vermont is selected. When the letter “V” is pressed again, the Virgin Islands is
selected. If the user enters “VI” the State of Vermont will be selected for the “V” followed
by the State of Idaho for the “I”. If the user clicks on the arrowhead, the pull-down menu
is displayed. The user must click on a value in order to select it.

Note: In Software Version 5.3, the Street Type code must be selected by using the drop

down box and scroll bar or by making a text entry. The Street Type field is no longer a
coded field, but was expanded to include U.S. Postal abbreviations.

6.6 Free Form Text Boxes:

The fields without pull-down arrows are free form text boxes. The field for Street or
Highway is a free form text box — the user is allowed to enter data in a free form format,
e.g., Victoria or HCR 51 Box 255.

6.7 Components of the Single Code Look-up List Box

The look-up list box may contain mutually exclusive check boxes in an extended list,
which may be navigated by clicking on the up or down arrowhead, push buttons, and text
boxes for searching through the extended list (diagram 6.7.0).

Diagram 6.7.0

Extended List

Ega Codes Lookup

PE|

------- (013 Corridor, mall
------- (02} Exterior staireeay, ramp, or fire escape
------- (03} Interiar staireay ar ramp
------- (04) Escalator - exterior, interior
------- (05) Entrance way, [obby

------- (09) Egresslexit, other

- (13 Assembly, Sales Areas (Groups of People)
B (2) Function Area

%J ----- (3) Technical Processing Areas

< (4) Storage Areas
Check r?\ru-\ oo ne
Boxes )
\(- urnerical Text Box
" Mphabetic 4; "
Alpha Search
Select Cancel

Arrowheads

Push Buttons

6.7.1 Extended List:

The extended list is hierarchical in structure. A plus (+) or minus ( -) sign next to
a heading indicates a branching tree structure is present. If the user clicks on the
plus sign, the branch will expand providing a more detailed offering. Once the
branch has been extended, the plus sign will change to a minus.
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6.7.2

6.7.3

6.7.4

6.7.5
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Selecting a plus (+) heading will result in validation errors, as it is not a valid
selection. Only lowest members in the hierarchy are valid selections. From the
example provided (diagram 6.7.0), “Area of Origin” is a top level heading (+),
and is an invalid selection, as is “ (1) Assembly of Sales Areas (Groups of
People),” however, “(01) Corridor, Mall” is one of the lower extensions of the
Area of Origin “branch,” and is a valid selection. Clicking on a minus sign will
collapse the extension and return the plus branch view.

Check Boxes:

As shown in the preceding diagram, a check box (sometimes referred to as a
“‘radio button” when circular in shape) is a point-and-click data entry tool. The
check boxes Numerical and Alphabetic are exclusive: only one can be checked
at a time, and if Numerical is checked, the Alpha Search text box is grayed out
(rendered inactive).

Arrowheads:

The arrowheads shown in the above diagram are a point and click tool used to
scroll the extended list up or down. Clicking in the bar between the arrowheads
will cause the extended list to page down, as opposed to scrolling down one line
at a time.

Push Buttons:

The Push Buttons shown in the above diagram are also point and click data entry
tools. In the Codes Lookup window, clicking on the Select button will select a
highlighted code. Note: Selection of codes can also be accomplished by double
clicking on a code in the Codes Lookup extended list. Clicking on the Cancel
button will cancel the selection of a highlighted code and exit from the Codes
Lookup window.

Text Boxes:

In the discussion on Check Boxes reference was made to a Text Box adjacent to
the Check Boxes. This Alpha Search text box can speed up the selection of
Codes by clicking on Alphabetic and then beginning to type the name of the
code. For example, if Alphabetic was clicked, and the user began typing
“awning” (note: no quotes should be entered) the code for awning will become
highlighted. The more letters that are typed, the more specific the selection
becomes. Thus, typing the letter “a” may cause the highlight to be on “(11)
Arena” whereas typing “aw” will cause the highlight to jump to the code for

“awning.”
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6.8

Components of the Multiple Code Look-up List Box:

The Multiple Code Look-up List Box (Diagram 6.8.0) contains Available Codes and
Selected Codes lists, Code Selection and Deselect push buttons, List Navigation
arrowheads, and OK and Cancel pushbuttons. This format is used when more than one
code can be captured for a single data element.

6.8.1

6.8.2

6.8.3

January 2006

Available Codes List:

The Multiple Code Look-up List Box offers the user multiple codes to select from.
From the Available Codes List, the user can select codes in one of three ways,
as described in the next three subsections.

Double Clicking:

The user may select a code by double clicking a code from the selection list. The
user may double click on one code after another to select multiple codes. To
deselect a code, double click on the code in the Selected Codes window.

Single Clicking with Control Key:

The user may select a code by single clicking, holding the control key and then
continuing to single click codes. As each code is single clicked, it will be
highlighted. If a code from the list is to be deselected, single click the code
again, and the highlight will disappear. When the selections are complete, single
click on the code selection arrowhead (diagram 6.8.3.0). To deselect codes, use
the same method from the Selected Codes window, or double click on one or
more codes in the selected Codes window.

Diagram 6.8.0
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Arrowheads
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I
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6.8.4 Single Clicking with Shift Key:

6.8.5

The user may select multiple codes in sequence by clicking on the first code in
the list and while holding the shift key, clicking on another code above or below
the code. This action will highlight all codes inclusive above or below the first
code clicked. To select, single click on the code selection arrow (pushbutton in
the form of an arrow). To deselect codes, use the same method.

Arrowheads:

Scrolling through Available and Selected Codes can be accomplished by single
clicking on the pushbutton in the form of an arrow.

6.9 The Special Study Tab (Basic Module)

The Special Study Tab in the Basic Module enables users to enter codes and
information that pertain to a special study being conducted at the state or local
level. The Special Study Tab is viewable by all users, but a special study must be
implemented by a State Program Manager or System Administrator. If a special
study has been implemented for the user's department or login level, specific
codes and descriptions will be available through the F1 Key Codes Lookup
where applicable. The user may select Applicable Studies or All Studies when
searching for studies available for reporting. If a Special Study has not been
implemented and a user enters data in the Special Study ID or Special Study
Value fields, a warning will be listed in the Validations warnings upon saving the
incident.

7. Exiting the NFIRS Data Entry/Validation Tool:

Push buttons provide the user the opportunity to Open or Remove one or many Modules
prior to exiting the NFIRS Data Entry/Validation Tool, as well as to Save an Incident, or
exit the NFIRS Data Entry Tool without saving an Incident (diagram 7.0). Note: No data
is saved unless the user clicks on the Save push button in the Main View or the Save
button on the pop-up window which appears if changes have been made, and the user
clicks on the Close push button in the Main View (diagram 7.1). If the user clicks on the
No push button (diagram 7.1) the changes made to an Incident will not be saved. If the
user clicks on the Cancel push button (diagram 7.1) the pop-up window will exit, and the
user will be returned to the Main View.
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8. The NFIRS Rapid Start-Up Guide

8.1

8.2

8.3

January 2006

Introduction to the NFIRS Rapid Start-up Guide

The Rapid Start-Up Guide’s purpose is to outline key steps needed to get the
User using the National Fire Incident Reporting System as quickly as possible.
Only the key points are described below. For details on the Tools described
below and other Tools available with the NFIRS 5.0 Data Entry Tool System,
refer to the previous sections of this Manual.

For a Tutorial on how to download, install, and begin using the software refer to
the Tutorial posted on the NFIRS web site at
http://www.nfirs.fema.gov/users/tutorial.shtm. The Tutorial can be downloaded
and printed so the user may have a reference guide while in front of the
computer.

Users download the NFIRS software from the NFIRS Web Site. Access this site
by going to www.nfirs.fema.gov.

Download and Installation of the NFIRS Software

1. Go to www.nfirs.fema.gov and click on the User Section Homepage, then on
the sidebar link: User Login

2. Enter User account info in the Login screen and click on Login.

3. Locate the Download Software link in the sidebar and click on it.

4. On the Download Software page, click on the FTP link for Version 5.4.1.

5. Inthe File Download notice box, click on the link Download Now.

6. Save the File to a folder (refer to the Software Version 5.4 Readme.txt file or
to the Tutorial for in depth instruction and screen shots on choosing the

destination folder). Download of the file will begin.

7. When the download is complete, locate the file you saved to the folder. (See
Step 5)

8. Close all programs and double click the executable file to install.

Starting the Data Entry Tool: User Injection Process
Microsoft Access 97 Users

1. In the Configuration Tool on the Advanced Tab, verify the Off-line Access
box is checked.

2. Start the Data Entry Tool by going to Start...Programs...NFIRSv54...Data
Entry Tool.
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8.4

January 2006

7.

The Off-Line Login Screen will be displayed. Click the OK button. (Leave
the fields for Username, State or Password blank.)

This will begin the User Injection Process.

The User will be prompted: Would you like to inject a User from the On-Line
Database? Click Yes.

The NFIRS Login Screen for On-Line use will display. (You need to have a
connection to the Internet.) Enter your Username, State and Password.

User Injection will begin.

When User Injection has completed, the User is ready to work Off-Line.

Starting the Data Entry Tool: Database Setup and
User Injection

Microsoft Access 2000 and Access 2002 Users

After successful installation, locate the NFIRSv54 root directory.
Double click on the Nfirsdatav54.mdb file to open it.
Select the Convert Database option.

In the "Convert Database Into" save in field, specify the NFIRSv54 Database
folder.

Accept the default name for the database (default name: db1.mbd). This
name will be changed later. Click Save.

When complete, close the database and the Access 2000 (or 2002) program.
Rename the original NfirsdataV54.mdb (suggestion: origNfirsdataV54.mdb).

Rename the new database NfirsdataV54.mdb If file extensions are hidden
on the PC, rename the database: NfirsdataV54

The database has been converted. The user must now select the Database
Type.

9.

10.

11.

12.

13.

14.

15.

Open the Configuration Tool.
Verify the Off-line Access Check box is checked.

In the Database Type drop down box, select Access 2000 (or Access 2002).
Click Save and exit the Configuration Tool. Proceed with initial User Injection.
Open the Data Entry Tool.

Leave the Off-line login screen blank and click OK.

Click YES to "Would you like to inject a user from the On-line database?"
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16.

17.

18.

19.

Connect to the Internet (if automatic dial up does not occur).
Login to the On-line database.

Create a password for the Off-line database, if desired, or enter On-Line
password.

When the User Injection/Remote Synch is complete, a message will display:
"Your Internet connection is no longer required."

8.4 Starting the Data Entry Tool (Off-Line Mode)

1.

Open the Configuration Tool by going to
Start...Programs...NFIRSv54...Configuration Tool.

Click on Advanced Tab.
Check the box to specify Off-Line Access.
Click Save...OK...Exit Configuration Tool.

Start the Data Entry Tool by going to Start...Programs...NFIRSv54...Data
Entry Tool.

The NFIRS Off-line Login screen will displayed . Enter Username, State and
Password. Click OK

The Main Screen View of the Data Entry Tool will be displayed.

8.5 Starting the NFIRS Data Entry Tool (On-Line Mode)

Establish a connection to the Internet.

Start the Data Entry Tool by going to Start...Programs...NFIRSv54...Data
Entry Tool.

The NFIRS Login screen for On-Line will display. Enter Username, State
and Password. Click OK.

Once the connection is complete, the Main Screen View will appear. The
User will see at top of screen: NFIRS — Data Entry Tool Version: 5.4.1

8.6 Begin Using the Data Entry Tool

Fire Department — Personnel/Apparatus

1.

January 2006

Under Groups locate and highlight your department’s name. Click on FDID
and Department Name to highlight your department’s name.
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8.7

8.8

8.9

8.10

January 2006

2. Click on Fire Dept Tab from the Menu Bar and click on Open Fire
Department.

3. Three label tabs appear. Enter Department information. Use the Tab key to

navigate Personnel and Apparatus label tabs, entering information as
necessary.

4. Click OK.

5. The Department information will be saved.

New Incident

1. Click on the Incident tab on the menu bar and click on New Incident.

2. The Incident Key Window will be displayed.

3. Enter Incident Information.

4. Click Ok.

5. Double click on Basic Module, or single click to highlight and click on the
Incident Short-cut push button Open under Module. The Basic Form will
open.

6. The User can now begin entering the incident information.

7. Click on Save to save incident.

Save An Incident

1. After entering incident information, pull down the Incident Menu.

2. Click on Save Incident.

Open An Incident

1. Click on the Incident Tab and click on Open Incident.
2. Click Search to display incident(s).

3. Highlight Incident...Click Open.

To Generate a Forms Based Incident Report (Local
Report)
Adobe Acrobat Reader Required

1. Open an incident.
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2. Click on Incident on Menu Bar...click on Generate Report.

3. Click OK to the Report Generated Successfully prompt.

4. To retrieve and print the report, open Windows Explorer.

5. Locate the folder where report was saved (default: \NFIRSv54\Reports\).
6. Open the folder where the report was saved.

7. Locate the pdf file created when generating the reports (diagram A).

8. Double click on the form to be printed. This will open Acrobat Reader if it is
not already open.

9. In Acrobat Reader from the File tab on the Menu bar, click on print.
10. Repeat for each of the pdf files for the incident.

Diagram A

% C:\Program Files\NFIRSv54\Repors EHE| g|

© File Edit ‘Miew Favorites  Tools  Help i’f

b > Folders

@ Back » () ? /._ | Search v

 Address |23 C:\Program Files\NFIRSYS4{Reparts ¥ &d 50

Folders X Tame Size  Type Drate Modified
5 [ NFIRSvS4 = File Folder 1§2/2006 7:04 &M
'._11 Cache ] ETR.?BQDZ.20060102.0000001 .0.Incident.pdf  160KE Adobe Acrobat Document  1§2/2006 7:25 aM
|) Database
I5) Graphics
|_:"| Jar
® ) e
I logs
= |2 Reparts
1) Templates
[# [ Z) Markon Antivirus
1) Online Services
1) Outlook Express »
< | >

2 objects (Disk free space: 55.1 GE) 159 KB _J Iy Computer

Note: The first time a report is generated, the user may be prompted to “Locate
the Acrobat Reader Executable.” Click OK. Locate the Adobe Acrobat
Program folder and double click on it to open. Locate the Reader folder
and double click on it to open. Locate acrord32.exe (or Acrobat.exe) and
double click on it to open.

8.11 Export Incidents

1. Click on Tools from Menu Bar.
2. Click on Import/Export.

3. Click on Export.

January 2006 67



Data Entry Tool Users Guide

9.

Click on Select Incidents.

Click on Search.

Select the Incidents to be exported.

Click on Export.

Name the file the data is saved to and its location.

Click Save.

10. Click on Close when Export is complete.

8.12 Import Incidents

Click in Tools from the Menu Bar.
Click on Import/Export Tool
Select Import.

Click on Select Import File button.
Locate and select file for Import.
Click Open.

Click on Close when Import is complete.

8.13 Exit NFIRS

1.

2.

3.

January 2006

Click on Incident on the Menu Bar.
Click on Exit NFIRS.

Click on Yes.
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8.14 Troubleshooting

The following table outlines the most common questions from NFIRS 5.0 users during
initial start-up. Additional frequently asked questions are addressed on the NFIRS FAQs
page, http://www.nfirs.fema.gov/users/usersfaqg.shtm.

Question

How do | find the
version number of the
Access program?

Response
Open the program to see
if Access 97 is displayed.

Action

Verify by going to the Access Help
menu and clicking on About (Access) to
locate the program and version
information.

What do | do if my
screens do not
display?

Check Display
Configuration.

800x600 Pixel display is
necessary.

Go to Start...Settings...Control
Panel...Double click on Display...Click
on Settings Tab. Desktop area needs
to set at 800x600 Pixels.

...if the installation will
not complete?

Check disk space. 55 MB
is minimum.

Go to Start...Windows Explorer. Click
once on the C Drive...then right click
for drop down menu. Click on
Properties. Free disk space and Used
disk space will be displayed.

| get a message during
Access Database
setup selection that
says "There is a
mismatch between ,
Data Source, Database
and Drivers."

Verify you selected the
correct Database Type for
the database program on
the PC. Or, verify the
database has been
converted.

Locate the database in the NFIRSv54
root directory and double click on it to
open. Convert the database, saving it to
the Nfirsv54 Database folder and
renaming it NfirsdataV54.mdb.

If your PC does not show file
extensions: name it: NfirsdataV54

...if  am unable to
login?

Verify the software
version: it must be NFIRS
5.0 Version 5.4 for On-
Line use.

Verify on the Start ...Programs selection
menu the version number of the NFIRS
program.

...if I am still unable to
login?

Check to see if you are
logging in On-Line or Off-
Line. There are two ways
to check.

(1.) Check when you start the Data
Entry Tool if the Login screen says
NFIRS Login (On-Line) or Login (Off-
Line); or (2). Go to
Start...Programs...NFIRSv54...Configur
ation Tool...Click on Advanced Tab.
Look to see if On-Line or Off-Line
access box is checked.

How do | change from
Off-Line to On-Line?

Use the Configuration
Tool to change access
settings.

Open the Configuration Tool and click
on the Advanced Tab. Check the box
for On-Line access. Click
Save...OK...Exit. Refer to
Configuration Tool User's Guide for
more information.

| am trying to Login Off-
Line. Why do | get a
message that says, “
User not found-Please

User Injection into your
Off-Line database has not
been completed.

Start Data Entry Tool. When you see
the Login Screen for Off-Line, click OK
leaving the fields blank. You will then be
prompted: Would you like to Inject a

January 2006

69




Data Entry Tool Users Guide

re-enter?”

User from the On-Line database? Click
OK. The On-Line Login screen will
display. Enter your User-name, State,
and Password. A prompt to change your
password appears. You may enter the
same password as you use for On-Line
login. A message displays when User
Injection process is complete.

When | enter the Data
Entry Tool, my FDID
Number is correct but it
says “FDID not Found.”

The name of your
department has not been
entered in the system.

Highlight the Dept. number and FDID
Not Found. Click on Fire Dept from the
Menu bar. Click on New Department.
Here you will enter the Fire
Department's name and information.
Click OK and the department
information will be saved and the
department name will be displayed.
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9. Appendix

9.A Scripts and Table Information for Data Cleansing Tool

The following information is provided to assist State Program Managers and users who wish to
apply SQL scripts to their local database to address codes and values issues identified by users
and the USFA during data review and analysis.

These scripts are applied to the data extract from the National database to be used in the public
data format. Per users' requests, these scripts have been made available for users to apply to
their local database.

The actions of the scripts are not reversible. Users are asked to review each script prior to
execution. Making a backup copy of the local database is recommended. Once a script is applied,
the change can be reversed.

Data Fix 1: Set NFIRS Version number in 5.0 incidents if 05.00, 0500,
5.00,etc.

The SQL statement associated with this script replaces incorrectly formatted values
indicating the incident version number (e.g., '05.00', '0500', '5.00", etc.) with the string
'5.0". Versions 4.1 incidents are excluded.

In INCIDENTKEY table where IN_NFIRSVERSION does not equal 5.0, update it to 5.0.
Note: when this script is run locally, the Data Cleansing Tool rows affected will not reflect

the number of values that needed to be reset, but the number of "5.0" occurrences plus
the number of variations of "5.0."

Data Fix 2: Clear X from unconverted Heat Source codes

This script addresses the Heat Source codes in the 7, 8, and 9 series that were not
completely converted. In the IN_FIRE table, these codes in the 70, 80, and 90 series
values have "X" in front of them.

Table Name Column Name Affecting Values
IN_FIRE IN_HeatSource X70
IN_FIRE IN_ HeatSource X71
IN_FIRE IN_ HeatSource X72
IN_FIRE IN_ HeatSource X73
IN_FIRE IN_ HeatSource X74
IN_FIRE IN_ HeatSource X80
IN_FIRE IN_ HeatSource X81
IN_FIRE IN_ HeatSource X82
IN_FIRE IN_ HeatSource X83
IN_FIRE IN_ HeatSource X84
IN_FIRE IN_ HeatSource X97
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Data Fix 3: Clear large negatives in incident-related fields

The SQL statements associated with this data fix set the values found within specific
columns in tables used to record incident data to null if they fall outside of valid ranges.
The columns and the criteria for setting those column values to null are captured in the

following table:

Table Name Column Name Affecting Values
IN_BASIC IN_ApparSupp less than -999
IN_BASIC IN_ApparEMS less than -999
IN_BASIC IN_ApparOther less than -999
IN_BASIC IN_PersSupp less than -999
IN_BASIC IN_PersEMS less than -999
IN_BASIC IN_PersOther less than -999
IN_BASIC IN_LossProperty less than -999
IN_BASIC IN_LossOther less than -999
IN_BASIC IN_ValueProperty less than -999
IN_BASIC IN_ValueOther less than -999
IN_BASIC IN_FatalFS less than -999
IN_BASIC IN_FatalOther less than -999
IN_BASIC IN_NonfatalFS less than -999
IN_BASIC IN_NonfatalOther less than -999
IN_BASIC IN_LossTotal less than -999
MOBILE_PROP MP_Year less than -999
IN FIRE FR_NumResidential less than -999
IN_FIRE FR_NumBuildings less than -999
IN_FIRE FR_AcresBurned less than -999
IN_FIRE FR_AgeOfPerson less than -999
EQUIP_INVOLVED EQ Year less than -999
CAS_CIVILIAN CC_Age less than -999
CAS_CIVILIAN CC_FloorAtStart less than -999
CAS_CIVILIAN CC_FloorAtinjured less than -999
CAS FIRESERVICE FS_Age less than -999
CAS FIRESERVICE FS StoriesFromGrade less than -999
CAS FIRESERVICE FS Responses less than -999
FIRE_LATLONG FRW Latitude less than -999
FIRE_LATLONG FRW_Longitude less than -999
FIRE_ALTADDR FRW_Township less than -999
FIRE_ALTADDR FRW_Range less than -999
FIRE_WILDLAND FRW_NumBuildings less than -999
FIRE_WILDLAND FRW_NumThreatened less than -999
FIRE_WILDLAND FRW_TotalAcres less than -999
FIRE_WILDLAND FRW_Age less than -999
FIRE_WILDLAND FRW_ RowFeet less than -999
FIRE_WILDLAND FRW_NumBuildings less than -999
FIRE_WILDLAND FRW_NumThreatened less than -999
FIRE_WILDLAND FRW_TotalAcres less than -999

January 2006

72




Data Entry Tool Users Guide

Table Name

Column Name

Affecting Values

FIRE_WILDLAND

FRW_Age

less than -999

FIRE_WILDLAND

FRW_RowFeet

less than -999

FIRE_WEATHER

FRW_ WindSpeed

less than -999

FIRE_WEATHER

FRW_AirTemp

less than -999

FIRE_WEATHER

FRW_RelativeHumidity

less than -999

FIRE_WEATHER

FRW_FuelMoisture

less than -999

FIRE_PROPERTYMGMT

FRW_Undetermined

less than -999

FIRE_PROPERTYMGMT

FRW_TaxPaying

less than -999

FIRE_PROPERTYMGMT

FRW_NonTaxPaying

less than -999

FIRE_PROPERTYMGMT FRW_City less than -999
FIRE_PROPERTYMGMT FRW_County less than -999
FIRE_PROPERTYMGMT FRW_State less than -999
FIRE_ PROPERTYMGMT FRW_Federal less than -999
FIRE_ PROPERTYMGMT FRW _Foreign less than -999
FIRE_PROPERTYMGMT FRW_Military less than -999
FIRE_PROPERTYMGMT FRW_Other less than -999
IN. HMCHEMICAL HM_ContainerCapacity less than -999
IN. HMCHEMICAL HM_Released less than -999
IN_ARSONJUVENILE AR_Age less than -999

Data Fix 4: Clear large negatives in FD-related fields

The SQL statements associated with this data fix set the values found within specific
columns in the FD_HEADER table to null if they fall outside of valid ranges. The columns
and the criteria for setting those column values to null are captured in the following table:

Table Name Column Name Affecting Values
FD_HEADER FD_NumStations less than -999
FD HEADER FD_NumVolFF less than -999
FD HEADER FD_NumVolFFPPC less than -999
FD HEADER FD PopProtect less than -999
FD_HEADER FD_SquareMiles less than -999

Data Fix 5: Zero large values in Number-of-Paid-FFs-in-FD field

The SQL statement associated with this fix sets values in table FD_HEADER’s column
FD_NumPaidFF to 0 if found to be greater than 10,000.

Data Fix 6: Clear negative EMS casualty ages

The SQL statement associated with this fix sets values in table CAS_EMS’s column
EMS_Age to null if found to be negative.
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Data Fix 7: Clear invalid civilian injury dates

The SQL statement associated with this fix sets date values in table CAS_CIVILIAN’s
column CC_InjuryDate to null if found to be before Jan 1, 1970.

Data Fix 8: Set non-residential flag based on Property Use

This data fix consists of two SQL statements that set the IN_FIRE table's
FR_NotResidential field for incidents that generated were by NFIRS version 4.1 based on
the value found in the same incident’s IN_BASIC_PropertyUse field if the
FR_NotResidential value is not already correct.

Statement 1
If incident data meets the criteria (all rows are linked by IncidentID):

Table Name Column Name Criteria

IN_BASIC IN_PropertyUse Starts w/ ‘4’

IN_FIRE FR_NotResidential Is not already equal to ‘N’
INCIDENTKEY IN_NFIRSVersion Equals ‘4.1’

Then its value in IN_FIRE table's FR_NotResidential is set to ‘N’.

Statement 2
If incident data meets the criteria (all rows are linked by IncidentID):

Table Name Column Name Criteria

IN_ BASIC FR_PropertyUse Does not start w/ ‘4’
IN_FIRE FR_NotResidential Is not already equal to ‘Y’
INCIDENTKEY IN_NFIRSVersion Equals ‘4.1’

Then its value in IN_FIRE.FR_NotResidential is set to ‘Y".

Data Fix 9: Set Property Use conversion to 400 when equal to 409

The SQL statement associated with this fix sets the values in table IN_BASIC’s column
IN_PropertyUse to ‘400’ if found to be equal to ‘409’.

Data Fix 10: Clear age field in Wildland Module if age is 1

The SQL statement associated with this fix sets the values in table FIRE_WILDLAND’s
column FRW_Age to an empty string (°) if found to be equal to the number 1.
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Data Fix 11: Remove Fire Modules from non-fire incidents

This data fix consists of three SQL statements each of which removes a specific kind of
fire module if the module’s associated incident is of type greater than 173. The effects of
each statement follow:

Statement 1
If an incident has a row in IN_FIRE and the incident’s value in IN_BASIC.IN_Type is
greater than ‘173’ then delete its row in IN_FIRE.

Statement 2
If an incident has a row in FIRE_STRUCTURE and the incident’s value in
IN_BASIC.IN_Type is greater than ‘173’ then delete its row in FIRE_STRUCTURE.

Statement 3
If an incident has a row in FIRE_WILDLAND and the incident’s value in
IN_BASIC.IN_Type is greater than ‘173’ then delete its row in FIRE_WILDLAND.

Data Fix 12: Fix invalid Mobile Property and Equipment Involved
Years.

This data fix consists of two SQL statements that fix Y2K bugs in NFIRS data where an
entry that was meant to represent 2000 ended up being saved as 1900. The first
statement sets the value MOBIL_PROP.MP_Year to 2000 if found to be 1900. The
second statement does the same for EQUIP_INVOLVED.EQ_Year.

Data Fix 13: Populate Basic's G1 Resource fields with counts from
Apparatus/Personnel Module where Local Forms Used is true.

This data fix addresses incidents in which the Local Forms Used flag is specified (Y for
Yes, or true condition). The script consists of SQL statements which for those incidents
calculate and ultimately populate the Basic Resource totals fields. Apparatus records are
categorized according to the Use code in the apparatus record, and the sum of each
apparatus category will be inserted into the corresponding Resources Apparatus fields
(Suppression, EMS, Other). Personnel records associated with apparatus records by
sequence number (IN_Seq) will be totaled, and the total will be populated into the
respective Basic Resource personnel fields. When no personnel records are found
associated with an apparatus, the number from the Apparatus Module's Ap_NumPeople
Number of People field is used.

All Rows are linked by Incident ID:

Statement 1

If incident data meets the criteria where the IN_ResourceFormUsed =Y, then its
Apparatus records are assigned according to the value in the IN_APPARATUS table in
the AP_USE column to one of the following categories: Apparatus Suppression (AP_Use
=1), Apparatus EMS (AP_Use =2), Apparatus Other (AP_Use =0).

Statement 2

The sum of each apparatus category will be inserted into the corresponding IN_Basic
Resource Apparatus field: IN_ApparSupp, IN_ApparEMS, IN_ApparOther
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Statement 3

Where a Personnel record is associated to an Apparatus record by the value in
IN_APPARATUS table's IN_Seq value, add 1 to the count for total of personnel for the
respective Resource field (IN_PersSupp, IN_PerEMS, IN_PerOther) in the IN_BASIC
table.

Statement 4

Where no Personnel records are associated to an Apparatus record by the value in
IN_AP table's IN_Seq value, add the value found in the IN_APPARATUS table's
IN_NumPeople field to the respective Resource field (IN_PersSupp, IN_PerEMS,
IN_PerOther) for Suppression, Personnel EMS, Other) in the IN_BASIC table.
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9B. Keyboard Shortcuts

January 2006

Select from Menu Bar:

ALT — Highlights Menu Bar

F10 — Highlights Menu Bar

Down Arrow — Drops menu down

Up Arrow — Scrolls up menu

Left/Right Arrow Keys — Move cursor Right and Left

Open Incident:

Enter — Opens Search Window
Multiple Code Look Up — F1 to bring up list of codes
Arrow down codes - Shift/Arrow up/down selects multiple codes

Enter - Adds selected codes

Drop Down Lists:

F4 — drops down list

End — brings user to bottom of list

Home — Brings User to top of list

Page Down — Scrolls down sections of drop down list by section

Page Up — Scrolls up sections of drop down list by section

Multiple Code Look-Up:

Arrow Down — Scrolls Down List of Codes
Right Arrow — Opens Hierarchy on level

Arrow Up — Scrolls up Hierarchy

Miscellaneous:

Shift/Tab — Backspace

Space bar to select and de-select Check Boxes
Esc — replaces previous deleted text

Arrow down to choose template

Space Bar — Selects Push Buttons
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1. Introduction

The System Administration Tool Guide provides comprehensive documentation to enable
State NFIRS Program Managers to efficiently use the NFIRS System Administration Tool.
The Guide is intended for new users as well as users familiar with the NFIRS system
administration tasks. For a Rapid Startup Guide that outlines only the key steps for
setting up groups and activating users, refer to Section 10 of this document.

The System Administration Tool is a Graphical User Interface (GUI) developed for the
administration of National Fire Incident Reporting System Database users and groups.
With this tool the administrator may add and modify groups and users in a graphical
environment.

State NFIRS Program Managers may assign system administration privileges to an
individual (s) registered in the NFIRS community to assist with user account and group
maintenance, if necessary.

System Administrators who access the System Administration Tool will be able to view
the Group Hierarchy at their level and below. The System Administrator will be able to
add, view, and modify groups and fire departments. Note: Groups can be modified but
not deleted.

System Administrators will be able to add, view, delete, and modify user information in
the User Maintenance Window. State NFIRS Program Managers may view all registered
users, view administrators within the state, set users’ permissions, reset passwords, view
user activity status (inactive or no activity within 60 days) and number of bad logins.

State Program Managers and their System Administrators will use the System Admin
Tool to assign necessary permissions to registered NFIRS 5.0 users who wish to access
the new NFIRS 5.0 web-based tools. Permission for the Bulk Import Utility and the new
web-based Summary Reports Output Tool can be assigned exclusively since they do not
require the use of the USFA NFIRS 5.0 software.

Capabilities with NFIRS 5.0 Version 5.4

The functions of the NFIRS 5.0 Version 5.4 are the same as offered in previous version
5.3.x. In addition to user account and group maintenance, the NFIRS 5.0 Version 5.4
System Administration Tool has three components formerly within the Program
Administration Tool: the Codes Editor, the tool used to add and modify Plus One Codes;
and the Special Studies Editor, used to add and modify Special Studies. The Chemical
Editor enables the national level user to add and edit the chemicals information and
codes in the National Database. The user must have the Program Admin permission to
access these interfaces and to save changes made within them.

A user with the State Admin permission assigned to their account can assign the Bulk
Import permission to users at their level and below, and access the Field Permission
(Field Perms) button. The Field Perms interface enables the State Program Manager to
modify the default Field Level Security settings to prevent data from being released
publicly at the federal level when to do so would conflict with state and local jurisdiction
laws. The Design Documentation available at
http://www.nfirs.fema.gov/documentation/design/ lists the default System Security Field
Settings for the NFIRS 5.0 data fields, beginning on page 108.
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The NFIRS 5.0 System Admin Tool Version 5.4 continues to automate password
management and enforces password format to meet FEMA's guidelines established to
ensure minimal risk to system and information access.

To further support the FEMA security standard, an automatic deactivation of user
accounts that have not had a login to the On-line system within 60 days was
implemented in previous version 5.3. For complete information and recommendations,
refer to Section 3, User Maintenance.

Definition and Development of Groups

The hierarchical structure for group organization allows for ease in system administration
maintenance, enforces security at group levels, and distributes administration privileges.
The Group Hierarchy is in extended list form. Information in the Group Detail fields
changes according to the highlighted group.

The extended list is analogous to a tree. The state is the trunk of the tree, the county or
region is the branch, and the fire departments are the leaves (referred to as “nodes"
throughout this document). Because of the hierarchical nature of Groups, all groups end
at the FDID level. A group one level higher than another is referred to as a “parent” or
“parent group.” Parent groups are indicated by a yellow folder including a plus sign, and
FDIDs are indicated with a red fire hat icon.

Note: The administrator can view, add, and modify a group and/or node at his or her
level or below.

Fire Departments may be grouped several ways and should be created to facilitate the
management of System Administrators and Fire Departments. One method of grouping
Fire Departments is by region. Diagram 1.0 displays the Group Hierarchy for Mississippi
Training with the groups defined by region, then defined by county, and ending with Fire
Departments.

Diagram 1.0

E;g System Administration Tool

Group Hierarchy I_ Select All Sroups Belaw

=14 Mississippi Training =
=4 Region 1
=4 Calhoun Co.
RS . 07001 : BATTLE CREEK WOL FIRE DEP —
""" A&, 070032 : CHESAPEAKE CITY FIRE DEFT
""" A&, 07003 : MADISOM WOL FIRE DEPARTMEMNT
""" A&, 07004 : MEADOWY GROVE RURAL FIRE DEPT
""" A, 07005 : NEWMAN GROVE YOL FIRE DEPT -

Groups may be created for Congressional Districts, counties, cities, etc. It may be
desirable to create a Group of Fire Departments for a large city and assign an
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Administrator to the Group. In this manner, the State level Administrator can share the
workload of Groups and user maintenance through the sharing of administrative tasks
and enforcing group level security. Users can be associated with individual Fire
Departments and/or with Groups.

In order for a user to begin entering incident information with the NFIRS 5.0 software, the
fire department must be created and saved by using the System Administration Tool.
The administrator will need to create groups first, assign registered users to the
appropriate group, then activate each user’s status and set their permissions.
Periodically the administrator should check for new registered users.

2. Starting the NFIRS System Administration Tool

The System Administrator may start the NFIRS System Administration Tool one of two
ways: From the Start menu ... Programs ... NFIRSv54... System Admin Tool, or from
within the NFIRS Data Entry Tool, click on the Tools Tab on the Menu Bar and then click
on System Admin Tool.

When an administrator starts the NFIRS System Administration Tool, a pop-up window
“Setting Database Connection” appears (diagram 2.0) followed by a login window
(diagram 2.1). If the login window fails to come up, there is a configuration issue, which
must be resolved. Please refer to the NFIRS Configuration Tool User's Guide
Documentation to solve configuration issues can found at the NFIRS Web Site:
http://www.nfirs.fema.gov/users/userdocs.shtm

Diagram 2.0

UCIDE Tist= |

x|

National Fire Incident '@1
Reporting System
Wersion 5.4.0 FEMA .

|Setting Database Connection

& j

Diagram 2.1

£ NFIRS Login - (On-Line)

% Uzer Marme:
Uzer State; |

Paz=word: |

Please Enter Your User Infarmation.

At the login window, the Administrator must enter their User Name, State, and Password
and then click on the OK button. Note: The Username, State and Password entered
must be the same values as those entered during the registration process. If an
Administrator registers under one name but tries to access the NFIRS System
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Administration Tool under a different name, an error will be generated. The Cancel
button may be clicked to exit the System Admin Login Window.

The Administrator is allowed up to five consecutive failed login attempts after which the
system locks the Administrator’s account. Successful login after less than five failed
attempts will reset the failed login counter. If the Administrator’s account becomes
locked, another Administrator at the Administrator’s group level or higher will have to
unlock the account using the NFIRS System Administration Tool.

Upon successful login to the database, the first window that appears is the Group
Hierarchy Window (diagram 2.3). Group maintenance is performed with the components
of this window. Depending on the user's permissions, additional buttons will be
displayed.

o The Release button will only be displayed if the user's Parent Group is 1 and the
user has been assigned Release Incident permission. For more information on
Releasing Incidents, refer to Section 5.

e The Other... button will only be displayed if the user has been assigned the Program
Admin permission. The Codes, Chemicals, and Special Studies interfaces are
accessed by clicking on the Other... button. For more information on these
interfaces, refer to Sections 6-8.

o The Field Perm button will only be displayed if the user has been assigned the State
Admin permission. For more information on the Field Perms interface, refer to
Section 9.

Diagram 2.3 displays the main view of the System Admin Window, state of Training (TR).

Diagram 2.3

E%; System Administration T ool

Group Hierarchy [ Select All Groups Below

=4 MFIRS - NFDC ﬂ

Uzers

] Training Area
~ 4] Mlabama Training
te 4] Mlaska Training
] Arizona Training T
e+ ] Arkansas Training
- +] BIU Beta Test Release

1if P

Key Walues

[k

Group Detail

GrouplDlgﬁﬁ Fieia

Parent Group I i1 Saie I
Eield Farms i

State I'n:q

FDIDI

Description il—rammg Area

Cancel

L
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2.1  Creating a New Group

When the System Administrator first opens the Tool, he or she will see the Group
Hierarchy Window (diagram 2.1.0). To create a new Group, the Administrator
must click on the Parent of the new group to be inserted and then click the New
push button. In the white message box at the bottom of the screen, Requesting
New Group Number will be displayed. The system retrieves a new Group ID
which will be displayed in the Group ID field. The description field clears.

The Administrator enters the description of the new group in the Description
Field. If the new group is a Fire Department and will be an end node, enter the
new group’s FDID number. If the new group is not an end node, leave the FDID
field blank.

Click on the Save push button to save the new group or node. A message will
be displayed: “User Group Insert Successful.” The System Administrator is
returned to the Group Hierarchy in collapsed form. The System Administrator is
then ready to begin assigning users to the group.

Diagram 2.1.0
E%gﬁystem Administration Tool M=l E3
Group Hierarchy [ Select All Groups Below
E!---__q Mis=issippi Training ;l Users
=4 Region 1
. B-[+] Calhoun Co. = Key Values

Coahoma Co)
L 14001 : HASTIMGS RURAL FIRE DEPARTMENT Other...
o My, 14008 ; Coahoma Co, FD

L 14003 : Galena Fire Deparment v| Release

Pk

Group Detail

Group ID |1 651 4

Farent Group 1D |1 G023 Save

Ereld Ferms.

State ITR

FDIDI

Deseription [Coahoma Co.

i

Cancel

The following table outlines the steps for adding a node to the Group Hierarchy.
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To Add a Group to the Hierarchy:

Step Action Result

1 Click on the Parent group of the new | Parent Group becomes
group. highlighted.
2 Click on the New push button. The system retrieves next

available Group ID number.
The Description field clears.
3 Enter the Group's Descriptor in the Group name is recorded.
Description field. Note: FDID is only
entered if the node is a fire
department and is to be the bottom
the Group Hierarchy.

4 Click the Save push button. The Group Hierarchy
collapses and the node is
added.

2.2 Moving a Group

To move a group from one parent group to another, first note the Group ID for
the new parent group. Click on the group to be moved. When the group is
highlighted, the Parent Group field becomes editable. Enter the new Parent
Group ID. Modify the Description field if desired. Click on Save. When the new
information is saved, the message “User Group Changes Saved” will be
displayed in the white message box at the bottom of the window. The System
Administrator is returned to the Groups Hierarchy Window.

Note: A Parent group that has child groups within it should not be changed to an
end node (FDID). Changing a parent group to an end node causes its original
nodes to be removed from the hierarchy. These former end nodes will need to be
manually deleted from the On-line System (contact the NFIRS Support Center).

2.3 The Group Detail Fields

Below the Group Hierarchy Pane, there are five fields for Group Details: the
Group ID number, the Parent Group ID number, the State, FDID number, and a
field for the description of the group. When the administrator highlights a group
in the hierarchy, the corresponding information will appear in the fields.

2.3.1 Group ID

The Group ID is the number that distinguishes a group from all others in
the hierarchy. The system assigns Group IDs when the administrator
creates a new group. The Group ID field is not editable.
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2.3.2 Parent Group

The Parent Group number will be displayed when the user highlights a
group in the list. The Parent Group is the group one level above the
highlighted group. For example, in diagram 2.3.2.0 the Parent ID for
Region 1, when highlighted, is 6795, Mississippi Training. Region 1 is
the parent for Calhoun Co., and Calhoun County's Parent Group ID is
16023. Calhoun Co. is the parent of Battle Creek Vol. Fire Dept.,
Chesapeake Vol. Fire Dept., Madison Vol. Fire Dept., and Meadow grove
Rural Fire Dept. When highlighted, each of these group's Group IDs will
display in the Group ID field.

A fire department cannot be a parent for another group, for example, a
station.

Diagram 2.3.2.0

Egﬁ System Administration Tool

Group Hierarchy [ select All Groups Below
= _\l Mississippi Training =] Users
EI E{Regmn 1 =
L, Key Walusas
- My 07001 : BATTLE CREEK WOL FIRE DEFT
----- A, 07002 : CHESAPEAKE CITY FIRE DEPT Other. ..
----- A, 07003 MADISOMN WOL FIRE DEPARTMENT ——
Lo 07004 0 MEADOW GROVE RURAL FIRE DEFT il Release |
Group Detail
Group 1D I-] F513 Hewy |
Farent Group ID I-] G023 Save |
Eieldf Ferms l
State ITR
FDID |
Crescription ICEI”"IEILIFI o

Cancel

2.3.3 State

The standard, two-letter state abbreviation defaults in this field according
to the administrator’s state.
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2.3.4 FDID

FDID is the Fire Department Identifier that is assigned by the state.
Note: Only the end node groups, Fire Departments, will have FDIDs
assigned. Once created and saved, an FDID number cannot be edited.

2.3.5 Description

The Description field is a free form text field in which the administrator
enters the description of the group being defined or modified. The field is
not case sensitive and has a maximum of twenty-five characters. The
Description can be changed at any time by editing the field and clicking
Save. Or, an FDID Information file can be imported to overwrite the
existing Description.

3. The User Maintenance Window

The User Maintenance Window (diagram 3.0) is accessible by clicking the Users push
button on the right of the Group Hierarchy Window. The Administrator can only access
users that are at or below the group associated with the Administrator’s login. For
example, an Administrator associated at the State-level Group may administer, activate,
or modify users at the State-level and below; an Administrator associated with a County-
level Group may administer users at the County-level and below.

Diagram 3.0
3 User Maintenance (User Group: 6546) - ||:|| ﬂ
User List
GrauplD Jsername State Last Mame First HMame Last Login

TESTO729 ; sar 10/07/2002 17:30...

User Detail i+ Al

Username State Group |0 Status .
[TESTO729 TR [6546 Active o] || & e
First Name Ml Last Hame " Inastive Only
ItESt I ILISEI’ ™ Administrators
Fhone Email i Bad Lagins
[(444)444-4444 [testuser@rema.gov

Last Login # Bad Logins

[1007i200217:30:40 0 ResstLogins |

Fasamord Last Changed

I'l 0O7iZ002 17:38:21 [ Must Change Pazamord Change Pasauard | Set Permissions |

Delete | Hew | Sawe Frint: |Fnrmaﬁed Text LI Tu File |
Close |

[# Users (111)
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To view all users within a specific group, highlight the group and check the Select All
Groups Below check box (located on the Group Hierarchy Window). The User
Maintenance Window will be displayed, and in the User List Pane will be the users for the
specified group level. The list may further be defined by checking one of the five check
boxes below the User List on the right: All (users), No Activity (60 days), Inactive Only,
Administrators, Bad Logins.

The User Maintenance Window provides administrators the ability to view and modify
user-specific information. The administrator can create, activate, and delete a user,
modify user information, reset logins and passwords with the components of this window.

When the Administrator opens the User Maintenance Window, the users who have
registered using the NFIRS Web Site will be listed with their State’s level Group ID, with
Inactive status.

A user must be moved to their appropriate group or Fire Department and activated before
he or she can begin entering incidents. If a user has not registered through the NFIRS
5.0 Web Site, the administrator must obtain and manually enter the user-specific
information in order to create the user in the system.

3.1  Creating Users

To create a user, click on the New button. All editable fields in the User Detalil
fields will be cleared and the Administrator can enter user-specific information.
Yellow highlighted fields are required fields and must be filled out. Required
fields include User Name, User State, Group ID, First name, Last name, Phone,
Email (if user does not have an email address, enter NONE). Optional fields
include Status (Active or Inactive), Ml (middle initial), and Must Change
Password.

The Administrator will enter the Group ID to which the user will be assigned.
When all required fields are filled out, click the Save button. The new user
information and group assignment will be saved.

To activate the user, click on the Status drop down box. Select Active. Click
Save.

If a user is not active for sixty days, the user account will be automatically set to
Inactive. The User List can be sorted by Active status users, Inactive status
users, users with System Admin permissions (Administrators), and users with
bad logins. It is recommended that State Program Managers or their System
Administrators periodically review the list of Inactive users and delete
unnecessary user accounts, or contact the user if necessary.

3.2 Adding Users to Groups

If the user registered through the NFIRS Web Site, his or her name and user
specific information will appear in the Group List. To add or move the user to a
group, highlight the user’s name in the Group List. User-specific information
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populates the fields of the User Detail Pane. Highlight the Group ID field. Type
in the Group ID to which the user will be assigned.

Click the Save button to save new user information.

To activate the user, click on the Status drop down box. Select Active. Click

Save.

3.2.1

3.2.2

User Login Buttons

To view or change user login information, the Administrator must first
highlight the desired user name in the User List Pane. When the user
name is highlighted, the last login date will be displayed in the Last
Login field. The last login is recorded for all NFIRS 5.0 On-line or web
based services: the On-Line client software, NFIRS 5.0 User login web
page, login to the Bulk Import Utility, or to the NFIRS 5.0 Web Based
Reporting site. Two push buttons, # of Bad Logins and Reset Logins
provide the Administrator the capability to view the number of bad logins
and to reset the login counter for the specified user.

After five unsuccessful login attempts, the user’s account will become
locked. The user must contact the Administrator to report and resolve
the issue. The Administrator may reset the login counter by first
highlighting the user’'s name in the User List Pane. Click the Reset
Login button. The user will have five attempts at the next login before
the account locks.

The accounts of users who have not logged in to the On-Line system in
60 days will be automatically deactivated. These users must contact a
System Administrator or the NFIRS State Program Manager to have their
account status reset. To re-activate their account, highlight their name in
the User List Pane. Click the Status drop down box and select Active.
Click Save. Or, if the account is no longer necessary, it can be deleted.

User Passwords and Password Management

When a new user registers through the NFIRS 5.0 web site, the
password entered must comply with FEMA IT’s Information Assurance
guidelines, outlined below, which were established to minimize risk of
access of critical IT systems and their information.

= All passwords must be at least eight (8) characters in length.

= All user-chosen passwords must contain at least one non-alphabetic
character such as a numeral (0-9).

=  All computer system users must choose passwords that cannot be
easily guessed. Passwords must NOT be related to the user's job,
personal life, for example, a car license plate number, a spouse's
name, or an address. Passwords must not be a word found in the
dictionary or some other part of speech; for example, proper names,
places, and slang must not be used.
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= Never store passwords online, or write them down and place them
near the computer.

= Passwords and login IDs are not to be shared with anyone. It is the
responsibility of the users to maintain the confidentially of their
passwords. Users are responsible for actions and events resulting
from the disclosure of personal passwords.

= Change your password every 6 months or sooner if the system
permits (every 90 days is recommended).

The NIRS 5.0 client software enforces a password change every 89
days. Also, users can change their passwords at any time from within the
Data Entry Tool. In the Main View Screen under the Advanced Menu,
there is a Change Passwords option for all users.

New NFIRS 5.0 Users

When a new user is manually created, the password will default to the
user’'s Username. Upon initial login, the user will be required to change
the password. The Administrator may change the default password by
clicking on the Change Password push button. When the Change
Password push button is pressed, a pop-up window (diagram 3.2.2.0)
will appear providing the Administrator ability to change the user’'s
password.

Note: The Administrator may only change a user’s password after the
user information has been saved.

To change a user’s password, first select the desired user in the User

List Pane. Type in the new password. Retype the password to confirm.
Click the OK button. Click on Change Password button.

Diagram 3.2.2.0

[;g Change Paszword

Password: I (a1t

Caonfirm Password: | Cancel

Enter and confirm new password

When a new user registers through the NFIRS 5.0 User Registration
Page, they must specify a password. If the password does not meet the
necessary format, an error will be displayed and they will be prompted to
enter another password.

Note: The Administrator cannot recover the initial password a user

entered during NFIRS Web Site registration if the user misplaces it. The
Administrator can only set or change a user’s password.

14



System Administration Tool NFIRS 5.0

Users Guide

JANUARY 2006

3.2.3 Set Services Permissions

The Set Permissions push button provides the Administrator an
interface to modify NFIRS Database users’ permissions. Click once on
the Set Permissions push button for the Services Permissions pop-up
window to appear (diagram 3.2.3.0). A check box accompanies each of
the eighteen permissions or services available.

Seven permissions will be checked by default, as shown in Diagram
3.2.3.0.

At this time, these four reporting permissions Report Submit, Report
Fetch, Report Templates, and Report Generate are the necessary
permissions for a user to access the web-based Summary Reports
Output Tool. A user who does not have access to the USFA client
software may be assigned the four reporting permissions and be
restricted to the NFIRS 5.0 Web-based Reporting site. The reports can
be generated on the data set available to the user, i.e., the data set at or
below the user's Group assignment.

The permissions for System Admin, Program Admin, and Release
Incidents should be reserved for users who will have system
administration responsibilities, including user account maintenance at
and below their group assignment, creation and maintenance of Plus
One Codes and Special Studies.

The Bulk Import permission should be reserved for those users who will
be sending files to the National Database via the Bulk Import web
interface. The USFA Client software is not necessary to use the Bulk
Utility. The Bulk Export permission should be reserved for those users
who must access the incident data at their group level and below but do
not have the USFA NFIRS 5.0 client software. A user can be assigned
the Bulk Import Tool exclusively.

Mass Export enables users to obtain incident data from their group level
and below in a delimited flat file. The Mass Export permission is not
accessible at this time.

Note: If the user has access to the System Admin Tool, he or she has
access to all available privileges of a System Administrator, including
modifying permissions of other user at or below his level.

Diagram 3.2.3.0 on the next page shows the Services Permissions
window with default permissions, with the exception of State Admin.
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Diagram 3.2.3.0
i User Permissions

Senvices Permissions

F Starup |7 User Walidation

I_ Release Incidents IF Mieb Page Area

F Read Incident'FL I_ Log Retriewal

[+ itfrite Incident!FLx [~ Report Submit

[ Delete Incident/FIr [T Repor Fetch

l_ Systemn Admin I_ Report Templates

I- Frogram Admin |- Feport Fenerate
[T Bulk Impart

F File Transfer |_ Bulk Export

[ State Admin

Ok Cancel

Note: Diagram 3.2.3.0 shows the default permissions for a new user.
The Administrator can change these permissions by removing the check
from the desired box, or check the desired permission to add.

After the appropriate permissions have been checked, click the OK
button to save the permissions to the user. Clicking the Cancel button
returns the user to the User Maintenance screen without saving
changes.

The services or permissions available for assignment to users are
defined below. Following the list is a section explaining permissions that
can be assigned to users who will not be using the USFA software.

Startup: provides the user the ability to connect to the National Fire Incident
Reporting System Database only.

Read Incident/FD: provides the user the ability to query incidents and Fire
Department Information from the NFIRS Database.

Write Incident/FD: provides the user the ability to enter or update incidents and
Fire Department information into the NFIRS Database.

Delete Incident: provides the user the ability to delete incidents and Fire
Department Information from the NFIRS Database.

System Administration: provides the user the ability to use the NFIRS 5.0
System Admin Tool.

Program Administration: provides the user the ability to use the NFIRS 5.0
Program Admin Tool, and save changes made with the Codes and Special
Studies editors accessible from the System Admin Tool.
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Version Updates: provides the user the ability to download NFIRS Client Tools
updates from within the NFIRS Data Entry /Validation Tools menu. Users will be
notified if this utility can be used for a particular update.

File Transfer: provides the user the ability to transfer Incidents from a flat file to
the NFIRS Database.

Release Incidents: provides the state level user the mechanism to release
incidents for National Trending by the USFA.

User Validation: provides the user the ability to revalidate user information and
change passwords after 89 days when prompted.

Web Page Area: provides the user the ability to login on to the NFIRS 5.0 User
login page on the NFIRS 5.0 web site, http://nfirs.fema.gov/

Log Retrieval: provides the user the ability to view the events, exceptions, and
stats log files. These files can provide important information for troubleshooting.

Report Submit: provides the user the ability to access the web-based Summary
Reports Output Tool on the NFIRS 5.0 web site.

Report Fetch: provides the user the ability to retrieve reports generated from
web-based Summary Reports Output Tool on the NFIRS 5.0 web site.

Report Templates: provides the user the ability to create and save templates for
reporting similar incidents within the group or department.

Report Generate: provides the user the ability to generate web-based Summary
Reports Output Tool on the NFIRS 5.0 web site.

Bulk Import: provides the user the ability to login to the Bulk Import utility web
page area and place files on the Bulk Import Utility server for processing without
using the USFA Client software.

Bulk Export: In future versions, will provide the user the ability to login to the
NFIRS web page area where the Mass Export will be located, and export at or
below the group level to which the user is assigned.

State Admin: provides the user the ability to assign Bulk Import permission. This
permission must be assigned by a National Level User.

View Only Permissions

A user without the need to report or modify a departments' incident data can be
assigned the Start Up, Read Incident /FD to be able to login to the Data Entry
Tool and view the Fire Departments and incidents available to the user's group.
To generate reports using the web-based Summary Reports Output Tool on the
NFIRS 5.0 web site, the user account must have the four reporting permissions
assigned to it: Report Submit, Report Generate, Report Templates, Report Fetch.
Refer also to section 3.4, View Only Permissions for information on creating a
group for which a user can view only.
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The Bulk Import permission, assigned exclusively, enables the user to access the
Bulk Import Utility web page area and upload files to the National Database.

The Bulk Export permission, assigned exclusively, enables the user to access
the Bulk Export in the Reporting web page area to create a flat file or Excel
format file of the data in the National Database at their level and below.

Modifying Users

To modify user information, click on an existing user in the User List Pane.
When the user is selected, the User Detail fields will be populated with the user’s
specific information. All values except for the username can be modified.

o To modify user information in a text field, highlight the text and type in new
information. Click Save.

e To activate a user, highlight the user to be modified. In the User Detail Pane,
click on the Status drop down box. Select Active to insert into the Status
field. Click Save.

e To require the user to change passwords upon next login, check the Must
Change Password check box.

e Toreset the user’s bad login count, click the Reset Login button.

System Administrators are urged to review the list of user account periodically
and delete user accounts that have become Inactive, or contact the user and
inquire about the status of reporting.

Moving a User

To move a user from one group to another group, in the Group Hierarchy
Window the Administrator must highlight the group level or group the user is
associated with; for example, the State. Check Select All Groups Below box.
Click the Users button. In the User List Pane, all users (active and inactive
status) will be displayed. Highlight the desired user to be moved. User-specific
data populates the fields of the User Detail Pane. Highlight the user’s Group ID
and type in the desired new Group ID. Click Save. Note: Both the Group
Hierarchy Window and the User Maintenance Window can be opened and
arranged to view concurrently for accuracy.

View Only Permissions

Occasionally a user may request the ability to view a county or several
departments that already exist in the hierarchy without the need to report or
modify those departments' incident data. A separate folder can be created on the
tree and the desired departments can be added to the folder. The FDID and
Departments' Descriptions must be named exactly as they appear in their original
location in the hierarchy. The user will need an separate account assigned to that
folder, without the permissions System Admin, Delete Incident, Write Incident,
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File Transfer, or Bulk Import. The incident counts will not be duplicated when
generating statistical reports.

Deleting a User

To delete a user, highlight the user in the User List and click on the Delete
button. A pop up box will appear which shows the user's name and state. Click
Yes to delete the user permanently from the list. Click No or Cancel to return to
the User Maintenance Window without deleting the user.

The administrator may periodically see a duplicate registration. In the event that
a user makes a duplicate registration, the administrator can delete the duplicate
from the User List. Users need to be notified which Username is active.

After sixty consecutive days without a login to the On-Line system, active user
accounts are reset to Inactive status. The user must contact their State Program
Manager or System Administrator and request the account be re-activated. It is
recommended that the State Program Manager review the Inactive list
periodically and delete unnecessary user accounts.

Note: The administrator cannot delete groups, only users.

Miscellaneous Components

Several components of the User Maintenance Window facilitate user
maintenance and user list organization. Five check boxes (diagram 3.6.0)
control how the User List is sorted and displayed. The System Administrator can
choose to display the list of All users, users with No Activity (60 days), users
with the status Inactive Only, users at the Administrators level, or users with
Bad Logins.

Diagram 3.6.0
Al
™ No Activity (50

" Inactive On by
= Administrators

" Bad Lagins

The Delete, New, and Save buttons (diagram 3.6.1) are used to delete a user
from the list (an irreversible action), to add a new user manually to the User List,
and to save user specific information.

The Print drop down box allows the administrator the ability to save the User List

in Formatted Text or Excel file format. Note: Files formatted for Excel will require
Excel on the user’s PC to open and view.
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The To File button allows the Administrator to save the user list to a specified
location. When the To File button is pressed, the Save User List To pop up
window appears. The administrator chooses a location to save the file. The
default location is in the NFIRS root directory. Name the file and click Save. The
files may be opened with NotePad or WordPad as well as any word processing
program. They may also be imported to an Excel spreadsheet.

Diagram 3.6.1

Delete | Heww Save Frint |Farmatted Text ;I Ta File |

Cloge |

[# Users (34/34)

The Close button when pressed closes the User List Window and returns the
user to the Group Hierarchy Window. The white rectangular box at the bottom of
the screen displays messages pertaining to the display and actions taking place
in the User List Window.

4. The Key Values Window

The Key Values Window enables the System Administrator to view the maximum or available
values the system will use when assigning Group IDs, Special Studies, Attributes, events and
event messages, etc. Users at the User Group 1 or at National level can edit the Key Values.
Users at a login level below the National Database can view the Key Values but will not be
able to edit values.

5. The Release Incidents Window

By releasing a 5.0 incident or incidents, a state (or fire department) is allowing the USFA to
use the incidents' data in National Trending reports and statistical information. Once an
incident is Released, the incident can be accessed and viewed in the On-line database,
however, the Released incident is not editable.

If a user wishes to edit a Released 5.0 incident, a State level user or System Administrator at
the state level assigned the Release Incident permission must "Unrelease" the incident to
allow editing. After the incident has been modified, the incident must be released again.

Valid, 4.1 Data incidents are automatically Released when sent to the National Database. To
update or modify a 4.1 incident, the Program Manager or user with Release Incident
permissions import the updated incident with Overwrite Incidents specified. Note: The 4.1
incident that is Un-released, opened, and saved will be validated against 5.0 rules.
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5.1 Release Incidents Permissions

A user at the US level must assign the State Program Manager the Release Incident
Permission and assign the Program Manager to a level whose Parent Group ID is 1.
Program Managers may request the Release Incident permission to be assigned a
user(s) who will assist in releasing incidents. When a Program Manager or System
Administrator with the Release Incident Permission opens the System Admin Tool,
the Release button will be available on the interface.

Note: the File Transfer permission, which is assigned by default at the time of a
user's account activation, allows users to send a flat file to the National Database in
order to report incident data. The Release Incident permission is not assigned to any
user by default.

A specific level of security has been assigned to each field in all modules to ensure
that sensitive information is not released. The security level is the highest level at
which the data in the field may be released from the national system. The list of
security levels is in the Data Dictionary in the Design Documentation,
http://www.nfirs.fema.gov/documentation/design/ beginning on page 108. States do
have the option to change the security level of a field if necessary to meet specific
state laws

5.2 To Release an Incident:

When a Program Manager or System Administrator with the Release Incident
Permission opens the System Admin Tool, the Release button will be available
on the interface. After clicking on the Release button, an Incident Date Range
window will be displayed (diagram 5.2.0). Specify a date range for which all
incidents will be released, or the range in which to search for incidents to be
released. Note: When releasing a large quantity of incidents, the return message
occurs after the setting for each incident has been updated in the database, so
the return message may not immediately be displayed.

Diagram 5.2.0
Eﬁf’i Release Incidents _ O]

Incident Date Range
Start [ate: Stop Date:

| |
Release I

Unrelease I Close |

The Incident Date refers to the date in the incident's Key Information - Section A.
For example, if the Program Manager specifies the range: Start Date 06/01/00
and Stop Date 09/01/00 and clicks the Release button, all incidents with a Key
Information date from June 1, 2000 to September 1, 2000 will be released.
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In order to update a released 4.1 or 5.0 incident, an Add transaction must be
imported with Overwrite Existing Incidents specified in the Configuration Tool or
Bulk Import Tool. Or, to edit a released 5.0 incident, the Program Manager must
"unrelease"” the incident. Note: 4.1 incidents are validated against 4.1 rules,
converted to 5.0 format, and flagged in the database as 4.1 incident data. If a 4.1
incident is unreleased, opened and saved, it will be validated against 5.0 rules.

5.3 To Unrelease an Incident:

In the System Admin Tool, click on the Release button. Specify the incident's
date or a range of dates for several incidents. Click on the Unrelease button. The
Unrelease Incident Window will be displayed (diagram 5.3.0). Select (highlight)
the desired incidents to be Unreleased and click on the blue down arrow to move
the selected incidents to the lower portion of the window. Click the Unrelease
button. The status of the incidents will be changed and they can be edited using
the Data Entry Tool.

A maximum of 1000 incidents can be Un-released at one time.

Note: A released 4.1 incident that is opened will be validated against 5.0 rules
when saved and closed.

The Program Manager can verify an incident has been released by opening the
Data Entry Tool and retrieving a released incident and opening it. The data will
be displayed in the modules' fields but will be grayed out. The incident cannot be
edited.

Diagram 5.3.0
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E.giUnrelease Incidentz Selection E

FDID [ State | Date [ Incident # | Exp |

¥ 11|

Selected Incidents

FDID | State | Date Incident# | Exp |
Search Criteria FOID Lockup |
Incident Number Exposure Humber
I I Search |
State Incident From Date Incident To Date
|TR | il keditied ingidents

Unrelease I Canoel
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6. The Codes Window

The Codes Window is accessed by Clicking on the Other... button in the System Admin
Tool main view.

The Codes Window enables the National level user to create, modify, and delete code
categories from the National Database, and enables State Program Managers and their
System Administrators to implement Plus One Codes within their state. The Program
Admin permission is necessary for the user to save changes made when making code
categories and Plus One codes.

Plus One Codes

The fields that support a Plus One code have a fixed maximum size which allows the
potential extra digit of the new code. A Plus One code may be implemented to allow
many additional, more specific values to be defined by local departments or states for
their own uses. When a plus one code is imported to the USFA National Database, only
the national length code is used for analysis.

For complete information on the Plus One Code requirement for NFIRS 5.0 transaction
file fields, refer to page 131 under "Coded Fields" and "Multiple Choice Fields" in the Flat
File Transfer Format section of the Design Documentation, available at:
http://www.nfirs.fema.gov/documentation/design/

For example, a state or Fire Department may wish to further define the national length
description for a Mobile Property Type to specify when an electric vehicle is involved in
fires. In the Mobile Property Type codes, the national length code (10) Passenger Road
Vehicle, Other, could have a Plus One Code added for (101) Electric Vehicle. Or, the
national length code (13) Off-road Recreational Vehicle could have a Plus One Code
added for (131) Golf Cart.

When the new plus code is first created, it may take fifteen to twenty minutes to be re-
cached and appear in the Data Entry Tool.

Off-Line users must perform User Injection to obtain new codes that are implemented
and saved to the National Database.

6.1 Creating a Plus One Code

To create a Plus One code, Click on the Other... button the click on the Codes button.
The Codes Category Editor will appear. The national level code categories are assigned
a standardized, numeric number, which are displayed in the left side of the window, and
their descriptions will be displayed in the right side (diagram 6.1.0). A scroll bar on the
right of the window enables the view of all available codes for the category.
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Diagram 6.1.0
Code Category ID | Code Category Descriptian |
100 Incident Type il
101 Aid Given ar Received
102 Actions Taken
103 Detector Alerted Occupants
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Code Category I

User Group IDI Edit |
Matianal Lengthl Save |

Deseription I

Status [active =l Clear |

Select the parent code group in which the new Plus One code will be created, for
example, Property Use. System information for the highlighted code category will be
displayed in the Details fields. For example, the system information for Property Use that
will be displayed is: national Code Category ID (106), the User Group ID (defaults to the
user's system assigned group ID), National Length (3), which states the specified length
for the code category, and the code's Description as it appears in the code look up
information (Property Use). The Status box displays whether the code category is Active
or Inactive.

Click the Edit button (not the New button). The Codes Lookup window will display the
existing codes for the selected category .For example, diagram 6.1.1 on the following
page shows the Property Use category.
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Diagram 6.1.1
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In the Code Lookup window, click on the plus sign to extend the view of all codes for the
category. Or, use the selection feature: select the Numerical radio button, enter a code,
and click the Select button. If the desired code is not numeric, select the Alphabetic
radio button, type in the Decode Value (description) and click the Select push button.

Click on the desired national length code from which a new code will be assigned
(example: 111, Bowling Alley). The selected code's system-assigned information will
populate the fields in the lower portion of the window.

Click on the New button. The information fields will clear. Enter the Code Value. This will
be the new, numeric code (or alpha, alpha numeric depending on the parent code's
format). Enter the Parent Code. Enter the Decode Value, which is the description the
user will view. There is a fifty character maximum length for the Decode Value. Set the
Status to Active to implement the code. Click Save to save the new information. The
message window in the lower left will display: Updating code information.... Information
saved successfully. The code hierarchy will collapse and when extended, the new code
will appear under the parent code value. The new Code will be saved and you will be
returned to the Code Category Editor.

To Delete a code, highlight the code and set its status to Inactive. The user will be
prompted to confirm the delete action, which is not reversible. To clear the information
from the fields, click Clear. Click Close to close and exit the Code Category Editor.
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Note: On-Line Users may not view the new code until the next day when the system has
re-cached the new information. Off-line users must perform User Injection to update their
local Codes Lookup information.

The steps to create a Plus One code are outlined below.

Step Action Result

1 Log into the System Admin Tool. The System Admin Tool opens
Highlight the group for which the Plus | The desired group level is
one code will be visible. specified.

2 Click on the Codes push button. The Codes Category Editor

window is displayed.

3 Select a Code Category in which the | The desired code will be
plus one code will be created. highlighted and its information

will be displayed in the fields
below.

4 Click the Edit push button. The Codes Lookup window

will be displayed.

5 Highlight the parent for the Plus One | The parent code information
code about to be created. will populate the fields,

6. Click the New push button. The fields will clear, and the

user Group ID will be entered
automatically. Users at this
group level will view and have
access to the code..

7 Enter a Code Value The numeric or alpha numeric
code will be established for the
new code.

8 Enter a Parent Code Value The parent code will be
specified.

9 Enter a Decode Value The new code Description will
be specified.

10 Click Save The hierarchy view will

collapse and the new Plus
One code will be saved.

6.2 Deleting a Plus One Code

Locate and highlight the desired Plus One code. When the Plus One code's information
has populated the fields, set the Status to Inactive. A message box will appear confirming
if you wish to set the status to Inactive, which will delete the code. Click Yes. This action
is not reversible.

7. The Chemicals Window

The Chemicals Editor enables the national level user to add, modify and delete chemicals and
their associated information from the National Database. The Chemicals window is accessible by
clicking on the button named: Other... the table of chemicals will be displayed when the user
enters a letter or two into the Chemical String Search field.
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8. The Special Studies Window

The Special Studies Window enables the State Program Manager or System Administrator to
create, modify, and delete a Special Study and its codes from the National Database.

The Special Study codes information must be created and saved to the On-Line system in order
to make the codes selection available to the USFA client software user in the Basic Module's
Special Studies Tab, E3 fields. Having the code saved in the National database also allows third
party transaction files containing the Special Studies information to be validated at the National
level. The Special Study code, if present in a 5.0 transaction file, is contained in the record Type
1060 with the Basic module Information. This record must contain the unique system-assigned
Special Study ID number for the record and the codes it contains to be validated upon import to
the National Database.

Special Studies may be created for state-wide use, a county or region, or a single FDID. When
the Special Study is created, a date range is specified which determines the availability of the
Special Studies selection according to the Incident Date.

Each login level has a Key Value assigned to and can be identified by the system-assigned User
Group ID in the Key Values Window of the System Admin Tool. The Key Value assignment
ensures no duplicate Special Studies IDs are created and no Special Studies IDs are overwritten.
Key Values may be viewed and edited by clicking on the Key Values button from the System
Admin Tool.

If a user attempts to create a Special Study and receives the following error: "Your user group is
not set up to add Special Studies, contact your System Administrator to request assistance, " the
key value must be established for the user's group. State Program Managers or System
Administrators with state level login and Program Admin permission can establish the key value,
or contact NFIRS support.

Examples of Special Studies

Two examples of Special Studies are as follows: a study to collect information on a particular type
of sprinkler system: its brand and if it operated successfully or unsuccessfully. Another example is
a study to collect information on historical properties involved in fires: the type of property:
residential, commercial, or other type; and if the property was operating or vacant.

The following sections provide complete instructions on creating a Special Study. Users creating
a Special Study are recommended to plan the group level for which the study will be available,
the name of the Special Study, the date range the special study will be effect, and the
descriptions for the selectable codes the user will see in the Codes Lookup box. For example:

o The name of the Special Study will be "Historical Properties Involved in Fires".

¢ It will be available state wide (all departments may view and select its codes in the Basic
Module)

e The study will be conducted for the current year (Start Date: 01/01/2006, Stop Date:
12/31/2006)

e The selectable codes will be: (1) Residential and inhabited, (2) Residential and
uninhabited, (3) Commercial and operating, (4) Commercial and operating, (5) Other
space or other structure type.
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The System Administrator will first create the Special Study, and then create the codes that users
will select to represent applicable data.

8.1  Creating a Special Study and its Codes

Open the System Admin Tool and click on the Other... button. Click on the Special
Studies button. The Special Studies Lookup window will appear (diagram 8.1.0).

The upper portion of the window displays the Special Studies ID, Name, and date range
for the study for Special Studies saved in the National Database. Two radio buttons,
Applicable Studies and All Studies enable the user to retrieve the Special Studies that
are applicable only those studies that are Active status or all studies available to the
user's group. The fields on the lower left portion will display information for a selected
study. Buttons on the right of the window enable the user to create a New study, Edit
Code values (by accessing the Codes Lookup utility), Save new codes or modifications,
and Clear the information fields. The Cancel button will close the window without saving
changes.

Diagram 8.1.0

E%' Special Studies Lookup H=] E3
D | Mame | Start Date | Stop Date |

jies Al Studies

Special Study 1D I Haw

Uzer Graup 1D I Edit Codes |
Start Date I Save |
Stop Date I Clear |

tdax Length I

Description I

Status |active =l

Cancel

To create a Special Study, click the New button. The system assigned ID for the study
will be entered automatically in the Special Study ID field. The User Group ID will be
entered automatically in the User Group ID field (as shown in diagram 8.1.1). Note: each
login level has a Key Value assigned to it to ensure no duplicate IDs are created and no
IDs are overwritten.
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The Start Date and Stop Date will default to the current day. Modify the Start Date and
Stop Date fields as desired to establish the date range for which the Special Studies will
be available to the user for reporting.

Enter a Description (50 character maximum length value). Click Save. The message bar
will state the status: "Changes are being saved...," "the Display is updating..." and finally,
"Special Study Information Saved Successfully." After Special Study has been saved in
the National Database, and follow the steps to create the supporting codes for user
selection.

Diagram 8.1.1

E%Special Studies Lookup [_ (O] x|
I | Marme | Start Date | Stop Date |
21 Thermallmaging Camera 0853072000 0aranrant ;l
20 Test2 Ages a7s30/2000 0973052000
19 Test Special Study 08f30i2000 ng9r3oizooo
5508 Detector Grant 05530/2002 05/30/2002
506 Special Studies Test 0852072002 0973052002
5504 Structure Fire, Barn (1121) 0970172000 09/01,2001
4 Address Type 04/21/119499 041281994
5401 Accident, Animal 0850172000 Qas01r2000
1 Testing Tracking 0452111999 052271999 -

(" Applicable Studies (% All Studies

Special Study 1D |1 oo =

Uszer Group ID|938 Edit Codes |
Start D ate IDEJ’D’UZDDQ Save |
Stop Date IDEBDIQDDB Claar |

hdax Length |1

Description |Hist0rica| Properties Invalved in Fires|
s |Acti\re =]

Cancel |

Creating the Code Values
Locate the new Special Study in the list and click once on it to select it. Click on the Edit

Codes button. The Code Look up window will be displayed and in the pane will be the
Special Study that was just created, as shown in the example in diagram 8.1.2.
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Diagram 8.1.2

Egﬁ Codes Lookup E

------- L BHistorical Properties Involved in Fires

{* Numerical Alphabetic

Alpha Search

Code 1-ufaluel Mew I
User Group 1D I Clear I
FParent Codel Saue |

Decode Walue I

Status |actiyg =

Highlight the Special Study name in the Codes Lookup window and click the New button.
The User Group ID will be entered automatically. Enter a Code Value, This will be the
numeric or alpha numeric code that is associated with the code value, and it must be
length specified when the Special Study was created. Leave the Parent Code field
Blank. Enter the Decode Value, which is the description the user will see in the Special
Studies Lookup box. Click Save. Diagram 8.1.3 shows the Code Lookup window with a
defining code (1) Residential and uninhabited that has been created and is ready to be
saved.

Diagram 8.1.3
E& Codes Lookup : __ ﬂ

------- L BHistorical Propedies Involved in Fires

% Numerical Alphabetic

Alpha Search

Code ‘Jalue|1 [T

Uzer Group 1D Iggg Clear |
Farent Code I Save |

Decods Value [pegidential and uninhabited|

Status [active =

|Cude Infarmation Saved Successiully
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To create an additional code to define the study, repeat the steps taken in the Code
Lookup window: highlight the Special Study, click Edit Codes button, enter the code value
and Decode Value, and click Save. Diagram 8.1.4 shows the Code Lookup window with
an additional code, (2) Commercial and Operating, that has been created and is ready to
be saved.

Diagram 8.1.4

E%,a Codes Lookup

= _\I Historical Properies Involved in Fires
L@ (1) Residential and uninhabited

' Numerical Alphabetic

Alpha Search

User Group Ik |938 Clear I
Farent Codel Save |

Decode Value |Cnmmercial and operating

Status [active =l

An outline of the steps necessary to create a Special Study and its codes follow Section
8.2.

8.2 Modifying Codes in an Existing Special Study

To modify a Special Studies code, open the System Admin Tool and click on the
Other...button, then click on the Special Studies button. The Special Studies Lookup
window will appear. Select the All Studies radio button to display all available Special
Studies. A scroll bar on the right of the window enables the view of all available Special
Studies.

Select (highlight) the desired Special Study. Click on the Edit Codes button. The Code
Lookup window will be displayed and list the existing codes for the selected study. Note:
if an error message displays in the lower left message bar: "exception during Special
studiesLookupViewActionEvent null, " verify the desired Special Study is highlighted.

To modify a code, in the Code Lookup window, highlight the desired code. The details for
selected code will populate the fields (the Parent Code field may be blank). Place the
cursor in the field that needs to be edited and type in the correction. Click Save.

To add a code an additional code to for the selected Special Study, in the Code Lookup
window highlight the name of the special study. Click the New button. The detail fields

JANUARY 2006 31



System Administration Tool

Users Guide

NFIRS 5.0

will be cleared. Enter the criteria for the new code. The Code Value is the actual numeric
(or alpha-numeric) code the user will select and enter in the named Special Studies
Value field in the Basic module. The User Group ID will be entered automatically, and a
parent code entry is not necessary. Enter a Description (maximum 50 characters). Click
Save. The New code will be added to the Codes Lookup list for the selected Special

Study.

The following table outlines the steps to create a Special Study.

JANUARY 2006

Creating a New Special Study and its Codes
Step Action Result
1

Open the System Admin Tool and The System Admin Tool's
click on the Other... button, then click | Special Studies Lookup
on the Special Studies button window will be displayed.

2 Click on the New push button. The Special Study ID and
User Group ID field will default
to system assigned values.

3 Enter a Start Date and a Stop Date The date range will be

for which the Special Study will be specified. The Special Study

applicable. will be available and validated
for incidents that have an
Incident Alarm Date within this
range.

4 Enter a Decode Value. Enter a description that
defines the code value.

5 Leave the Parent Code field blank.

6 Enter a Code Value A code value will be created
for display in the Special
Studies Look up box.

7 Click the Save push button. The Special Study will be
saved.

8 Highlight the Special Study where it The Special Study will be

appears in the Lookup list selected in order to continue
creating its codes.

9 Click the Edit Codes push button. The Codes Lookup window
will be displayed.

7 Highlight the new Special Study (it The New Special Study will be

will appear as the single bullet item) selected.

8 Click the New button. The detail fields will clear.

9 Enter a Decode Value Enter a description that
defines the code value.

10 Leave the Parent Code field blank.

11 Enter a Code Value The numeric or alpha numeric
code value will be established.

12 Click Save The code to define the Special
Studies will be saved.

Repeat steps 8 — 12 if an alternative
code is necessary.
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9. The Field Perms Window

State Program Managers assigned the State Level permission will have the ability to modify the
field security levels of data fields in the NFIRS 5.0 system for their state and fire departments by
using the components of the Field Permissions window. The purpose of these settings is to
prevent data from being released in the public data format if this would conflict with state or local
jurisdiction privacy laws. The Design Documentation (page 108 - 125), available at
http://www.nfirs.fema.gov/documentation/design/ contains a list of default security levels for each
field in the NFIRS 5.0 system.

The data security settings are in effect once the data is transmitted to the National Database via
transaction file or entry with the USFA client software. Data fields marked "State" and “FDID” are
collected and stored in the National database, but may not be released publicly without the
State’s permission or originating Fire Department's permission.

9.1 Changing a Field's Security Level

To modify an existing default field security setting, open the System Admin Tool. To
modify a field's security setting for the entire state, highlight the State in the hierarchy and
click the Field Perms button. A confirmation window will appear which states: Since you
have not selected a specific FDID, you will be setting preferences for the entire State.

Do you wish to continue? Click Yes to modify a field level's security for the entire state.
Click No or Cancel to return to the hierarchy and select a FDID.

To modify a field's security setting for an FDID, locate the desired FDID in the hierarchy.
Click on the Field Perms button. The Field Level Perms window will open.

When the Field Perms button is clicked, the Field Level Perms window will be displayed.
In this window, the list of fields in the NFIRS 5.0 System will be displayed. Select
(highlight) the desired field. The selected field's info will appear in bottom pane, including
the default level security for the selected field.

There are three checkboxes in the Visibility section where the field permissions are
specified: and National, State, Fire Department. Make the desired change for the
selected field by un-checking or checking the box next to the level. Example, to specify
the selected fields' data should not be included in release at the public level, uncheck the
National box. Click the Save button.

To verify a field's security level setting has been saved, close and reopen the System

Admin Tool. Locate the desired field and verify the visibility is set as was specified in the
previous session.
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10. The System Administration Tool Rapid Start-up Guide

The Rapid Start-Up Guide for the System Administration Tool outlines the key steps
necessary for the System Administrator to begin using the Tool as quickly as possible. Only
key points are described below. In-depth information on the System Administration Tool can
be found beginning on Page 3 of this document.

10.1

10.2

6.

7.

Starting the System Administration Tool

Go to Start...Programs...NFIRSv54...System Admin Tool.

A screen will appear: “Login On-Line.” Enter User Name, State and Password.
Click OK.

To Create a New Group

Click once on the Group in which the County or Fire Department is to be added.
Click on New push button.

The System will assign a Group ID, and the Parent Group will become the Group to
which you are adding.

Enter an FDID number and description of the Group you are adding. For a County or
Region, enter the description; for a Fire Department, enter the description and FDID.

Click on Save.
The Group Hierarchy will collapse.

Click on the + sign to display the hierarchy tree.

Note: When the System Administrator exits the System Administration Tool after any
changes were made to the Groups, these changes will not be seen for about 20 minutes.

10.3 To View Users

Go to Start...Programs...NFIRSv54...System Administration Tool.

The On-Line login screen appears. Enter Username, State and Password. Click OK.
At the Group Hierarchy Window, click on the desired Group to view its users’ list.
Click on the Users push button.

The User Maintenance Window will be displayed and the users associated with the
Group will be displayed.
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10.4 To View All Users in the State

1. In the Group Hierarchy Window, click on your state to highlight.
2. Check the box next to Select All Groups Below.
3. Click on the Users push button.

4. The User Maintenance Window will be displayed and all users in selected state will
be listed.

10.5 To View All Inactive Users in the State or Group

1. In the Group Hierarchy Window, click on your state to highlight.
2. Check the box next to Select All Groups Below.
3. Click on the Users push button.

4. The User Maintenance Window will be displayed and all users in selected state will
be listed.

5. Click on the Inactive - 60 Days radio button (located on the right side of the window).
The list displayed lists only those users whose accounts Status is Inactive.

10.6 To Activate a User

1. At the Group Hierarchy Window, click on your state.

2. Click on the User push button.

3. Users will be displayed.

4. Highlight the user to be activated.

5. Enter the system assigned Group ID the user is to be associated with (not the FDID).

6. Click on Status...select Active.

7. Click on the Set Permissions button.

8. Check the box next to the permissions to be assigned. Note: The Bulk Import
Permission enables users to access the Bulk Import Web interface. The Bulk Export
Permission allows the user to access the Bulk Export.

9. Click OK to close the Permissions window.

10. Click Save on the User Maintenance window before closing. .
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Note: When a user registers using the User Registration Form from the NFIRS 5.0 Web
Site, their default Group ID is the Group ID of the state they registered in. The user’s

accounts are inactive until the System Administrator activates them. Additional
permissions may be assigned at the time of activation or at a later date.

10.7 To Create A Plus One Code

1. Click on the Other... button, and then click on the Codes button.
2. Select (highlight) the Code Category for which the Plus One code will be created.
3. Click on the Edit button.

4. The Codes Lookup window will be displayed, and contain the existing codes for the
selected category.

5. Highlight the parent code for the new Plus One code.
6. Enter the Parent Code value.

7. Enter the Code Value. This is the numeric or alpha numeric value that signifies the
code.

8. Enter the Decode Value, This is the description users will see in the Code Lookup
window.

9. Verify the Status is Active.

10. Click Save.

10.8 To Create A Special Studies

—_

. Click on the Other... button, and then click on the Special Studies button.
2. Select (highlight) the Code Category for which the Plus One code will be created.
3. Click on the New button.

4. A system assigned number will fill the Special Study ID field. The User Group ID will
default to the System Administrator who is logged in.

5. Modify the Start and Stop dates as desired.

6. Enter the Max Length for the codes that will define the Special Study (1 is adequate
for most codes).

7. Enter a Description for the Special Study.
8. Verify the Status is Active (if it is to be implemented immediately).

9. Click Save.
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10. Locate the newly created Special Study in the list and click the Edit Codes button.

11. In the Codes Look up window, highlight the Special Study where it appears as a
bullet item and click the New button.

12. Enter a Decode Value (the description).

13. Leave the Parent Code field blank.

14. Enter a Code Value (the numeric or alpha code to represent the Special Study
details).

15. Click Save.

11. Troubleshooting

e A user contacted me to report he forgot his password. How do | reset his password?

An Administrator cannot recover a lost or forgotten password. Change the user’'s
password.

In the User List Pane, highlight the user. In the User Detail field, click the
Change Password button. A pop up window appears. The administrator enters
a new password, then reenters the password to confirm. Click OK. Report the
password to the user.

o When a user opens the Data Entry Tool, “FDID Not Found” message displays
instead of the Fire Department name.

The Header Record has not been created for the group. The user must create
the Header Record.

To create a Header Record, the user selects Fire Dept from the Menu Bar (in the
Data Entry Tool Main View Screen). Click on New Fire Dept. In the Fire
Department Screen, the user will see the FDID number. The user enters the Fire
Department Name. All other information is optional. When the user clicks OK,
the information will be saved and the user is returned to the Data Entry Main
View Screen. An import of Fire Department information will also create the
header record.

e A user trying to register reports an error message: Failed to Register User: 10477
(or 9999).

JANUARY 2006

The Username is already been taken by another registrant in the state. The user
must choose a new username. Advise the user to alter a character in the name
and submit the registration again.

Note: The Username is not case sensitive, but is space sensitive. It may be an

alpha-numeric value. Punctuation or other characters is not recommended in the
Username
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e A user trying to login reports an error message: You have not been activated or,
Failed to Register User: 10468

The user account status is Inactive. In the System Admin Tool User Maintenance
window, locate the user account and reset his or her status to Active. Click Save.
Advise the user to login the same day, or their account will deactivated upon the
daily reboot of the system.

¢ How long does it take to activate a Group?

When an administrator creates or adds a group, it takes approximately twenty
minutes for the information to be processed in the National Database. After this
period, the group will display in the hierarchy. When an administrator activates a
user or changes the user’s status, the change takes place immediately.

e How long does it take to activate and View a Plus One Code?

When an administrator creates or adds a Plus One Code, it takes approximately
twenty minutes for the information to be processed in the National Database.
After this period, the Plus One Code will display in the On-Line User's View of the
Code Lookup box. Off-Line users must perform User Injection to obtain the
added Plus One codes in the Code Lookup box.
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1. Introduction:

The Configuration Tool User’s Guide provides comprehensive documentation of the
Configuration Tool components available to the user. The Guide facilitates user control of
the NFIRS Client Suite and enables the user community to quickly and efficiently begin
using the Configuration Tool. The Guide is intended for new users of NFIRS 5.0
Software Version 5.4 (5.4.0).

The Configuration Tool provides the user the capability to specify the import location of
data files, whether to run against an On-Line or Off-Line database, the address of the
firewall (if present in the user’s network), and whether data encryption is to be utilized.
The user may open the Tool by clicking the Start button...Programs...NFIRSv54
...Configuration Tool, or from the Data Entry Tool Menu bar click on Tools...Client
Configuration Tool. No Internet Connection is required to open this tool.

The Configuration Tool contains four tabs that enable the user to navigate the available
screens: the User Options Tab, the Forms Tab, the Advanced Tab. Each tab provides
specific functionality and options to the User. To view a tab, single click on desired Tab
heading. Note: The Transactions Tab is not activated at this time.

The User Options Tab provides the user options of importing data to a database or flat
file, to accept invalid records during import, and overwrite existing incidents during import.
The user has the ability to set import performance control for Off-Line, On-Line-network
or On-Line-modem, set the batch size during the import of data, set the delimiter, and
specify whether to show seconds in times’ display or not. The user makes the
appropriate selections using the check boxes and drop down menus.

Most configuration changes that affect imports can be made dynamically from within the
Data Entry Tool. Refer to the specific component’s section for compete details. For
example, the access mode cannot be changed dynamically. The user must exit the
Configuration Tool for the change from Off-Line access to On-Line access to occur.

The Forms Tab lists the available Client GUIs (modules) which the user sees displayed
on their computer and uses to enter their incident information. The available forms are
Basic, Fire, Structure, Civilian Casualty, Fire Service Casualty, EMS Casualty, Wildland,
HazMat and Arson.

The Advanced Tab provides the user the ability to specify the Off-line or On-Line access
mode, specify the database type, set firewall configuration, enter HTTP or Socks firewall
Internal IP address and Port, Cache Application Data, and set the Event Logging level.
Instructions for Off-Line users of the NFIRS 5.0 Software Version 5.4 who must specify
the Database Type and verify configuration information before using the Data Entry Tool
in the Off-Line mode, are included in separate sections in the Advanced Tab section of
this document.

This release of USFA NFIRS 5.0 Version 5.4 client software includes an upgrade to JDK
version 1.4.2_10 which is necessary to support DHS Security requirements and Sun
licensing agreements. This change requires users to upgrade to Version 5.4 after its
release, before logging into the National Database.

The NFIRS 5.0 Version 5.4 communication protocol, like the previous version 5.3, uses
HTTPS over port 443, an industry standard protocol.

The following sections describe in detail the appearance and function of the Configuration
Tool components.
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2. User Options Tab:

The User Options Tab (diagram 2.0) provides several options to assist the user make
an accurate Import / Export or Conversion of data. The user can choose from the
following options: to import data to a Database or Flat File, Accept Invalid Records
During Import, Overwrite Existing Incidents During Import, Import Performance Control
for Off-Line, On-Line-Network or On-Line-Modem. The user can set the Batch Size during
the import/export of data, set the Incident File Delimiter, and choose whether to Show
Seconds or not. The options are provided in check boxes and/or drop down menus.

The user will not necessarily change or reset every option available each time they use
NFIRS 5.0, but it is recommended that users review User Options settings before new
data import tasks, or when troubleshooting data import issues.

Most users operate the tool with the default settings shown in Diagram 2.0 below. If
changes are made to settings, click the Save button in the lower left corner before
clicking OK or closing the screen.

Diagram 2.0

E; MFIRS Configuration Taal
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2.2
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File Importing:

The File Importing check boxes provide the user the option to import data to a
Database or to a Flat File (Diagram 2.1.0). The Import to Database option is
for importing data to a database; either an Access 97, Access 2000, Access
2002, Visual FoxPro 6.0 or MS SQL Server 7.0, MS SQL Server 2000, an Oracle
database, or to the National Database. Importing to a flat file runs the data
through the validation process and creates log files detailing the validation
process.

To specify an option, click on the check box next to the desired import location.

Diagram 2.1.0

P23 NFIRS Configuration Tool

3 U-ser_Obtiu-ns_i Formsl Advancedl Transactiunsl

Import Te

| Database

;(‘ Flat File

The user may locate the log files for an import by double clicking on the “out”
folder that is created during the import process. The out folder location defaults to
the NFIRSv54 root directory, or the location where the original import file is
stored. To access the out folder from the Validation Tool window, click the View
File button.

Note: The out folder will not exist until the first data import takes place. For
details, see the Import/Export (Section 5.1) in The Data Entry/Validation Tool
User’s Guide.

If the data file is on a 3 % floppy disk, it is recommended the data file be saved to
the PC’s hard drive before the import process.

The log files created during an import are:

Filename.err A listing of the validation errors

Filename.log A file listing the validation process

Filename.bad A listing of all the bad transactions
(critical or fatal)

filename.txt A replication of the original file

filename.unp Messages related to connectivity

Data Validation:

Two check boxes facilitate incident validation: Accept Invalid Records During
Import and Overwrite Existing Incidents. Data validation checks take place
during manual incident entry and during data imports. (See the Data
Entry/Validation Tool Users Guide posted on the NFIRS 5.0 Web site). During
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data import processing, the user is provided the option to accept data that has
not passed data validation (failed a validation check) by checking the Accept
Invalid Records During Import checkbox (diagram 2.2.0). If Accept Invalid
Records During Import checkbox is not checked, imported data not passing
validation will not be imported to the database or the flat file and instead will be
written to a separate file with the extension “.bad".

Upon successful installation, the Accept Invalid Incidents Upon Import is checked
by default.

Note: Improper data such as alpha data in a numeric field is never allowed.

Diagram 2.2.0

[E% NFIRS Configuration Tool

; Formsl Advancedl Transactlonsl

Import To

(+ Database
" FlatFile

[~ Acceptinvalid Records During Import

r Owvenwrite Existing Incidents

The Overwrite Existing Incidents check box provides the user the option to
overwrite existing incidents during the import of data. If the box is checked,
during the import of the data, incidents with the same Key Information in the
database (Local or National database) will be overwritten with the data that is
being imported. Upon successful installation, this box is checked by default.

Performance Control:

The user may select the connection performance during the import of data by
choosing the Import Performance Control for Off-Line, On-Line-Network or
On-Line-Modem. By specifying the performance control, the user is establishing
the optimum connection to the database used to import data to the database.
Thus, if the user is working on-line using a modem connection and importing
incidents to the National Database, the On-Line Modem setting provides three
connections to the database. When the user is working off-line and is importing
data to a local database, the Off-Line setting provides one connection.

Note: The Import Performance Control default setting is Off-Line Modem, which
most users will find sufficient for importing.

Batch Size specifies to the application how many transactions are to be bundled
together and then imported to the database. The default setting is Medium.
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24 Incident File Delimiter:

If the user chooses to import from a flat file, the option of an Incident File
Delimiter is provided (diagram 2.4.0). Field delimiters are symbols placed
between fields that enable software to differentiate between the fields. The
Incident File Delimiter defaults to the * sign (caret). If another delimiter is
chosen, it must be a symbol that will not appear in the data file in order to prevent
failed data loads.

To change the setting, highlight the symbol displayed in Incident File Delimiter
box and type in desired character, or highlight the symbol displayed and press
Delete. Type in desired character.

Diagram 2.4.0

In Incident File Delimiter

Show Seconds:

The Show Seconds option enables the user to specify a higher level of incident
reporting precision by designating to the degree of seconds vice hours and
minutes (diagram 2.5.0).

Seconds may always be entered in any time field. If Show Seconds is set to “No”
then a field will only show seconds if it is not equal to zero. If Show Seconds is
set to “Yes” then the affected window will always show seconds precision.

Check the box to show seconds or uncheck not to show seconds equal to zero.

Diagram 2.5.0

[v Show Seconds
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3. Forms Tab:

The Forms Tab (diagram 3.0) lists the available Client GUIs (modules) which the user
sees displayed on their computer when using the NFIRS application to enter their
incident information. The available forms are Basic, Fire, Structure, Civilian Casualty,
Fire Service Casualty, EMS Casualty, Wildland and Hazmat, Personnel, Arson and Fire
Department header.

Note: Modifying the class name of the Client GUIs will result in the user being unable to
open a module, and/or an exception message will occur and the user will be unable to
open the module.

Diagram 3.0

EE;NFIHS Configuration Tool _ o] x|
User Options EFUWUSH Adrancedl Transacﬁunsl
Form | Class |
basicForm gov.fema.nfirs.client.gui.BasicFormView
fireForm gov.fema.nfirs. client. gui FireFormview
structureForm gov.fema.nfirs.client. gui. StructureFormview
civeasForm gov.fema.nfirs.client.gui.CivCasualtyF ormview
fireservForm gov.fema.nfirs.client.gui FireServCasualtyF ormView
emsForm gov.ferma.nfirs.client.gui. EMSCasualtyF ormView
wildlandForm gov.fema.nfirs.client guiwildlandFormview
hazmatForm gov.fema.nfirs client gui HazmatF ormVyiew
personnelForm gov.fema.nfirs.client.gui.PersonnelFormView
arsonForm gov.ferma.nfirs.client.gui.ArsonFormView
fdheaderForm gov.fema.nfirs.client.gui FDHeaderView
Formm Class Name
' ok |
Save (=174 I Cancel I
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4. The Advanced Tab

The third tab on the NFIRS Configuration Tool is the Advanced Tab (diagram 4.0).
Configuration options under the Advanced Tab include specifications for Off-Line or On-
Line Access to a database, ODBC Data Source and Driver Name, database type,
communications protocol, firewall address, cache application data and logging level.

After successful installation, Off-line users setting up a local database will need to open
the Configuration Tool and check the Off-Line Access box to specify the mode, verify the
Database Type and enter configuration information, if necessary, in the On-Line Access
area. An Internet connection will be required for Off-line users in order to perform initial
User Injection, Remote Synchronization, and send incidents to the National Database.
Instructions for each database type are included in the sections listed below.

Diagram 4.0

& MNFIRS Configuration Tool ] oy ]

LUzer Omiunsl Farms Advanced l Transactiu:unsl

ODBC [ata Source Name

OftLine Access [ [idbo:odbonfrsadbess
ODBC Driver Mame
|sun.jdbc.ndbc.thcOdbcDriver
[ratabase Type

|Access a7 ;' Set DB Uzer |

On-Line fAccess v

Use Compression F
Froxy I[P Address(or Host Mame)  Prosy Port Humber

Use Proxy Sencer [ I I
Proxy Authorization User Mame Prozy Authorization Pasaword  Confirm Proxe Auth Pasaword

Usze Prozxy Autharization r I I I

Cache Application Data [ Cl=ar I Cache Niow I

Event Logging Level IException iy LI

S aue | Ok Cancel| I

ICDnﬂguratinn Infarmation Saved Successfully

4.1 Off-Line Access:

The first check-box on the Advanced Tab is Off-Line Access. When the user checks the
Off-Line Access check box, they are specifying that FD and incident information they
enter and save will be saved to a local database (on the User's PC). NFIRS 5.0 Software
Version 5.4 provides these options for the local database applications: Access 97,
Access 2000, Access 2002 (XP), Visual FoxPro 6.0, MS SQL Server 7.0, and MS SQL
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Server 2000. The database program the user selects must be on the PC prior to installing
NFIRS 5.0 Software Version 5.4.

The Oracle 7.3x or 8.3x database (diagram 4.1.0) options are for remote use only.

When Off-Line Access is checked, the ODBC Data Source Name must be specified.
Users using Access 97, 2000, or 2002 will use the default name: jdbc:odbc:nfirsodbc54
(as shown in Diagram 4.0).

When Off-Line Access is checked, the ODBC Driver Name must be specified, and will
default to the description of the manufacturer. Users using Access 97, Access 2000, or
2002 do not have to change the default name (shown in Diagram 4.0).

If the local database requires a database username and password, click the Set DB User
button. When clicked, a pop-up window will appear where the user can specify
username and password. Note: Most users will NOT need to set the database
password.

The default Database Type is Access 97 (an Access 97 database will be installed during
Typical installation). The Off-Line user must specify the database application that will be
used as the local (Off-Line) database engine. Access 2003 Users: Users with the
Access version 2003 on the PC must use the default Database Type Access 97.

Note: It is not recommended to open the Access local database using the Access
program directly. Make a back up copy of opening the Access database prior to opening
the database with the Access program.

Off-Line users must have the database program of their choice installed on the PC prior
to the installation of NFIRS 5.0 Software Version 5.4. Users of NT, Windows 2000, and
XP must be logged to the PC as its system administrator to install the NFIRS software.

It is recommended that users upgrading from Microsoft Office 97 to Microsoft Office 2000
perform the upgrade of the office suite first, and then install the database program they
choose to use for their local NFIRS 5.0 database, followed by NFIRS 5.0 Client Software.

Regular database maintenance is recommended to maintain optimum performance of the
local database. Access Users will find complete steps for the procedure to compact the
Access database in the Data Entry Tool Users Guide or at the Tutorial Page,
http://www.nfirs.fema.gov/users/tutorial.shtm. FoxPro and MS SQL Server users should
follow the database maintenance procedures as recommended by the manufacturers of
the program.

Section 4.1.1 provides setup instructions for Access 97 Off-Line users.

Section 4.1.2 provides setup instructions for Access 2000 and Access 2002 (XP) Off-
Line users.

Section 4.1.3 provides instructions for Visual FoxPro 6.0 local database setup.

Section 4.1.4 provides instructions for MS SQL Server 7.0 and MS SQL Server 2000
local database setup.

The Data Entry Tool Users Guide provides complete information on the User Injection
and data entry.
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Configuration for Access 97

After successful installation of the NFIRS 5.0 software Version 5.4, users who
have Access 97 on the PC must:

1. Open the Configuration Tool and click on the Advanced Tab.
2. Check the Off-Line Access box.

3. Click Save, and proceed to initial User Injection. Note: Users behind a
firewall or using a proxy server will need to enter configuration information in
the On-Line Access section of the Advanced Tab before proceeding with
Initial User Injection.

For complete details on User Injection, refer to the Data Entry Tool Users Guide.

Users of Previous Software Version 5.3.4 or an earlier version:

Users of the previous NFIRS 5.0 Software Versions 5.3.x who have fire
department and incident data saved to their Access 97 local database can follow
these steps to move the database into the new Software Version 5.4 Database
folder after successful installation.

1. Make a back up copy of the previous Version 5.3.x, local database file
(Named: NfirsdataV53.mdb). Its default location is C:\Program
Files\NFIRSv53\Database\

2. Install the NFIRS 5.0 Software Version 5.4.

3. Locate the new Version 5.4 database file (named: NfirsdataV54.mdb ). The
default location of the database file is: C:\Program Files\NFIRSv54\Database\

4. Rename the file to: origNfirsdataVV54.mdb (if file extensions are not displayed
on the PC, rename the file origNfirsdataV54).

5. Locate the previous version 5.3 database file and copy or move it to the
NFIRSv54 Database folder.

6. Rename the file to: NfirsdataV54.mdb (if file extensions are not displayed on
the PC, rename the file NfirsdataV54).

7. Remote Synchronization/User Injection is required to update the Off-Line
database with rules and codes from the National Database.

When beginning the Remote Synch process, the user will be prompted to “Apply
Schema Changes?” Click Yes to proceed with the User Injection/ Remote
Synchronization process. The Data Entry Tool User's Guide provides complete
instructions.

Configuration for Access 2000 and Access 2002 (XP) - New Users

Users with Access 2000 or Access 2002 (Access XP) on the PC will need to
complete the installation of the NFIRS 5.0 Software Version 5.4, specify the Off-
Line access mode, and then convert and rename the database before specifying
the Database Type on the Advanced Tab. After the database has been
converted and renamed, the user can proceed with initial User Injection.

To set up the Access 2000 or Access 2002 database for local use:

1
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1. After successful installation, open Windows Explorer and locate the
NFIRSv54 root directory. Open the Database folder.

Double click on the NfirsdataV54.mdb. The Access program will open.

The user will be prompted to Convert Database. Click Yes or OK to convert
database. (or, open the Access program, from the Tools menu select
Database Utilities...Convert database option. In the directory window that is
displayed, locate the NFIRSv54 database: NfirsdataV54.mdb).

4. A directory window will appear. In this window, the user must specify the
location to save the converted (new) database. Specify the
NFIRSv54\Database folder in the NFIRSv54 root directory as the location to
save the converted database.

Accept the default name (db1.mdb) for the converted database.

When the database is finished being converted, click on the X in the upper
right corner to close the database. Close the Access program. The user will
be returned to Windows Explorer.

7. Using Windows Explorer, rename the original NfirsdataV54.mdb database
(suggestion: empty97NfirsdataV54.mdb).

8. Rename the database that was created in the converting process to
NfirsdataV54.mdb (must be exact. If the PC does not show file extensions for
known file types, name it: NfirsdataV54).

9. From the Start menu, open the NFIRSv54 Configuration Tool and go to the
Advanced Tab.

10. In the Off-Line section, check the Off-Line access box.

11. In the Off-Line section in the Database Type drop down box, select the
Access version used when converting the database file. Note: On-Line
configuration information, if necessary, may be entered at this time.

If the error message is displayed: "There is a mismatch between Data Source,
Driver and Database Type," click OK. Verify the Access program version on the
PC is the same as the selected Database Type on the Advanced Tab. Verify that
the default database has been converted and is located in the
NFIRSv54\Database folder. Verify the user was logged in as the PC’s system
administrator. If the Database Type still cannot be saved, contact the NFIRS
Support Center at: fema-nfirshelp@dhs.gov

Before closing the Configuration Tool, verify the Off-line Access box is checked.
Click Save and exit the Configuration Tool. Proceed with initial User Injection.

Access 97 users who wish to upgrade to Access 2000 or 2002

The following steps are recommended to Off-Line users of the previous NFIRS
5.0 Software Versions 5.3.x who have data saved to an Access 97 database and
would like to upgrade to another Access version.

If reports are saved to the NFIRSv53 Reports folder, move the folder to another
location on the hard drive. If the Data Cleansing Tool was used to run scripts on
the Off-Line database and the user wishes to retain the history of when the
scripts were run, copy or move the Version 5.3 file named:
AllDatabasePatches.obj to another location on the hard drive.
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1. Make a back up copy of the Access 97 database, NfirsdataV53.mdb (NOT
Idb) or previous version NFIRS database and save it to the hard drive or zip
disk.

Completely remove the NFIRSv53 program.

Perform the upgrade to Access 2000, or to the office suite which includes
Access 2000.

Install NFIRS 5.0 Software Version 5.4.

Move the previous version database file into the new NFIRSv54 database
folder, convert it to the necessary Access version (see steps for converting
the database) and rename the file: NfirsdataV54.mdb (if file extensions do
not show on the PC, name it: NfirsdataVV54)

6. Perform User Injection/Remote Synchronization.

Version 5.3.x Off-Line Data Cleansing Tool Users: To retain the history of the
scripts run in the Version 5.3,x, move the AllDatabasePatches.obj into the
NFIRSv54 folder, and overwrite the file that exists.

Off-Line Users: Visual FoxPro 6.0 Setup

Users who wish to select Visual FoxPro 6.0 as the Off-Line database engine
must have the program on the PC prior to installation of NFIRS 5.0 software
Version 5.4. The user will import the schema to the Visual FoxPro and create the
local database, assign a new ODBC data source to the database, perform User
Injection/Remote Synchronization to populate the new database with application
data and user and department information from the National Database. Visual
FoxPro 6.0 is intended for the Off-Line mode only, therefore the On-Line
Reporting Tool included in the Client Suite will not be available to the user to
generate statistical reports on the data saved to the Visual FoxPro 6.0 database.

1. Obtain the zip file containing the Visual FoxPro 6.0 schema
("NFIRSFoxPro.zip"), available on the NFIRS Download Software Page).

Unzip and save the files to a directory of your choice.
Start Microsoft Visual FoxPro 6.0.

Under the FoxPro File menu, select Open.

o &~ 0D

Locate the folder containing the unzipped FoxPro files, and select the
nfirsproject.pjx file.

6. You will be prompted to make the new directory the home directory for the
new FoxPro database, which is suggested.

Complete the following steps to create an ODBC source for the new Visual
FoxPro 6.0 database.

1. From the Start menu, select Settings...Control Panel.

2. Double click on the ODBC Data Sources 32 bit icon. The icon may be
named differently on NT machines.

3. Inthe ODBC Data Sources Administrator window, click on the System DSN
Tab.

4. Click on the Add button. The Create New Data Source window will be
displayed.
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Select the Microsoft Visual FoxPro Driver.
Enter a Data Source Name and Description. For Example: MyVFPServer
Click Finish. Close the Control Panel.

From the Start menu, select the NFIRSv54 Configuration Tool and click on
the Advanced Tab.

If configuration information is necessary for On-Line Access, check the On-
Line Access box and enter the information. Click Save.

10. Check the Off-Line Access box before exiting the Configuration Tool.
Rename the ODBC driver to point to Visual FoxPro 6.0:

1.
2.

In the Database Type drop down box, select Visual FoxPro 6.0.

Replace the odbc driver name (in the top text field) with the one you just
created. Example: jdbc:odbc:MyVFPServer

Click Save, and exit the Configuration Tool.

Proceed with User Injection (Refer to the Data Entry Tool Guide for complete
information).

4.1.4 Off-Line Users: MS SQL Server 7.0 or MS SQL Server 2000 Setup

Users who wish to use MS SQL Server 7.0 or MS SQL Server 2000 as the Off-Line
database engine must have Microsoft SQL Server Version 7.0 or MS SQL Server 2000
installed on the PC prior to installation of NFIRS 5.0 software Version 5.4.

The user must first import the schema to the MS SQL Server 7.0 or 2002 and create the
local database, and then assign a new ODBC data source to the database. To complete
the setup, User Injection/Remote Synchronization must be performed to populate the
new database with application data, user and department information from the National
Database. MS SQL Server 7.0 (or MS SQL Server 2000) are intended for local use only,
which means the NFIRS 5.0 On-Line Reporting Tools cannot be used against it.

Import the schema to the MS SQL Server 7.0 (or 2000) database using these
steps:

1.
2.
3.

JANUARY 2006

Create a new database using the SQL Enterprise Manager (EM).
From the EM, under the Tools menu select SQL Server Query Analyzer.

When the Query Analyzer launches, go the combo box at the top-right and
select your database name.

Click the "Open" icon (second icon from left on top of window).

Select the .sql file that contains the schema, which is usually named
"NFIRSSQLServerSchema.sql".

Press F5 to execute the script.

Select the .sql file that contains the table updates, which is usually named
"SQLServerTableUpdates.sql".

Press F5 to execute the script.

Quit the Query Analyzer.
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10.

The new schema is now found under "tables" for the new database, which
can be viewed in the Enterprise Manager.

Create an ODBC source for this new SQL Server database.

1.

o o b~ w

11.

12.

Select Start...Settings...Control Panel

Open the ODBC Data Sources-32 bit. This may be named differently on
different versions of NT.

Click on the System DSN Tab.

Click on Add button. The Create New Data Source window will be displayed.
Select SQL Server.

Fill in the following information in the DNS Configuration window:

a. Screen 1: Enter name for your SQL Server NFIRS Database and the SQL
Server name on which it resides.

b. Screen 2: Select the “With Windows NT authentication using network
login ID” radio button for SQL Server Authenticity. Leave other settings as
default.

c. Screen 3: Select the “Change the default database to” check box and
then select your newly created SQLServer NFIRS database from the drop
down list below the box. Leave other settings as default.

d. Screen 4. Leave settings as default.

From the Start Menu, launch the NFIRS Configuration Tool.
Select Online Access and verify all On-line configuration info is correct.

Select Offline Access.

. In the Database Type drop down box, select your version of MS SQL Server

(7.0 or 2000)

Replace the ODBC Data Source Name (in the top text field) with the one you
just created. This will now look similar to "jdbc:odbc:MySqlServerDB" Verify
the ODBC Driver name is: sun.jdbc.odbc.JdbcOdbcDriver

Verify the Off-Line Access box is selected. Save and exit the Configuration
Tool. Proceed with User Injection.

4.1.5 Previous Version 5.0 Users of Visual FoxPro 6.0 or MS SQL Server 7.0

JANUARY 2006

Visual FoxPro 6.0, MS SQL Server 7.0 or 2000 Off-Line Users who have fire
department and incident data saved locally from NFIRS 5.0 Version 5.3 can
follow the steps below.

1.
2.

Install NFIRS 5.0 Version 5.3.

After successful installation, in the Configuration Tool's Advanced Tab, name
the ODBC Data Source the same as it appears in the ODBC Data Source
Administrator.

In the Configuration Tool's Advanced Tab, select the Database Type.

Click Save and exit.
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5. Perform Remote Synchronization: open the Data Entry Tool, leave the Off-
Line login screen fields blank and click OK.

6. When prompted "Apply Schema Changes? ...Would you like to apply the
schema changes now?" click Yes.

7. Proceed with the Remote Synch process.

On-Line Mode:

The second check-box in the Advanced Tab is On-Line Access. When the On-
Line Access box is checked, the user must have an Internet connection
established before logging in. On-Line access mode enables the user to
communicate with the National Database. In Version 5.4, On-Line access is the
default mode.

When the On-Line access box is selected, the user is communicating to the data
source with HTTPS (Hypertext Transfer Protocol Secure). The NFIRS 5.0
Version 5.4 communication protocol uses HTTPS over port 443, an industry
standard protocol.

The third check box in the Advanced Tab is Use Compression. Version 5.4 of
the Data Entry Tool allows the user to compress the data portion of the
communications. The default setting is checked. Over slow (i.e., dial-up) lines,
compression can improve the communication speed. Compression will require
extra processing on both ends to compress and uncompress the data. If the Use
Compression check box is checked, the Data Entry Tool sends its data
compressed. If the data sent to the NFIRS service is compressed, the data
returned is compressed as well.

Negotiate Firewall

The third check-box in the Advanced Tab is Use Proxy Server (diagram 4.3.0).
User sites that employ an HTTP firewall must specify the internal IP address of
that firewall and its internal HTTP port.

To locate the PC’s IP address and port, open the browser. Netscape users
should click on Edit from the Menu bar and select Preferences. Click on the plus
sign (+) next to Advanced to extend the tree, and click on Proxies. If Manual
Proxy Configuration is checked, click on View. Write down the HTTP internal IP
address and the port. Internet Explorer users should click on View from the
Menu bar and then Internet Options. Click on the Connections Tab and locate
the Proxy Server. Write down the HTTP internal IP address and the port.

When the user selects Use Proxy Server, the address of the Proxy IP Address
(or Host Name ) and Proxy Port Number must be specified. Enter the IP
address (Or Host Name) and Proxy Port Number port in the respective fields in
the NFIRS Configuration Tool and click the Save button to save the settings.

User sites that don’t employ an HTTP firewall must leave the HTTP Firewall
check-box blank.
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In most cases, if the user is a dial-up client through an Internet Service Provider
(ISP), the Use Proxy Server checkbox and fields will be left blank.

Diagram 4.3.0

Froxy IP Address (or Host Name) Froxy Port Humber

Use Prosxy Senrer |_ I

44  Proxy Authorization:

The fourth check-box on the Advanced Tab is for Use Proxy Authorization,
(diagram 4.4.0). Only if the Use Proxy Server checkbox is checked, the Use
Proxy Authorization field will be enabled. If the user must authenticate identity
when negotiating a firewall request, Use Proxy Authorization box must be
checked. The name for the firewall account must be entered in the Use Proxy
Authorization Name, the Use Proxy Authorization Password must be entered,
and an entry to Confirm Proxy Auth Password must be entered. Contact the
Firewall Administrator at the site for specific information.

Diagram 4.4.0

Prozoy Authorization Usar Mame Prozy Authorization P aszward Confirm Proxy Auth P asaward

Usze Proxy Authorization IF I

4.5 Cache Application Data:

The fifth check-box in the Advanced Tab is Cache Application Data (diagram
4.5.0), the function of which is unchanged from Version 5.4. When the Cache
Application Data box is checked, the NFIRS tools cache application data locally
rather than continually make requests across the network. Caching results in
reduced network traffic and increased performance of the NFIRS client suite. As
shown in Diagram 4.5.0, the Clear and Cache Now buttons are active when
Cache Application Data check box is checked. In order to make the buttons
active; the NFIRS Data Entry/Validation tool must be active. The Clear button
clears — deletes the cache (locally), and the Cache Now button caches
everything (locally).

Diagram 4.5.0

Cache Application [ata |7 Clear Cache Mo
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46  EventLogging Level

The different levels of logging are used to generate information that is used by
support personnel in the event of application concerns. The Event Logging
Level drop down box (diagram 4.6.0) allows the User to choose from four levels
of logging; Exception Only, Normal, Debug, and Debug-Low. The default is
Exception Only logging.

Some levels of logging, such as Debug-Low may generate large files (perhaps
up to several megabytes) whereas logging only Exceptions will generate small
log files. Log files are recycled; i.e., whenever the application is restarted, the old
log files are overwritten.

To change the selection, click on the drop down menu and highlight desired
logging level.

Diagram 4.6.0

Event Logging Level (Normal __']

Ll Debug
l Debug - Low

5. The Transactions Tab

At this time, the Transactions Tab functionality is not available.

6. Saving User Configurations

When the user has completed configuration choices, the user can save the modifications
and go on to another tab, :cancel without saving modifications, or click OK to save
settings and exit (diagram 6.0). If the user makes modifications to the Configuration Tool
but does not want to save the changes, click Cancel. A pop-up window will appear
prompting the user Exit NFIRS Configuration Tool? Yes, No, or Cancel (diagram 6.1). If
the user clicks on Yes, the Configuration Tool will exit without saving configuration
modifications. If the user clicks on No or Cancel, the user returns to the previous screen.
If the user wants to save configuration modifications, click on the Save button and go to
the next tab in the Configuration Tool, or OK to save and exit.

JANUARY 2006 18
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Diagram 6.0

Save | Ok | Cancel I

|Cnnﬂgurati0n Infarmation Saved Successtully

Diagram 6.1

E;*:; Decision E

Exit MFIRS Configuration Tool

O

“res No Cancel
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1. Introduction

The web-based Summary Output Reports Users' Guide describes the requirements and
procedures necessary to generate and save summary and statistical data using the NFIRS
5.0 web-based Summary Output Reports Tool. For readers viewing The Guide electronically,
terms that appear as hyperlinks can be accessed directly in the Glossary. When viewing the
Guide in print, underlined terms may be referenced in the Glossary.

The NFIRS 5.0 web based reports utilize Actuate information delivery technology to provide
registered users access to summary and statistical information from Fire Department and
incident data saved to the National Database. Report executables are predefined according
to NFIRS 5.0 report requirements established by the USFA and do not require the use of the
USFA NFIRS 5.0 client software. The user will need an Active status NFIRS 5.0 user account
with the specific reports permissions assigned to it. The data set available to the user is
based on group assignment. Users who do not have an Active status NFIRS account or who
do not have the reports permissions must contact their NFIRS 5.0 State Program Manager. A
list of State Program Managers and NFIC members is posted on the NFIC web site at:
http://www.nfic.org

Users may select a pre-defined report executable to generate summary and statistical
information based on their group level and below, or if they are assigned at a fire department
level, on the fire department and its incident data. Two types of reports are available:
management reports, which provide summary information as specified by the report query,
and reports with user-specified parameters. Some reports include statistical information
derived from incident information included in the report and user's state.

Actual incident data cannot be extracted from the reports.

The Actuate Reports web page content is managed by the use of frames. The frame set that
appears on the screen varies in each area of the tool. For example, when viewing a report,
the report itself will be contained in one frame, a string of navigational tools will appear in the
uppermost frame (the NavBar), and the Groups Tree will have its own frame. Each frame has
its own scroll bar to bring into view its components. The user can scroll to view complete
information specified and returned.

In the Reports site's sidebar are links to the NFIRS 5.0 Homepage,
http://www.nfirs.fema.gov, and a page where the Reports User Documentation can be
accessed. The sidebar link named: Enter Reports accesses the Reports login screen.

Many reports have the option of including invalid status incidents in the frequency counts.
Since invalid incidents may be missing required fields or other fields directly involved in the
report's query, the resulting counts and summaries should be considered an approximation.
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2. System Requirements to Access, Generate, and Save Web-based Reports
e Minimum Browser versions: Internet Explorer Version 5.5.

e Java Plug In - A Sun Java Plug-In may be required if the PC's JRE version is not 1.3
or better. If an adequate version is not detected, the user will be automatically be
prompted to download it at no cost, and will be re-directed to the site:
http://java.sun.com/getjava/installer.ntml Note: If the user opts not to download at the
time of the prompt, entry to the report executables area may be possible, but report
submission will not be successful. The user will not be prompted a second time, and
must go http://java.sun.com/getjava/installer.html and obtain the download.

e Use of Frames - most browsers now support the use of frames.

e Adobe Acrobat Reader to view and save the reports in PDF format. To obtains Adobe
Acrobat Reader for no cost at: http://www.adobe.com/products/acrobat/readstep.html

e Reports Permissions assigned to the user's NFIRS account (Report Submit, Report
Fetch, Report Templates, Report Generate). The NFIRS System Administrator's
Users Guide has complete details for State Program Managers and System
Administrators who maintain user account permissions.

3. Accessing the Summary Output Reports Tool

The Reports Tool can be accessed from any of the NFIRS 5.0 web pages by clicking on the
Homepage link in the sidebar section named: Summary Output Reports Tool. The user will
login to an https, secure environment, and the NFIRS 5.0 Web-based Reports Home page
will be displayed.

If the PC's system requirements do not meet those outlined on the Reports Home page or in
the System Requirements section of this document, the user may experience an error when
trying to select a report executable, or it will not be possible to submit and generate the
report.

To proceed to the Reports login, click on the link: Web-based Reports Login to access the
Reports Login page.

Login

When the Login page is displayed, enter the NFIRS 5.0 Username, state abbreviation, and
password and click on the Login button or hit the Enter key. Entering incorrect or invalid
account information causes the fields to clear after hitting the Enter key. If the account does
not have the necessary reports permissions, the login information will not be validated, the
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fields will clear, and the login will be unsuccessful. Contact your State Program Manager for
assistance.

If the user is prompted to download a Java plug-in Version 1.3.1 from the
http://java.sun.com/ web site, an adequate java version is not detected on the user's
machine. Access to the reports area is possible without the download, however, generating
reports will not be possible.

After Successful Login to the Reports

Upon successful login, the Reports main view will be displayed (Figure 3.A). A scroll bar on
the right and at the bottom of the main view frame enables the user to view and access the
complete list of available report executables.

The current sidebar links enable the user to access other pages:

e the NFIRS 5.0 Home page (http://www.nfirs.fema.gov )
e the Web-based Reports Login page
e the Web-based Reports Documentation page

If the user exits the Reports web page area by visiting the NFIRS 5.0 web site home page, a
timeout may occur and the user may have to login again to the Reports Web page.

Figure 3.A
43 USFA - NFIRS - NATIONAL FIRE INCIDENT REPORTING SYSTEM - Microsoft Internet Explorer
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4. Reports Main Page

Components on the main page provide basic functions and navigation via four tabs. Each
function is described separately. Scroll bar on the right and at the bottom allow the entire
area to be viewed. Note: high pixels settings will enable more screen area to be viewed.

Sidebar Links

The sidebar links enable the user to return to the NFIRS Homepage,
http://www.nfirs.fema.gov/ The Refresh Reporting sidebar link enables the user to
return to the main view area if the session has been idle without requiring the users to
login again. The Documentation link accesses the page which contains the web-
based Reports documentation for users.

The Logout button: To logout, click on the Logout Button (Figure 4.A) in the upper left
hand corner. A message will be displayed: Your Account has been logged off of Web-
Based Reports. Close the browser to exit the Internet Explorer session.

Figure 4.A

reporting

‘3_-__:;!_' Completed Reports § My Recent Reports F{eque&ts
reporting > Report Executables

The four tabs which serve as the main method of navigation (Figure 4.B): the

Documents Tab, the Completed Reports Tab, My Recent Reports Tab, and the
Requests Tab.

Figure 4.B

reporting

[ W[ y(y |60 | Completed Reports § My Recent Reports | Requests
Report Executahles

Each Tab shown in Figure 4.B contains hyperlinks and information on submitted
reports as follows:

e The Documents Tab contains the predefined report executables
e The Completed Reports Tab lists hyperlinks to completed reports
e My Recent Reports Tab lists reports completed within the day.
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e The Request Tab lists information on reports in progress.

At any time the user may click on one of the Tabs move to another area. Note: information
entered into the parameter fields of a report will be cleared if the user visits another tab.
Before visiting another tab, enter all report parameters and then submit the report.

4.1 Documents Tab

The available report executables are listed on the Documents Tab. A brief description of the
report query accompanies the executable name. Complete report descriptions and
information on the SQL query can be obtained on the Reports Documentation page. To
select a report to generate, click on the desired report executable. The report interface where
the user specifies initial criteria such as date range, FDID, data version to be included etc.,
will be displayed. Refer to Figure 3.A for a view of the Documents Tab and the report
executables.

4.2 Completed Reports Tab

The Completed Reports tab (Figure 4.2.A) allows users to access and view completed
reports by all users within their group and below.

Figure 4.2.A
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E-mail them to:

FEMA- Incidentlisting-MARIAMNMET-Tue Apr 13 10:43:02 EDT 2004

Tuesday, April 12, 2004 104425 AM
nfirshelp@dhs.qov (detailidelete™)
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When the user clicks on the Completed Reports tab, the new frame will be displayed. Under
the heading "Documents You Can View," there will be a list of all completed reports
generated in the last ten days up until the previous day. The hyperlink format includes the
report executable name, the username of the NFIRS user who submitted the report, and the
day and time the report was completed.

More detail on the report submission is available by clicking on the Detail / Delete link to the
right. Note: a scroll bar allows the user to access the detail/delete link if it is not in view.

Reports stored in the Completed Reports Tab are deleted automatically after 10 days from
the time they were generated.

To view completed reports run only by the current user, click on the “My Recent Reports
Tab.”

4.3 My Recent Reports Tab

Selecting the My Recent Reports tab (Figure 4.3.A) allows users to access and view only
those reports which they submitted for generation.

Figure 4.3.A

Z} USFA -- NFIRS -- NATIONAL FIRE INCIDENT REPORTING S5YSTEM - Microsoft Internet Explorer
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Tally-MARIANMNET-WYed Apr 14 12:55:558 EDT 2004 iiednesday, April 14, 2004 12:59:45 PM ¥3SUcCes
Tally-MARIANMET-VYed Apr 14 12:57:26 EDT 2004 ‘Nfe dnesday, April 14, 2004 12:58:46 PM ¥Succes

Drocument ation
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on Mew NFIRS?
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FEMA-
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When the user clicks on My Recent Reports tab, a new frame will be displayed. Under the
heading "Personal Channel," there will be a list of all completed reports generated in the last
ten days up until the previous day. The hyperlink format includes the report executable name,
the Username, and the day and time the report was completed. Only those reports
generated by the user will be listed on this tab. A green icon labeled "Success" designates if
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the report generated was successful. A red icon labeled "Failed” will designate if the report
failed.

To the far right of the Success or Failed icon is a link named: Detail / Delete Note: if this link
is not in view, a scroll bar allows the user to access the detail/delete link. To obtain more
information on the report submission and its generation, click the link. If a report fails, the
information can be copied and pasted into and email with the report parameters and sent to
NFIRS Support for troubleshooting.

Reports stored in the My Recent Reports Tab are deleted automatically after 1 day from the
time they were generated.

4.4 Requests Tab

Reports that have been submitted but have not finished are listed on the My Requests tab
(Figure 4.4.A)under the heading " Active Requests.” When no reports are in process, the
message is displayed: There are currently no active requests on server: reporting.

Figure 4.4.A

. There are currentlg,r no active requests on sener: reparting.

5. Report Executables

The user may generate reports on groups and FDIDS at their login level and below by
clicking on the desired report executable, which are predefined sets of parameters used as
guery conditions. The list of report executables becomes available after login to the Reports
area, or left click once on the Documents Tab (not the Documentation link in the sidebar). A
brief description of the reports' query conditions accompanies the report executable, on the
Documents tab to the right.

Complete descriptions of each available report can be accessed on the web-based Reports
Documentation page, available from the sidebar of the Reports Home page. The Report
Descriptions document lists all the report descriptions for available reports. Individual Report
Descriptions are listed separately as hyperlinks on the Documentation page, where the user
can view or download a detailed description including specific query information for a single
report.
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Report executables that have been previously selected will be displayed as a "visited" link,
showing a lighter color blue hyperlink. This has no effect on report generation. They are listed
on the Documents Tab in alphabetical order by executable name.

When a report executable is clicked, the report interface will load in to the main view frame.
This can take a moment, and the time to load is dependent upon Internet or network traffic.
During this time, the NFIRS top banner and sidebar frames will be displayed. When the
loading is complete, the report executable name, the fields where the user will enter
additional parameters, as well as a section for NFIRS Group Selection will be displayed.

A combination of text fields, drop down boxes and check boxes provide the user the means
to enter specify report parameters.

5.1 Initial Report Filters

Incidents that meet the initial query conditions will be further filtered by the parameters
specified by the user, such as Date Range, Data Version, Incident Validation Status, and
Released or Unreleased Status. For every incident that meets the initial report parameter
and that also meets the user's selected parameters, 1 will be added to the Frequency Count.

A summary of Losses and Casualties from these incidents are included in specific reports.
Exposures' losses and casualties are included in the sum of the base incidents' casualties
and losses. Mutual Aid Given incidents (incidents coded Aid Given 3 or 4), are not included in
summary report frequency totals, but have a separate frequency total on most reports.

Some reports include a Sort drop down box which allows the user to specify whether the
FDIDs are listed by FDID number, numerically, or By FDID Name, alphabetically.

5.2 Group Selection

When a report is selected and its interface is displayed in the frame, a groups tree will be
displayed in a lower frame labeled NFIRS Groups Selection. The NFIRS Group Selection is
hierarchical in format and will contain the groups available to the user based on NFIRS User
Group assignment. The Groups Selection frame has a scroll bar on the right to enable view
and selection of the complete tree.

Icons represent the group's collapsed or extended status and if it has been selected for
inclusion in the report. Figure 5.1.A below represents a collapsed hierarchy. The user can
place the cursor on this icon and left click once to extend the groups view. Figure 5.1.B
represents an extended hierarchy of groups. To collapse the groups list, click once on the
extended icon.

Figure 5.2 A, B, and C
A @ B) @ ) ¥

10
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Figure 5.1.C is the check box which indicates if the group is to be included in the report.

e State level users may place a check in the State level box to include all groups
below.

e County or Region level users may place a check in the County or Region level box
to include all groups below.

e Users at the state, region or county level may fully extend the hierarchy and
uncheck groups to have them excluded from the report.

e Users at a department level can select only their Fire Department (Figure 5.2.D).

Figure 5.2.D

[NFIRS Group Selection |
% [ NFIRS - NFDC
@ [] Missouri
@ [ Adair County
[¢] Kirksville Fire Department (D0101)

s

If a report is submitted and no group has been specified, a message window will be
displayed: "You must select something from the Group Tree."

It is possible the descriptions accompanying the FDIDS differ in the Groups view and
completed reports than the Group structure in the Data Entry Tool. The description may be
updated by importing an FDID information file with the current description, or by using the
Data Entry Tool in the on-line mode: from the Fire Dept menu, select Open and enter the
current Description and click OK.

5.3 Ad Hoc Filters

Most available reports provide the user the capability to add filters on selected codes fields,
and specify a range for those codes or values. Information about the individual report's SQL
and how its frequencies and summaries are calculated are included in each report's
description section which can be viewed or downloaded from the Reports Documentation

page.

The Ad Hoc filter interface will not be displayed until the Create Report Filters check box is
selected. When the box is checked, a new frame will load which displays the ad hoc filter

11
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options: Filter Iltems, Groups, Report Filters (Figure 5.3.A). The loading of the frame may be
affected by the amount of network or Internet traffic.

Fields available for selection are listed by module in which they are located and coded fields
are accompanied by the numeric code.

The initial report filters are the Incident Date Range, Version, Incident Status,
Release/Unreleased establish the report filters. The Ad hoc filters enable the user to narrow
the query to find frequencies of specific codes reported in the incident data set.

Figure 5.3.A

Date From: I j To: I jj

Status: Version: Released: Sort:
[valid =[50 =| |u =]  |FOD =l

Adhoc Filters

[v Hide Report Filters

Filter Ttems: Groups: IAND vl Report Filters:
Filter:l Section A; Incident Number Mo lterns Applied # Mo Groups Applied
From: | P

To: | h

When an Ad hoc filter is used, an "and" or an "or" statement can be created and added to
the existing SQL for the report, which has the effect of narrowing the returned frequency
count.

For example, a report that has the following filters will return the frequency of only those
incidents in the fire series reported to have a total dollar loss of over 500,000 and a reported
heat source of candle.

Incident Type code From 100 To 173 (all fire Incident Types)

Total Dollar Losses From 500,000 to 9,999,999

Heat Source code: 66 (Candle)

When a report is returned with the incident frequency zero, the query found no incident which
contains all codes or values specified.

If the Hide Report Filters check box is selected, the Ad Hoc report filter options will close
and items entered will not be saved. .
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6. Generating a Report

Users must have the four reports permissions assigned to their NFIRS 5.0 account and
their PC must meet the system requirements (listed on the Reports Web site, and listed in
this Section 2 of this document). Contact your State NFIRS Program Manager for account
information.

After the report query is successfully submitted, the user may close the browser and
return at another time to view and download the report. It is not necessary to download
every report. The user may select only those reports they wish to save for future
reference and printing. Reports can be saved in entirety or by a selected single page.

Finished reports stored under the My Recent Requests tab are deleted from the Reports
Server twenty four hours after completion. Finished reports stored under the Completed
Reports tab are deleted from the Reports Server ten days after completion.

When the report executable has been selected and fully loaded in the browser, the
report's name and selectable parameters will be displayed. The user will define the
report's parameters through the use of formatted text fields, check boxes, and drop down
boxes. Report filters will vary depending to the report. Most reports offer for parameters:
Date Range, Incident Status, Data Version, Released or Unreleased Status, and the
group level. The user may specify groups at or below their level. Scroll bars enable the
user to view the entire interface. When a user fails to enter criteria necessary to build the
report criteria, an error message will prompt the user to enter the missing information.

If a report query has ad hoc capability, the report interface will include a Create Report
Filters check box which the user will select to enable the selection of ad hoc filters. A
separate interface will be loaded in to view when the user specifies to Create Report
Filters.
Each time the user adds criteria, the frame will reload to include the specified criteria.
The criteria specified will be listed on the heading page of the completed report.

6.1 Steps to Generate an NFIRS Report
1. After successful login to the Reports area, locate the list of report executables on the

Documents tab (default view after successful login).

2. Click on the link to the desired report executable, for example, the Incident Listing. Its
interface will be displayed (Figure 6.1.A)
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Figure 6.1.A

2 USFA - NFIRS -- NATIONAL FIRE INCIDENT REPORTING SYSTEM - Microsoft Internet Explorer

FEile  Edt ¥iew Favoites Toals Help

NFIRS 5.0

[»

NFIRS reporting Tue Apr 20 10:59:05 EDT 2004

Documents | Completed Reports § My Recent Reports | Requests

" NFIRS Incident Listing

} Documentation
Date From: I i To: I it

EE ey ey
firshelp@dhs.q; :
— — Status: Yersion: Released: Sort:

“alid 'I 5.0 'I IU > FOID b
Adhoc Filters

[T Create Report Filters

NFIRS Home Page
¥ Refresh Reporting

NFIRS Group Selection |
@[] NFIRS - NFDC
© [ Training Area

3. Enter the desired parameters:
e For the Date From and Date To fields, type in: mm/dd/yyyy including the slash

mark.
e Under the Status drop down box, select the Status of incidents to include in the

report: Valid (V), Invalid (1), All.
e Under the Version drop down box: select the Data Version: 5.0 or 4.1, or Both.
e Under the Released drop down box: select the Incident Status: Released or
Unreleased, or both.

4. Inthe Select Coded Field area (Figure 6.1.B), the user can specify an Nfirs Module
and Field on which the frequency count will be calculated. The default is the Basic
Module's Incident Type. The available options are viewable in the drop down boxes for

these fields (Figure 6.1.B and 6.1.C).

Figure 6.1.B

Select Coded Field

Niirs Modu.le:l Basic Module Field: |Inu:identType -

Adhoc Filters (i guners

[T Create Repo Structure Fire Module

—|Civilign Fire Caszualty Module

NFIRS Group SeledFire Service Casualty Module
EME Module

T LIRS Hazhat Module

® [ Training |\ildland Maodule

Apparatus Module

Arson Module
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Figure 6.1.C

Select Coded Field
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NFIRS Group Selection | Detector Operation
@ [ NFIRS - NFDC Detector Power Supplhy
Detector Presence
@[] Training Area Detector Type
Fire Spread
ltern Cantributing host To Flame Spread e
Structure Type Al

5. To add ad hoc filters to narrow the query, in the Ad Hoc section, check the Create
Report Filters check box. Note: After checking the box, the frame will reload. This
may take a few seconds.

6. The new Interface displayed will contain the fields and drop boxes to be used when
defining the ad hoc filters.

7. In the Ad hoc Filters section, leave the Hide Report Filters checkbox checked (this
box by default keeps the report filter interface in view. Do not uncheck the box when
creating filters or the filters and criteria will be cleared.

8. Under the Filter Items heading, the Filter drop down box contains the available
selections that may be used to narrow the query. Select the module and its field which
contains the desired field to be used as a filter. The main interface may reload while
the filters are updated.

9. Inthe From and To fields, define the filter. For example, to set up the filter to query
for the number of incidents that have a reported Total Loss over $500,000. enter:
From: 500000 To: 999999999 (Figure 6.1.D).
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Figure 6.1.D
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10.Click on the blue arrow pointing right next to the Groups area. The main interface
may go blank momentarily while the filters are updated.

11.Repeat the steps 8 and 9 to select an additional filter if desired, for example, Basic
Module: Property Use, From: 581 To: 581, Department or discount store. The filters
would then appear similar to Figure 6.1.E:

Figure 6.1.E

NFIRS reporting Tue Apr 20 15:10:34 EDT 20

Documents | Completed Reports § My Re

HFIRS Incident Listing

Date From: [4012004 | To: [pazznenna
Status:  Version: Released: Sort:

[valid =[50 =] |anz]  [FDID H

Adhoc Filters
¥ Hide Report Filters

Filter Items: Groups: IAND 'I Report Filters:

Filter:| Basic: Froperty Use - # q Mo Groups Applied
I pery J Property Use from: 531 to: 581

From: |581 - Department or discount stare j _— —

To: 581 - Department or discount store h h
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12.1n the Groups Drop down box, select AND or OR to determine the use of the filters.

For example: A group filter of Total Dollar Losses From 500000 To 9999999 AND
Property Use From 581 To 581 will include incidents with both the Property Use 581 and
a Total dollar loss amount in that range. The group filter with an OR used will include all
incidents with Property Use 581 and all incidents with total dollar loss in that range, but
not in the same incident. The AND statement will broaden the criteria of the report, the
OR statement narrows the criteria.

13.Click on the blue arrow to the right to move the group to the Report Filters box.
Repeat steps 8 - 12 to create additional filter groups, moving each one to the Report
Filters when complete. Up to five groups may be created. Note: The completed report
will include the specified filters on the cover page.

Important: The filters must be moved to the Report Filters, at the far right of the
interface to be applied to the report.

14.1n the NFIRS Group Selection area, the groups tree or structure will be displayed
(Figure 6.1.F). Select a Group by checking the box next to it. Note: Only those groups
available to the user login will be selectable. If the icon at the left of the checkbox is
horizontal, click on it to expand and display groups below it.

Figure 6.1.F

[NFIRS Group Selection
¢ [] NFIRS - NFDC -
@ [_] Training Area

% [ Alabama Training
@ [ Jefferson Co.
El%les’ta\ﬂa Hills Fire Dept. (00109)
&[] PIKE CO

1]

15.When all parameters and filters have been specified, click on the Submit button
located at the top in the blue sidebar, or at the bottom of the blue sidebar.
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16. A message will be displayed (Figure 6.1.G): "The request was successfully submitted
to run.Report: FireDeptinfo on Server: reporting.”

Figure 6.1.G

reporting

m Completed Reports § My Recent Reports H_qu_ir}stﬁ
reporting > Report Executables > FireDeptinfo.rox : Confirmation

The request was successfully submitted to run.
Repart: FireDeptinfo on Server: reparting.

When the report generation is complete, the finished report appears as a hyperlink on the
Completed Reports tab or My Recent Requests tab. The user may click on the link to view
the report in the browser, exit the browser and return later to the Reports web site to retrieve
the report, or submit another report.

To submit another report, click on the Report executables hyperlink or click on the
Documents tab (Figure 6.1.G). The list of report executables will be displayed.

The user can wait till the report appears on the My Recent Requests tab as a hyperlink to
view it, or exit the browser and return later to the Reports web site to retrieve the report, or
submit another report. To submit another report, click on the Report executables hyperlink or
click on the Documents tab (Figure 6.1.H). The list of report executables will be displayed.

Figure 6.1.H

repotting

m [Completed Reports | My Recent Reports | Requests
reporting = Report Executables > FireDeptinfo.rox : Confirmation

The request was successfully submitted to run.
Repart: FireDeptinfo on Server: reporting.
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6.2 Quick Steps to Generate an NFIRS Report: - No Ad Hoc Filters

=

Select the desired report by clicking on its executable.

2. Enter the date range for which the report will include information. Include the forward-
slash mark: Example: 01/12/2001.

3. From the drop down boxes select the incident status, data version, and release status

of incidents to include. Some reports offer a sort specification, by FDID Number or by

FDID Name (alphabetical by Description).

Select the desired group on which the report will be generated.

Click the Submit Request button in the blue sidebar.

To return to the report executables to generate another report, click on the hyperlink

"Report Executables” in the Navigation bar, or by clicking the “Documents” tab. Do not

use Back button.

ook

7. Retrieving the Completed Report

Reports that have completely finished will appear as a hyperlink the My Recent Reports tab
the day of its generation. Following the day the report was generated, it will be located on the
Completed Reports Tab. The user will click on the hyperlink to view the report in the browser,
and if desired, download and save the report to the hard drive.

The default report naming schema is:

ReportExecutableName-Username -DayDateTime (of report generation )
Example: IncidentListing-MARIANNE1-Tue Apr 13 10:39:08 EDT 2004

If a report encounters an error, the hyperlink will not be created. To the right of the report
name will the status "Failed " will be displayed. Generate the report again, noting the
parameters used. If failure occurs again, contact support personnel and provide the report
parameters.

To retrieve a report: left click on the hyperlink for the desired completed report. The
completed report interface will load into the browser frame.
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8. Viewing the Completed Report

When a report is in view, a scroll bar on the right and bottom of the frame enable the user

to view all sections of the report. The navigation string (NavBar) in the frame above the

report is an efficient way to move from page to page of the report. The NavBar options

are:

First - brings the first page in view

Previous - brings the previous page in view

Next - advances the view to the next page of the report

Last - brings the last page of the report in view (usually the summary page).

GoTo - to advance to a specific page, enter the number in the Page field and

click GoTo.

e Page - The page number window specifies which page is in view out of the
total number of pages in the report.

e Percent (%) field - to change the view size of the report.

The Search capability allows the user to construct a search window using text fields
within the report, such as FDID, Name, Incident Type. Not all reports will contain
searchable fields, for example the Incidents By Time Series and Data Quality reports.

The PDF /Printing capability opens a new frame (web page) where the download, save
and print options are located.

Steps to View a Completed Report: Retrieve the report and when it has fully loaded
in the frame, select the desired percentage (suggestion: 75%). Navigate to the desired
pages by using the NavBar page advance functions.

To return to the Report Executables, Completed Report tab, or other tabs, click on the
Back button. The Reports main view frame will be displayed.

9. Downloading and Printing a Report

A completed report can be downloaded to the user's hard drive and saved in PDF format.
The user has the option of downloading and saving the entire report, the current page, or
may specify a page number or page range separated by commas. This is helpful where
some the reports may have a high page content and therefore a high KB size.

Once the report is saved to the hard drive (or disk), the report may be opened using the

Adobe Reader program and printed from the Adobe program'’s Print command. Before
printing, it is recommended to verify the page count of the report.
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In order to download or print a report, the report must be completed status, and open or in
view. The following steps are used to download, save, and print a report.

9.1 Steps To Download a Report:

1.
2.

From the Completed Reports Tab or Recent Report Tab, select and open the report.
In the far right of the report's NavBar, click “PDF/Printing.” (Figure 9.1)

Figure 9.1

Address I@ hitp: A reporting nfirs. fema. gow/nfirsweb/reporting. htm j o Go |

NFIRS 5.0
b MNFIRS Home Page

8.
9. To close the Save PDF window, click on the X in the upper right hand corner. The

A new browser window titled "reports - Save or View Report as PDF" will be displayed.
Specify the page range to save by selecting “All,” “Current Page,” or by entering page
numbers, or a ranges of pages separated by commas (ex: 1, 3, 5-12)

Click the button “Save .PDF"

A “File Download” box will be displayed. Select Save (click on the Save button).

A directory window will be displayed. Specify the directory to which the report file will
be saved.

Name the report or accept the default name, and click “OK.”

user is returned to the report in view.

10.Using Windows Explorer, or the Adobe program, locate the report where it was saved

and open the file.

9.2 Steps to Print a Report

1.

Locate the desired report which has been previously saved to the hard drive and is in
PDF format (complete steps 1 - 10 above).

Double click on the PDF file to open the report (or open the Adobe acrobat Reader
program and from under the File menu, select Open. Select the file).

The report will be displayed in PDF format.

From Under the File menu, select Print.
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5. Verify the number of pages that will be printed, as some reports may contain a high
number of pages.

10. Deleting a Completed Report

If the user does not manually delete a report, the system will automatically delete report links
from the My Recent Report links twenty four hours after generation, and will delete reports
listed in the Completed Reports Tab ten days after generation.

To delete reports manually., click on the detail/delete hyperlink listed to the right of the main
report hyperlink. A new frame containing the general details of the report will be displayed.
Click the Delete button in the blue sidebar to delete the report. The status window will display
the message:

The following command completed successfully:
Drop

The report will be deleted from the reports server.

Report deletions are not reversible.
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Glossary

Report Executables: predefined sets of parameters that are used as query conditions in
reports. Examples: From Date, Version, Status

Frames: Frames refers to a Web page layout feature that enables the browser display area
to be divided into two or more sections. Each section is called a frame and each frame
displays its own individual contents. Frames are supported by most Web browsers.

.PDF: _ “Portable Document Format” These documents are "portable" because they are
cross-platform and can be read regardless of what software was used to create the original
files or what other software is loaded on the user’s computer besides the Adobe Acrobat
Reader.

System Requirements to Access, Generate, and Save Web-based Reports

e Minimum Browser versions: Internet Explorer Version 5.5.

e Java Plug In - A Sun Java Plug-In may be required if the PC's JRE version is not 1.3
or better. If an adequate version is not detected, the user will be automatically be
prompted to download it at no cost, and will be re-directed to the appropriate site:
http://java.sun.com/getjava/installer.html

e Use of Frames - most browsers now support the use of frames.

e Adobe Acrobat Reader to view and save the reports in PDF format. To obtains Adobe
Acrobat Reader for no cost at: http://www.adobe.com/products/acrobat/readstep.html

e Reports Permissions assigned to the user's NFIRS account (Report Submit, Report
Fetch, Report Templates, Report Generate). The NFIRS System Administrator's
Users Guide has complete details for State Program Managers and System
Administrators who maintain user account permissions.
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Troubleshooting

Question: If the user clicks on the browser’s Back button to exit the Reports web page area,
a "page has expired" error will occur. Answer: The user can click on the browser's Forward
button to return to the Reporting area. Click on the tabs, NavBar hyperlinks, and Logout
button to navigate to the desired area.

Question: After submitting a report, it does not appear in the list on the Completed Reports
tab. Answer: The report may not be complete yet. Check the Requests tab. If a report fails, it
will not be a hyperlink, but will be text in the list of completed reports.

Question: On the Recent Reports Tab, the links to reports listed yesterday are now gone.
How often are they deleted? Answer: Recently generated reports are deleted automatically
every twenty four hours from the My Recent Reports Tab. Report links listed on the
Completed Reports Tab are deleted automatically every ten days from the Completed
Reports Tab.

Question: Can a report be generated to list the number of incidents ( for example) in 2002
with residential property uses, a high dollar loss, the Cause Of Ignition was intentional, where
the Detector did not alert occupants? Answer: Yes, using the Ad Hoc filters the specific
gueries may be built upon that of the report executable.

Question: The report | generated has "no data returned" for it. Answer: No incidents
matched the overall criteria and filters of the report. Verify the query was constructed to
include rather than filter out incidents.

Question: The department for the report has X amount of incidents, but the returned report
shows less than that. Answer: If invalid incidents are included in the report, it is possible that
incidents are missing the field included in the query.

Question: When | try to use the Search capability, | cannot select the field to add to the
search. Answer: Not all reports have report fields that can be selected to add to the search
capability, such as Data Quality, Incident by Time Series .

Question: In the Groups tree, there is an FDID with a name that differs from the actual Fire
Department. The FDID name displayed is an old name. Answer: It is possible the
descriptions accompanying the FDIDS differ in the Groups view and completed reports than
the Group structure in the Data Entry Tool. The description may be updated by importing an
FDID information file with the current description, or by using the Data Entry Tool in the On-
line mode: from the Fire Dept menu, select Open and enter the current Description. Click OK.
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MODULE 3
NFIRS QUALITY ASSURANCE

Prerequisites

Students are required to meet the following prerequisites
before participating in this module:

e Familiarity with the rational and coding structure
of the NFIRS System

e Basic understanding of Excel ® navigation and data
entry techniques

e Registered User of the NFIRS Federal Server

Terminal Objectives
The students will be able to:

e |dentify the components of a comprehensive data
quality assurance program.
e Understand the rationale for complete reporting.

Enabling Objectives
The students will:

e Differentiate between the typical and special-case or
consequential incidents.

= Define typical and special-case or consequential
incidents.
= Identify required and essential data elements.

e Utilize standard output reports and other tools to
identify data quality issues.

e Compare and contrast a report that passes the edit
checks (required data) and one that accurately
describes the incident (essential data).




References

Module 3 — Quality Assurance I

NFIRS PROGRAM MANAGEMENT I

Student Manual

Your Student Manual (SM) includes a narrative text for
you to highlight key points for some of the content and also
can be used to make notes. During several of the units, you
will be using your SM as a guide (or map) to the source
documents. The SM will be your primary reference
material once you return to your department. Page
references to the source documents you will be using
throughout the course are included in the SM.

NFIRS Complete Reference Guide
The NFIRS Complete Reference Guide is a line-by-line

guide to the completion of the incident report modules.
The handbook includes all of the code conventions.

NFIRS Data Entry Tool Guide

The NFIRS Data Entry Tool Guide is a guide for the entry,
maintenance, and validation of incidents, as well as a
detailed explanation and steps on how to use each tool.
NFIRS System Administration Tool Guide

The NFIRS System Administration Tool Guide is a guide
for system administrators setting up and maintenance of
group and users.

NFIRS Configuration Tool Guide

The NFIRS Configuration Tool Guide is a guide for the
setup of user options and local database access.

NFIRS Web-Based Reporting Tool Guide
The NFIRS Web-Based Reporting Tool Guide includes

step-by-step instructions to generate, retrieve, and print
reports from the Web-Based Reporting Tool.
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Excel® Orientation for Pivot Table Users (Appendix B)

A step-by-step tutorial on the basic features of Excel that is
required for the operation and configuration of pivot tables.
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DATA QUALITY CONTROL
The Importance of Data Quality Control

Fire is a perpetrator; it can rob you of your possessions, loved
ones, health, and financial status. If you experienced an assault
and battery in your home how would you feel if the police
detective failed to perform a complete investigation? The
incomplete report would fail to capture the perpetrator and prevent
future crimes. Accurate and complete reporting is critical for the
protection of life and property.

The first step in the quality control process is the capturing
accurate data at the scene of the incident. The common phrase
“garbage in garbage out” applies to the data if proper steps are not
followed to ensure that what is collected accurately reflects what
happened at the incident.

NFIRS Data Quality Control is a system for ensuring the
application of proper standards for accurate and reliable data.

During the recording of an incident, the report is dynamic not
static. The details could change as more information becomes
available, due to further investigations by your fire department or
other agencies, or due to a change as a direct result of the initial
incident. This gathering of information could take weeks or
months. Submit a change to the incident report whenever the
conditions of the incident changes. Regardless of whether the
gathering of incident data has completed or the incident is still
under investigation, the record in the database should accurately
reflect the status of the incident.

It is important to remember:

. The incident report is a legal record.

o The incident report must accurately reflect the event.

. The incident report is complete; all required fields are
completed.

. The incident report is a dynamic document.

. The incident data is used at local, state, and national levels.
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Who Does Data Quality Control

Tools

Data quality control is not a one person job. All levels responsible
for the processing of the incident have a role. Data quality control
is performed at different levels:

. The member making the report must collect needed and
accurate data.

. The officer in charge of the incident must check the
incident for accuracy and completeness.

. The local quality control person must ensure that all local
system edits and requirements have been met.

. The State NFIRS Program Manager must make certain
that all state edits and requirements have been met.

. The USFA must ensure that all incidents added to the
national database adhered to the national requirements.
to Support Data Quality Control

There are several tools available to ensure the application of proper
standards for accurate and reliable data.

. Field Incident Report - used to collect needed data at the
scene

o NFIRS software - available from third party NFIRS
software vendors or the United State Fire Administration
(USFA); the USFA software, the NFIRS Federal Client
Tool, is available from State NFIRS Program Managers

> List of active vendors with NFIRS software is
available from USFA’s website
www.nfirs.fema.gov/activevendors.htm .

> All NFIRS software must comply with the current
NFIRS 5.0 Reporting Standard. The NFIRS Design
Documentation contains the rules in which the
standard is built. It can be downloaded from
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USFA’s website www.nfirs.fema.gov . Section 3 —
Technical Documents contains the following
sections that support NFIRS Data Quality Control:

" Edit Requirements
" Relational Edits
" Incident Module Rules
. Incident Flat File Transfer Format
" Data Dictionary
. Incident reports should not contain errors. NFIRS errors

are grouped into two categories:

. Critical Error — data that is required and must be provided
on the report to allow the report to be complete. A report
with a critical error is marked as an invalid incident. An
invalid incident cannot be used in National statistics.
Mandatory data fields are identified on the NFIRS forms
with a special symbol (3%). Normally, NFIRS software
color code required data fields: i.e., NFIRS Federal Client
Tool’s background color is yellow for required data fields.

. Warning Error — data that is either missing or incorrect on
the report; a warning error will not prevent the report from
being marked as complete.

. Reports/Queries — one of the best ways to identify data
quality control problems is using NFIRS reports and
queries. Report writing and query building are standard
features in most NFIRS software packages. They are
helpful to draw your attention to questionable numbers
such as average response time, dollar loss, injuries and
fatalities, etc.

> NFIRS Web-based reporting has been developed for
users to access NFIRS data for a designated group
(fire department, county, region, or state). Standard
reports can be created and queries can be built to
view the data.
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Differentiating Between the Typical and Special-case or
Consequential Incidents

NFIRS PROGRAM MANAGEMENT I

Accurate and complete reporting is critical for the protection of life
and property especially in cases where fires involve casualties and
high dollar losses which can be considered special case or
consequential incidents.

Typical Incidents

Typical Incidents are those where there is minimum dollar loss and
no injuries or fatalities.

Special Case Incidents

Special-case incidents are incidents that have a high risk for loss of
life, property and the environment or adverse consequences to the
community.

. For example: incidents involving nursing homes, schools,
churches or other critical infrastructure components such as
power plants, dams, etc. Specific cases are to be determined
by the community.

Conseqguential Incidents

For example: high dollar loss fires, casualties (civilian or
firefighter), or significant environmental effects. Specific cases are
be defined by the community.

Identify Required and Essential Data Elements

Instructors will illustrate and discuss the difference between
passing the edit checks (required data) and accurately describing
the incident (essential data).
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Introduction to Excel ®

Using the guide in Appendix B, the instructor will lead you
through an overview of the features of MS Excel® as they relate to
data quality and analysis. This introduction is intended to establish
a baseline level of skill so all participants will be able to perform
the tasks in the course.

(See Appendix B — Excel® Orientation For Pivot Table Users)
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Activity 3.1

Open-Tank Explosion

Purpose

To analyze an incident in terms of what information should be reported in the incident report and

the NFIRS-1 Basic module.

Directions

1. Your instructor will hand out a description of an incident (from an article on the internet),
as well as the corresponding incident report and a printout of the completed NFIRS-1

Basic module for the incident.

2. You will be given time to read each document, after which you will participate in a group
discussion about what information should be reported.
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Activity 3.2

Special Case and Consequential Incidents

Purpose

Students will be able to define typical and special-case or consequential incidents.

Directions
1. Students will be given a list of incidents.
2. You will identify which of the incidents are consequential. For example:
. High dollar loss fires
. Civilian casualties
. Firefighter casualties
. Incidents having significant environmental effects
3. Student responses may be based on community definition. Students should agree on a

definition for the purpose of this course.
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Activity 3.3

Required and Essential Data Elements

Purpose

To illustrate the difference between required, optional, and essential data in painting a complete
picture of an incident.

Directions

4.

The class will be randomly divided into two groups: Mandatory Field Collector Only,
and Mandatory + Essential Data Fields.

Both groups will concurrently view a 20 minute Columbus Fire Department video that
documents a fully involved residential structure fire.

The mandatory field group will use the NFIRS paper forms to record only the
mandatory data required to pass the edits (use 1 digit codes instead of the three digit
codes, unknowns, etc), based on their observations of the fire video. The mandatory
plus essential group will document the video using the NFIRS paper forms and include
all relevant information, including the mandatory data.

Two students from each group will be selected to participate on a panel to discuss what
was recorded and which of the options provided the best picture of the fire scenario.
The students will also discuss the implications of not reporting essential data for any
consequential incident.

Following the panel discussion, the remaining 10 minutes of the video will be played
for the class.

Discussion

1.

How many fields of mandatory data were required to be completed and how long did it
take to record this information?

How many fields of mandatory and consequential data were required and how long did
it take to record this information?

Which of these two methods provided the most accurate and complete description of
the incident?
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4. Why might this additional information be useful to the local department and at the state
and national level?

Accountability to customers

Improved efficiency and effectiveness

Evaluation of existing strategies and tactics (SOP’s)
Fire prevention strategies

Targeted loss opportunities

National view of fire problem

5. If this was your home and instead of a fire, the home had been burglarized with
significant damage to the residence, would you be content if the police report just
included the mandatory minimum amount of data? Would your attitude change if the
burglary also included injuries (assault and battery)?
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COMUPTER LAB ACTIVITY
Activity 3.4
Introduction to Excel’
Purpose:

To give students an overview of Microsoft Excel®, including menus, navigation, formulas, auto-
filters, charting and graphing (including a charting and graphing exercise).

Directions:

1. This activity will take place in the computer lab.

2. You will be directed to an Excel® workbook.

3. You will be asked to identify special-case and consequential incident types and validate

the completeness of the incident record (from the standpoint of essential data elements).
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APPENDIX A

SAMPLE QUALITY
ASSURANCE/QUALITY CONTROL
POLICIES
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TUKWILA FIRE DEPARTMENT
POLICY & PROCEDURE

Subject: INCIDENT REPORTS (NFIRS & MIRF) Index: Administration
Number: 01.02.05

Reference:

Aether’s Help File

NFIRS Manuals (Quick Reference, Handbook, Coding Q&A)
WA State Fire Fatality Report Form

TFD Policy & Procedures:
01.06.05 Patient Confidentiality

_ Effective Date: 12/03/04 | Supersedes: 08/18/97 | Pages 7 Fire Chief:
Date Originated: 1990
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1.0 PURPOSE

1.1.

1.2.
1.3.

1.4.

To ensure that all calls dispatched are properly documented by completion of a
Medical Incident Report Form (MIRF) or a National Fire Incident Report System
(NFIRS).

To ensure that incident reports are completed accurately and timely.
To define who is responsible for completion, review and editing of reports.

To ensure that required information is sent to the State of Washington in a
timely manner.

2.0 DEFINITIONS

2.1.

2.2.

2.3.

2.4.

2.5.

2.6.

2.7.

2.8.

2.9.

2.10.

Station — defined as the primary response zone of the incident. If the incident
is outside the city then the primary station responding to the incident shall be
selected.

Aid Given/Received — Aid can only come from or be given to another Fire
Department.

Automatic Aid Given -When Tukwila Fire is dispatched with another agency;
for example, you are dispatched on a first alarm assignment outside the city
with another agency.

Mutual Aid Given — When Tukwila Fire is requested by another agency,
for example, a strike team or a task force or a special call for aid.

Automatic Aid Received — When an outside agency is dispatched with Tukwila
Fire, for example, E47 is dispatched on a first alarm assignment with L54.

Mutual Aid Received —When Tukwila Fire requests aid from an outside
agency. For example, an engine strike team is requested for an all hands fire at
the mall.

Other Aid Given — When giving aid to a jurisdiction that has no Fire
Department.

FDID — The Fire Department ID (FDID) for Tukwila Fire is “17M19”, for
the purposes of the NFIRS this is the only value allowed in this field.

Census Tract — A census bureau identification number expressed as a four
digit number with two decimal numbers for example “0262.00”

District — The Tukwila Fire Department Inspection district. Always expressed as
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001 through 015. For calls outside the city limits, enter “O/J” in capital letters.

2.11. Exposure — The NFIRS definition of an Exposure is: A fire resulting from
another fire outside that building, structure, or vehicle, or a fire that extends to
an outside property from a building, structure, or vehicle. For example, if the
building fire ignites a truck parked outside, the truck fire is an exposure fire.

2.12. Location Type — Tukwila Fire Department defines location type as address
only. Hundred blocks on roads shall be used when applicable.

2.13. Alarm Time — The Time Valley Comm. receives the call. Listed as “Received”
on the run sheet.

2.14. Dispatch Time — The time Valley Comm. dispatches the call. Listed as
“Dispatched” on the run sheet. Additional units will have ASSTER on the
run sheet as in second alarm or upgraded to commercial alarm.

2.15. Enroute Time — The time the unit goes responding. Listed as “Enroute” on
the run sheet. Each unit will have it’s own enroute time.

2.16. Clear Time — The time the unit clears the scene. Listed as “Clear” on the run
sheet. May be the same as MOBINS if no “Clear Time” listed on the run
sheet.

2.17. In Service Time — The time the unit goes in service. Listed as “MOBINS” on
the run sheet. May be the same as “Clear” if no “MOBINS Time” listed on the
run sheet.

2.18. On Scene Time — The time the unit arrives on location of the incident. Listed as
“On Scene” on the run sheet.

2.19. Control Time — The time the incident is under control, and no additional
apparatus will be needed for mitigation, for example Tap Fire. This is required
for all WILDLAND FIRES.

2.20. Case Number — The number assigned to the incident by Valley Comm. The
case number will have a format of STFY Y######. Where Y'Y equals the year
of the incident and the ###### equals the incident number.

2.20.1.1. For incidents where only Tukwila Fire responds to, the case
number will be in the upper right corner.

2.20.1.2. For incidents where Tukwila Fire responds on Automatic/Mutual
Aid Given, the Tukwila Fire incident number will be located near
the unit designator with an ASST code next to the unit designator.
The case number of the agency receiving aid will be located near
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the top right corner of the run sheet. This is used in the mutual aid
incident number field. NOTE: you may need to contact the agency
receiving aid to obtain their incident number.

2.21. Civilian Fire Casualty — A fire casualty is a person who is injured or killed as
aresult of a fire, and includes injuries or deaths from natural or accidental
causes sustained while involved in the activities of fire control, attempting
rescue, or escaping from the dangers of the fire. Fires include incident types
100-199.

2.22. Fire Service Casualty — The fire service casualty module is used to report
injuries, deaths, or exposures to fire service personnel that occur in
conjunction with any incident response. An exposure occurs when fire
service personnel come in contact with a toxic substance or harmful physical
agent through any route of entry into the body (e.g., inhalation, ingestion, skin
absorption, or direct contact). Exposures can be reported regardless of the
presence of clinical signs and symptoms. An exposure fire is NOT the same as
an exposure to personnel.

2.23. Other items as defined in the NFIRS Program Help file and manuals.

3.0 POLICY

3.1.  Fire service calls shall be documented by one of two means:
Note: The use of the short report in the resource manual is recommended to aid
in completing the NFIRS report.

3.1.1. NFIRS All suppression calls, including but not limited to groupings

3.1.1.1. Fires —any incident where there is a fire

3.1.1.2. Overpressure Rupture, Explosion, Overheating no fire

3.1.1.3. EMS/Rescue — any call with a high angle rescue or confined
space rescue etc.

3.1.1.4. Hazardous Conditions — any hazardous materials call etc.

3.1.1.5. Service Calls

3.1.1.6. Good Intent Calls
3.1.1.7. False Alarms — AFA(S), SWFAC(s) etc.

3.1.1.8. Weather Related Calls
3.1.1.9. Special Incidents

3.1.2. MIRFs: All aid calls.
3.1.2.1. Aid calls as a result of a fire shall be documented in an NFIRS
using the EMS and the Casualty tab
3.1.2.1.1. The initial dispatch code on a MIRF for these calls is 99R9.
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3.2.  All casualties including both civilian and fire service, as a result of an incident
(other than a simple EMS call) will be documented in an NFIRS.

3.3.  All fire service injuries shall be documented in an NFIRS.
3.4.  The Fire Chief or his designee shall have the authority to edit the fire loss values.

3.5.  Only personnel completing the report shall make corrections/edits to
their respective NFIRS report.

3.5.1. Exception allowed for individual narratives, i.e. observation reports etc.

3.6.  When a duplicate call is generated no report shall be completed. Only
the logbook/files at 51’s shall contain the duplicate call entry/run sheet.

3.7.  The shift commander or their designee shall create a daily roster in the NFIRS
program.

3.8.  All run sheets not stored with, or as, the final report will be destroyed
by shredding.

RESPONSIBILITIES

4.1.  The Officer in Charge/Incident Commander shall be responsible for completion
of all NFIRS reports for suppression calls and forwarding related fatality
paperwork to the Tukwila fire prevention office (see section 5.10).

4.2.  Eachindividual, when required, shall write observation narratives.

4.2.1. Examples of when observation reports might be required are:
4.2.1.1. Arson Fires
4.2.1.2. Suspicious Fires
4.2.1.3. Dollar loss greater than $10,000
4.2.1.4.  When an investigator is called to the scene

4.3.  All reports are due by the end of each shift. Any exceptions must be
cleared through Battalion 51.

4.3.1. Calls for service at the end of your shift will be given a 1-day grace
period at the discretion of the Operations Chief.

4.3.2. No report will be carried over a 4 day off period unless approved by a
Chief Officer.
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5.0 PROCEDURES

5.1.  When responding to Boeing, there is no mutual or automatic aid given.

5.2.  When dispatched to a call and you cannot locate it, the following codes will be
used 622 — no incident found on arrival at dispatch address, with a
corresponding action taken of 86 — investigate.

5.3.  When responding to a “white powder call”, the following incident types will
be utilized:

5.3.1.1. Intentional Biohazard Incident — Code the Incident Type as Incident
Type 451 (Biological hazard, confirmed or suspected).

e The Hazardous Material Release field should be coded as 0,
(Other, Special Haz Mat actions required) and the Haz Mat
module should be completed.

e On the Haz Mat module, code the Cause of Release as 1
(Intentional).

e Free-form enter the actual name of the biohazard again in the
chemical name field (i.e. Anthrax) on the Haz Mat module
rather than picking one of the chemicals from the existing
database.

e For Anthrax releases, code one of the Factors Affecting
Mitigation as 21 (Release of extremely dangerous agent).

5.3.1.2. Unintentional Biohazard Incident Code the Incident Type as Incident
Type 451 (Biological hazard, confirmed or suspected).

e Same as above except code the Cause of Release as 2
(Unintentional).

5.3.1.3. Biohazard Reported But No Hazard Found

e For good intent calls, use Incident Type 672 (Biological
hazard investigation, none found)

» For false Biological threats use Incident Type 751
(Biological hazard, malicious false report).

5.4.  Exposures will be documented by creating a new incident report with the same
incident number and incrementing the exposure number by one for each of the
exposures. Damage to adjacent building, vehicles etc, which do not meet the
definition of an exposure will have the dollar loss lumped together with the
main fire loss and documented in the narrative. Exposures are defined in
section 2.11.

5.5.  Narratives shall be named in the following manner:
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e Main Narrative: Use the following format:
o 03-0001 Narrative.

e Observation Report Narratives: Use the following format:
o OR, Last Name-First Initial

Narratives may be completed in a “SOAP” format or any format
that systematically describes the incident and the actions taken.

5.6.1. Narratives shall be written in the 3" person format.

5.6.2. Mutual Aid Companies shall be listed in the narrative under a separate
line called M/A, for example:

» S) E53 dispatched to 123 E. Main St. for a reported kitchen fire. The 1°
due station is Station 54.
O) E53 arrived to find a 25 x 50 two-story wood frame single-family
dwelling with nothing visible.
A) E53 investigated to find food on the stove with no extension.
P) All units except E53 code green. E53 ventilated and obtained
owner information. E53 Returned in service.
M/A) E47, E19.

» S) E52 Dispatched to a reported car fire at 12680 Gateway Drive. The 1%
due station is station 53.
0O) E52 arrived at 0230 hrs to find a single car fire with the
passenger compartment fully involved.
A) Possible arson car fire
P) E52 attacked and extinguished the fire with a 1 %2 in hose line with foam.
E52 requested an investigator due to the fire location and the time of day.
E52 advised Battalion 51 of situation. E52 surveyed the scene and found an
empty gas can. The gas can was left in place where it was found. E52 took
photos of scene and waited for the investigator. E52 tied in with the
investigator upon his arrival. E52 returned in service.

Observation reports will be written into the NFIRS program. Each
member responding to an incident requiring an observation report will
complete a narrative. See section 4.2

Exposure Fire reports will be written into the NFIRS Program. Each
exposure shall be given a number, starting with 001. Each additional
exposure shall be incremented by 1. The format of the exposure fire
narrative shall follow the same format as the main incident narrative. See
Section 5.6. The exposure must be identified in the narrative as to the side
of the building starting with the A side. Example Exposure “001” =
Exposure “Al”
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5.9.  All air monitoring conducted at the scene of an incident shall be documented
as an attachment with the following information:

5.9.1. The members conducting the air monitoring.
5.9.2. The date and time of the incident.
5.9.3. The incident number.
5.9.4. The results of said air monitoring.

5.9.4.1. Either by hand notes or downloaded data
5.9.5. All personnel entering the contaminated area.

5.10. Fire Fatalities shall be documented in the NFIRS program utilizing patient
numbers. Full patient information shall be documented on the Washington
State Fire Fatality Form. All appropriate precautions for HIPAA compliancy
will be taken. The information on the Washington State Fire Fatality Form
shall be forwarded by the Tukwila fire prevention office to the state fire
marshal’s office via one of the following means:

5.10.1. Email — mgannie@wsp.wa.gov
5.10.2. Fax-360-753-0398

5.10.3. Verbal communication — 360-753-0523

Note: For further information regarding this policy, please contact
Battalion Chief Jim Schell jschell66@comcast.net
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APPENDIX B

MICROSOFT EXCEL® ORIENTATION
FOR PIVOT TABLE USERS
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Excel® Orientation For
Pivot Table Users

El

The student will understand terminology that relates to Excel®
The student will understand the basic operation of Excel®

The student will be able to navigate and generally operate within Excel® in
preparation for Pivot Table training

Cell and Cell Address Management (Move, Copy, Delete, Fill, Format)

To move a cell or cells, select the cell(s) you want to move and position the
mouse arrow on the edge of the cell. Click and drag to new location.

To Copy a cell or cells, select the cell(s) you want to copy and chose
from the function on the menu bar, hold down the Control key and press “C”

on the keyboard, or use the copy icon L= on the Standard Toolbar.
To Delete the contents of a cell, select the cell and hit “Del” on the keyboard.

Edit

To Delete a cell, select the cell and click the mouse on from the menu bar

and select [[skte..] The Delete Window will appear and allow you shift the cells
the direction you want.
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Delete I

" 5hift cells up

" Entire row
" Entire colurmn

(04 Cancel

. To Fill a cell or cells with what is in a specific cell, move the mouse pointer to
bottom right corner of the cell with the information you want until the black +
sign appears, hold down the mouse button and drag to cells you want affected. If
you want the entire column filled, double click on the black + sign. When double
clicking, there must be information in the column to the right or left of that
column for it to fill that distance.

. To Format a cell or cells, chose from the menu bar and select £
hold down the Control key and press “1” on the keyboard. The format cells menu
will appear and from here you can choose the format function you want (Number,
Alignment, Font, Border, Patterns, or Protection.)
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Format Cells HE

| Alignment | Font | Border | Patterns | Protection |

Category: ’-‘:‘ample

General

Mumber

Currency

ACCoUNting zeneral format cells have no
Data specific number format.,
Time

Percentage

Fraction

Scientific

Text

Special

Custom LI

o]

Zancel

Row Management (Insert, Delete, Select, Format)

. To Inset a row select from the menu bar and select (B2

o To Delete the contents of a row select the row by mouse clicking on the number
to the left of the row () and hit Del on the keyboard.
. To Delete a row, Select the row by mouse clicking on the number to the left of

the row () and select from the menu bar and select [===] This will

move the remaining rows up.
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£3 Microsoft Excel - Excel

J Eile Edit “iew Insert Format Tools Data Window Help
DEEL GRY iBBRT 9- @& 62
| arial -0 - BIUS=S=H|%%
SR
A | B | ¢ | o | E
1
2
3
5
B
7
g
) To Format a row, Select the row and select from the menu bar and select

5 Jor (B2 If you select [E it will format all cells in that row the
same. If you select you can format for height, autofit, hide or unhide rows.

Column Management (Insert, Delete, Select, Format)

° To Inset a column select from the menu bar and select [£9=rme |

. To Delete the contents of a column, Select the column by mouse clicking on the
letter above the column () and hit Del on the keyboard.
. To Delete a column, select the column by mouse clicking on the letter above the

column () and select from the menu bar and select . This will

move the remaining columns to the left.
o To Format a column, select the column and select from

. the menu bar and select =" | or [S21m0 | |f you select £
En

all cells in that column the same. If you select
autofit selection, hide or unhide columns.

it will format
you can format for height,
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Ed Microsoft Excel - Bookl

J@ File Edit “iew Insert Format Tools Data MWindow Help
DEeHa gRY BT > - &z s 4
| arial -0 - BZUE=S=E $%
1 j =
A | B D | E |
1
2
3
4
5
6
7
8

Sheet Management (Insert, Delete, Select)

° To Inset a worksheet select from the menu bar and select .

. To Delete the contents of a worksheet, Select the worksheet by mouse clicking
on the space above the row numbers and to the left of the column letters and hit
Del on the keyboard.

Ed Microsoft Excel - Bookl

J Eile Edit Wiew Insert Format Tools Data Window Help

DEEHS GRY BRI -« &= k2

| arial -0 - BZUS=SE=E|% %

° To Delete a worksheet select Ecli from the menu bar and select .

This is a function you can not “undo” so be sure you really want to delete the
sheet.
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An Excel ® file is referred to as a Workbook and is made up or one or more worksheets

Save

To Save a file, select

Save As

The function from the

Eil=

Eile

from the menu bar and select or Select
or hold down the Control key and press “S” on the keyboard.

from the toolbar

menu will allow you to name a new file or rename an

existing one. NOTE: the changed information will not be saved under the original file name.

Page Setup

The function from the menu allows you to manage page orientation, scaling,
paper size, margins, headers and footers, and sheet operations.

Page Setup

|Margins | Header /Footer | Sheet |

Orientation

% Partrait " Landscape
Scaling

& adjustto: 100 2 % normal size

© Eit to: m page s’ wide by m tall
Paper size: ILetter j
Print guality: |BDD dpi j

First page number: Auto

Print... |
Print Preview |
Optians. .. |

Cancel
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Print Area

The Print Area function from the menu allows you to set or clear the print area

@ Print Prewiew Clear Print &rea

Cut

The function from the L™ menu allows you to cut a selection to the clipboard for
future pasting. It will remove the selection from its cut position. It can also be done from the

&

toolbar with the icon, or hold down the Control key and press “X” on the keyboard.

Copy

The function from the L™ menu allows you to copy a selection to the clipboard for
future pasting. It will not remove the selection from its copied position. It can also be done from

the toolbar with the icon, or hold down the Control key and press “C” on the keyboard.

Paste

The function from the L5 menu allows you to paste a selection from the clipboard. It

can also be done from the toolbar with the icon, or hold down the Control key and press “V”
on the keyboard.

Repeat

The 3 Repeat Edit

function from the menu allows you to repeat the last process conducted.
This can also be done with the keyboard by holding down the Control key and pressing “Y”.
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Autoshapes or WordArt.

Reviewing
The function from the

View Toolbars

NFIRS PROGRAM MANAGEMENT

Selecting from the

Module 3 — NFIRS Quality Assurance
L=

E Mot mal

allows you to customize your toolbars with the icons you want.

Toolbars

ZO0M...

Yiew Insert Format Tools Data Window Help
| Page Break Preview

i

-

|u =

menu allows you to manage which toolbars are visible and also
EE

e =
==H
» |T Standard
| v Formatting
Chart
v Cliphoard
Control Toolbox
Drawving
External Data
Forms
Picture
PivotTable
Yisual Basic
Wieh
Wordart
CreatePDF
Customize... (: |
"™ | menu allows you to insert a picture from Clipart, a File,




Insert Object

The function from the
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Insert Format Tools Data Window Help

ROws - ou - @ A
Columns E== | &
Wiorksheet
Wl chart...
- D E
& | MapPaint Map |
£ Eunction...
Hame
Picture
Chiject... '@ From File...
W Hyperlink,..  Cirlg @ AumShapes
" Al
hd Al wordart,.,
x
Insert

new image such as clipart, a bitmap image, a media clip or other objects.

Object

Create New | Create from File |

Chiject type:
Bit ap Imadge
Calendar Contral
Calendar Contral 2.0

Image Document

Media Clip

Microsoft Clip Gallery
Microsoft Graph 2000 Chart
Microsoft Map

Result

= Display as ican

wour document,

i

Inserts a new Bitmap Image object into

HE

=1

Cancel

menu allows you to insert an object from a file or create a

SM MODULE 3-39



NFIRS PROGRAM MANAGEMENT

Module 3 — NFIRS Quality Assurance

Insert Chart

The function from the L"**™:] menu allows you to insert a chart from selected data
either on that worksheet or as a new sheet. You can also perform this function from the [®] jcon
on the toolbar. Either way you will be connected to the Chart Wizard.

Chart Wizard - Step 1 of 4 - Chart Type [ 2] x]

Standard Types | Custom Types |

Chart sub-type:

i [T
ah ot
”

Clustered Column. Compares values
across categaries,

Press and Hold to Yiew Sample |

Cancel < Barck I MNext = I Einish |

Data Sort

The Data £+ 2] function from the menu allows you to Sort a file using multiple criteria
with or without a header row. Be careful not to select a column first or it will only sort that
column and your data will be corrupt.

Sort HE

Sort by

IFD_Name =] & ascending
" Descending

Then by
[ identlD  pscending

" Descending

Then by
j # pscending
' Descending
Iy list has
& Header row " Mo header row

Options. .. | oK | Cancel
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The Data function from the menu allows you to select specific criteria to view in
multiple columns by using the [=] button that appears at the top of each column.

Pivot Table

A B
Incidentl DI@
367 0110

364 01100
365 01100
366 01100
454101100
45501100
45601100
45701100
524 01100
525 01100
526 01100
527 01100

C
FD_Name

BOISE FIRE DEPARTME!\@

BOISE FIRE DEFARTMENT
BOISE FIRE DEFARTMENT
BOISE FIRE DEFARTMENT
BOISE FIRE DEFARTMENT
BOISE FIRE DEFARTMENT
BOISE FIRE DEFARTMENT
BOISE FIRE DEFARTMENT
BOISE FIRE DEPARTMENT
BOISE FIRE DEPARTMENT
BOISE FIRE DEPARTMENT
BOISE FIRE DEPARTMENT

A Pivot Table is interactive by selecting the [] button in a pivot table and can be generated

[ pivotTable and PivotChart Report...

from data utilizing the
clicking on the Data Wizard icon () from the toolbar.

selection from the menu or by

A B C/D|E|F|G]|H | J| K| L | M M

1 |Year 2000 T

2

3 |Count of TypeCode [Month -|

4 | TypeClass ~|Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec|Grand Total
5 |1 Fire 27 22 45 31 32 80 112 66 44 40 24 33 556
6 |2 Exp 1 1 2 1 1 1 3 3 1 14
7 |3EMS 25 4 3 1 3 3 1 3 2 2 2 49
8 |4 Hazard 14 18 27 22 20 25 27 30 25 22 18 39 287
9 |5 Service 10 16 10 18 12 15 12 15 16 20 18 15 177
10 |6 Good Intent 45 32 40 31 33 31 34 48 34 28 49 47 452
11 |7 False Call 76 90 100 78 90 87 94 88 102 110 121 82 1118
12 |9 Other 4 1" 9 5§ i 1 1 1 1 1 9 7 57
13 |Grand Total 202 194 236 186 197 243 282 249 228 226 242 225 2710
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The formula bar shows what is in the selected cell whether it is a formula or text.

= | =SUM{AT-B1+A2) = | BOISE FIRE DEFARTMEMNT

or

Autosum

The Autosum function can be activated from the

x

icon on the toolbar and will allow you to do

quick calculations based on data in a row or column. You can also modify and create more

complex formulas by selecting cells and functions after selecting the

Paste (Formula) Function

The £ Function...

from the

Insert

=

icon on the toolbar.

A |
234
324
Eod
332
124
315
T43
2935

g )

00 |~ [T n | = | b | —

menu allows you to manage more complex formulas such as

average, mean, minimum maximum, etc.
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PasteFunction ________EH|
Function categary . Function name;

i _ i _
All MEDLAMN

Financial AVERAGE

Date & Time COUNT

Math & Trig S

Statistical PAIM

Lookup & Reference SLIMIF

Database HYPERLIME

Text IF

Logical =1

Infor rmation =| =l

rAX {number1,humberz,...)

Returns the largest value in & set of values, Ignores logical values and text,

(2] Ok Cancel

Creating Your Own Formulas (date time use for NFIRS data)

To create your own formulas to extract specific date and time information from NFIRS Alarm
Time data, create new columns to enter the formulas, reference the cell with the date time
information and type the following formulas:

Time DOW Month Day Year
=TEATAZ,"hh:mm™)  =TERT(AZ "ddd™) =TEATEAZ "mmm™)  =TEXT(A2,"dd") =TEXTEAZ,yyyy")

(In this formula A2 is the cell with the date time information).

IN_AlarmDate

17289 115 P
Data will appear in the following format:
Time DOW Month Day Year
13:15 oat Jan 02 1999

These formulas can be copied down the column by using the fill function as described earlier.
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MODULE 4
DATA ANALYSIS AND THE
DECISION-MAKING PROCESS

Prerequisites

Students are required to meet the following prerequisites
before participating in this module:

e Understand NFIRS 5 coding and rationale

e Bring three to five business or operational issues of
interest to the department where analysis of NFIRS
data could provide a resolution

e Operational knowledge of Excel®

Terminal Objectives
The students will be able to:

e Identify the business justifications for using fire
data analysis techniques as part of the decision-
making process.

o Apply the problem solving process, using NFIRS
data, to address real agency problems, issues and
questions.

e Demonstrate the development of simple and
complex pivot tables and publish results, both in
table and chart form, on a website.

Enabling Objectives
The students will:

e |dentify three characteristics that the fire service
shares with the business community.

e ldentify problems, questions, and concerns that can
be answered with NFIRS data.

e Develop an analysis plan to address a problem or
question in your organization.
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References
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Decision-Making Process

e Develop a pivot table using extracted NFIRS data to
support the student’s analysis plan.

e Construct a graph using proper guidelines to
support the analysis of a problem or question.

e Publish a web-enabled pivot table and pivot chart.

Student Manual

Your Student Manual (SM) includes a narrative text for
you to highlight key points for some of the content and also
can be used to make notes. During several of the units, you
will be using your SM as a guide (or map) to the source
documents. The SM will be your primary reference
material once you return to your department. Page
references to the source documents you will be using
throughout the course are included in the SM.

NFIRS Complete Reference Guide

The NFIRS Complete Reference Guide is a line-by-line
guide to the completion of the incident report modules.
The handbook includes all of the code conventions.

NFIRS Data Entry Tool Guide
The NFIRS Data Entry Tool Guide is a guide for the entry,

maintenance, and validation of incidents, as well as a
detailed explanation and steps on how to use each tool.

Accessing and Analyzing Data with MS Excel®, Paul
Cornell, Microsoft Press2003

Background text on pivot tables, OLAP, and analysis
techniques.

Excel® Data Analysis 2nd Edition, Jinjer Simon, Wiley
Publishing, Inc., 2005

Background text on various descriptive and inferential
statistical techniques using Excel®.
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INTRODUCTION

This module will provide you with the rationale for why NFIRS
data is essential to your department’s effective and efficient
delivery of services to your constituents, including the saving of
life, property and the environment. You will learn guidelines for
converting NFIRS data into useful information, and gain the tools
and skills necessary to begin the complex analysis of your
department’s data.

THE FIRE AND EMERGENCY SERVICES BUSINESS MODEL

What differentiates successful business from ones that fail? Let’s
review some representative businesses from four major markets:
technology, manufacturing, entertainment and the food industry.
Are there lessons for the fire and emergency services when
comparing business that survive and those that fail?

. Domino’s was the first pizza chain to recognize the change
habits of their consumers. They determined that customers
would rather take pizza home, or have it delivered to their
homes, rather than go out to eat at a pizza parlor.

> How are their competitors and where are they
today?
> Is the competition still in the process of change?
> Domino’s stock value is an indicator of their
success.
. Blockbuster is the leader in the very competitive market of

movie rentals and has stayed ahead of their competition and
continues to lead in the marketplace.

> Who is Blockbuster’s competition?

> Where are they now?
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How has Blockbuster’s marketplace changed in the
past few years? How have they adapted to these
changes?

Blockbuster survived the BetaMax/VHS market
shift, VHS to DVD market shift, satellite TV by
actually selling direct TV in their store, and is
competing with Net Flicks by offering both web and
in-store “flat fee unlimited rentals”.

General Electric (GE) was the leader in home appliances
up until the 80’s. They recognized the shift in their market
and devised to move into other opportunities.

>

What change in their marketplace occurred in the
70> — 80’s (overseas manufacturing of home
appliances)?

What happened to their competitors (Emerson,
RCA, and White)?

What is GE doing today? (Recognizing the baby
boom, GE has focused on transportation and health
care (jet engines, CAT scans, MRI’s etc.)

Dell computers are the most profitable of all personal
computer and server companies. They recognized early in
the game that computer components become technically
obsolete (Moore’s Law) over a relatively short period of
time. The use a highly efficient “just in time” inventory
ordering system that allows them to float consumer funds
to cover all of their inventory costs.

>

Who are Dell’s competitors (Gateway, Compagq,
HP, eMachine)? Where are they now?

How have they changed to meet the short shelf life
of PC’s today?
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The lesson learned from successful businesses that survive is that
they have adapted to changes in their environment relative to
customers, competitors and their products and services. Successful
businesses continuously analyze data related to their customers,
competitors and the quality of their services and products.
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Activity 4.1
Impact of Change on Your Department/Agency

Purpose

To identify some of the data sources available to the fire and emergency services for analysis

purposes.

Directions

1. You will be divided into small groups.

2. Each member in your group will identify and record the services, constituents

3. Customers and competitors of the agency or department they represent.

4, Each student will then determine the three (3) most significant changes that have
affected his/her agency in the last 7 years. Record these changes on the worksheet.

5. A comparison will be made within each group to determine if there are similarities
between the agencies represented.

6. As a group, identify the three (3) most significant challenges facing the agencies
represented over the next seven years.

7. Be prepared to discuss these findings with the other groups in the class.
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Activity 4.2
Thinking With Your Gut

Purpose

To identify the underlying mechanism that fuels intuition as described in the article entitled
“Thinking With Your Gut.”

Directions

1. Reread the article entitled “Thinking With Your Gut”

2. Answer the questions on the next page.

3. Be prepared to share your thoughts with the group.
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Activity 4.2
“Thinking With Your Gut”

1. What were the three examples of business decisions that “came from the gut” and went
against conventional wisdom?

2. Is Intuition an inherent trait or can it be learned?

3. How were the Marines taught Decision-Making?

4. What happened when Marines worked as stock market traders?

5. What is the difference between the intuition process and the rational decision model?
6. In what circumstances are each of these methods most useful:

7. How does “Thinking with Your Gut” relate to the fire service business decisions?
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TYPES OF REPORTING TOOLS

There are typically three types of output reports that are commonly
used to analyze data:

» Standard
e Adhoc
e Analytic

Standard reports are fixed format, meaning that the data included
in the report and the statistics used to summarize the data are
predetermined by the programmer.

Ad hoc reports allow some flexibility on the selection or filtering
of the data for inclusion in the report. Typically only a few pre-
determined filters are provided.

Analytic reports are a special type of report that allows full
interaction with the data and the selection of the statistics being
displayed, the data to be included and the ability to filter on one, or
all of the data in the database.

Analytic reports simultaneously answer all of the questions
necessary to perform a true analysis of the data:

* Who

e  What
Where
*  When
e Why

e How

TRANSFORMING DATA INTO USEFUL INFORMATION

Does raw NFIRS data support the planning and decision-making
process in its current form? Is there any information content in this
NFIRS data?

Organizing the data brings out information content. Can you now
see information content in the same NFIRS data? Information
content can also be extracted when the data is summarized
(statistics are applied).

SM MODULE 4-11



NFIRS PROGRAM MANAGEMENT

Module 4 — Data Analysis and the
Decision-Making Process

Organizing and summarizing data brings out its informational
value and benefit

Organize—Charts & Graphs
Summarize—Statistics

Organizing the raw data into columns increases the information
content of the data. Further organization of the data by adding
labels also increases information content. The final step in
converting data into useful information is to summarize the data
using simple and complex statistics (counts, percents, ratios, rates,
averages, and linear regression techniques, etc.)

Regardless of the source of the planning data, to make it useful
information, it must be organized and summarized to support the
decision process.

Tools and Techniques for Organizing Data

The basic analytic techniques for organizing data involve the use
of charts and tables. It has been said, “A picture is worth one-
thousand words.” Charts and tables paint a picture that is a very
powerful tool for identifying patterns and trends in the data.

There are five common graphic techniques for organizing and
presenting data:

Pie Charts

Bar Charts
Line/Area Charts
Purpose
Audience

Data Types

There are no absolute rules for constructing appropriate charts but
these guidelines will provide a framework to squeeze the most
information content possible from the data.
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Pie Charts

Pie charts are graphical techniques suitable for Big Picture
audiences with the intended purpose of showing the contribution of
one element (slice) to the whole, and are used with categorical or
grouped continuous data types.

To improve the information content of pie charts, the partitions or
slices should be limited to 8 or less, each slice should be easily
visible, and consider using percents rather than actual counts to
label the slices.

This chart type can be used in all planning phases but is most
commonly used in the community profile phase to describe the
composition of profile characteristics (total incidents by type,
primary ignition factor involved in fatal fires, etc.) Pie charts are
less likely to be used in the fit-gap and monitoring/evaluation
phases of the planning process because they cannot be used to
compare more than one variable at a time.

Bar Charts

Bar Charts are suitable for “Big Picture” audiences for the purpose
of comparing the contribution of one component to another. Bar
charts can be used with categorical or grouped continuous data.
This type of chart is effective for informing and motivating an
audience. Bar chart elements (bars) should be kept to a maximum
of 18-24.

Bar charts are the most commonly used graphic technique in the
planning process because they can compare more than one variable
on a single chart. Bar charts can be use to compare actual data
with benchmark criteria to determine where gaps exist in the
emergency response system, and as a monitoring/evaluation tool to
evaluate changes in data over time.

Line/Area Charts
Line charts are useful for Big Picture audiences by informing and

motivating decision-makers to take a recommended course of
action. Line/area charts are commonly used to evaluate trends
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over time and forecast outcomes into the future. Line/Area charts
are appropriate for continuous data types.

The following example demonstrates the use of a line chart that
depicts a trend and forecast of fire incident data. Discuss with the
students the limitations of extending a forecast too far into the
future (correlation does not mean causation — uncertainty of
external influences, etc.)

Pictographs/Maps

Pictographs are charts derived from pictures. This type of chart is
useful for “Big Picture” audiences and can be combined with
tables for the detailed audience. Pictographs should be limited to
6-8 data points and require the use of categorical or grouped
continuous data types.

The concept that a picture is worth a thousand words is verified
with pictographs. However, too many data points can overwhelm
the audience and reduce the value of the pictograph.

Maps are a special form of pictographs and powerful tools in the
master planning process. Pin maps are static, typically pre-printed
maps where the data are manually paced on the map, for example
the location of incidents relative to the location of fire stations, etc.

Geographic Information Systems automate the process for
producing electronic maps that contain “layers” of points, lines and
polygons that represent various data. GIS maps and other
technologies will be discussed later in the lab.

Maps uniquely personalize the data being presented to an audience.
When presented with a map, most people typically will focus their
attention on a geographic area of personal interest to them.
Legislators, for example, look at the political boundaries of their
districts to see the impact of the data on their constituents, etc.

Pictographs and maps are one of the best chart types for use in all
areas of the planning process because all aspects of emergency
planning have a spatial component.
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“Pivot tables” and “OLAP” On-Line_Analytic-Processing Cubes
that are the foundation of today’s Business Intelligence arsenal of
tools used by the majority of the Fortune 500 companies and
successful businesses. Pivot Tables and OLAP tools allow you to
view your data in any number of ways and dimensions. Typical
tables only provide a two-dimensional view; pivot tables give you
the ability to look at your data in n-dimensions with a simple click
and drag of your mouse. One pivot table can literally generate
over 250,000 report views for a typical NFIRS database.

Chart Formatting Recommendations

Proper formatting of your chart or graph is just as important as
selecting the proper chart type. Failure to properly document the
purpose, source and date of the data, or overly “glitz” the chart can
severely detract from the information value of the chart.

Guidelines:

» Description / Clear Titles

e Data Time frames

o Limit to three text styles

* Reference sources

* Resist information overload!

ORGANIZING DATA WITH MS EXCEL

MS Excel® is a commonly available spreadsheet program that can
be used to organize and summarize planning data in various
formats, including NFIRS data. Excel® is a unique spreadsheet
program because it comes with pivot table capabilities that are
typically only found in software programs that cost thousands of
dollars. Excel® also has a very powerful and easy to use charting
capability that can produce published quality output.

Because some of the class members may have varying levels of
experience with Excel®, we will go through a short tutorial on
Excel® basics. Only a basic level is required to perform all of the
analyses necessary to support the planning process, although
additional experience and knowledge with Excel® is always
beneficial.
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SUMMARIZING DATA WITH MS EXCEL USING PIVOT TABLES

Charts and tables provide a means to paint a picture of the data
being analyzed to identify trends, patterns, and relationships
present in the data.  Techniques to summarize data provide a
numeric calculation to summarize the frequency of occurrence or
distribution of the data with a single measure or statistic. These
single measures that represent the underlying data provide an
empirical way to evaluate and compare two or more series of data.

The following are simple “descriptive “statistics because they
provide a single measure or number to describe the data being
analyzed.

Counts

Definition:  Counts are the simplest summary measure that
indicates the count of a nominal or ordinal variable. Counts do not
take into consideration the numeric value of the variable, just the
number of occurrences of the variable.

Example: Count of fire incidents, count of fatal fires, etc.

Excel® Function: =count(0)

Sums
Definition: The arithmetic sum of an interval or ration data.

Example:  Number of fire fatalities, number of firefighters
responding, total dollar loss, etc.

Excel® Function: =sum()

Rates

Definition: A count or sum of a variable per unit of measure
(10,000 population, 1000 fires, etc.). This variation of counts and
sums standardizes the measure to a common denominator to allow
for more realistic comparisons. Rates are essential for describing
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data in all phases of the planning process. Monitoring and
evaluation require the use of rates to standardize comparisons.

Examples: 15 residential fires/10,000 population /year, 1.5 fire
deaths/10,000 fires/year. .15 fire deaths/10,000 fires/year

Excel® Formula: =(number of occurrences/population) X rate
(e.g. 100,000)

Percent

Definition: The part of a whole expressed in hundredths. This
measure is valuable in all phases of the planning process and can
be used to compare changes in the variable over time.

Example: 40% of all fires are cooking related.

Excel® Formula: =(component/total) X 100

Measures of Central Tendency

Definition:  There are three measures that describe center or
“average” of a series of numbers, the mean, median and mode.

The mean is the arithmetic average of the values in a distribution.
To calculate the mean, add all the scores together and divide the
total by the number in the distribution. The mean is the most
robust measure of central tendency when the distribution is
normally distributed, but is the most influenced by outliers.

The median is the middle term of a distribution. It is the point at
which half of the terms fall above it and half of the terms fall
below it. The median is not as robust as the mean but it is not
influenced by outliers.

The mode is the term that appears most frequently in the
distribution. It is the simplest measure of central tendency.

Example: (Response Times)
4

4
5
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Mean = 6 (30 divided by 5).
Median = 5 (the middle value in the sorted series)
Mode = 4 (the most frequently occurring number)

Excel® Function:  =average(data range)
=median(data range)
=mode(data range)

Trend Analysis Technigues

A major task in emergency master planning is to identify past and
present trends for use in predicting how the data will behave in the
future. Regression analysis, an inferential statistical procedure, is
useful for detecting trends and developing a mathematical equation
to predict future values.

The theory and detailed interpretation of regression analysis is
beyond the scope of this class. However, with a conceptual
understanding, regression analysis can be used as a descriptive tool
to generate graphical representations (charts) of trends and
forecasts.

One use for regression analysis in the planning process is its
capability to identify trends in data over time. For example, the
decreasing trend in fires and fire deaths over time or the increasing
trend EMS services over time. Regression analysis develops a
mathematical equation that provides a “best fit” solution that
minimizes the difference between the predicted and actual
observations. The strength of the relationship is measured by a
Correlation Coefficient which varies from a (-1), inverse
relationship to a (+1), a perfect relationship. The resulting
mathematical model can be used to predict future values based on
the strength of this relationship.

For planning purposes, linear regression analysis is used to detect
trends and provide an equation for forecasting purposes. The
assumptions behind linear regression are:
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The relationship is linear.
Errors are normally distributed.
Errors are independent.

Errors have a constant variance.

Pivot Tables and OLAP Tools for Organizing and
Summarizing Data

In this basic data analysis class you will be given a CD containing
two (2) plug and play pivot tables one that provides a an all
incident summary of your incidents and the other that provides a
detailed view of your fire incidents. The CD also provides three
video files that provide instruction on extracting your
departments/states NFIRS data, connecting the extracted data to
the respective plug and play pivot table templates and a
demonstration on how to use pivot tables for analyzing your data,

The first step in the analysis process is the development of a simple
“Analysis Plan”. The plan has three parts: The description of the
problem or issue being analyzed the data requirements to include
in the pivot table, and the assumptions concerning the outcome of
the analysis process. Appendix A provides a sample Analysis
Plan.

NFA Computer Lab
Your instructor will introduce you to NFA Computer Lab and

provide instruction on the use of Excel® and Pivot Tables to
analyze your department’s NFIRS data.
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Activity 4.3
Analysis Plan

Purpose

Students will gain knowledge and experience in creating an Analysis Plan using a problem or
issue of interest to their department.

Directions

Using the Sample Analysis Plan (Appendix A) you will:

8. Write a one sentence operational description of the problem/issue that contains
information on the “who, what, where, when and how” elements of the problem/issue.

0. Determine the appropriate “measures” and the appropriate statistics for inclusion in the
“data” section of the Plan.

10. Determine the groups, categories or code data fields to include in the “page” section of
the Plan. These typically relate to the “who, what, where, when, why and how of the
issue or problem.

11.  Construct a one sentence description of the assumptions regarding the analysis results.
This will provide a QA check to ensure that all of the required data has been included
in the plan.

12.  Students should be prepared to present their Analysis Plans to the class.

Data Analysis Laboratory

Your instructor will introduce you to NFA Computer Lab and provide instruction on the use of
Excel® and Pivot Tables to analyze your department’s NFIRS data. The Instructor will
demonstrate each activity/exercise and then allow the students to perform the task using their
own data.
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Activity 4.4
Using Pivot Table Templates

Purpose

To teach the students the knowledge and skills necessary for them to integrate the pivot table
template with their own NFIRS data.

Directions

1.

8.

9.

Your instructor will distribute a CD containing the NFIRS Business Intelligence (BI) Tool
Kits that contain three (3) pivot table templates and associated MS Queries (Incident
Summary, Fire and EMS), sample pivot tables, and sample NFIRS data.

Copy the BI Tools folder to your desktop.

Demonstrate the ODBC connection to the NFIRS Access or other database containing the
results of the pivot table query (Tools, Pivot Table Wizard >Back >Get Data.)

The template is currently linked to a foreign database so the connection must be terminated.
Select Cancel MS Query, and then select New.

In the Data Source Window, select Access or the name of the database containing the query
results.

Select the Drive, Directory and Database containing the query results.

In the MS Query window, select the specific table that contains the query results and select
all fields.

DO NOT sort or filter the extract file

Select “Return data to MS Excel”

10. You should now see the ODBC connection passing the records to the pivot table template.

11. A video containing the step by step process is included in the CD BI Toolkit
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Activity 4.5
Data Analysis Lab

Purpose

Students will use the Analysis Plan to construct a pivot table view to analyze complex, multi-
dimensional fire service problems.

Directions

1. The Instructor will demonstrate the pivot table analysis process by using the Analysis
Plan developed to evaluate the delayed response, discussed earlier in Module 4.

a. Page (Dimension) Fields:
i. Incident Cat
ii. Date
iii. Time
iv. Address
v. Station
vi. Shift (added after assumptions indicated that there might be a
crew problem)
b. Data (Measure) Fields
i. Count
ii. Percent
iii. Average response time
iv. %<=6 min
c. Create a model for the 2 am call on New Years day for a service call.

2. Using your own NFIRS data, or sample data from the Bl Toolkit, and the Analysis Plan

you will:

o Connect the pivot table template to your data source.

. Construct the pivot table view based on your Analysis Plan.

. Develop a model of the problem or issue defined in the Analysis Plan.

. Identify patterns and trends that elucidate or resolve the problem or issue.
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Activity 4.6
Presenting Your Findings — Charting and Graphing techniques
Purpose:

Provide the knowledge and skills necessary for the students to select the most appropriate
charting and graphic technique for communicating pivot table results to a decision-maker.

Directions:

The instructor will demonstrate the use of Excel Charts to create interactive and static charts and
the use of the most effective chart types previously covered in this Module.

Students will choose a chart or graphic to communicate the results from the analysis of their
department’s issue or problem
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Activity 4.7
Mapping Incidents and Resources
Purpose

To provide students with the knowledge and skills to use Microsoft MapPoint to conduct
geospatial incident mapping and drive time studies.

Directions

1. Using the pivot table created in exercise 4.6, the instructor will demonstrate the
extraction of fatal and high dollar loss incidents by category, using the drill down
process.

2. Once the respective worksheets are created, the instructor will demonstrate how to

import the data into Microsoft MapPoint.

3. After the data has been imported into MapPoint, the instructor will demonstrate the
following:
. Creating 4 minute drive time zones around at least 1 station location (to be
provided by each student for their own dataset)
o Single and multi-pin mapping of incident data
. Calculating the number of incidents within and outside a polygon
4, Following the demonstration, students will use their own pivot table containing their

own data and create:

. Drive time zones
. Single and multi-point incident maps
. Calculation of the number of incidents within and outside a polygon
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MODULE SUMMARY

The Top 10 concepts covered in this section are:

1)

2)

3)

4)

5)
6)

7)

8)

9)

10)

Data collection and analysis is an essential part of the
planning process because it provides objective measures for
the past, present and future community needs. NFIRS is a
fundamental source for this data.

For data to be useful in the planning process, it must be
organized and summarized. Graphic techniques are
powerful tools for organizing data. Data can be
summarized through the use of descriptive statistics.

Consider the purpose, audience and data type when
determining which charting technique has the most
information value.

Pie Charts are used to describe the relationship of one
component to the whole.

Bar Charts compare one component with another.

Line Charts are useful for showing trends and forecasts.
Pivot Tables are Excel®’s best kept secret and can be used
to summarize data using counts, sums, percents, rates and

averages (mean, median and mode).

Regression Analysis is a technique for identifying trends in
data, and to develop forecasts into the future.

The overall purpose of these techniques is to identify trends
and patterns in past and present data to make decisions
about the performance and outcomes.

Be patient, data analysis is an art and it takes practice to
become familiar with these techniques.
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APPENDIX A

THE ANALYSIS PLAN FORMAT
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The Analysis Plan Format
Sample Analysis Plan

The Problem/lIssue Statement

Data Dimensions Data Measures

. Numeric values
Groups, Codes, Categories

Who, What, Where, When, Why, How Performance and outcome measures

Assumptions (QA/QC)
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APPENDIX B

PROCEDURE FOR CONNECTING PIVOT
TABLE TEMPLATES TO NFIRS TOOL
DATABASE
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1. Installing queries into the NFIRSdatav5.mdb database

a. Locate your NFIRSdatav5.mdb database containing your incidents
downloaded from the Federal Server. Typically the database is located in the
following directory: c:\Program Files > NFIRSv5 > Database.
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Got to File >Get External Data and click Import

o] g wew jreent Hep Adobe FOF
F Get External Data

Export...

b | Arress 2000 file forme
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A new window opens to locate the database where the queries are stored.

This should be on your desktop.

Locate and select the file “Query Tools”
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Fila game: |

Filies af fypa: |mmm Office Arrems

f. The Import Screen Opens and you need to “Select ALL’ of the Tables and
Queries. DO NOT Click on OK until all of the Tables and Queries have been
selected. Selected Tables and Queries will be highlighted in BLUE. When
you verify that the Tables and Queries are highlighted, click OK and the
Tables and Queries will be injected into your database.

You install these queries and tables one time only but will run the queries
every time you update your database from the federal server to create a new

“flat file” that will be connected to the Pivot Table Template.

Step 2 will show you how to run the query and create the flat file.

T GUERY
4% Medukes || 9 soecia smuoy
O 55_CODE
O TRANSCOMVERT

_ Gows 4] [ -

2. Step 2: Running the Query and Creating the Alllncident Flat File

a. Open your Nfirsdatav5.mdb database and select the Query Tab in the Objects
form. Locate the pivot summary query on the list of queries. Once you have
located the pivot summary, double click on it to execute it.
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b. Depending on the speed of your computer and the number of incidents in your
file, it may take several minutes to an hour to create the new table. When the
query finishes, you will be requested to approve pasting the number of records
into the new table.

8 nifrsdatant @ Detabase {Aooes 2000 fie
(A open & Dmin Ppew | X | 4 Te[E]ME
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You are about to pasts S rew(s) o 3 new tabk.

50 tha Unde command o revarss tha changes.
A rw Tk with the seledad recards?

Ciogs

c. You now have created a new table called Pivot Summary which contains the
flat file data necessary to drive the Pivot Table.

Step 3 documents how you will connect the Excel Pivot Table Template to the
Pivot Summary Table in Access

3. Step 3- Connecting the Excel Pivot Table Template to Your NFIRS Data.
a. The first step is to locate your Excel Pivot Table Template and your database.
These should be in a folder on your desktop.
b. Click on the Excel Pivot Table Template to open it.
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After the Pivot Table opens, place your cursor inside the table where the total is
displayed. If you p[lace your cursor outside the pivot table you will not be able to
gain access to the Pivot Table Wizard

[ A [Tefc¢cl o [E[FJ[eln] 1 T[4
2]
3
4 |IH_Steton (A1) =
5 |IH_Desbrct (al) =
6 |IH_Shaft (al) =

7 |Prop Group (a1 =
8 Typallass (al] =
9 |Prmany Acton |{41) |
10 Asd Stekus &) =
11 | Confinesd Firas |{Al] «
12 Fire Groups (Al -

13 | TypaCel {Ad] =

Daur

RespTH “%<tmin hpp Par

c. After clicking inside the pivot table, select Data on the Main Menu, then
select Pivot Table Report.

B] B ER vew ke Fomer Took | Do | window  Help

DEEE IR0 N bl (il &) & @
& sogl =7 wndow g E]mﬂ:mmmm E,_"I w8
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3
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7 Prop Group Al =
8 | Tvpatlass (Al =

d. This opens up the third step of the Pivot Table Wizard where we can change
the connection of the template to your data. To do this we need to go back to
the 2™ step of the Pivot Table Wizard by clicking “Back”.

Pieat Talike ind ProbClhat Wirand - Step 3 af 3 R

Where do yau wank ba put the PvoiTable report?

™ Hew waarkshest
# Easting warkshest
[ .
ik Finish o create your PreotTable report,
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We now are in the second step of the Pivot Table Wizard and need to “Get
Data” which is your data stored in the Table of your NFIRSdatav5.mdb
database. Click on Get Data.

Pival Tahbe amd PholClert Wizand - Step 2 of 3
Where iz your external deta sored?

Custm fieddls hewse been retrieved
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We are now in Microsoft Query that connected to the old data source. We
need to delete this query and connect to your data. Click Cancel then Edit
Query on the next screen as we need to delete it and create a new one.

.
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When the query window opens, close the query and indicate NO to not save

the old query.
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h. After the old query closes, go to File on the MS Query screen and select new,

Talbke Defrition...
Execube SGL_.

Cancal ard Retumi fo Microsoft Office Excel
Return Data f Mioresolt Office Excel

nlmfeo o] |

1.  You are now asked to select a Data Source which in this case is Microsoft
Access, the native database type for the NFIRS Client Tool

D e ||1|g|-m|

Wieunl FosPro O miskoss s®

PP | R T P e )

EI  Ukan the isary Winsrd o crosin /o d i quaries

You now need to change the location of the database to the location where
your database is located. Locate the desktop and folder location on the right

side of the window, and on the left side you should see your nfirsdatav5.mdb
database. Click OK.
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k. You are now back in the Microsoft Query and in your Access Database. On
the left side of the query window, you need to select the Table containing the
flat file data. It is called Pivot Incident Summary. Click on the arrow
pointing to selected columns (the >sign) and move all of the fields into the
query.

iery Wizard - Chosose Cohimans EJ

‘whed polumres of clste dowon wank o inchide inyour oueny?

Apminhleisbies and columns: Coodurms inwourcuen:
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B WEMDOR ¥ Simbon

B WEMDOR_ECFTWARE 4 Prefic

e El r]:Hlmulhile- ll

Pristes of chstm in s=lected colimn:

| 3] [ Optans.. cons [ mees | canca

1. The next two screens ask whether you want to filter or sort the data selected in
your query. Select NO for each of these screens. You are now at the Finish

Screen and you want to accept the default to return the data to MS Excel.
Click Finish

et would you Ble= o do nesf?

o Faiiim Dt o b o sl Oica Excsd Eavn Cuidiy. |
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m. You are now returned to the Second Step of the Pivot Table Wizard where
you select Finish to execute the query and return the data into the Pivot Table

Template.

2| x]

Hiwal Tahke and PieorC et Wikand - Step 2ol 3
Where is your asternal deta sored?

Get Costa | Cats fiedds hevss baen ratriesad

T use on Dffice Dats Connedion [adc] file, dick cancal ared then use the Impart
Cats commend (Deta men, Import BEdamel Deta =ubmeam) o open thefile
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n. The query data is now loaded into the Pivot Table Template and can be seen
by the blue bar at the bottom right of the screen.
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This completes the process for extracting data from your NFIRS database into the
Pivot Table Template. There are three narrative video clips on the Class CD that
provides a full view of each of the steps.
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APPENDIX C

DATA ANALYSIS WORKBOOK
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Forward

This 12-hour weekend field delivery is designed to orient fire service
personnel to data analysis and problem solving techniques using common,
off-the-shelf software (Excel/Pivot Tables) and NFIRS 5.0 data. In the
reality of today’s environment, the survival of the fire service depends on
its ability to use critical information in making tactical and strategic
decisions.

A companion CD is aso included as part of the course offering and
provides the databases, list files and pivot table examples used in the
workbook. This will alow the student to continue the learning experience
back in their own environments and hopefully use some of the tools on
their own data.

Students are not expected to master al of the tools and techniques during
this two-day course, but are expected to become familiar enough with the
tools to continue to develop expertise back at their own agencies. This
course builds on the Introduction to NFIRS 5.0 field delivery course and
will be reinforced by a future class on Advanced Data Anaysis and
Problem Solving Techniques.

These are new concepts to the fire service and students are cautioned to be
patient and not become frustrated if the tools and techniques described in
the course are not immediately implementable.

Terminal Objectives
The course participants will be able to:

1. Identify the business justifications for using fire data analysis
techniques as part of the decision process

2. Apply the problem solving process, using NFIRS data, to address
real agency problems, issues and questions.

3. Demonstrate the development of ssmple and complex pivot tables
and publish results, both in table and chart form, and on awebsite.

Notes:




Enabling Objectives:

1.

2.

Identify the 3 key characteristics that the fire service shares with the
business community.

Develop an analysis plan to address a key problem/question in the
student’s organization.

Develop a MS query to retrieve data from the NFIRS database for
use in pivot table analyses.

Develop a pivot table using extracted NFIRS data to support the
student’ s analysis plan.

Construct a graph using the proper guidelines presented in the
course to support the analysis of the student’ s problem/question.
Publish aweb-enabled pivot table and pivot chart..
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Section 1
Excel Orientation For
Pivot Table Users

Objectives
- The student will understand terminology that relatesto Excel
The student will under stand the basic operation of Excel

The student will be able to navigate and generally operate
within Excd in preparation for Pivot Table training

Cell And Cell Address Management (Move, Copy, Delete, Fill, Format)
To move a cell or cdlls, select the cell(s) you want to move and
position the mouse arrow on the edge of the cell. Click and
drag to new location.

To Copy acell or cells, select the cell(s) you want to copy and

chose from the function on the menu bar, hold

down the Control key and press“C” on the keyboard, or use the

copy icon L=1 on the Standard Toolbar.
To Delete the contents of a cell, select the cell and hit “Del” on
the keyboard.

Edit

To Deete a cell, salect the call and click the mouse on

from the menu bar and select . The Delete Window will
appear and allow you shift the cells the direction you want.
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Delete I

" Shift cells up

O Eritire row

™ Entire colurin

] Cancel

To Fill a cél or cellswith what isin a specific cell, move the
mouse pointer to bottom right corner of the cell with the
information you want until the black + sign appears, hold down
the mouse button and drag to cells you want affected. If you
want the entire column filled, double click on the black + sign.
When double clicking, there must be information in the column
to theright or left of that column for it to fill that distance.

+

To Format a cell or cells, chose from the menu bar and

select @L] or hold down the Control key and press“1” on
the keyboard. The format cells menu will appear and from here
you can choose the format function you want (Number,
Alignment, Font, Border, Patterns, or Protection.)
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Format Cells I

; Alignment i Fort | Border | Patterns I Protection i
Category: Sample

Murmber
Currency
ACCOUNTNG
Date

Time
Percentage
Fraction
Scientific
Text
Special
Custom ;j

General format calls have no
specific number format,

Ok | Cancel |

Row Management (Insert, Delete, Select, Format)

To Inset a row select ﬂj from the menu bar and select [22#=].

To Delete the contents of a row select the row by mouse
clicking on the number to the left of the row (L) and hit Del

on the keyboard.

To Delete a row, Sdect the row by mouse clicking on the
number to the left of the row ((I]) and select from the
menu bar and select . This will move the remaining

rows up.
?ﬂﬁ'Micrusuﬂ Excel - Excel
J@j File Edit “iew Insert Format Tools Data MWiindow Help
DEeEHs GRY BB 9 || 3 A8
| Arial > 10 vin;gi§§§|$%
MM -
A | B | ¢ | b | E
i
2
3
5 |
6 |
i
8 |
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To Format a row, Select the row and select from the

menu bar and select = | or [E™] |f you select = ¢

will format all cellsin that row the same. |If you select
you can format for height, autofit, hide or unhide rows.

Column Management (Insert, Delete, Select, Format)
To Inset a column select from the menu bar and sdlect

To Delete the contents of a column, Select the column by mouse
clicking on the letter above the column ) and hit Del
on the keyboard.

To Delete a column, select the column by mouse clicking on
the letter above the column ) and select from the

menu bar and select . This will move the remaining
columnsto the left.

To Format a column, select the column and select from

|
the menu bar and select [ |or | Column | ¢ you select@
it will format all cells in that column the same. If you select

you can format for height, autofit selection, hide or
unhide columns.

B2 Microsoft Excel - Book1
|@ Eile Edit Wiew Insert Format Tools Data Window Help

DSESERY iR - o & = & 8

| Arial -0 - BZIUS=E=E %%
T H

| A& | B B

W~ (O [ G R (=

Sheet Management (Insert, Delete, Select)
To Inset a worksheet sdlect @ from the menu bar and select

Worksheet

To Delete the contents of a worksheet, Select the worksheet by
mouse clicking on the space above the row numbers and to the
left of the column letters and hit Del on the keyboard.
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El Microsoft Excel - Book1

|Z] Eilb Edit Yew: [neert Format Took Data iMindow  Helo
DM SLYy sEBBRBT|--- 8E 3
| aral =10 = B I U E==EB %%

To Delete a worksheet select = from the menu bar and

select . Thisis a function you can not “undo”

so be sure you really want to delete the sheet.

Workbook (File)
An Excel fileisreferred to as a Workbook and is made up or one or
mor e wor ksheets

Save
To Save a file, select Eile from the menu bar and select or

Select = from the toolbar or hold down the Control key and press
“S’ on the keyboard.

Save As

The@funcﬂon from the LE™] menu will allow you to name
a new file or rename an exising one. NOTE: the changed
information will not be saved under the original file name.

Page Setup
The function from the menu allows you to manage

page orientation, scaling, paper $ze, margins, headers and footers,
and sheet operations.
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Print Area

The Print Area function from the menu allows you to set or clear
the print area

[& Print Preview Clear Print &rea

Cut

The function from the LB menu allows you to cut a
selection to the clipboard for future pasting. It will remove the
selection from its cut position. It can also be done from the toolbar

&

with the
keyboard.

icon, or hold down the Control key and press“X” on the

Copy

The function from the LE™| menu allows you to copy a
selection to the clipboard for future pasting. It will not remove the
selection from its copied position. It can also be done from the

toolbar with the
“C” on the keyboard.

icon, or hold down the Control key and press

Paste

The function from the L% menu allows you to paste a
selection from the clipboard. It can also be done from the toolbar

Page 8 of 80




with the icon, or hold down the Control key and press“V” on the

keyboard.

Repeat

The J Repeat

function from the

Edit

holding down the Control key and pressing “ Y.

View Toolbars

Selecting from the 2] menu allows you to manage which
toolbars are visible and also allows you to customize your toolbars

with the icons you want.

Insert Picture

The function from the

p