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About RAM Portal

Privacy Notice

“Thankyou for visifing the RAM Portl Your privacy and security are very important o us
State Department does not collct personal nformation when you skt ur websits uless you choose {0 provid that nformaton. However,
we do collest some technicalinformation about your it

“This i how we handie inormation about your visit 1o our Web st

Information Collected and Stored Automatically. When you visit the RAM Portal, we may stoe some or all of the following:

e 1P sdcressfrom which you accessed our st
the dete and time

e pages you visted on our st

e bowser an operatng system used

user name when logging

Authority: 18 US.C. 2339A, 23398, 2339C, 22 US.C. 2151 et seq, Section 558 of the Appropriations Act, Executive
Orders 13224, 13099, and 12947, and Homeland Security Presidential Directive 6.

Purpose: The information in the system supports the vetting of directors, officers, or other employees of
organizations who apply for Department of State contracts, grants, or other funding. The information collected from
the organizations and individuals is specifically used to conduct screening to ensure that Department funds are not
used to provide support to entities or individuals deemed to be a risk to US national security interests.

Routine Uses: The information is used to make determinations on applications for contracts, grants, or other funding
‘and may be disclosed

to the United States Agency for International Development (USAID) for collaborative and vetting programs.

Disclosure: Disclosure of the information provided on this form will be done in accordance with the Department of
State's System of Records Notice concerning the Risk Analysis and Management System (RAM) (STATE-78] which
establishes the routine uses and Privacy Act exceptions which apply to this system.

Paperwork Reduction Act (PRA) Statemen

Public reporting burden for this collection of information s estimated to average 75 minutes per response,
including time required for searching existing data sources, gathering the necessary documentation, providing the
information and/or documents required, and reviewing the final collection. You do not have to supply this.
information unless this collection displays a current valid OM8 control number. If you have comments on the
aceuracy of this burden estimate and/or recommendations for reducing i, please contact RAM at RAM@state zov
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Rule of Behavior
‘When using the RAM Portal System, you are personally accountable for your actions and that you must:
Protestdata n accordance wihthe Privacy Act o 1674
Protest sensiive information from disclosure o unauthorized individusls o groups.
Acaquire and use sensilive information only i accordance with the peromance of my oficial dues.
Dispose of sensitive informlion contained n hardcopy or Softcopy, a5 approprste.
Ensure that sensitv information is accurate and relevant or the purpose which t s collested, provided, and used.
Protect my password from disclosure.

Not ivulge my password o anyone ese: | understand that | may be held responsib for any har resuing fom divlging my password(s)
0 any other person(). | urther understand that | must report o th Information Systems Securty Officer (RAM@siate gov) any problem |
may encounter i the use ofthe password(s) orwhen | have reason to believ that my password(s) has (have) been disclosed.

Reportsecurity ncidents and vinerabiltes t the RAM System ISSO (RAM@siate gov). Examples include, but are not imited fo:
unauthorized access, compromised passwords, inapproprste use of information.

Promply nofy the RAM program, (RAM@state.gov), o any change to my contact information or when | no onger require access o the
RAMPortal

Security Notice
For it security puposes and to ensure thattis senvice remains availabl fo sl users, s govemment computer system mploys softwre.
programs to monior network affc {0 ity unauthorized affempts 1o pload or change nformation, o ctheruise cause damage.
Unauthorzed atempts to upload or change information on tis siteare ity profibited and may be punishabie under the Compuler Fraud
and Abuse Act o 1986 and the NatonalInformaton Infrsiructure Protection Act (Tt 18 U.S.C. Sections 1001 and 1030).

If moritoring reveals eidnce of possbl criminal ctivy, such evdence mey be provided folaw enforcemen personnel

Accessibilty
State Department s comited 0 providing access 0 allindividuals sesking nformaion o sate gov.To provice tis iformation,tis s has
en buit to comply with Secton 508 of the Rehtiltaton Act (a5 amended). Section 508 requites tht alncvidusls with dsabiities (whether
federal employe=s or members of the general pubic) have access o and use ofinformaion and deta, comperabie o that provided fo
indiiduals withou isabiis, uniess an undue burden would b imposed onus. f you use sssisivetechnology (such as a sreen reader,
Braile reader, ctc.) and have rouble accessing information on this e, lease contact s with the ature of the problem, the URL (web
‘adress)ofth informaton you fed o access, and your contact nformation. W il contactyou s soon a5 possibe, and do what we can o
provide you with the information you need.
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Accessing Documents in Difterent File Formats

‘Some documents on st go ar in Portable Doxument Format (PDF) 50,ou can view publcations i thes rignl ot regarcessof he
5 o computer, bowser, o cpersing system you uset sccess e temet.n crdr 1o v, navgae DYouSh,and pi POF cocumerts,
o0 st fst dourload the e Actobot Reader sofware. For bt rsuls,you shou nstallversion 3.0 o ae. Vit th Adobe Reader
el 30d Support pege frroubleshootng . ou Use & sereeeader you ey a1 vist Adobe's Rader csessiiy page, whch
s 8 users ude for scessing POF dacumentswihsssisne echoogy

SECURITY NOTICE: The Risk Ansye s Mssgenent Syste conting Sensve Bt Unclasified (SBU) Dt
For ot bt ot s SEU ot e e o' et A M )
Ol Aol 454

s Deconber 2018
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Create New Risk Analysis nformation
PART 2: ADD KEY INDIVIDUAL

Key Indwidual List
T following nchicusls have been a30ed 1o s RAI submision.

To 334 a ew Key Indicus, v slect inctidual rom he ropdown o a3  new Key Indhidual b ccing Add New Key ndividual
buton o Import Key Indviduals rom a .

oKy it Pemsesoet) V) © EEIICIIET

Key Individual Information
Pleasereview and cick “Save” bution onthebotom of thefo 0 a6 tis indhicus o e tae
O, enter e new hey indvidulnformation and ek Save” bton 0 3 0t table.

@ Important Notice: Toensur the pevacy ofyour G, you wlno b able o view te nformetion you enfered o this
chiusl once te record s saved. The values i be masked wih s when you view N e<ord i et mode.Please
review the normation and e sure i coectprir o pressing the Save uton.

“incates requied feld
Personal Profile:
Nome: st st “Phone Nummber
[ ]
Recipint Coge: “CellProne tiumber:
[ ] [ ]
(Ot nmes s sy e ke, psunms, it stk Faxtumber.
e vame) | —
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“County of tssvance:

| Prsse st ) =]

Passport Number.

Worked Performed For Syria AMOS/AJACS USE ONLY:

UntName:

‘Oppositon Organizaton Dutes:

[ ]

Unit Location:

‘Opposison Organization Jon Date (MMVYYY):

[ ]

Previaus Profession (For those who ever served in Syisn

gnmmf-‘\m

‘@ Repime Defector




image7.png
Additional Bio-data for Regime Defector Only:

Previous SARG Ministy and Uit Previous SARG Positon (Rank o Tite):
Previous SARG Urit Location: Previous SARG Unit Duties:
Previous SARG Service Start (MM-YYYY): Previous SARG Servize End (MM-YYYY):

‘CONTINUE T0 REVIEWAND SUBHIT

ik onthebutton t ImportKey Indnicuals - (_ MPORTFROW EXCEL |
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14. What does AO stand for?

18 Wt Ky Indidu? <)

ANSWERS
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16 Whatis Key Individual?”
An il o 5 mportant 0 he EGmAEDon o he work being perormed ot s egral par of he company.
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Contract/Grant Details Review and Submit

© Akey ndivicual s required.

Create New Risk Analysis Information
P@' 2: ADD KEY INDIVIDUAL

KeyYhaividuai
The following heve been addedtothis RAI sbmission.

To ad a new Key Individual, sther selectindividual fom the dropdown or 3 a new Key IRGidual by clicking Add New Key Individual
button or Import Key Individuals from a File.

{} A Key Individual | (Please select. )

= — 4 -

(" conmuETo ReviEw AN sUBMT )

(i o the button o Import Key Indviduals - [ IMPORT FROMEXCEL |
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Key In ual Information
Please review and click "Save" button on the bottom of the form to add this individual to the table.

Or, enter the new key individual information and click "Save” button to add to the table.

@ Important Nmﬁa ensure the privacy of your data, you will not be able to view the information you entered for this
individual once the record is saved. The values will be masked with ***'s when you view this record in edit mode. Please
review the information and be sure it s correct prior to pressing the Save button

* indicates required field

Personal Profile

*Name: (Last, First M) “Phone Number:
Recipient Code: “CellPhone Number:
Other names used: (may include nicknames, pseudonyms, not listed Fax Number:

under Name’)
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Contract/Grant Details ‘Add Key Individuals

A. Review RAI

Before completing this RAI submission, review the RAI form to ensure the accuracy of the information on the form. If any information is.
not correct, please go back and make any required corrections to the Contract/Grant Details and/or Add Key Individuals section

{

Password s required to review the RAI Form,

* Please enter password

EW

M [PDF]
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Disclosure: Disclosure o the information provided on tis form will be done in accordance with the Department o State's System of Records
[Notce concerning the Risk Analysis and Management System (RAM) (STATE78) which establishes the routine uses and Privacy Act
exceptions which apply o tis system.

INSTRUCTIONS

‘Appendix Key Personnel (Use continuation sheets, as necessary)
Key Personnel may include but is not limited to:
o orgaizatonicompany' Presdent, vios Prsiden,Executv Disclor,Depsy Exeutve Dck, Chet Exee Offer,
ChetOperaing Oicr, Trsaere,Secstan, and he Board of recir.
e e By

Proposed Subconasors or Sub-raniss st 6l compile acepra nfomaton Fom s e ey PSonnel.
st A . ey coes i 5. 1 crnesion o oy e corete e e on 5 ksl
s cah o i ssasanc (ncuin e s5ssaee)

APPENDIX: KEY PERSONNEL INFORMATION.

Name (Last, First MI) zfﬂmuud[mmnmimm,m,mmwﬂﬂ
First, Micheal J e, Micky
Place of i Dot o (st 7 Goncar
Seattle, WA oert0/1981 Euse  rense
“Czersnots)
United States, Austria
Govemment DISSHe T Te—
3242341353144 Macau
Frone Normber Gt Prons e Farturoar

e
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Messages

The Messages link in the center menu proves RAM Portal User the entire message sent from RAM Office such as a Return message or

Rejected Key Individual message.

FAQ

The FAQink in the center menu proves all frequently ask question.

About

The About link in the center menu provides RAM Portal Users with important information about the RAM Portal Privacy Notice, Rules
of Behavior, Security Notices, Accessibility, and Accessing Documents in Different File Formats.

Contact Us

The Contact Us link in the center menu provides the RAM Portal User with contact information for the RAM Office. An email address is
provided that can be used to contact RAM officials directly.
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[2)Purpose. 2
(01 RAM Portal
[2) An Overview of the RAM Vetting P RAM Portal User Roles
(L RAM Porta Funciionalies
PIRaILst The RAM Portal has 2 unique user roles: Authorization Offiials (AO) and RA! Processors.There can be many individuals per Competitive
a v p
[Amessages Range that are RAI Processors, but only the Authorization Official can finalize the Risk Analysis Information (RAI) and submit to Do via
%;‘i the RAM Portal. The following points further outline the difference between these two user roles in the RAM Portal:
A ch;a v «  Authorization Official (AO): The Authorization Official certifies that the RAI form entered has undergone reasonable steps (in
Bt accordance with sound business practices) to verify the information contained in the RAl. The Authorization Official further
Hriep confirms this understanding that the U.S. Government may rely on the accuracy of such information in processing specified
[Log Out vetting request.
Z)RAM Ports User Roes «  Data Entry Personal: Data Entry Personal is responsible for performing data entry of Contract/Grant information, Organization
() Logging into the RAM Portal information, and Key Individual/Grantee information. Data Processors cannot see vetting results or edit existing awards. Data
[2] Logging Into the RAM Portal L Processors cannot view Personally Identifiable Information (PIl) once Individual information is saved. Only Authorization Official
% Establishing a Permanent RAI can give permission to Data Entry to view, create, or edit an RAI.
Updating Your RAM Portl Pe
[2] oditying Your RAM Fortal Pe
@ Submiting Risk Anclyss Informati
[2)Checking the Satusof Risk Ancly:
[2] Assistance with RAM Porta!
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Step 1: Creating a New Risk Anaylsis Information (RAI) Submission
You can create a new Risk Analysis Information if you do not see one that applied on the RAI Summary Screen. Follow the instructions
below:

1. Gotothe RAIin the center menu to show the RAI Summary screen.

2. Select the “Start New RAI Submission” button in the upper-right corner of the RAI Summary screen. The button can be found
just above the “Status” column in the table listing all RAl submissions pending.

Step 2: Adding Contract/Grant Information

1. Select the RAI you would like to work on from the RAI Summary List. To get there select the RAI List link from the center
menu of the RAM Portal. For steps on creating a new RAI, see the sub-section above called “Creating a New Risk Analysis
Information (RAI) Submission.

2. You will see the “Part 1: Contract/Grant Details” screen. Select the Contract/Grant from the drop down menu. You will only
see those Contracts/Grants pre-assigned to you. Based on your selection, the RAI system will populate the “Proposed
Contract/Grant Information” section. Please note that Afghan Business Number and JCC are required if the Contract will be
‘executed in Afghanistan or other places.

3. Verify all pre-populated information and enter information in the required fields and verify all fields.

4. Select the “Save” button to save the information and move on to the next section/tab Add Key

072 RISKANALYSIS & MANAGEMENT
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Adding Key Individualsin the RAM Portal

2. Enter the Key Individual information including all required fields which are marked with an asterisk (%)

3. Verify all information. Select the “Save” button to save the information you about this Key Individual. Or you

move on to the next section/tab Review and Submit by selecting the “Continue to Review and Submit”
button.

4. Aconfirmation window will display (see Figure 11). Click the “OK” button to continue.

===

Message from webpage

will be masked with ***s when you view this record in edit mode.
Please review the information to be sure itis correct. Press the OK
button to save the information for this Key Individual. Press the Cancel

to remain on this page and review the information you entered.

Figure 11~ Adding Key Individalsin the RAM Portal

5. You will be returned to the Key Individual List and the newly created individual will display in the table.
6. Repeat the steps in this sub-section for all key s or for yourself only. For further clarification

Figure 10—
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Step 3: Adding Key Individuals

Before a Contract/Grant can be Vetted, RAI Data Processors and/or the Authorization Offcial (AO) must identify the essential
personnel responsible for managing the funds for the project. RAM calls these essential personnel “Key individuals”. Participating
beneficiaries of the grant/activity must also be identified and are also to be processed as “Key is . RAM Portal users, RAI
Processors or the Authorization Officials, MUST provide personally identifiable information about these “Key fora
Contract/Grant application to be vetted. If a Key Individual has been specified for previously submitted Contracts/Grants, the Key

can be accessed via the drop-down listing. See the instructions below for specific instructions for adding Key stoa
Contract/Grant in the RAM Portal.

Observe the following notice when working in “Part 2: Add Key | screen”: “Important Notice: To ensure the privacy of your
data, you will not be able to view the information you entered for this once the record is saved. The values will be masked

with ***'s when you view this record in edit mode. Please review the information and be sure it s correct prior to pressing the Save
button.”

1. Inthe “Part 2: Add Key Individual” screen you can add a new Key individual. To add a new xe‘

from the dropdown or add a new Key by clicking “Add New Key

either select
button. See Figure 10 below

Create New Risk Analysis Information

PART 2: ADD KEY INDIVIDUAL





image19.png
roducion
@) Purpose: (@
AM Poral
2]/in Oveniew ofthe RAM Veting Proce:
[0 RAM Portal Funcionaities
[21RaLit
[2)messages
2Faa
[28bout
[ ContactUs
[2Profie
[+
[2]Log Out
[ RAM Portl User Rdes
[0 Logaing into the RAM Portal
2] Loaging Into the RAM Portal Using.
[2) Esablshing 2 Permanert RAM Po
[2] Updating Your RAM Portal Person:
[2]Moditing Your RAM Poral Passw
11 Submitting Risk Analysis Information (F
[2)Step 1-Creating = New Risk Ayt
[2)Step 2: Adcing ContractGrantIfo
[2)Step 3: Adding Key Individuals
[2]Step & Reviowing and Submiing ¥
[21Step 5: Cetitying and Submitting F
[2) Checking the Status ofFisk Analysis In
2] Assistance vith RAM Portal

T0.209 2 new Key Indvidual,efner selct indvidualfrom the dropdown or add a new Key Inddual by cicking Add New Key Individual
outon o Import Key Individuals rom a Fe

A Key Inawiuar (Please seect) By oo e oo |

ame. Status can oetete

ik on the buton to importKey naials

Adding Key Individualsin the RAM Portal

2. Enter the Key Individual information including all required fields which are marked with an asterisk (%)

3. Verify all information. Select the “Save” button to save the information you about this Key Individual. Or you

move on to the next section/tab Review and Submit by selecting the “Continue to Review and Submit”
button.

4. Aconfirmation window will display (see Figure 11). Click the “OK” button to continue.

===

Message from webpage

) To ensure the privacy of your data, you will ot be able to view the
formation you entered for this individual once it i saved. The values
will be masked with ***s when you view this record in edit mode.
Please review the information to be sure itis correct. Press the OK
button to save the information for this Key Individual. Press the Cancel

to remain on this page and review the information you entered.

Figure 11~ Adding Key Individalsin the RAM Portal

5. You will be returned to the Key Individual List and the newly created individual will display in the table.
6. Repeat the steps in this sub-section for all key s or for yourself only. For further clarification

Figure 10—
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Importing Key Individuals from excel spreadsheet

To import Key Individuals to a RAI, pressing the ‘Import From Exce!’ button.
. Note: User must use an approved excel spreadsheet to import Key
an approved excel spreadsheet from RAM or your Post Bureau.

(see Figure 12 below).
Please request|

Create New Risk Analysis Information

PART 2: ADD KEY INDIVIDUAL

Key Individual List
The flwing Indvidual have been added fo I RAIsubmssion

o 306 new Key ndvidual, efhe seectindiviual o he dropdown or dd a new Key Indidual by cicking Add New Key Individual
buton o Import Key Individuals from a e

A Key Indvidua. (Please seect) -

ek on the buton o mport Key indiduals

Figure 12-Tmport From Excel

b.  You will be redirected to Import ey Individual page.
. Press the ‘Browse.. button and select the file to upload
i.  After selecting the file to upload, the process to upload the Key individuals might
take several minutes f you are uploading several individual .
d. When import is completed, you will have to manually import them to the RAI one by one.
e. Toadd the Imported key isto the RAI, press the “Import” button. See figure 13 below.
i You can remove the Imported Key by pressing the “X” image.
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[2) Checking the Status of Risk Analysis I When you are done adding the Imported , press the “Go Back to Key
Indiidaal poge” to manualy ad Key

Figure 13~ Import the imported Key individuals

[2)Assistance it RAM Pocal
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Editing Key Individuals

In the “Part 2: Add Key Individual” screen you can edit any Key Wm ‘the Contract/Grant you

selected in “Part

E
a.
5.

ontract/Grant Details”. Instructions to edit a ey are provided below.

In the “Part 2: Add Key Individual” screen you can edit a Key Individual by clicking “Edit” button in
that Key s row in the Key table.

(-

e 18- Eding andDeleing K G in e A Pors

Edit the Key Individual information and be sure all required fields, which are marked with an asterisk
(%), are filled with a value.

Verify all information. Select the “Save” button to save the information you about this Key Individual.
A confirmation window will display (see Figure 9). Click the “OK” button to continue.

You will be returned to the Key “ List.
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Deleting Key Individuals

In the “Part 2: Add Key individual” screen you can edit any Key linked to the Contract/Grant you
selected in “Part 1: Contract/Grant Details”. Instructions to delete a Key. are provided below.

Note:Once a Key individual is deleted, they will still remain a part of the RAM Portal to select from for future
Contract/Grants. However, they no longer are connected to the specified RAI.

1. Inthe “Part 2: Add Key Individual’
that Key s row in the Key
button. See Figure 14 above.

2. Aconfirmation window will display (see Figure 9). Click the “OK” button to continue. Click “cancel” to
terminate this deletion.

3. You will be returned to the Key Individual List.

creen you can edit a Key Individual by clicking “Delete” button in
table. The “Delete” button is to the right of the “Edit”

Step 4: Reviewing and Submiting Risk Analysis Information (RAI) to the
Authorization Official (AO)

Once you are finished entering and verifying all Key individuals, you are ready to the Review and Submit the
RAI. This is not the final submission of the RAI to DoS; the Authorization Official (AO) s responsible for
submitting the RAI to the Dos. Instead, this is your chance to review and submit the RAI to your AO for final
review.

Follow the instructions below as the RAI Processor to review and submit the RAL.

1. Gotothe third tab of the RAI called Review and Submit.
2. Enter any comments that will assist in the processing of the request.
3. Select the “save RAI” button to save your comments.
4. Select the “Send Email to AO" to notify the Authorization Official working with you or your
‘organization that you have submitted RAI information and that it is ready for his/her review.
2. Information about the Authorization Official for your organization s displayed below the
“Send Email to AO” button.
5. Aconfirmation screen will show.
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Step 5: Certifying and Submitting RAI to the DoS$ as the Authorization
Official (AO)

Before the RAI can be submitted for further vetting consideration, the Authorization Official must certify that
the prospective (Grantee and/or Organization has taken reasonable steps to (in accordance with
sound business practices) ensure the data provided s accurate. This is achieved by verifying the information
contained in the RAI submission form. The Authorization Official confirms this understanding so that the
U.5. Government may rely on the accuracy of such information in processing the specified vetting request.

The Dos Vetting Official is responsiblefor reviewing all RAls submitted via the RAM Portal for accuracy and
sufficiency. If the information is inaccurate or insufficient, the RAM staff will return the RAl and RAM will
notify via email the Authorization Official for corrections and or additional information required.

Once the information is accurate and sufficient, and the Vetting Official can ensure the accuracy, the
information is accepted into RAM for further vetting consideration.

Before the completion of the RAI submission, the Authorization Official has the opportunity to preview the
RAI form via a link (preview the RAI form) within the RAM Portal to ensure the accuracy of the information
on the form and to make any necessary changes. The RAM Portal user will have a chance to make any
changes to a RAI form untilis submitted to DoS by the Authorization Official.

Follow the steps below if you are an Authorization Official submitting the RAI to the Dos for vetting.
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Home > RAM Portal > Checking the Status of Risk Analysis Information

Checking the Status of Risk Analysis Information

The Status of the RAI shows in the RAI Summary List found under the RAI List link from the center menu. The
table on this screen shows all RAIs associated with the logged in user. One of the columns on the right side of
the table shows the status of each RAL. There are four (4) distinct RAI Statuses in RAM which provide the Portal
User with where the RAI is currently standing en route to award. Any status displayed on the Risk Analysis
Information Desktop ONLY applies to the Risk Analysis Information form, not the Dos Vetting status of the
Contract/Grant within the Department of State.

1. RETURNED - The RAI has been returned to the RAM Portal user for further information. A reason is
provided about why the RAI will not be moving forward in the vetting process. Users will then have a
chance to make necessary changes, have the Authorization Official resubmit and/or delete the RAI. In
addition,once a RAIis returned by the RAM Officials, notification s sent via email to the Authorization
official.

2. INPROCESS — The RAI is incomplete and still being worked on.

3. SUBMITTED — The RAI has been certified by the Authorization Official. Notification will be sent to the
‘assigned COTR via email. When a RAIis in “SUBMITTED status, it is Read-Only.

4. INCOMPLETE — The RAI s stll a work in progress (saved only) and the Authorization Official.

5. PARTIALLY ACCEPTED — This RAI in which some of the Key individuals were accepted and some of the
Key Individuals were rejected. This RAI must be re-submitted by the AO to be accepted.
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