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Login Page

RISK ANALYSIS & MANAGEMENT Loa N

About Contact Us

LOGIN
WELCOME TO THE RAM PORTAL

SECURITY NOTICE: The Risk Analysis and Management

System confains Sexisitive Fist Unclassilied (SR Dala. ou are using an official United States Govemment system, which

Far demllen.:l |nfurm.s:|0n on how to handle SBU data, please refer may be used only for 3 : Us. G ment purposes.

K e e et e Al RSO0, Unauthorized access or use of this system may subject you to
administrative, civil, or criminal actions, as well as fines or other
penalties. In accordance with Federal Regulations, employees have "a

Uzer Name: duty to protect and conserve Government property and shall not use
such property, or allow its use, for other than authorized purposes™
Ty This computer =ystem may be monitored and information disclosed for

any lawful purposes, including for the management and maintenance
of the system, to ensure that the system is authorized to facilitate
protection against unauthorized access, and fo verify security
procedures, survivability and operational security.
Y'ou have no reasonable expectation of privacy while using this
system. Use of this system by any user, authorized or unauthorized,
| forgot my Password constitutes express consent to this monitoring.

| forgot my User Name

PRIVACY ACT STATEMENT:
PAPERWORK REDUCTION ACT (PRA) STATEMENT:

Paperwork Reduction Act (PRA)
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About:

& RISK ANALYSIS & MANAGEMENT

| About | Contact Us

About RAM Portal

Privacy Motice

Thank you for visiting the RAM Portal. Your privacy and securify are very important to us.

State Depariment does not collect personal information when you visit our website unless you choose to provide that information. Howewver,
we do collect some technical information about your visit.

This i how we handle information about your visit to our Web site:

Information Collected and Stored Automatically. When you visit the RAM Portal, we may store some or all of the following:

the IP address from which you accessed our site
the date and time

the pages you visited on our site

the browser and cperating system used

user name when logging in

Authority: 18 US5.C. 23394, 23398, 2339C, 22 US.C. 2151 et seq., Section 559 of the Appropriations Act, Executive
Orders 13224, 13099, and 12947, and Homeland Security Presidential Directive 6.

Purpose: The information in the system supports the vetting of directors, officers, or other employees of
organizations who apply for Department of State contracts, grants, or other funding. The information collected from
the organizations and individuals is specifically used to conduct screening to ensure that Department funds are not
used to provide support to entities or individuals deemed to be a risk to US national security interests.

Routine Uses: The information is used to make determinations on applications for contracts, grants, or other funding
and may be disclosed

to the United States Agency for International Development (USAID) for collaborative and vetting programs.
Disclosure: Disclosure of the information provided on this form will be done in accordance with the Department of
State's System of Records Notice concerning the Risk Analysis and Management System (RAM) (STATE-78) which
establishes the routine uses and Privacy Act exceptions which apply to this system.

Paperwork Reduction Act (PRA) Statement:

Public reporting burden for this collection of information is estimated to average 75 minutes per response,
including time required for searching existing data sources, gathering the necessary documentation, providing the
information and/or documents required, and reviewing the final collection. You do not have to supply this
information unless this collection displays a current valid OMB control number. If you have comments on the
accuracy of this burden estimate and/or recommendations for reducing it, please contact RAM at RAM @ state gov
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Rule of Behavior

When using the RAM Portal System, you are personally accountable for your actions and that you must:
Protect data in accordance with the Privacy Act of 1974.
Protect sensitive information from disclosure to unauthorized individuals or groups.
Acquire and use sensitive information only in accordance with the performance of my official dufies.
Dispose of sensitive information contained in hardcopy or softcopy, as appropriate.
Ensure that sensitive information is accurate and relevant for the purpose which it is collected, provided, and used.
Protect my password from disclosure.

Mot divulge my password to anyone else; | understand that | may be held responsible for any hamm resulting from divulging my password(s)
to any other person(s). | further understand that | must repert to the Information Systems Security Officer (RAM@state.gov) any problem |
may encounter in the use of the password(s) or when | have reason to believe that my password(s) has (hawve) been disclosed.

Report security incidents and vulnerabilities to the RAM System S50 (RAM@state gov). Examples include, but are not limited to:
unauthorized access, compromised passwords, inappropriate use of information.

Prompily nofify the RAM program, (RAaM@state gov), of any change to my contact information or when | no longer require access fo the
RAM Portal.

Security Notice

For site security purposes and to ensure that this senvice remains available to all users, this government computer system employs software
programs to moniter network traffic to identify unauthorized attempts to upload or change information, or otherwise cause damage.
Unauthorized attempts to upload or change information on this site are strictly prohibited and may be punishable under the Computer Fraud
and Abuse Act of 1986 and the Mational Information Infrastructure Protection Act (Title 18 U.5.C., Sections 1001 and 1030).

If menitering reveals evidence of possible criminal activity, such evidence may be provided to law enforcement personnel.

Accessibility

State Depariment is committed to providing access to all individuals seeking information on state.gov. To provide this information, this site has
been built to comply with Section 508 of the Rehabilitafion Act (as amended). Section 508 requires that all individuals with disabilities (whether
federal employees or members of the general public) have access to and use of information and data, comparable fo that provided to
individuals without disabilifies, unless an undue burden would be imposed on us. If you use assistive technology (such as a screen reader,
Braille reader, etc.) and have trouble accessing information on this site, please contact us with the nature of the problem, the URL (web
address) of the information you tied to access, and your contact information. We will contact you as soon as possible, and do what we can to
provide you with the information you need.

Accessing Documents in Different File Formats

Some documents on state.gov are in Portable Document Format (FDF), 50 you can view publications in thesr oniginal format regardiess of the
fype of compuier, browser, or operating system you use io sccess the Intemet. In order fo view, navigate through, and print PDF documents,
you masst first download the: frée Acrobat Redder software. For best results, you should install version 3.0 o kater. Visit the Adobe Reader
Help and Suppont page for roubleshaoting tips. If vou use 8 screenreader, you may want bo visit Adobe's Resder accessibility page, which
has & user's guide for accessing PDF documents with assistive technology

SECURITY ROTICE: The Riak Anadyaes and Manigemenl Syilem contaen Sendithee Bl Lnclaaaified | SBLY) Duts.
For chithibdt intoimation o e 1 handla 50U dath, phiad el 10 T Fonisgn Adffasrs Wil | ]

OhiB Aporossl 8 14050004
Espares. Decowrber 2018
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Key Individual Tab

Create New Risk Analysis Information
PART 2: ADD KEY INDIVIDUAL

Key Individual List
The following indniduals have been added to this RAI submission

To add & new Key Individual, either select indivicual from the dropdown or add a new Key Individual by clicking Add New Key Individual
button of Import Key Individeals from a File.

Add Key Individual | (Please select ) ADD NEW KEY INDIVIDUAL

Name Stabus Edit Delete

Key Individual Information
Please review and click “Save”™ button on the bottom of the form fo add this individual to the table.
Or, enter the new key individual information and click “Save™ bution to add to the table.

@ Important Notice: To ensure the privecy of your data, you will not be able fo view the information you entensd for this
incivicual once the record is saved. The values will be masked with ***'s when you view this record in edit mode. Please
review the information &nd be sure it is comect prior to pressing the Save button.

* indicates required field

Personal Profile:
*Name; [Last First M} *Phone Mumber.
Recipient Code: *CellPhone Number.
Cther names used: (may nelude micknames, pasudanyma, nal kafed [Fant Musmibser:
uncher Namse]

Ernail:
'm-aqs 1:

Skype:
Address 2
ity
*State/Province:
*Country
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*ZIPPostal Code

Personal Identification:

*Place of Barth “Government IDSSHS
*Date of Birth (MM-DD-YYYY): *Country of Issuance:
{Please select ) ~
*Citzen OF Passport Number
(Please salect ) (]
Sacond Citizen Of
{Please select ) >
“Gender.
(Omlale (OFemale
Work Description:
*Current Employer *Project Tite:
*Rank or Title in the Organization:

Worked Performed For Syria AMOS/AJACS USE ONLY:

Uit Mame: Opposition Organization Duties:
Opposition Organization Join Date (MAM-Y)

Uit Location

Previous Profession (For those who never served in Syrian
government, aside from compulsory military senice)

& Regime Defector
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Additional Bio-data for Regime Defector Only:

Previous SARG Ministry and Linit: Previous SARG Position (Rank or Title):
Previous SARG Unit Location: Previous SARG Unit Duties:
Previous SARG Service Start (MM-Y"™): Previous SARG Senvice End {MM-YYYY)

T o

CONTINUE TO REVIEW AND SUBMIT

Click on the button to Import Key Individuals - | IMPORT FROM EXCEL
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Location of all Key Personnel, Key Individual
1. FAQPage

14. What does AD stand for?

15. What is Key Individual? S E

ANSWERS

15. What is Key Individual?

An individual who is impaortant to the completion of the work being performed of is an integral part of the company
o Ty =

2. Key Individual Tab
a. 11 mentions of Key Individual before adding a New Key Individual.
i. Added error statement as well.

D A key individual is required.

Create New Risk Analysis Information

P@I’ 2: ADD KEY INDIVIDUAL

Key Tndividuajigt
The following in have been added to this RAl submission.

To add a new Key Individual, either select individual from the dropdown or add a new Key Individual by clicking Add New Key Individual

button or Import Key Individuals from a File.
Add Key Individual: (Pleass select ) or)
Py

s .
E—— e 4 0

CONTINUE TO REVIEW AND SUBMIT

Click on the button to Import Key Individuals - | IMPORT FROM EXCEL

)
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b. Adding Key Individual information

Key Individual Information
Please review and click "Save" button on the bottom of the form to add this individual to the table.
Or, enter the new key individual information and click "Save" button to add to the table.

@ Important Noti 0 ensure the privacy of your data, you will not be able to view the information you entered for this
individual once the record is saved. The values will be masked with ***'s when you view this record in edit mode. Please
review the information and be sure it is correct prior to pressing the Save button.

* indicates required field

Personal Profile

*Name: (Last, First Mi) *Phone Number:
Recipient Code: *CellPhone Number:
Other names used: (may include nicknames, pseudanyms, not listed Fax Number:

under “Name')

3. Review and Submit Tab

Contract/Grant Details Add Key Individuals Review and Submit E I

A. Review RAI

Before completing this RAI submission, review the RAI form to ensure the accuracy of the information on the form. If any information is
not correct, please go back and make any required corrections to the Contract/Grant Details and/or Add Key Individuals section.

{

Password is required to review the RAI Form.

* Please enter password

REVIEW RAI FORM [PDF]

*B. Submission Comments
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4. 4184 Form

Disclosure: Disclosure of the information provided on this form will be done in accordance with the Department of State's System of Records
MNotice concerning the Risk Analysis and Management System (RAM) (STATE-78) which establishes the routine uses and Privacy Act
exceptions which apply to this system.

INSTRUCTIONS

Appendix Key Pe\rgonnel (Use continuation sheeifs, as necessary)
Key Personnel may include but is not limited fo:
* The organization/company's President, Vice President, Executive Director, Deputy Executive Director, Chief Executive Officer,
Chief Operating Officer, Treasurer, Secretary, and the Board of Directors.
* [t may alzo include Program Managers and Project Managers.

Proposed Subcontractors or Sub-grantees must also complete a separate Information Form listing their key personnel.
Indicate "N/A" if a category does not apply. If no orgnization or company is listed, complete the information on each individual who
will receive cash or in-kind assistance (including fechnical assistance).

APPENDIX: KEY PERSONNEL INFORMATION
A

Mame (Last, First Mi) m Names Used ("Also known as”, nicknames, alias, different spelling)
First, Micheal J e, Micky

Place of Birth Date of Birth fmm-da-yyyy] Gender:

Seattle, WA 06/10/1981 (] Male [ Female
Citizenship(s)

United States, Austria

Government IDISShG Country of Issuance

324-2341-35314-A Macau

Address Phone Mumber Cell Phone Mumber Fax Mumber

10
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5. Help Page

Screens for OMB Review

a. Message section

tQ] Introduction
Furpose
([ RAM Portal
Ln Overview of the RAM Vetting P
tﬂ] RAM Portal Functionalities
(2] R List
?) messages
(2] FaQ
z About
E Contact Us
(2] Profile
2] Help
2] Log Out
RAM Portal User Roles
([ Logging into the RAM Portal
[2] Leaging Into the RAM Portal L
z Establishing & Permanent RAI
E Updating Your RAM Portal Pe
[2] Medifying Your RAM Portal Pz
Q Submitting Risk Analysis Informati:
Checking the Status of Risk Analy:
Assistance with RAM Portal

~

Messages

The Messages link in the center menu proves RAM Portal User the entire message sent from RAM Office such as a Return message or
Rejected Key Individual message.

FAQ

The FAQ link in the centar menu proves all frequently ask question.

About

The About link in the center menu provides RAM Portal Users with important information about the RAM Portal Privacy Notice, Rules
of Behavior, Security Motices, Accessibility, and Accessing Documents in Different File Formats.

Contact Us

The Contact Us link in the center menu provides the RAM Portal User with contact information for the RAM Office. An email addressis
provided that can be used to contact RAM officials directly.

b. RAM Portal User Roles

T X
2 Home > RAM Portal > RAM Portal User Roles
t@ Introduction
[2]Purpose A
(1] RaM Portal

@Aﬂ Owverview of the RAM Vetting P
() RAM Portal Functionalities

[7] R List

E messages

[7]FAG

E About

[7] Contact Us

2] Profile

E Help

[7] Log Out

[2] RAM Portal User Roles

L\Q| Logging into the RAM Portal

[7] Logging Into the RAM Portal L
z Establishing a Permanent RAI
[] Updating Your RAM Portal Pe
[2] Medifying Your RAM Portal Pz
Q Submitting Risk Analysis Informati
Checking the Status of Risk Analy:
7] Assistance with F.AM Portal

RAM Portal User Roles

The RAM Portal has 2 unique user roles: Authorization Officials (AOQ) and RAI Processors.There can be many individuals per Competitive
Range that are RAl Processors, but only the Authorization Official can finalize the Risk Analysis Information (RAI) and submit to DoS via
the RAM Portal. The following points further outline the difference between these two user roles in the RAM Portal:

s Authorization Official (AQ): The Authorization Official certifies that the RAI form entered has undergone reasonable steps (in
accordance with sound business practices) to verify the information contained in the RAI. The Authorization Official further
confirms this understanding that the U.S. Governmeant may rely on the accuracy of such information in processing specified
vetting request.

s Data Entry Personal: Data Entry Personal is responsible for performing data entry of Contract/Grant information, Organization
information, and Key Individual/Grantee information. Data Processors cannot see vetting results or edit existing awards. Data
Processors cannot view Personally Identifiable Information (PII) once Individual information is saved. Only Authorization Official
can give permission to Data Entry to view, create, or edit an RAI.

c. Adding Key Individuals (ignoring image from help)

11
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|

ntroduction

[7] Purpose

RAM Portal

[7] &n Cverview of the RAM Vetting Proce:
m RAM Portal Functionzlities

[7] R List

7] messages

[7IFaq

z About

[] Contact Us

2] Profile

z Help

(7] Log Out

FAM Portal User Roles

E@ Logging into the RAM Portal

ﬂ Legging Into the RAM Portal Using
ﬂ Establishing a Permanent RAM Fo
E Updating Your RAM Portal Person:
z Medifying Your RAM Portal Passw
m Submitting Risk Analysis Information (F
ﬂsmp 1: Creating a Mew Risk Anayl
7] Step 2- Adding Contract/Grant Info
2] Step 3 Adding Key Individuals

E Step 4: Reviewing and Submiting F
2] Step 5 Certifying and Submitting F
@ Checking the Status of Risk Analysis In
Assistance with RAM Portal

X

~

Step 1: Creating a New Risk Anaylsis Information (RAI) Submission

You can create a new Risk Analysis Information if you do not see one that applied on the RAI Summary Screen. Follow the instructions

below:

1. Gotothe RAlin the center menu to show the RAI Summary screen.

2. select the “Start New RAI Submission” button in the upper-right corner of the RAI Summary screen. The button can be found
just above the “Status” column in the table listing all RAI submissions pending.

Step 2: Adding Contract/Grant Information

1. Select the RAl you would like to work on from the RAI Summary List. To get there select the RAI List link from the center
menu of the RAM Portal. For steps on creating a new RAI, see the sub-section above called “Creating a New Risk Analysis
Information (RAI) Submission.

2. You will see the “Part 1: Contract/Grant Details” screen. Select the Contract/Grant from the drop down menu. You will only
see those Contracts/Grants pre-assigned to you. Based on your selection, the RAI system will populate the “Proposed
Contract/Grant Information” section. Please note that Afghan Business Number and JCC are required if the Contract will be
executed in Afghanistan or other places.

3. Verify all pre-populated information and enter information in the required fields and verify all fields.

4,

Select the “Save” button to save the information and move on to the next section/tab Add Key Individuals.

D) RISK ANALYSIS & MANAGEMENT

PROFILE | HELP | L640UT
RAJ List Messages FAQ About Contact Us
Contract/Grant Detsils Agd Fey Indrvidusis Review and Submit l

d. Adding key Individuals (Continue 1)

12
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To add a new Key Indnidual, either select individual from the dropdown or add a new Key Individual by cliicking Add New Key Individual
niroduction button or Import Key Individuals from a File

[2rurcss . pooeppavo: emeseet) - G

1AM Portal
@ An Cverview of the RAM Vetting Proce: Name Status Edit Delete
|[) RAM Portal Functionalities
2] RA List

E Messages

2] FaQ

9] About

E Contact Us Click on the button to Import Key Individuals - e
o Figure 10—
% :z:le Adding Key Individuals in the RAM Portal

2] Log Cut
i RAM Portal User Roles 2. Enter the Key Individual information including all required fields which are marked with an asterisk (*).

[ Logging into the RAM Portal 3. Verify all information. Select the “Save” button to save the information you about this Key Individual. Or you

5 ; .
9 L"gg'".‘-‘ l.nm the RAM Prtal Using move on to the next section/tab Review and Submit by selecting the “Continue to Review and Submit”
3 Establishing 2 Permanent RAM Po button

2] Updating *Your RAM Partal Persom: ) . o ) . .
[Z] Medifying Your RAM Portal Passi 4. A confirmation window will display (see Figure 11). Click the “OK" button to continue.
QQ] Submitting Risk Analysis Information (F
E Step 1- Creating a Mew Rizk Anayl . 1
E Step 2 Adding Contract'Grant Infor Message from webpage &
2] Step 3 Adding Key Individuals

E Step 4 Reviewing and Submiting F
[7] Step 5: Cerifying and Submitting F To ensure the privacy of your data, you will not be able to view the
Checking the Status of Risk Analysis In &Y information you entered for this individual once it is saved. The values
Assistanc:ewﬂh RAM Portal ) will be masked with **'s when you view this record in edit mode.
Please review the information to be sure it is correct, Press the OK
butten to save the information for this Key Individual. Press the Cancel
to rernain on this page and review the information you entered.

| x

OK l ’ Cancel

Figure 11 - Adding Key Individuals in the RAM Portal

5. You will be returned to the Key Individual List and the newly created individual will display in the table.

R 6. Repeat the steps in this sub-section for all key individuals or for yourself only. For further clarification
. A fe e - .

2FAQ =

7] About

7] Contact Us . .

2] Profile Step 3: Adding Key Individuals

@ Help

Log Out Before a Contract/Grant can be Vetted, RAI Data Processors and/or the Authorization Official (AQ) must identify the essential
RAM Portal User Roles personnel responsible for managing the funds for the project. RAM calls these essential personnel “Key Individuals”. Participating
] Logging into the RAM Portal beneficiaries of the grant/activity must also be identified and are also to be processed as “Key Individuals.” RAM Portal users, RAI

[7] Logging Into the RAM Portal Using Processors or the Authorization Officials, MUST provide personally identifiable information about these “Key Individuals” for a
2] Establishing a Permanent RAM Po Contract/Grant application to be vetted. If a Key Individual has been specified for previously submitted Contracts/Grants, the Key
2] Updating YYour RAM Portal Person: Individual can be accessed via the drop-down listing. See the instructions below for specific instructions for adding Key Individuals to a

WMadifying Your RAM Portal Passiw Contract/Grant in the RAM Portal.
L\QSubmiﬂan Rizk Anahy=is Information (F

@ Step 1: Creating a Mew Rigk Anayl

[2) Step 2- Adding Cantrect/Grant Inf Observe the following notice when working in “Part 2: Add Key Individual screen™: “Important Notice: To ensure the privacy of your

2] Step 3: Adding Key [T data, you will not be able to view the information you entered for this individual once the record is saved. The values will be masked
2] Step 4: Reviewing and Submiting 7 wit *‘:’s when you view this record in edit mode. Please review the information and be sure it is correct prior to pressing the Save
2] Step 5: Centifying and Submitting F button.

Checking the Status of Risk Analysis In
[7) Assistance with RAM Portal 1. Inthe “Part 2: Add Key Individual” screen you can add a new Key Individual. To add a new Key Individual, either select

individual from the drepdown or add a new Key Individual by clicking “Add New Key Individual” button. See Figure 10 below

Create New Risk Analysis Information

PART 2: ADD KEY INDIVIDUAL

13
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niroduction
[7] Purpose
WM Partal
[2) &n Overview of the RAM Vetting Proce:
) RAM Portal Functionalities
(2] Ral List
E MessEg0es
[2]Faq
2] About
E Contact Us
2] Prafile
E Help
2] Log Cut
[2) R&M Partal User Roles
[ Legging into the RAM Porial
E Logging Into the RAM Portal Using
E Establishing 2 Permanent RAM Po
ﬂ Updating Your RAM Portal Person:
2] Madifying Your RAM Portal Passw
D Submitting Risk Analysis Information (F
E Step 1: Creating a Mew Risk Anayl:
E Step 2 Adding Contract/Grant Info
2] Step 3 Adding Key Individuals
E Step 4 Reviewing and Submiting F
E Step 5: Cerlifying and Submitting F
Checking the Status of Risk Analysiz In
7] Assistance with RAM Fortal

x

~

Screens for OMB Review

To add a new Key Indivdual, either select individual from the dropdewn or add a new Key Individual by chicking Add New Key Individual
button or Import Key Individuals from a File

Add Key Individual (Please select..) AcRl DD NEW KEY INDIVIDUAL

Name Status Edit Delete

Click on the button to Impon Key Individuals -

Figure 10—

Adding Key Individuals in the RAM Portal

2. Enter the Key Individual information including all required fields which are marked with an asterisk (*).

3. Verify all information. Select the “Save” button to save the information you about this Key Individual. Or you
move on to the next section/tab Review and Submit by selecting the “Continue to Review and Submit”
button.

4. A confirmation window will display (see Figure 11). Click the “OK” button to continue.

S5)

Message from webpage

To ensure the privacy of your data, you will not be able to view the
information you entered for this individual once it is saved. The values
will be masked with **'s when you view this record in edit mode.
Please review the information to be sure it is correct, Press the OK
button to save the information for this Key Individual. Press the Cancel
to rernain on this page and review the information you entered.

[ OK Cancel

J |

Figure 11 — Adding Key Individuals in the RAM Portal

5. You will be returned to the Key Individual List and the newly created individual will display in the table.
6. Repeat the steps in this sub-section for all key individuals or for yourself only. For further clarification

14
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|
Introduction

Purpose

FAM Portal

[7] &in Overview of the RAM Vetting Procs
(] RAM Portal Functionalities

2] RAJ List

2] messages

2| Faq

E About

E Contact Us

2] Profile

2] Help

2] Log Out

RAM Portal User Roles

[0 Logging into the RAM Portal

E Logging Into the RAM Portal Using
E Estzblishing 2 Permanent RAM Pc
E Updating Your RAM Portal Person
2] Madifying Your RAM Portal Passw
m Submitting Risk Anahysis Information (F
E Step 1: Creating a New Rizk Anayl
E Step 2- Adding Contract/Grant Infe
2] Step 3: Adding Key Individuals

E Step 4: Reviewing and Submiting |
E Step 5: Certifying and Submitting F
Checking the Status of Risk Analysis Ir
7] Assistance with RAM Portzl

b4

~
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Importing Key Individuals from excel spreadsheet

1. Toimpert Key Individuals to a RAl, pressing the ‘Import From Excel’ button. (See Figure 12 below).
a. Mote: User must use an approved excel spreadsheet to import Key Individuals. Please request
an approved excel spreadsheet from RAM or your Post Bureau.

Create New Risk Analysis Information

PART 2: ADD KEY INDIVIDUAL

Key Individual List
The foliowing Individuais have been added to this Ral submission

To add a new Key Indiidual, ether select indiidual from the dropdewn or add a new Hey Indiidual by chcking Add New Key Individual

bution or import Key Individuals from a File
- Q ADD NEW HEY INDMDEML

Dalate

Add Key Individual, (Please seiect..)

Name Status Edit

Click on the button 10 Impart Key Individuals -

Figure 12 — Impart From Excel

b.  You will be redirected to Impert Key Individual page.
c.  Press the ‘Browse... button and select the file to upload
i. After selecting the file to upload, the process to upload the Key Individuals might
take several minutes if you are uploading several individual .
d.  When import is completed, you will have to manually import them to the RAI one by one.
e. Toadd the Imported Key Individuals to the RAI, press the “Import” button. See figure 13 below.
i. You can remove the Imported Key Individuals by pressing the “X” image.

15
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| - X
Introduction
Purpose )
RAM Portal

An Overview of the FAM Vetting Proce
L[] RAM Partal Functionalities

(7] RAI List

2] messages

[2|Faq

2] About

z Contact Us

2] Profile

E Help

2] Log Out

[2] R&M Partal User Roles

([ Legging into the RAM Porial

ﬂ Logging Into the RAM Portal Using
E Estzblishing 2 Permanent RAM Pc
z Updating Your RAM Portal Person
2] Madifying Your RAM Portal Passw
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Screens for OMB Review

Importing Key Individuals from excel spreadsheet

1. Toimport Key Individuals to a RAI, pressing the ‘Import From Excel’ button. (See Figure 12 below).
a. MNote: User must use an approved excel spreadsheet to impert Key Individuals. Please request
an approved excel spreadsheet from RAM or your Post Bureau.

Create New Risk Analysis Information

PART 2: ADD KEY INDIVIDUAL

Key Individual List

The foliowing individuats have been added to this RA! submission

To add a new Key Individual, either select indnadual from the dropdown or add a new Key Individual by clicking Add Hew Key Individual
bution or Import Key Individuals from a File

Add Key Indvidual. (Please select ) LRosl  ADD NEW KEY INDRMDUAL

Name Status Edit Delete

Click on the button 10 Impart Key Individuals -

Figure 12 — Import From Excel

You will be redirected to Import Key Individual page.
c.  Press the ‘Browse...” button and select the file to upload
i. After selecting the file to upload, the process to upload the Key Individuals might
take several minutes if you are uploading several individual .
d.  When import is completed, you will have to manually import them to the RAI one by one.
e. Toadd the Imported Key Individuals to the RAI, press the “Import” button. See figure 13 below.
i. You can remove the Imported Key Individuals by pressing the “X” image.
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Figure 13 — Import the imported Key Individuals

f.  After you select the Imported Key Individuals, Click the Save button at the bottom of the pagg
to save the Key Individual to the RAI

g. When you are done adding the Imported Key Individuals, press the “Go Back to Key
Individuals Page” to manually add Key Individuals.
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Editing Key Individuals

In the “Part 2: Add Key Individual” screen you can edit any Key Individual linked to the Contract/Grant you
selected in “Part 1: Contract/Grant Details”. Instructions to edit a Key Individual are provided below.

1. Inthe “Part 2: Add Key Individual” screen you can edit a Key Individual by clicking “Edit” button in
that Key Individual’s row in the Key Individuals table.
A £ ddual | (Pheas ] j
Name 1D Type 1D Number Edit Delete
Gov, Fed Govemment Issued Oifver ~5585 m‘_‘ x
Figure 14 — Editing and Deleting Key Individuals in the RAM Portal
2. Edit the Key Individual information and be sure all required fields, which are marked with an asterisk
(*), are filled with a value.
3. Verify all information. Select the “Save” button to save the information you about this Key Individual.
4, A confirmation window will display (see Figure 9). Click the "OK"” button to continue.
5. You will be returned to the Key Individual List.
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Deleting Key Individuals

In the “Part 2: Add Key Individual” screen you can edit any Key Individual linked to the Contract/Grant you
selected in “Part 1: Contract/Grant Details”. Instructions to delete a Key Individual are provided below.

Note:Once a Key Individual is deleted, they will still remain a part of the RAM Portal to select from for future
Contract/Grants. However, they no longer are connected to the specified RAI.

1. Inthe “Part 2: Add Key Individual” screen you can edit a Key Individual by clicking “Delete” button in
that Key Individual’s row in the Key Individuals table. The “Delete” button is to the right of the “Edit”
button. See Figure 14 above.

2. Aconfirmation window will display (see Figure 9). Click the “OK” button to continue. Click “cancel” to
terminate this deletion.

3. You will be returned to the Key Individual List.

Step 4: Reviewing and Submiting Risk Analysis Information (RAI) to the
Authoerization Official (AQ)

Once you are finished entering and verifying all Key Individuals, you are ready to the Review and Submit the
RAl. This is not the final submission of the RAl to DoS; the Authorization Official (AQ) is responsible for
submitting the RAI to the DoS. Instead, this is your chance to review and submit the RAI to your AO for final
review.

Follow the instructions below as the RAI Processor to review and submit the RAL

Go to the third tab of the RAI called Review and Submit.
Enter any comments that will assist in the processing of the request.
Select the “Save RAI” button to save your comments.
Select the “Send Email to AD" to notify the Authorization Official working with you or your
organization that you have submitted RAl information and that it is ready for his/her review.
a. Information about the Authorization Official for your organization is displayed below the
“Send Email to AQ” button.
A confirmation screen will show.

Eal S

17



DoS Risk Analysis and Management (RAM) Portal

Screens for OMB Review

| X
Introduction
[2] Purpose )
RAM Partal

[2] &n Overview of the RAM Vetting Proce
L[] RAM Portal Functionalities

2] Ra List

2] messages

19| Fag

E About

E Contact Us

2] Profile

2] Help

2] Log Out

[2] RAM Portal User Roles

() Logging into the RAM Portal

E Logging Into the RAM Portal Using
7] Establishing a Permanent RAM Pc
E Updating Your RAM Portal Person
2] Madifying Your RAM Partal Passw
QQ] Submitting Risk Analysis Information (f
E Step 1: Creating a Mew Risk Anayl
E Step 2- Adding Contract/Grant Info
7] Step 3: Adding Key Individuals

E Step 4: Reviewing and Submiting |
E Step 5: Ceriifying and Submitting F
Checking the Status of Risk Analysis Ir
Assistance with RAM Portal

Step 5: Certifying and Submitting RAI to the DoS as the Authorization
Official (AO)

Before the RAI can be submitted for further vetting consideration, the Authorization Official must certify that
the prospective Individual/Grantee and/or Organization has taken reasonable steps to (in accordance with
sound business practices) ensure the data provided is accurate. This is achieved by verifying the information
contained in the RAI submission form. The Authorization Official confirms this understanding so that the
.5, Government may rely on the accuracy of such information in processing the specified vetting request.

The DoS Vetting Official is responsiblefor reviewing all RAls submitted via the RAM Portal for accuracy and
sufficiency. If the information is inaccurate or insufficient, the RAM staff will return the RAI and RAM will
notify via email the Authorization Official for corrections and or additional information required.

Once the information is accurate and sufficient, and the Vetting Official can ensure the accuracy, the
information is accepted into RAM for further vetting consideration.

Before the completion of the RAI submission, the Authorization Official has the opportunity to preview the
RAl form via a link (preview the RAI form) within the RAM Portal to ensure the accuracy of the information
on the form and to make any necessary changes. The RAM Portal user will have a chance to make any
changes to a RAl form until is submitted to DoS by the Authorization Official.

Follow the steps below if you are an Authorization Official submitting the RAI to the DoS for vetting.
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e. Checking the Status of Risk Analysis Information
X
- - Home > RAM Portal > Checking the Status of Risk Analysis Information
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Checking the Status of Risk Analysis Information

The Status of the RAI shows in the RAI Summary List found under the RAI List link from the center menu. The
table on this screen shows all RAls associated with the logged in user. One of the columns on the right side of
the table shows the status of each RAL There are four (4] distinct RAI Statuses in RAM which provide the Portal
User with where the RAl is currently standing en route to award. Any status displayed on the Risk Analysis
Information Desktop OMLY applies to the Risk Analysis Information form, not the DoS Vetting status of the
Contract/Grant within the Department of State.

1. RETURNED — The RAI has been returned to the RAM Portal user for further information. A reason is
provided about why the RAI will not be moving forward in the vetting process. Users will then have a
chance to make necessary changes, have the Authorization Official resubmit and/or delete the RAL In
addition,once a RAI is returned by the RAM Officials, notification is sent via email to the Authorization
Official.

2. INPROCESS—The RAlisincomplete and still being worked on.

3.  SUBMITTED — The RAI has been certified by the Authorization Official. Notification will be sent to the
assigned COTR via email. When a RAl is in “"SUBMITTED" status, it is Read-Only.

4, INCOMPLETE — The RAl is still a work in progress (Saved only) and the Authorization Official.

5. PARTIALLY ACCEPTED — This RAl in which some of the Key Individuals were accepted and some of the
Key Individuals were rejected. This RAlI must be re-submitted by the AD to be accepted.

18



	Login Page
	About:
	Key Individual Tab
	Location of all Key Personnel, Key Individual
	1. FAQ Page
	2. Key Individual Tab
	3. Review and Submit Tab
	4. 4184 Form
	5. Help Page


