Security Self Assessment Template 2015 July 10

Annual Self-Assessment Template Completion Guidance
Template last updated on: March 6, 2014
The annual self-assessment template was developed to support FIPS 199 categorization for MODERATE impact systems. The

controls in the template are compliant with the National Institute of Science and Technology (NIST) Special Publication (SP) 800-53
Revision 4, including errata changes through April 2013.

Disclaimer: As of the date this template was revised; NIST has not yet issued a final NIST Special Publication 800-53A associated
with the Revision 4 controls. Consequently, the column that describes NIST 800-53A Assessment Steps Used may be outdated.

Information System Security Officers (ISSOs) may conduct their 2014 annual self assessments using NIST Special Publication 800-53
Revision 3 controls. ISSOs are encouraged, however, to use the NIST 800-53 Revision 4 template.

[Assessment of Controls:

ISSOs need not assess “common” controls, nor do they need to assess the common portion of a “hybrid” control. 1SSOs should focus
their review on “system-specific” controls and the system-specific portion of a “hybrid” control. The ISSO is responsible for determining
\whether a control is actually common, system-specific or hybrid for the given application/system under review.

Note: For systems external to Federal Student Aid general support system (VDC) - the general support system common
controls need to be evaluated as part of the annual self assessment.

PRA Burden Statement

According to the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless such
collection displays a valid OMB control number. The valid OMB control number for this information collection is 1845-XXXX. Public
reporting burden for this collection of information is estimated to average 316 hours per response, including time for reviewing
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection
of information. The obligation to respond to this collection is mandatory (428(c) of the Higher Education Act of 1965, as amended). If
you have comments or concerns regarding the status of your individual submission of this form/application/survey, please contact the
FSA Technology Office at FSA_GAsecurity@ed.gov directly.

[Assessment Template Column Descrjptions

Column Name Field Completion Instructions |Description

Security Control Information

NIST Security Control Number No updates required NIST SP 800-53 Revision 4 Control ID
Security Control Name No updates required Name of security control

The NIST designated priority codes: PO, P1, P2 or P3 and
the baseline allocation for the appropriate system
categorization. NIST recommends using the priority codes
Priority / Baseline Allocation No updates required when making sequencing decisions on control
implementations. Baseline allocation is the minimum set
of security controls and associated enhancements that
should be implemented for a given categorization.

Describes the security controls and the enhancements
that are applicable at the template's specified
categorization. These are pulled directly from NIST SP
800-53 Revision 4.

Security Control and Enhancements No updates required

Identifies whether the control is common, hybrid, system
level or not applicable. Any controls that are generally
Security Control Type Verified by Assessor / ISSO common for systems at the VDC are marked as such in
the template, however this type should always be verified
by the ISSO.

Control Assessment Information

Last date the control was assessed - either by self-

Last Date Security Control Assessed |Entered by Assessor assessment or security authorization (SA)

Assessor Information Entered by Assessor Documents the assessor name, role and email
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Control Assessment Information

Assessed Security Control
Effectiveness

Entered by Assessor

Choose from the following:
1. Satisfied: Control is implemented and operating
effectively, no issue founds

2. Partially satisfied: Part of the control is met, but some
issues were found; issues found described in
"Findings/Deficiencies Found" column

3. Not satisfied: The control is not implemented or
operating effectively; issues found described in
"Findings/Deficiencies Found" column

4. Not applicable: The control is not applicable to this
system,; justification for status included in "Scoping
Guidance/Risk Based Decision Justification" column.

5. Risk-based decision not to implement: The control
was not implemented due to a risk-based decision; details
on OVMS ID and Accepted Risk documentation developed
included in "Scoping Guidance/Risk Based Decision
Justification” column.

Findings / Deficiencies Found

Entered by Assessor

Describes the issues found when assessing the control.
Should list details of issues found in sampling, scans,
documentation or screen shots.

Scoping Guidance / Risk Based
Decision Justification

Entered by Assessor

Describes the justification for the control being identified
as not applicable or the justififcation that was made for the
control to not be implemented based on a risk-based
decision. Risk based decisions should be supported by
Accepted Risk documentation.

NIST 800-53A Assessment Steps Used

Modified by Assessor if additional
steps used

Lists the assessment steps to be used to verify the
imlementation status and implementation effectiveiness of
each control. Verbiage is pulled from latest version (as of
template last update date) of NIST SP 800-53 A.

Assessment Evidence

Entered by Assessor

Describes the evidence gathered and reviewed by the
assessor in testing the control. Assessor should include:
1. Any documentation or scans reviewed, such as the
SSP, procedures or Qualys scans

2. Description of samples obtained, such as review of a
user account creation to verify following procedures

3. Description of any screen shots, such as screen shots
obtained after testing audit log contents
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Security Control Information

Control Assessment Information

Last Date p id | Risk -Based D
NIST Security Security Control Priority | Security Control Security J e RR0r Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AC-1.1 Examine organizational records or documents to determine if access
control policy and procedures: (i) exist; (ii) are documented; (iii) are disseminated
Control: The organization: to appropriate elements within the organization; (iv) are periodically reviewed by
a. Develops, documents, and disseminates to [Assignment: responsible parties within the organization; and (v) are updated, when
lorganization-defined personnel or roles]: ICommon organizational review indicates updates are required.
1. An access control policy that addresses purpose, scope, Satisfied
roles, responsibilities, management commitment, coordination |If additional bartially satisfied IAC-1.2 Examine the access control policy to determine if the policy adequately
ACCESS CONTROL P1 lamong organizational entities, and compliance; and system/application Not satiysfied addresses purpose, scope, roles, responsibilities, management commitment,
AC-1 POLICY AND MODAC-1 2. Procedures to facilitate the implementation of the access policy/procedures Not applicable coordination among organizational entities, and compliance.
PROCEDURES control policy and associated access controls; and are in place, this is a R'sk-ggsed decision not to
b. Reviews and updates the current: hybrid control. inl| lement ol IAC-1.3 Examine the access control procedures to determine if the procedures are
1. Access control policy [Assignment: organization-defined P sufficient to address all areas identified in the access control policy and all
frequency]; and associated access controls.
2. Access control procedures [Assignment: organization-
defined frequency]. IAC-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the access control policy and procedures control is implemented.
Control: The organization:
a. Identifies and selects the following types of information
fsgnsg'ir;]nzf:‘[:z:;‘gsn‘r?‘:ﬂ?%?g;:g:ﬂgf_ ‘(;%rf]iile'dmisnsfgrrﬁgi‘éﬂ ness AC-2.1 Examine organizational records or documents to determine if the
system aé:count types]‘. _orgamza_tlon establishes, actl\_/ates, modifies, reviews, disables, and removes
b. Assigns account ma‘nagers for information system accounts; information system accounts in accordance with documented account
c. Establishes conditions for group and role membership; management procedures.
gﬁdseglcem;z;’é?rzﬂ?:dal:lze;:t?éstsz\mlf'loowz?tl% T]ssiiSteem' group AC-Z.? Examine organ_izationa[ records or documents to detgrmlne if the )
privileges) and other attributes (as required) for each account: organ!za:!on gorf\_du(c:‘t? information dsystem acr_:ot:jnt r$V|ews within tl|1te ;fn:ﬁscrlbed
- > N el " g organization-defined frequency and any required actions as a result of the
séziﬂ‘;zfzfsﬁg\]/?g ?eyq[uAessstE?&;ncergta.tgr%af\g:?;?:r;d:yfg:r?\ reviews have occurred in accordance with established procedures.
accounts; . . L -
. L . IAC-2.3 Examine selected active user accounts to determine if the organization
:ﬁgrr?na;::nesr;/ztt)leﬁIangsgg:ﬁz’iglzig:frz'a?\r;g (l‘veimo[\::signmem' . followed procedures to establish and activate the user accounts and completed
lorganization-defined procedures or conditions]; i Sgﬁfgﬁfsaﬁsfied any organization-required documentation.
AC2 ACCOUNT MoD A|='C{2 (1) (2) % mggflifsrsatcﬁﬂﬁfrﬂ;n";ggénon system accounts; ICommon, Hybrid, Not satisfied IAC-2.4 Examine a list of recently disabled information system accounts and
MANAGEMENT (©XC) . . ISystem-Specific Not applicable compare to selected system-generated records with user IDs and last login date

1. When accounts are no longer required;

2. When users are terminated or transferred; and

3. When individual information system usage or need-to-know
changes;

i. Authorizes access to the information system based on:

1. A valid access authorization;

2. Intended system usage; and

3. Other attributes as required by the organization or
associated missions/business functions;

li. Reviews accounts for compliance with account management
requirements [Assignment: organization-defined frequency];
and

k. Establishes a process for reissuing shared/group account
credentials (if deployed) when individuals are removed from the
group.

Risk-based decision not to
implement

for each account to determine if the last log-in date is beyond the date that the
account is disabled.

IAC-2.5 Examine a list of recently separated or terminated employees to
determine if the organization removed accounts for these individuals according to
established procedures and completed any organization-required documentation.

IAC-2.6 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the account management control is implemented.
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Security Control Information

Control Assessment Information

id | Risk -Based D

NIST Security Security Control Priority | Security Control Lsaes;tf:iate J e RR0r Assessed Security Control g Justification
Control NZme Baseline Security Control and Enhancements Type Contrctvi' (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control Enhancements:
: IAC-2(1) Examine organizational records or documents to determine if the
Control Enhancements:
() Th organzaion emplysatomted mecrarisms o
support the management of information system accounts. :
((12 ;&:s']"{g%?:g?ysg:éeg‘mz‘:tgoemnsycail?'oﬁ?:g:{g?: femoves; Satisfied IAC-2(2) Examine organizational records or documents to determine if temporary
o [ASSIGNMENT: organization-defined time period for each type Partially satisfied Spﬂ‘le’;‘ﬁg%??gryea;gﬁf”‘z ffeaigm“[a"ca"y terminated after [organization defined
AC2 ACCOUNT MOD AC-2 (1) (2) |of account]. ICommon, Hybrid, Not satisfied p yp g
MANAGEMENT 3) (4) i i i i inacti R ifi i
@ g?::)cz:ig;of{ga[iosnsféﬁﬂgi‘lflfpgagﬁflzlzig':?zﬁz;giﬁﬂ\f System-Specific giostk?gggggtﬂzcision not to IAC-2(3) Examine organizational records or documents to determine if inactive
beriod] :org implement laccounts on the information system are automatically disabled after [organization-
(4) The information system automatically audits account defined time period].
:"nza?‘g;}hgo&féc;tg“Me£,3$l_'r:)gr' g'nsi?gll:gg: dae'}?nre?jmoevrgloﬂ?é?g? IAC-2(4) Examine the information system configuration settings to determine if
roles] $ 0rg: p the settings are set to automatically disable inactive accounts after [organization-
. defined time period].
IAC-3.1 Examine organizational records or documents to determine if user access
to the information system is authorized
IAC-3.2 Examine access control mechanisms to determine if the information
system is configured to implement the organizational access control policy.
IAC-3.3 Examine the user access rights on the information system to determine if
user privileges on the system are consistent with the documented user
Satisfied authorizations.
Control: The information system enforces approved Partially satisfied
AC3 ACCESS LovFv’hcra lauthorizations for logical access to information and system ICommon, Hybrid, Not satisfied IAC-3.4 Examine organizational records or documents to determine if the
ENFORCEMENT resources in accordance with applicable access control ISystem-Specific Not applicable organization assigns responsibility to specific parties and defines specific actions
policies. Risk-based decision not to to ensure that the access enforcement control is implemented.
implement
IAC-3.7 Examine organizational records or documents to determine if the
organization explicitly defines security functions for the information system.
IAC-3.8 Examine organizational records or documents to determine if the
organization properly authorizes personnel granted access to security functions
and information in accordance with organizational policy.
IAC-4.1 Examine information system interconnection agreements to determine if
the agreements address: (i) the types of permissible and impermissible flow of
information between systems; and (ii) the required level of authorization
to allow information flow as defined in the information flow enforcement policy and
. procedures.
Control: The information system enforces approved S:}It?glledsatisfie d
P1 lauthorizations for controlling the flow of information within the Common, Hybrid Not sat)i/sﬁed IAC-4.2 Examine information system configuration settings to determine if controls
AC-4 INFORMATION FLOW MOD AC-4 isystem and between interconnected systems based on ; nybrid, are in place to restrict the flow of information within the system and between

ENFORCEMENT

[ASSIGNMENT: organization-defined information flow control
policies].

ISystem-Specific

Not applicable
Risk-based decision not to
implement

interconnected systems in accordance with the applicable policy, procedures, and
assigned authorizations. AC-4.3 Examine organizational records or documents to
determine if the organization assigns responsibility to specific parties and defines
specific actions to ensure that the information flow enforcement control is
implemented.

Template Date March 6, 2014



Page 5

Security Self Assessment Template Rev. 4 Compliant Moderate 2014 March 6

Security Control Information

Control Assessment Information

id | Risk -Based D

NIST Security Security Control Priority | Security Control Lsaes;tf:iate J e RR0r Assessed Security Control Justification
Control NZme Baseline Security Control and Enhancements Type Contrctvi' (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AC-5.1 Examine organizational records or documents to determine if the
information system enforces separation of duties.
IAC-5.2 Examine organizational records or documents to determine if personnel
duties requiring the use of the information system, involve functions of significant
criticality or sensitivity that should be subject to control by more than one
individual.
Control: The orgenizstion: satsfed o accs authorzatons o pwieges hat may allow (he ueer 10 prfom -
SEPARATION OF PL ?n'd?v?gﬁﬁéis [ASSIGNMENT: organization-defined duties of (Common, Hybrid Zﬁl{tgl‘){szzgsfled multiple conflicting security functions (e.g., (i) mission functions and distinct
ACS DUTIES MOD AC-S b. Documents separation of duties of individuals; and ISystem-Specific Not applicable g‘igrrganlilionr:jis\l);(iheanljslsrglpeps?r(tii;ul?i?;?gztsi:3;}‘)&15;:3/523%3%?2%ation system
géDsfaTEi'gioémzlson system access authorizations to support :?TI]SII((;t:eSr? decision not to support functions such as system management, systems programming, quality
P P assurance/testing, configuration management, and network security; and (jii)
isecurity personnel who administer access control functions should not administer
audit functions).
IAC-5.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the separation of duties control is implemented.
Control Enhancements:
Control: The organization employs the concept of least IAC-6(1) Examine organizational records or documents to determine if: (i) the
e alowi oy U acesss 0 U5t (o1 eranizzion dfns e securly nclors el ardvre scvere, o
g;%f)‘?::ﬁssha;g;%ﬁg dbg;ig ggg;;%::gghwiﬁ gg;ﬁ?z% :l?al authorized; and (ii) the organization explicitly authorizes access to the
missions and business functions. organization-defined security functions and security-relevant information.
Control Enhancements: Satisfied IAC-6(2) Examine organizational records or documents to determine if: (i) the
A S . Partially satisfied organization defines the security functions or security-relevant information to
P1 (1) The organization explicitly authorizes access to Common, Hybrid Not satisfied which users of information system accounts, or roles, have access; and (ii) the
AC-6 LEAST PRIVILEGE | MOD AC-6 (1) (2) [[ASSIGNMENT: organization-defined list of security functions  Hybnd, 4 ’ . ’

(deployed in hardware, software, and firmware) and security-
relevant information].

(2) The organization requires that users of information system
laccounts, or roles, with access to [ASSIGNMENT:
lorganization-defined list of security functions or security-
relevant information], use non-privileged accounts, or roles,
when accessing nonsecurity functions.

ISystem-Specific

Not applicable
Risk-based decision not to
implement

organization requires that users of information system accounts, or roles, with
access to organization-defined security functions or security-relevant information,
use non-privileged accounts, or roles, when accessing other system functions;
and (iii) the organization, if deemed feasible, audits any use of privileged
accounts, or roles, with access to organization-defined security functions or
isecurity-relevant information, when accessing other system functions.

IAC-6(3) Examine organizational records or documents to determine if (i) the
organization defines the privileged commands to which network access is to be
authorized only for compelling operational needs; (i) the organization authorizes

network access to organization-defined privileged commands only for compelling
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Security Control Information

Control Assessment Information

) o ) Last Date ) 2 idancel Risk -Based D
NIST Security Security Control Priority | Security Control Security J e RR0r Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IAC-7.1 Examine organizational records or documents to determine if the
information system in accordance with access control policy and procedures: (i)
ICommon, Hybrid enforces the maximum number of consecutive invalid access attempts within a
certain period of time; (ii) automatically enforces a limit of an organization-defined
IF SYSTEM USES number of consecutive invalid access attempts by a user during an organization-
IAIMS, COMMON. defined time period; and (jii) enforces automatic locks on the account/node for an
Control: The information system: organization-defined time period or delays the next login prompt according to an
a. Enforces a limit of [ASSIGNMENT: organization-defined IF SYSTEM USES organization defined delay algorithm when the maximum number of unsuccessful
number] consecutive invalid access attempts by a user during |PIN, MAY ALSO BE Satisfied attempts is exceeded
la [ASSIGNMENT: organization-defined time period]; and ICOMMON (if PIN Partially satisfied
ACT UNSUCCESSFUL MOSZACJ b. Automatically [Selection: locks the account/node for an outside of Not satisfied IAC-7.2 Examine the information system configuration settings to determine if the
LOGON ATTEMPTS [ASSIGNMENT: organization-defined time period]; locks the  |boundaries). Not applicable information system enforces organizational policy and procedures for
laccount/node until released by an administrator; delays next Risk-based decision not to unsuccessful login attempts.
logon prompt according to [ASSIGNMENT: organization- ELSE HYBRID implement
defined delay algorithm]] when the maximum number of (system specific, but IAC-7.3 Test the account lockout policy on selected user accounts by exceeding
unsuccessful attempts is exceeded \VDC provided for the maximum number of invalid login attempts within the organization-defined
"backend" accounts). time period on the information system to determine if the information system locks
This common control the account/node.
is provided by the
\VDC. IAC-7.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the unsuccessful login attempts control is implemented.
Control: The information system:
a. Displays to users[ASSIGNMENT: organization-defined
system use notification message or banner] before granting
laccess to the system that provides privacy and security notices
consistent with applicable federal laws, Executive Orders, /AC-8.1 Examine the information system use notification message to determine if
directives, policies, regulations, standards, and guidance and Common, Hybrid the message includes the following topics: (i) the user is accessing a U.S.
states that: Ay Government information system; (i) information system usage may be monitored,
1. Users are accessing a U.S. Government information system; \E SYSTEM USES recorded, and subject to audit; (iii) unauthorized use of the information system is
2. Information system usage may be monitored, recorded, and IAIMS. COMMON. prohibited and subject to criminal and civil penalties; (iv) use of the information
isubject to audit; ' . isystem indicates consent to monitoring and recording; and (v) appropriate privacy
3. Unauthorized use of the information system is prohibited and \E SYSTEM USES Satisfied and security notices (based on associated privacy and security policies or
subject to criminal and civil penalties; and PIN. MAY ALSO BE Partially satisfied summaries).
AC-S SYSTEM USE MOSIAC—B 4. Use of the information system indicates consent to COMMON (T PIN Not satisfied
NOTIFICATION monitoring and recording; outside of Not applicable IAC-8.2 Interview organizational personnel with access control responsibilities and
b. Retains the notification message or banner on the screen boundaries) Risk-based decision not to lexamine organizational records or documents for approval of the information
until users acknowledge the usage conditions and take explicit . implement isystem use notification message before its use.
lactions to log on to or further access the information system; ELSE HYBRID
and = IAC-8.3 Examine organizational records or documents to determine if the
. (system specific, but
c. For publicly accessible systems: \VDC provided for organization assigns responsibility to specific parties and defines specific actions
1. Displays system use information [ASSIGNMENT: » P " to ensure that the system use notification control is implemented.
e " " . backend" accounts).
organization-defined conditions], before granting further
laccess;
2. Displays references, if any, to monitoring, recording, or
lauditing that are consistent with privacy accommodations for
isuch systems that generally prohibit those activities; and
3. Includes a description of the authorized uses of the system.
PREVIOUS LOGON
AC-9 (ACCESS) NOT SELECTED |Not Selected
NOTIFICATION
Control: The information system limits the number of g::‘t?;‘l?fsatisfied
CONCURRENT SELECTED FOR concurrent sessions for each system account to [Assignment: (Common, Hybrid Not satisfied
AC-10 SESSION CONTROL |  HIGHONLY | |organization-defined number]. 4 !

ISystem-Specific

Not applicable
Risk-based decision not to
implement
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Security Control Information

Control Assessment Information

) o ) Last Date ) pi idancel Risk -Based D
NIST Security Security Control Priority | Security Control Security J e RR0r Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
'Common, Hrbyrid
Control: The information system: IF SYSTEM USES
c. Prevents further access to the system by initiating a session |[AIMS, COMMON. IAC-11.1 Examine the configuration settings of the information system to
lock after [ASSIGNMENT: organization-defined time period)] of Satisfied determine if the system initiates a session lock until the user reestablishes access
inactivity or upon receiving a request from a user; and IF SYSTEM USES part e using appropriate identification and authentication procedures.
2 - " " artially satisfied
P3 d. Retains the session lock until the user reestablishes access |PIN, MAY ALSO BE Not satisfied
AC-11 SESSION LOCK MOD AC-11  |using established identification and authentication procedures. [COMMON (if PIN Not applicable /AC-11.2 Examine organizational records or documents to determine if the
outside of Ri pp - organization assigns responsibility to specific parties and defines specific actions
. : isk-based decision not to 3 T
Control Enhancements: boundaries). implement to ensure that the session lock control is implemented.
(1) The information system conceals, via the session lock, P
information previously visible on the ELSE HYBRID
display with a publicly viewable image. (system specific, but
I\VDC provided for
"backend" accounts).
Satisfied
SESSION 2 Control: The information system automatically terminates a . mﬂﬁ:ﬂsned /AC-12 Examine the information system configuration settings to determine if the
AC-12 TERMINATION MOD AC-12  |USer session after [ASSIGNMENT: orgam;atlorj-deﬂned Hybrid Not applicable information system autqmatlcally terminates a user session after organization-
conditions or trigger events requiring session disconnect]. Risk-based decision not to defined conditions or trigger events requiring session disconnect.
implement
IAC-14.1 Examine organizational records or documents to determine what specific
user actions can be performed on the information system without requiring
identification and authentication.
IAC-14.2 Examine the configuration settings of the information system to
determine if the system allows users to perform certain actions on the system
without identifying and authenticating to the system in accordance with access
control policy and procedures.
Control: The organization:
a. Identifies [ASSIGNMENT: organization-defined user actions] IAC-14.3 Test the information system by attempting to perform actions that are
that can be performed on the information system without Satisfied permitted without identification and authorization to determine if those actions can
PERMITTED ACTIONS identification or authentication consistent with organizational Partially satisfied be performed in accordance with access control policy and procedures.
AC-14 WITHOUT MODP}ACM missions/business functions; and /Common, Hybrid, Not satisfied
IDENTIFICATION OR b. Documents and provides supporting rationale in the security |System-Specific Not applicable IAC-14.4 Examine organizational records or documents to determine if the
AUTHENTICATION blan for the information system, user actions not requiring Risk-based decision not to organization assigns responsibility to specific parties and defines specific actions
identification and authentication. implement to ensure that the permitted actions without identification and authentication
control is implemented.
IAC-14.8 Examine organizational records or documents to determine if the
organization limits specific user actions that can be performed without
identification and authentication to only the actions required to accomplish
mission objectives.
IAC-14.9 Examine the configuration settings of the information system to
determine if the system allows users to perform certain mission related actions
without identifying and authenticating to the system.
AC-16 JesyIA NOT SELECTED [Not Selected
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Security Control Information

Control Assessment Information

NIST Security
Control
Number

Security Control
Name

Priority |
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date
Security
Control

Assessed

Assessor
Information

Assessed Security Control

(select one of the following)

g

Found

id | Risk -Based D

Justification

(must be completed if Assessed Security
Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

NIST 800-53A Assessment Steps Used

AC-17

REMOTE ACCESS

P1
MOD AC-17 (1) (2)
) @)

Control: The organization:

a. Establishes and documents usage restrictions,
configuration/connection requirements, and implementation
iguidance for each type of remote access allowed; and

b. Authorizes remote access to the information system prior to
allowing such connections.

ICommon

Provided by VDC
land/or EDUCATE

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

Assessment Evidence

[AC-17.2 Examine organizational records or documents to getermine if remote
access activity is being recorded in logs and reviewed periodically in
accordance with the organizational policy and procedures.

IAC-17.3 Examine organizational records or documents to determine if remote
access is documented and authorized by the appropriate organization
officials.

IAC-17.4 Examine the configuration of the information system to determine if
controls are employed to restrict remote access to the system.

IAC-17.5 Examine a system-generated list of user accounts with remote access
and

determine if the established procedures are followed to authorize remote
access for the accounts.

IAC-17.6 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the remote access control is implemented.

IAC-17.7 Test the remote access controls by attempting to gain remote access to
the

information system using a valid system account that does not have remote
access permissions.

IAC-17.10 Examine organizational records or documents to determine what
automated mechanisms and functions are employed to support and
facilitate the monitoring and control of remote access methods.

IAC-17.11 Examine organizational records or documents to determine if the
automated mechanisms supporting the monitoring and control of remote
access are effectively employed in accordance with organizational policy
and procedures.

IAC-17.13 Interview selected organizational personnel with access control
responsibilities and examine the configuration of the information system to
determine if the arganization uses encryption to protect the canfidentiality

AC-17

REMOTE ACCESS

Pl
MOD AC-17 (1) (2)
@)@

Control Enhancements:

(1) The information system monitors and controls remote
laccess methods.

(2) The information system implements cryptographic
mechanisms to protect the confidentiality and integrity of
remote access sessions.

(3) The information system routes all remote accesses through
[ASSIGNMENT: organization-defined number] managed
network access control points

(4) The organization:

a. Authorizes the execution of privileged commands and
laccess to security-relevant information via remote access only
for [ASSIGNMENT: organization-defined needs]; and

b. Documents the rationale for such access in the security plan
for the information system.

ICommon

Provided by VDC
land/or EDUCATE

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

allow privileged access based on compelling operational needs.

IAC-17.2 Examine organizational records or documents to determine if remote
access activity is being recorded in logs and reviewed periodically in accordance
with the organizational policy and procedures.

IAC-17.3 Examine organizational records or documents to determine if remote
access is documented and authorized by the appropriate organization officials.

IAC-17.4 Examine the configuration of the information system to determine if
controls are employed to restrict remote access to the system.

IAC-17.5 Examine a system-generated list of user accounts with remote access
and determine if the established procedures are followed to authorize remote
access for the accounts.

IAC-17.6 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the remote access control is implemented.

IAC-17.7 Test the remote access controls by attempting to gain remote access to
the information system using a valid system account that does not have remote
access permissions.

IAC-17.10 Examine organizational records or documents to determine what
automated mechanisms and functions are employed to support and facilitate the
monitoring and control of remote access methods.

IAC-17.11 Examine organizational records or documents to determine if the
automated mechanisms supporting the monitoring and control of remote access

are effectively employed in accordance with organizational policy and procedures.

IAC-17.13 Interview selected organizational personnel with access control
responsibilities and examine the configuration of the information system to
determine if the organization uses encryption to protect the confidentiality of
remote access sessions.
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Security Control Information

Control Assessment Information

) o ) Last Date ) 2 idancel Risk -Based D
NIST Security Security Control Priority | Security Control Security J e RR0r Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IAC-18.1 Examine organizational records or documents to determine if the
organization: (i) establishes usage restrictions and implementation guidance for
wireless technologies; (i) documents, monitors, and controls wireless access to
the information system; and (iii) authorizes the use of wireless technologies.
IAC-18.2 Examine organizational records or documents to determine if the access
control policy and procedures are consistent with NIST Special Publication 800-
Control: The organization: 48 and address usage, implementation, monitoring, and authorization of wireless
a. Establishes usage restrictions, configuration/connection technologies.
requirements, and implementation guidance for wireless Satisfied
laccess; and Common Partially satisfied IAC-18.3 Examine organizational records or documents to determine if the
P1 b. Authorizes wireless access to the information system prior to Not satisfied organization tracks and monitors wireless access and usage in accordance with
AC-18 WIRELESS ACCESS | MODAC-18(1) [allowing such connections. Provided by VDC Not applicable organizational policy and procedures.
Control Enhancements: and/or EDUCATE Rlsl?-based decision not to IAC-18.4 Examine organizational records or documents to determine if wireless
(1) The information system protects wireless access to the implement users have been authorized to access the information system.
isystem using authentication of [Selection (one or more): users;
devices] and encryption. IAC-18.5 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the wireless access restrictions control is implemented.
Control Enhancements:
IAC-18(1) Examine the configuration of the information system to determine if
wireless access to the system is only permitted through the use of authentication
\with encryption
IAC-19.1 Examine organizational records or documents to determine if: (i) the
organization establishes and documents restrictions and implementation
. N guidance for portable and mobile devices; (i) the organization monitors and
e(iogglgk')l-ig':]zgE::glzea:leosr:;ictions, configuration requirements, controls the use of portable and mobile devices; and (iii) appropriate
connection requirements, and implementation guidance for srganlzanonal (tufﬂmals aut?orlz;e_ﬂ;e uset_of pon‘able and mobile devices and
lorganization-controlled mobile devices; and evice access lo organizational information systems.
. Authorizes the connection of mobile devices to IAC-19.2 Interview selected organizational personnel with access to the
organizational information systems. Satisii : ' K st -
atisfied information system and examine organizational records or documents detailing
ACCESS CONTROL o Control Enhancements: ICommon Partially satisfied the use of portable and mobile devices to determine if personnel are complying
AC-10 FOR MOBILE MOD AC-19(5) |(1) Not Selected ) ) Not satlsﬂed with the usage restrictions _and gpplylng the |mp!ementat|von guldance on the use
DEVICES . Provided by VDC Not applicable of portable and mobile devices in accordance with organization

(2) Not Selected.

(3) Not Selected.

(4) Not Selected.

(5) The organization employs [Selection: full-device encryption;
container encryption] to protect the confidentiality and integrity
of information on [ASSIGNMENT: organization-defined mobile
devices].

land/or EDUCATE

Risk-based decision not to
implement

policy and procedures.

IAC-19.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the access control for portable and mobile devices is implemented.

Control Enhancements:

IAC-19(5) Examine organizational records or documents to determine if the
organization employs removable hard drives or cryptography to protect
information on portable and mobile devices.
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Security Control Information

Control Assessment Information

id | Risk -Based D

NIST Security Security Control Priority | Security Control Lsa:;tﬁiatt; J e RR0r Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
AC-20.1 records or documents-to. if the use of
a personally owned information system meets the following minimum
requirements as defined by the access control policy and procedures regarding:
(i) the types of applications that can be accessed from personally owned
information systems; (i) the maximum FIPS 199 security category of information
that can be processed, stored, and transmitted; (iii) how other users of the
Control: The organization establishes terms and conditions, personally owned information system will be prevented from accessing federal
consistén! with any trust relationships established with othér |nfohrma|l|u_n; ("E))Ihs use Offv'm:jal prlvat_e nelwo_rklngh(VPl\ll) an%_?r_ewallf irel
N ? " PN technologies; (v) the use of and protection against the vulnerabilities of wireless
ﬂ%?m;:gﬁn:y:gmggéﬁg@zﬁ;na?ﬁtﬁgﬂgdn?:é?ﬂﬂgg te;(.ternal technologies; (vi) the maintenance of adequate physical security controls; (vii) the
a. Access the inforrr{ation system from the external infdrmation use of_r_n_allclous code protection software; and (viil) how often t_he security
S-stems' and capabilities of installed software are to be updated (e.g., operating system and
byProcelss store, andlor transmit organization-controlled other software security patches, malicious code definitions, firewall version
information using the external information systems. updates, malicious code protection definitions).
Control Enhancements: IAC-20.2 Interview selected organizational personnel with access to the
(1) The organization pérmits authorized individuals to use an Satisfied information system to determine if the personnel are adhering to the restrictions
vseorexteRaL | p1 - [extemal information system to access the nformation syStem - |c.yyuon, Hybria ot ateed ansriting oderal omaBen In Gocordance wih B0Ge0S Conta poley
AC-20 INFORMATION | MOD AC-20 (1) (2) [or to process, store, or transmit organization-controlled , Hybrid, ! iting ! on i wi policy
SYSTEMS information only when the organization: System-Specific gptkagpllcgbr:e - 1 and procedures.
o . ; | . isk-based decision not to
ievgltf:rs]atrg lgg:ﬁg:gtaégg;g if?#érf]? iﬁgg%ncgntrols on implement IAC-20.3 Examine organizational records or documents to determine if the
information seycurity olicp and security Ign' or organization assigns responsibility to specific parties and defines specific actions
b. Retains approvedﬁnfol}:nation systempcor;nection or to ensure that the personally owed information systems control is implemented.
processing agreements with the organizational entity hosting X
the external information system. /Egr-];rg(ll?g;z\rﬁ;l‘%?ga'nizalicmal records or documents to determine if the
((er) ;:E;;gsléﬁiﬁ“elgelzﬁgﬂg r;ztrgcf;d’g\?izfsli] ":Jtlrj\?)?i;;d organization permits authorized individuals to use an external information system
ingividuals on external |gformation s gtems Y to access the information system or to process, store, or transmit organization-

Y - controlled information only when the organization: -can verify the implementation
of required security controls on the external system as specified in the
organization’s information security policy and security plan; or -has approved
information system connection or processing agreements with the organizational
entity hosting the external information system.

IAC-20(2) Examine organizational records or documents to determine if the
organization limits the use of organization-controlled portable storage media by
authorized individuals on externat information Systems.
Examine organizational records or documents to determine if: (i) the organization
Control: The Organization: defines the circumstances where user discretion is required to facilitate
la. Facilitates information sharing by enabling authorized users [Hybrid information sharing; (ii) the organization facilitates information sharing by enabling
to determine whether access authorizations assigned to the [Note: The quarterly Satisfied authorized users to determine whether access authorizations assigned to the
sharing partner match the access restrictions on the review of accounts Partially satisfied sharing partner match the access restrictions on the information for the
Ac-21 INFORMATION P2 information for [ASSIGNMENT: organization-defined covers this. Includes Not satisfied organization-defined circumstances; (iii) the organization defines the information
SHARING MODAC-21  |information sharing circumstances where user discretion is all NFS mounts for Not applicable sharing circumstances and automated mechanisms or manual processes
required]; and systems. Not Risk-based decision not to required to assist users in making information sharing/collaboration decisions;
b. Employs [ASSIGNMENT: organization-defined automated  |applicable to VDC.] implement and (iv) the organization employs organization-defined circumstances and
mechanisms or manual processes] to assist users in making automated mechanisms or manual processes to assist users in making
information sharing/collaboration decisions. information sharing/collaboration decisions.
gogggil: rT;t:s:’gginviifiitiacl)gaulhorized to post information onto a Examine organizational records or documents to determine if: (i) the organization
- Desig . - P designates individuals authorized to post information onto an organizational
publicly accessible information system N N - " . o A N
b. Trains authorized individuals to ensLlre that publicl information system that is publicly accessible; (i) the organization trains
a;:cessible information does not contain nonpu%lic inf)tl)rmation' Satisfied authorized individuals to ensure that publicly accessible information does not
c. Reviews the proposed content of information prior to postiné Partially satisfied contain nonpubllcvlnfo_rmatlon:_(|||) the organization reviews th_e proposevd content
PUBLICLY p2 onto the publicly accessible information system to ensure that |Common, Hybrid Not satisfied of publicly accessible information for nonpublic information prior to posting onto
AC-22 A(égiSélslT.E MOD AC-22 honpublic information is not included; and Syslem»épecific ' Not applicable the organizational information system; (iv) the organization defines the frequency

d. Reviews the content on the publicly accessible information
isystem for nonpublic information [ASSIGNMENT: organization-
defined frequency] and removes such information, if
discovered.

Risk-based decision not to
implement

of reviews of the content on the publicly accessible organizational information
system for nonpublic information; (v) the organization reviews the content on the
publicly accessible organizational information system for nonpublic information in
accordance with the organization-defined frequency; and (vi) the organization
removes nonpublic information from the publicly accessible organizational
information system, if discovered.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Sg:lﬁ;l;(y Security Control Prioriyl . Security Control I:;:éﬁ;;f CEEEEaD Assessed Sgcurity Control o . Ju§tification ) i
Control Name Baseline Security Control and Enhancements Type Control Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed p
not to implement)
/AT-1.1 Examine organizational records or documents to determine if
isecurity awareness and training policy and procedures: (i) exist; (i) are
ited; (iii) are di: i to appropriate elements within the
. . lorganization; (iv) are periodically reviewed by responsible parties within the|
g.ogg\?ggg:;;gmﬂfgm disseminates to [ASSIGNMENT: or%amzauon: and (vgi are updated when organizational review indicates
organization-defined personnel or roles]: Common updates are required.
1. A security awareness and training policy that addresses purpose . . . " L
scope roles rgspt_)nsmwlme_s_ managemeng commitment coordination If additional e Satisfied 9;';’UZIi5;2;";3;T:I;ch'érr'isa:;a;?:s;aggogz'T:)Tgsp;‘;cg’ofsﬁﬁgme it
SECURITY among organizational entities and compliance; and system/application Partially satisfied management commitment coordination among organizational entities and
AT-1 AWARENESS AND P1 2. Proc_eqwes to facilitate Ihe_ |mplementatlon of the security awareness pullcy/proqequres are Not satisfied compliance.
;’fgg\g"é%:gbggs MOD AT-1 land training policy and associated security awareness and training in place this is a Not applicable
Eogg\)lliselﬁgnd updates the current: hybrid control. Risk-based decision not to implement dAT-l.a_Exa_\fmlhne the s(ejcurlty awareﬁr_]e_ss and tl;a(\jlmng plrlocedurgds to_f_ di
. ; e X . letermine if the procedures are sufficient to address all areas identified in
ééf?:gs;l:gcilvgf\fﬁfzidand training policy [ASSIGNMENT: organization- the security awareness and training policy and all associated security
2. Security awareness and training procedures [ASSIGNMENT: awareness and training controls.
organization-defined frequency] IAT-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the security awareness and training policy and
procedures control is implemented.
/AT-2.1 Examine organizational records or documents to determine if: (i)
lsecurity awareness instruction is provided to all users; (i) records include
the type of instruction received and the date completed; and (i) initial and
refresher instruction is provided in accordance with organization-defined
IControl: The organization provides basic security awareness training to frequency at least annually.
information system users (including managers senior executives and
contractors): Satisfied /AT-2.2 Examine security awareness instructional materials to determine if
a. As part of initial training for new users; partially satisfied the materials address the specific requirements of the organization and the
AT-2 A@i%lﬁgs P1 b. When required by information system changes; Common Hybrid Not satisfied information systems to which personnel have authorized access.
TRAINING MOD AT-2(2) c. [ASSIGNMENT: organization-defined frequency] thereafter. System-Specific Not applicable
Risk-based decision not to implement IAT-2.3 Examine organizational records or documents to determine if the
IControl Enhancements: lorganization assigns responsibility to specific parties and defines specific
(2) The organization includes security awareness training on recognizing lactions to ensure that the security awareness control is implemented.
land reporting potential indicators of insider threat.
IControl Enhancements:
IAT-2(2) Examine organizational records or documents to determine if the
lorganization includes security awareness training on recognizing and
reporting potential indicators of insider threat.
IAT-3.1 Examine organizational records or documents to determine if the
lorganization identifies personnel with significant information system
isecurity responsibilities and documents those roles and responsibilities.
IAT-3.2 Examine organizational records or documents to determine if: (i)
the organization provides security training to personnel with identified
Control: The organization provides role-based security-related training to Satisfied information system security roles and responsibilities before authorizing
personnel with assigned security roles and responsibilities: partially satisfied laccess to the system; (ii) records include the type of security training
AT-3 ROLE-BASED P1 la. Before authorizing access to the information system or performing Common Hybrid Not satisfied received and the date completed; and (jii) the organization provides initial
MOD AT-3

SECURITY TRAINING

lassigned duties;
b. When required by information system changes; and
c. [ASSIGNMENT: organization-defined frequency] thereafter.

System-Specific

Not applicable
Risk-based decision not to implement

land refresher training in accordance with organization-defined frequency.

IAT-3.3 Examine the security training material for the selected roles and
responsibilities to determine if the material addresses the procedures and
lactivities necessary to fulfill those roles and responsibilities.

IAT-3.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the security training control is implemented.
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Security Control Information

Control Assessment Information

NIST - B Last Date 5 Scoping Guidance{ _Risl_( -Based Decision
Security | Security Control Priority | . Security Control Security CEEEEaD Assessed Security Control o . Justification ) .
Control Name Baseline Security Control and Enhancements Type Control araaton Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Pesereai] (select one of the following) Effec! is Not or Risk-based decision
not to implement)
. PSSO /AT-4.1 Examine organizational records or documents to determine if the
IControl: The organization: o P " . "
la. Documents and monitors individual information system security g:?t?gl?d atisfied 33.?{:1'2?:?; m(e)2:;i%risn?;?nf:tlilgndOcﬂr:;ntzgarislctfgi(:il;“y awareness
AT-4 SECURITY TRAINING P3 ltraining activities including basic security awareness training and specific (Common Hybrid N Y S 9 sp Sysi security g.
- RECORDS MOD AT-4 ot satisfied

information system security training; and
b. Retains individual training records for [ASSIGNMENT: organization-
defined time period].

System-Specific

Not applicable
Risk-based decision not to implement

/AT-4.2 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific

lactions to ensure that the security training records control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

o it a Last Date q HTerT
NIST Securit; o Priority | Security Control . Assessed Securil 4 V] Justification
Control Y Secul:‘ty Conual Baselize Security Control and Enhancements Type Scecurlt}l Ilzssess_or Control Effectiven:e‘;s FlndlngsFI Degmenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number ame Allocation (verify this type) As::;r:e d plornaton (select one of the following) oun Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

Control: The organization: IAU-1.1 Examine organizational records or documents to determine if audit and

a. Develops, documents, and disseminates to accountability policy and procedures: (i) exist; (ii) are documented; (iii) are

[ASSIGNMENT: organization-defined personnel or disseminated to appropriate elements within the organization; (iv) are periodically

roles]: reviewed by responsible parties within the organization; and (v) are updated, when

1. An audit and accountability policy that addresses organizational review indicates updates are

purpose, scope, roles, responsibilities, management|Common required.

commitment, coordination among organizational Satisfied

entities, and compliance; and If additional Partially satisfied IAU-1.2 Examine the audit and accountability policy to determine if the policy

Acéggrmﬁg\?m( P1L 2. Procedures to facilitate the implementation of the [system/application Not satsfied adequately addresses purpose, scope, roles, responsibilities, management
AU-1 POLICY AND MOD AU-1  |audit and accountability policy and associated audit |policy/procedures Not applicable commitment, coordination among organizational entities, and compliance.
PROCEDURES and accountability controls; and are in place, this is Risk-based decision not to

b. Reviews and updates the current: a hybrid control. implement /AU-1.3 Examine the audit and accountability procedures to determine if the

1. Audit and accountability policy [ASSIGNMENT: P procedures are sufficient to address all areas identified in the audit and

organization-defined frequency]; and laccountability policy and all associated audit and accountability controls.

2. Audit and accountability procedures

[ASSIGNMENT: organization-defined frequency]. IAU-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit and accountability policy and procedures control is
implemented.

Control: The organization:

a. Determines that the information system is

capable of auditing the following events:

[ASSIGNMENT: organization-defined list of

auditable events];

b. Coordinates the security audit function with other IAU-2.1 Examine organizational records or documents and the information system

organizational entities requiring audit-related configuration settings to determine if the system generates audit records for the

information to enhance mutual support and to help organization-defined auditable events.

guide the selection of auditable events;

c. Provides a rationale for why the list of auditable IAU-2.2 Test the information system by attempting to perform actions that are

events are deemed to be adequate to support after- Satisfied configured to generate an audit record.

the-fact investigations of security incidents; and partially satisfied

P1 d. Determines that the following events are to be Common, Hybrid Not satisfied /AU-2.3 Examine organizational records or documents to determine if the
AU-2 AUDIT EVENTS MOD AU-2 (3)  |audited within the information system: N '

[ASSIGNMENT: organization-defined audited
events (the subset of the auditable events defined
in AU-2 a.) along with the frequency of (or situation
requiring) auditing for each identified event].

Control Enhancements:

(1) [Withdrawn: Incorporated into AU-12]

(2) [Withdrawn: Incorporated into AU-12]

(3) The organization reviews and updates the
audited events [ASSIGNMENT: organization-
defined frequency].

(4) [Withdrawn: Incorporated into AC-6]

System-Specific

Not applicable
Risk-based decision not to
implement

organization assigns responsibility to specific parties and defines specific actions to
ensure that the auditable events control is implemented.

Control Enhancements:

IAU-2(3) Examine organizational records or documents to determine if: (i) the
organization defines the frequency of reviews and updates to the list of organization-
defined auditable events; and (i) the organization reviews and updates the list of
organization-defined auditable events in accordance with the organization-defined
frequency.
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Security Control Information Control Assessment Information
NIST S , priority | s ity Control Last Date A s - Scoping Guida\\]nct:{f_Ris[l_( -Based Decision
ecuri . riori ecurity Contro - ssessed Securi - I ustification
Control Y Secul:‘ty Conual Baselize Security Control and Enhancements Type Scecurlt}l Ilzssess_or Control Effectiveness FlndlngsFI Degmenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number ame Allocation (verify this type) As::;r:e d Jioimaton (select one of the following) Ot Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AU-3.1 Examine organizational records or documents to determine if the information
system audit records capture sufficient information to establish what events occurred,
the sources of the events, and the outcomes of the events.
IAU-3.2 Test the content of audit records by attempting to perform actions that are
configured to generate audit records to determine if the audit records capture
sufficient information to establish what events occurred, the sources of the events,
Control: : The information system generates audit and the outcomes of the events.
records containing information that establishes what
type of event occurred, when the event occurred, IAU-3.3 Examine organizational records or documents to determine if the
\where the event occurred, the source of the event, Satisfied organization assigns responsibility to specific parties and defines specific actions to
the outcome of the event, and the identity of any partially satisfied ensure that the content of audit records control is implemented.
CONTENT OF AUDIT P1 individuals or subjects associated with the event. Common, Hybrid Not satisfied .
AU-3 RECORDS MOD AU-3 (1) Svstem-Specific | N licabl /AU-3.6 Examine organizational records or documents to determine if the information
Control Enhancements: ystem-Specific ot applicable system provides the capability to include additional, more detailed information in the
f : N Risk-based decision not to - - f P . -
(1) The information system generates audit records implement audit records for audit events identified by type, location, or subject.
containing the following additional information: P
[ASSIGNMENT: organization-defined additional, IAU-3.7 Test the information system capability to include additional, more detailed
more detailed information]. information in the audit records for audit events by changing the audit configuration
settings to add additional information and by performing actions that create audit
records to ensure the additional information is captured.
Control Enhancements:
IAU-3(2).1 Examine organizational records or documents to determine if the
organization defines the information system components for which the content of
audit records generated is centrally managed.
IAU-4.1 Examine the information system configuration to determine if the organization
allocates sufficient audit record storage capacity and establishes configuration
settings to prevent such capacity from being exceeded
Satisfied IAU-4.2 Test the information system configuration to determine if the organization
Control: The organization allocates audit record Partially satisfied I At fficient audit yd storage cga acity and establishes confi guration
AU-4 AUDIT STORAGE MoglAU 4 storage capacity in accordance with Common, Hybrid, Not satisfied aliocates sutticient auait recora ge capacity s g :
- - 4 AN " . o " settings to prevent such capacity from being exceeded by artificially generating
cAPACITY [ASSIGNMENT: organization-defined audit record  |System-Specific Not applicable enough auditable events to create a number of audit records to exceed the storage
storage requirements]. Risk-based decision not to ca acgity g
implement P :
IAU-4.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit storage capacity control is implemented.
/AU-5.1 Examine the information system configuration to determine if in the event of
Control: The information system: an audit failure or audit storage capacity being reached, the information system
i ) . . alerts appropriate organizational officials and takes any additional
a. Alerts [ASSIGNMENT: organization-defined organization-defined actions
personnel or roles] in the event of an audit .
Er(zlf:lf:;ntaéafl(ljlljlf\;v;gdadditional actions: Satigfied i AU-V5A2 Test the inf_ormation system conf_iguration to dete(mine in _the event of an
RESPONSE TO [ASSIGNMENT' organization-defined ac.tions {0 be ) Partially satisfied audit failure or audit storage capacity being reached, the information system alerts
AUS AUDIT PROGESSING P1 taken (e.q shu.t down information system Common, Hyl_)(ld, Not satls_fled appropriate o_rg_a_nlzallonal of_“fluals a_nd takes any additional organlzat_lon-deflned
FAILURES MOD AU-5 RN ¥ - .. |System-Specific Not applicable actions by artificially generating auditable events to cause an audit failure or excess
overwrite oldest audit records, stop generating audit Risk-based decision not to capacity condition
records)]. implement .
/AU-5.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit processing control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

o it a Last Date q HTerT
NIST Security 5 Priority / Security Control a Assessed Security . L Justification
Control Securr‘lltzn(‘:eontrol Baseline Security Control and Enhancements Type sce:'::g{ Irﬁ‘sof:\sasti‘gn Control Effectiveness FlndlngsFloazgmenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Pesrresd] (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AU-6.1 Examine organizational records or documents to determine if the
organization regularly reviews/analyzes audit records for indications of inappropriate
or unusual activity, investigates suspicious activity or suspected violations, reports
findings to appropriate officials, and takes necessary actions.
Control: The organization: " . . . L
a. Reviews and analyzes information system audit AU 6‘.2 T?St the aludllt mo_nltorllng, TnalySIS snd repc&m?g pr(é{:ess to deft_ermlne if t.hf
records [ASSIGNMENT: organization-defined organization regularly reviews/analyzes audit records for indications of inappropriate
frequency] for indications of [ASSIGNMENT- or unusual activity, investigates suspicious activity or suspected violations, reports
or qanizazon—defined inappropriate or unusuél findings to appropriate officials, and takes necessary actions by artificially generating
ac?ivity]' and pprop auditable events to cause an audit failure or suspicious activity condition and
b. Reports findings to [ASSIGNMENT: organization- monitoring how the organization reacts.
defined personnel or roles]. Satisfied /AU-6.3 Examine organizational records or documents to determine if the
. Partially satisfied organization assigns responsibility to specific parties and defines specific actions to
AUDIT REVIEW, P1 Control Enhancements: . 7 : o A A > =
AU-S ANALYSIS, AND MOD AU-6(1)(@) |(1) The organization employs automated Common, Hyl%nd, mot san?flegl ensure that the audit monitoring, analysis, and reporting control is implemented.
REPORTING mechanisms to integrate audit review, analysis, and System-Specific ot applicable . - o
reporting Processes to support or aniyzational ’ Risk-based decision not to IAU-6.7 Examine organizational records or documents to determine if the
rgcessgespfor investi atiolrj\pand regs onse to implement organization integrates analysis of audit records with analysis of vulnerability
guspicious activities 9 P scanning information, performance data, and network monitoring information to
(2) Not Selected. enhance the ability to identify inappropriate or unusual activity.
(3) The organization analyzes and correlates audit Control Enhancements:
Lercgﬁia?gg_s\;iggf;ﬁg‘ti‘r)ergl)sa'w;';sn;osgam /AU-6(1) Examine organizational records or documents to determine if the information
9 : system integrates audit review, analysis, and reporting processes to support
organizational processes for investigation and response to suspicious activities.
IAU-6(3) Examine organizational records or documents to determine if the
organization analyzes and correlates audit records across different repositories to
gain organization-wide situational awareness.
Control: The information system provides an audit IAU-7.1 Examine the information system configuration to determine if the system
reduction and report generation capability that: provides an audit reduction and report generation capability.
a. Supports on-demand audit review, analysis, and
reporting requirements and after-the-fact IAU-7.2 Test the audit reduction and report generation capability by artificially
investigations of security incidents; and Satisfied generating a sufficient number of auditable events to cause an audit reduction and
b. Does not alter the original content or time partially satisfied report generation condition.
AUDIT REDUCTION P2 ordering of audit records Common, Hybrid Not satisfied
AU-7 égz;;:ﬁg& MOD AU-7 (1) System-Specific Not applicable IAU-7.3 Examine organizational records or documents to determine if the

Control Enhancements:

(1) The information system provides the capability
to process audit records for events of interest based
on [ASSIGNMENT: organization-defined audit fields
within audit records].

Risk-based decision not to
implement

organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit reduction and report generation control is implemented.

Control Enhancements:

/AU-7(1) Examine organizational records or documents to determine if the
organization specifies the permitted actions for each authorized information system
process, role, and/or user in the audit and accountability policy.
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Security Control Information Control Assessment Information
Last Date Scoping Guidance/ Risk -Based Decision
NIST Security 5 Priority / Security Control a Assessed Security . L Justification
Control Secul;\lltzn(‘:eontrol Baseline Security Control and Enhancements Type sce:'::g{ ":sof:‘s:[gn Control Effectiveness FlndlngsFloazgmenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Pesrresd] (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The information system:
:t'atif::f'g:(::;ﬁ)éifgs?lgﬁss to generate time IAU-8.1 Examine the information system configuration to determine if the system
b. Records time stamps for audit records that can provides time stamps for use in audit record generation.
gerergﬁeﬁfﬁ&oegs%?:‘r;a(tg?\#?!ﬁ?ﬂ;ge (UTC) or IAU-8.2 Test the use of time stamps within the audit record generation capability of
[ASSIGNMENT: organization-defined granularity of the information sys_tem by artificially gener_atlng an auditable event at a known time
4 and compare the time stamp on the resulting audit record.
time measurement]. Satisfied
. Partially satisfied IAU-8.3 Examine organizational records or documents to determine if the
Pl (Control _Enhancgments. . Commom Not satisfied organization assigns responsibility to specific parties and defines specific actions to
Aus TIME STAMPS MOD AU-B(1) (1) The information system: Not applicable ensure that the time stamps control is implemented.
(a) Compares the internal information system clocks |Provided by VDC ot app - P P .
X o n Risk-based decision not to
[ASSIGNMENT: organization-defined frequency] X :
N . - . implement Control Enhancements:
with [ASSIGNMENT: organization-defined . N . . . .
authoritative time source]; and AU-8(1_) Ex_am_lne the con_flgu_ratlon settings and test the ||jf0rmallon system to
(b) Synchronizes the imer’nal system clocks to the determine if: (i) the organization defines the frequency of internal clock
authgritative time source whenythe time difference is synchronization for the information system; (i) the organization defines the
reater than [ASSIGNMENT: organization-defined authoritative time source for internal clock synchronization; and (jii) the organization
gme eriod] sorg synchronizes internal information system clocks with the organization-defined
P : authoritative time source in accordance with the organization-defined frequency.
Control: The information system protects audit
information and audit tools from unauthorized IAU-9.1 Examine the information system configuration to determine if the system
access, modification, and deletion. protects audit information and audit tools from unauthorized access, modification,
and deletion.
Control Enhancements: Satisfied
(1) Not Applicable. Partially satisfied IAU-9.2 Test the protection of audit information and audit tools from unauthorized
AUS PROTECTION OF P1 (2) Not Applicable. Common, Hybrid, Not satisfied access, modification, and deletion by attempting to gain unauthorized access,
INFORMATION MOD AU-9(4)  |(3) Not Applicable. System-Specific Not applicable modify, and delete audit information.
(4) The organization authorizes access to Risk-based decision not to
management of audit functionality to only implement IAU-9.3 Examine organizational records or documents to determine if the
[ASSIGNMENT: organization-defined subset of organization assigns responsibility to specific parties and defines specific actions to
privileged users]. ensure that the protection of audit information control is implemented.
Satisfied
Partially satisfied
SELECTED FOR Common, Hybrid Not satisfied
AU-1 NON-REPUDIATION ; TR >
U-10 o v o HiGH oNLy  [Not Selected System-Specific Not applicable
Risk-based decision not to
implement
Control: The organization retains audit records for /AU-11.1 Examine organizational records or documents to determine if the
[ASSIGNMENT: organization-defined time period Satisfied organization retains information system audit logs for an organizationdefined time
consistent with records retention policy] to provide Partially satisfied period to provide support for after-the-fact investigations of security incidents and to
AU-11 AUDIT RECORD MODPiU-ll support for after-the-fact investigations of security ~ |Common, Hybrid, Not satisfied meet regulatory and organizational information retention requirements.
RETENTION incidents and to meet regulatory and organizational |System-Specific Not applicable
information retention requirements. Risk-based decision not to IAU-11.2 Examine organizational records or documents to determine if the
implement organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit retention control is implemented.
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Security Control Information Control Assessment Information
Last Date Scoping Guidance/ Risk -Based Decision
NIST Security 5 Priority / Security Control a Assessed Security . L Justification
Control Securr‘lltzn(‘:eontrol Baseline Security Control and Enhancements Type sce:'::;{ Irﬁ‘sof:\sasti‘gn Control Effectiveness FlndlngsFloangIenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Pesrresd] (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AU-12.1 Examine organizational records or documents to determine if the
organization defines the information system components that provide audit record
generation capability for the list of auditable events defined in AU-2.
gog:gci:dgzeamir:gngg gsgiteerg:ion capability for IAU-12.2 Examine the information system configuration settings to determine if the
lHe list of auditable events defined in AU-2 at information system provides audit record generation capability, at organization-
[ASSIGNMENT: organization-defined information defined information system components, for the list of auditable events defined in
y . Satisfied IAU-2.
system components]; > .
b. Allows [ASSIGNMENT: organization-defined . Panlally S.at'Sf'Ed . . . N . . Lo
AU-12 AUDIT GENERATION P1 personnel or roles] to select which auditable events Common, Hyb(ld, Not sansﬁed ‘AU-12.3‘ Examine the |nformat]on system co_nflg‘uratlon settings to determlng if the
MOD AU-12 are to be audited by specific components of the System-Specific Not applicable information system allows designated organizational personnel to select which
information system; and Risk-based decision not to auditable events are to be audited by specific components of the system.
c. Generates audit records for the events defined in implement . . . " "
/AU-2 with the content as defined in AU-3. AU-12.4 Test to ve_rlfy Ihe |nf0rm§t|on system generates auqlt records for the list of
audited events defined in AU-2 with the content as defined in AU-3.
MONITORING FOR
AU-13 INFORMATION NOT SELECTED |Not Selected
DISCLOSURE
AU-14 SESSION AUDIT | NOT SELECTED |Not Selected
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

. Last Date o e e
5 5 Priority / q q Assessed Security Control ) S Decision Justification
C':LSJO?:IZ‘:\II% v Secul;\lltg n?eontrol Baseline Security Control and Enhancements Sectlvr:r)i/fycloh:;ll;;‘l);ype Sce:r:‘t:g "ﬁzf:‘s:ﬁ‘: 0 Effectiveness FmdmgsFlozﬁgclenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used AZ?[?;::;“‘
Allocation Assessed (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)

CA-1.1 Examine organizational records or documents to determine if security
assessment, certification, and accreditation policy and procedures: (i) exist; (ii) are

IControl: The organization: documented,; (iii) are disseminated to appropriate elements within the organization;

a. Develops, documents, and disseminates to [ASSIGNMENT: (iv) are periodically reviewed by responsible parties within the organization; and (v)

organization-defined personnel or roles]: are updated, when organizational review indicates updates are required.

1. A security assessment and authorization policy that addresses Common

purpose, scope, roles, responsibilities, management commitment, ICA-1.2 Examine the security assessment, certification, and accreditation policy to

coordination among organizational entities, and compliance; and If additional Satisfied determine if the policy adequately addresses purpose, scope, roles,

SECURITY 2. Procedures to facilitate the implementation of the security isystem/application Partially satisfied responsibilities, management commitment, coordination among
ASSESSMENT AND P1 lassessment and authorization policy and associated security policy/procedures are in Not satisfied organizational entities, and compliance.
cAl AUTHORIZATION MOD CA-1 i o - > ’
POLICIES AND lassessment and authorization controls; and place, this is a hybrid Not applicable
PROCEDURES b. Reviews and updates the current: icontrol. Risk-based decision not to CA-1.3 Examine the security assessment, certification, and accreditation

1. Security assessment and authorization policy [ASSIGNMENT: implement procedures to determine if the procedures are sufficient to address all

lorganization-defined frequency]; and areas identified in the security assessment, certification, and accreditation policy

2. Security assessment and authorization procedures and all associated security assessment, certification, and accreditation controls.

[ASSIGNMENT: organization-defined frequency].
CA-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the security assessment, certification, and accreditation policies and
procedures control is implemented.

IControl: The organization:

a. Develops a security assessment plan that describes the scope of

the assessment including:

» Security controls and control enhancements under assessment;

* Assessment procedures to be used to determine security control

effectiveness; and

* Assessment environment, 1t team, and ent

roles and responsibilities; CA-2.1 Examine organizational records or documents to determine if the security

b. Assesses the security controls in the information system and its controls in the information system are assessed for correct implementation, for

lenvironment of operation [ASSIGNMENT: organization-defined Satisfied intended operation, and for producing the desired outcome with respect to meeting

freqluency] tg determline the extent to Whi?jh ghe cgntrolds are n Partially satisfied ;he security requirements for the system in accordance with organization-defined

implemented correctly, operating as intended, and producing the . y > requency.

CA-2 Assséglsjsgx'rs MOSZCA,Z desired outcome with respect to meeting established security Common, Hybrid, System- Not satisfied

requirements;

c. Produces a security assessment report that documents the results
of the assessment; and

d. Provides the results of the security control assessment to to
[ASSIGNMENT: organization-defined

e. individuals or roles].

Control Enhancement:

(1) The organization employs assessors or assessment teams with
[ASSIGNMENT: organization-defined level of independence] to
conduct security control assessments.

Specific

Not applicable
Risk-based decision not to
implement

ICA-2.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the security assessments control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

. Last Date o e e
5 5 Priority / q q Assessed Security Control ) S Decision Justification
C’:LS(IO?:IZ‘:\II% v Secul;\lltg n?eontrol Baseline Security Control and Enhancements Sec?vr:rgi/fycloh:;ll;;l);ype Sce:r:‘t:g "ﬁzf:‘s:ﬁ‘: 0 Effectiveness FmdmgsFlozﬁgclenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used AZ?[?;:::"'
Allocation Assessed (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
Control: The organization:
a. Authorizes connections from the information system to other CA-3.1 Examine organizational records or documents to determine if all external
information systems through the use of Interconnection Security information systems (i.e., information systems outside of the accreditation
|IAgreements; boundary that are connected to the information system) are identified and all
b. Documents, for each interconnection, the interface characteristics, resulting system connections are authorized and approved by appropriate
security requirements, and the nature of the information organizational officials.
icommunicated; and
c. Reviews and updatesinterconnection Security Agreements Satisfied ICA-3.2 Examine information system connection agreements to determine if the
SysTEM - [ASSIGNMENT: organization-defined Partially satisfied agreements are consistent with NIST Special Publication 800-47.
d. frequency]. Common, Hybrid, Not satisfied
CA3 ‘NTERCOENECTION MOD CA-3(5) System-Specific Not applicable ICA-3.3 Examine organizational records or documents to determine if the
Control Enhancement: Risk-based decision not to organization assigns responsibility to specific parties and defines specific actions to
(1) Not Selected. implement ensure that the information system connections control is implemented.
(2) Not Selected.
(3) Not Selected. Control Enhancement:
(4) Not Selected. CA-3(5) Examine organizational records or documents to determine if the
(5) The organization employs [Selection: allow-all, deny-by- organization employs an allow-all, deny-by-exception or a deny-all, permit-by-
lexception; deny-all, permit-by-exception] policy for allowing lexception policy for allowing organization-defined information systems to connect
[ASSIGNMENT: organization-defined information systems] to to external information systems.
connect to external information systems.
ICA-5.1 Examine organizational records or documents to determine if a plan of
action and milestones for the information system: (i) exists; (ii) is
documented; and (iii) is updated in accordance with organization-defined
IControl: The organization: frequency.
a. Develops a plan of action and milestones for the information
system to document the organization’s planned remedial actions to Satisfi CA-5.2 Examine the plan of action and milestones to determine if the plan
o0 O - atisfied i Ation’ ;
correct weaknesses or deficiencies noted during the assessment of partially satisfied documents the organization's planned, implemented, and evaluated
PLAN OF ACTION P3 f(he security controls and to reduce or eliminate known vulnerabilities Common, Hybrid Not saisfied remedial actions to correct noted de_flmem:les and to reduce or eliminate
CA-5 AND MILESTONES MOD CA-5 in the system; and Svstem-Specific Not applicable known vulnerabilities in the information system.
b. Updates existing plan of action and milestones [ASSIGNMENT: 4 P ot app! .
P " . ; Risk-based decision not to : i ati ina i
organization-defined frequency] based on the findings from security implement CA-5.3 Examine organizational records or documents to determine if the
controls assessments, security impact analyses, and continuous P! organization follows the plan of action and milestones (i.e., correcting
imonitoring activities. deficiencies and meeting milestones).
CA-5.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the plan of action and milestones control is implemented.
CA-6.1 Examine organizational records or documents to determine if a security
accreditation process is defined that authorizes (i.e., accredits) the
information system for processing before operations, and updates the

(Control: The organization: authorization within the organization-defined frequency.

2&2?;'?gftﬁesﬁ#';:n'lzgglneg;igme or manager as the authorizing Common E:ﬂ?:l?;satisﬁed CA—6.2_ Examme organizational records or do_cumenl; to de_termine_if the security

A6 SECURITY MOS%A 5 b. Ensures that the authorizing official authorizes the information Not satisfied gccre_dltatlon_ process employed by the organization is consistent with NIST
g AUTHORIZATION - pecial Publications 800-37.

system for processing before commencing operations; and
c. Updates the security authorization [ASSIGNMENT: organization-
defined frequency].

Provided by FSA

Not applicable
Risk-based decision not to
implement

ICA-6.3 Examine organizational records or documents to determine if a senior
organizational official signs and approves the security accreditation.

CA-6.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security accreditation control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

. Last Date o e A S
5 5 Priority / q q Assessed Security Control ) S Decision Justification
C':LSJO?:IZ‘:\II% v Secul;\lltg n?eontrol Baseline Security Control and Enhancements Sectlvr;tr)i/fycloh:;ll;;l ;’)ype Sce:r:‘t:g "ﬁzf:‘s:ﬁ‘: 0 Effectiveness FmdmgsFlozﬁgclenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used AZ?[?;::;“‘
Allocation P Assessed (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
Control: The organization develops a continuous monitoring strategy
land implements a continuous monitoring program that includes:
a. Establishment of [ASSIGNMENT: organization-defined metrics] to
lbe monitored; . A P
" y - . ICA-7.1 Examine organizational records or documents to determine if the
b. Establishment of [ASSIGNMENT: organization-defined P N N : . N .
lrequencies] for monitoring and [ASSIGNMENT: organization- grags?glzanon monitors the security controls in the information system on an ongoing
defined frequencies] for assessments supporting such monitoring; .
g}ggl?]?fé'gigns;cg%ncﬁg‘arsolr?;ﬁ;jﬁrgegffag;;mrdance with the CA-7.2 Examine organizational records or documents to determine if the
" : o i o . organization employs a security control monitoring process consistent with NIST
q. Ongoing security status monitoring of organization c_iefl_ned metrics! Special Publications 800-37 and 800-53A.
in accordance with the organizational continuous monitoring Satisfied
strategy; : . . - L
. . . . . Partially satisfied CA-7.3 Examine organizational records or documents to determine if the
P3 le. Correlation and analysis of security-related information generated : ~ 5 D " " N . N
AT %%%T‘T'\:)%?ﬁg MOD CA-7(1) by assessments and monitoring; Common, Hybrid, System: Not satisfied organization: (i) assesses designated security controls in the information

If. Response actions to address results of the analysis of security-
related information; and

9. Reporting the security status of organization and the information
system to [ASSIGNMENT: organization-defined personnel or roles]
[ASSIGNMENT: organization-defined frequency].

Control Enhancement:

(1) The organization employs assessors or assessment teams with
[ASSIGNMENT: organization-defined level of independence] to
imonitor the security controls in the information system on an
longoing basis.

Specific

Not applicable
Risk-based decision not to
implement

system; (ii) analyzes for impact, documents, and reports changes to or
deficiencies in the operation of the security controls; and (i) makes
adjustments to the information system security plan and plan of action and
milestones, as appropriate.

ICA-7.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
lensure that the continuous monitoring control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

St:‘cli;li-t Security Control Priority | Security Control I_Sa:ctuDr;te Jasessn Assessed Security Control Justification
Cumro}’ Name Baseline Security Control and Enhancements Type Con!ro)ll (R fenmEm Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) 1ess is Not i or Risk-based decision
not to implement)
CM-1.1 Examine ¢ al records or to determine if the
configuration management policy and procedures: (i) exist; (ii) are
documented; (jii) are disseminated to appropriate elements within the
. . organization; (iv) are periodically reviewed by responsible parties within the
(Control: The organization: " " . organization; and (v) are updated, when organizational review indicates
a. Develops, documents, and disseminates to [ASSIGNMENT: Lpdates are required
lorganization-defined personnel or roles]: Common P q .
rlallexsconflggrat_lo_r_u management policy that_addrescs:;sil:‘rs:‘)ss,asmcgﬁe, CM-1.2 Examine the configuration management policy to determine if the
or ar'n';atﬁ)l;al entitios. and com h;nce_ and ™ 9 lif additional Satisfied policy adequately addresses purpose, scope, roles, responsibilities,
CONFIGURATION 5 gp d to facilitate the i P tation of th N lication Partially satisfied management commitment, coordination among organizational entities, and
M1 MANAGEMENT P1 . Procedures to facilitate the in tation of the cor ; ocedures are Not satisfied compliance
POLICY AND MOD CM-1 mar policy and cor mar controls; [ i .
PROCEDURES and I?-? Eladce, this I|s a Notkal;)phczl:jle I n "
rid control. Risk-based decision not to implement CM-1.3 Examine the confi ion to i
b. Reviews and updates the current: V! . . by
N " " . - the procedures are sufficient to address all areas identified in the
éég::;'?;’gslsgcryr}.agigemem policy [ASSIGNMENT: organization- configuration management policy and all associated configuration
2. Configuration management procedures [ASSIGNMENT: organization- management controls.
defined frequency]. CM-1.4 Examine ¢ al records or to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the configuration management policies and
procedures control is implemented.
oftware, and firmware that the
information system and ownership information by component.
CM-2.3 Examine 1al records or dc to determine if the
inventory of information system components includes manufacturer, type,
. T on devel p A maintai g Iser_ia\ Inumben ve_rf‘i_on}?u_mlf)er. an_d location (i.e.i‘_physica)l location and
ontrol: e organization develops, documents, and maintains under logical position within the information system architecture).
configuration control, a current baseline configuration of the information
system. CM-2.4 Examine organizational records or documents to determine if the
inventory of information system components designates those components
Control Enhancements: required to implement and/or conduct contingency operations.
(1) The organization reviews and updates the baseline configuration of
the information system: (CM-2.5 Examine c 1al records or dc to determine if the
(a) [ASSIGNMENT: organization-defined frequency]; organization assigns responsibility to specific parties and defines specific
(b) When required due to [ASSIGNMENT organization-defined actions to ensure that the baseline configuration and system component
circumstances]; and inventory control is implemented.
(c) As an integral part of information system component installations and Satisfied
upgrades. | oid Partially satisfied CM-2.8 E_xam(ljne I'f' nizational recorhds or dc ments to delfgrmlne if lhed
cM-2 BASELINE oo cmpzl(l) . % ?:\GH Only. . wains | Sommon, Hy_ rid, Not satisfied organization identifies: (i) instances that trigger baseline configuration an
- ie organization retains |/ (

CONFIGURATION

NT: or defined
previous versions of baseline configurations of the information system] to
isupport rollback.

(4) Not Selected.

(5) Not Selected.

(6) Not Selected.

(7) The Organization:

a. Issues [ASSIGNMENT: organization-defined information systems,
lsystem components, or devices] with [ASSIGNMENT: organization-
defined configurations] to individuals traveling to locations that the
lorganization deems to be of significant risk; and

b. Applies [ASSIGNMENT: organization-defined security safeguards] to
the devices when the individuals return.

Specific

Not applicable
Risk-based decision not to implement

component inventory updates; (ii) the frequency of updates to the baseline
configuration and component inventory; (iii) the dates of baseline
configuration and inventory updates, a summary of the updates, and the
name of the individuals performing the updates.

Control Enhancements:

CM-2(1) Examine organizational records or documents to determine if: (i)
the organization defines: -the frequency of reviews and updates to the
baseline configuration of the information system; and -the circumstances
that require reviews and updates to the baseline configuration of the
information system; and (ii) the organization reviews and updates the
baseline configuration of the information system -in accordance with the
organization-defined frequency; -when required due to organization-
defined circumstances; and -as an integral part of information system
component installations and upgrades.

CM-2(3) Examine organizational records or documents to determine if the
organization retains older versions of baseline configurations as deemed
necessary to support rollback.

CM=2(7) EXamine organizational Tecords or documents 1o determine It the
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

St:‘cllf;li-t Security Control Priority | Security Control I_Sa:ctuDr;te Jasessn Assessed Security Control Justification
Cumro}’ Name Baseline Security Control and Enhancements Type Con!ro)ll (R fenmEm Effectiveness Findings | Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) ess is Not i or Risk-based decision
not to implement)
Control: The organization:
g.]zieglﬁgzgsscghne"g/"p:; of changes to the information system that are CM-3.1 Examine \al records or dc to determine if the
b. Reviews proposed configuration-controlled changes to the information organization documents and controls changes to the information system.
gzlsekr;;raaqfuﬁpfg:osvee:uﬁ{yd:;ap’;%?;:;;Suecsh_ changes with explicit CM-3.2 Examine organizational records or documents to determine if
c. Documents configuration change decisii)ns associated with the appropriate organizational officials approve information system changes in
ir;formation system; accordance with organizational policy and procedures.
:::‘.hljrpn;ilggenmst;;sgoved configuration-controlled changes to the ICM-3.3 Examine al records or to determine if the
e. Retains records of configuration-controlled changes to the information organization assigns responsibility to specific parties and defines specific
system for [ASSIGNMENT: organization-defined time period]; Satisfied actions to ensure that the configuration change control is implemented.
oms | Sousummon | e nanges o he momaion sysiem and o e eenteled | common, Hyor ot satored Control Enhancements: . o
g. Coordinates and provides oversight for configuration change control System-Specific Not applicable gﬁgagézd.rme:éIhl-'aeni';f:‘)srr:raé'?: sl)éscteerlré.conhguranon to determine if
lactivities through [ASSIGNMENT: organization-defined configuration Risk-based decision not to implement _ document proposed chan esfo the in‘forma!ion system
change control element (e.g., committee, board] that convenes . notify desi pnafed a rova? authorities Y
[ASSIGNMENT: (0ne or more): [ASSIGNMENT: organization-defined - highlight ag rovals’iﬁal have not been received by the organization-
frequency]; [ASSIGNMENT: organization-defined configuration change d f_g g 't approy d Y 9
conditions]] lefined time periol
g - inhibit change until designated approvals are received
Control Enhancements: - document completed changes to the information system.
8 ?}:Get‘)rganlhy\.zalion tests, validates, and documents changes to the CM-3(2) Examine organizational records or documents to determine if the
information system beforé implemeﬁt\ng the changes on the operational organization tests, validates, and documents changes to the information
system system before implementing the changes on the operational system.
CM-4.1 Examine 1al records or dc to determine if the
organization monitors changes to the information system and identifies the
types of changes monitored.
CM-4.2 Examine 1al records or dc to determine if the
partially satisfied organization performs security impact analyses to assess the effects of
cM-4 SECURITY IMPACT P2 Control: The organization analyzes changes to the information system to [Common, Hybrid, Not sa!)i/sfied changes to the information system.
ANALYSIS MOD CM-4 determine potential security impacts prior to change implementation. ISystem-Specific Not applicable
N . . CM-4.3 Examine 1al records or dc to determine if the
Risk-based decision not to implement organization assigns responsibility to specific parties and defines specific
actions to ensure that the monitoring configuration changes control is
implemented.
CM-5.1 Examine 1al records or dc to determine if the
organization maintains a list of personnel authorized to access the
information system for purposes of initiating changes, upgrades, and/or
modifications to the system.
ICM-5.2 Examine c al records or dc to determine if the
organization enforces physical and logical access restrictions associated
Satisfied with changes to the information system and generates, retains, and
ACCESS p1 Control: The organization defines, documents, approves, and enforces Common, Hybrid Partially satisfied reviews records reflecting all such changes.
- RESTRICTIONS FOR g g .
CM-5 RN MOD CM-5 physical and logical access restrictions associated with changes to the Not satisfied CM-5.3 Examine c

information system.

ISystem-Specific

Not applicable
Risk-based decision not to implement

al records or identifying changes
made to the information system to determine if only authorized personnel
initiated, tested, approved, and implemented changes to the system.

ICM-5.4 Examine al records or dc to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the access restrictions for change control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

St:lclf;li-ty Security Control Priorigy 1 . Security Control I_Sa:ctuDr;;e Jasessn Assessed Se_curity Control o o Jugtiﬁcation ) i
Control Name Basehpe Security Control and Enhancements . Type Control (R fenmEm Effectiveness . Findings / Deficiencies Found (must be cqmpleted if Assessed Securlty Cumr»al} NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) 1ess is Not i or Risk-based decision
not to implement)
CM-6.1 Examine 1al records or dc to determine if the
organization: (i) establishes mandatory configuration settings for
Control: The organization: ir i products employed within the ir ion system;
a. Establishes and documents configuration settings for information (ii) configures the security settings of information technology products to
technology products employed within the information system using the most restrictive mode consistent with operational requirements; (jii)
[ASSIGNMENT: organization-defined security configuration checklists] documents the configuration settings; and (iv) enforces the configuration
that reflect the most restrictive mode consistent with operational Satisfied settings in all components of the information system.
CONFIGURATION p1 requirements; Common, Hybrid Partially satisfied
CM-6 SETTINGS MOD CM-6 b. Implements the configuration settings; S S y_f_ ’ Not satisfied ICM-6.2 Examine selected information system configuration settings to
c. Identifies, documents, and approves any deviations from established ystem-Specific Not applicable determine if they are configured in accordance with the organization-
configuration settings for [ASSIGNMENT: organization-defined Risk-based decision not to implement defined settings.
information system components] based on [ASSIGNMENT: organization-
defined operational requirements]; and CM-6.3 Examine organization documentation or records to determine if the
d. Monitors and controls changes to the configuration settings in organization assigns responsibility to specific parties and defines specific
laccordance with organizational policies and procedures. actions to ensure that the configuration settings control is implemented.
(CM-7.1 Examine organizational records or documents to determine if the
information system is configured to provide only essential capabilities and
to specifically prohibit and/or restrict the use of organization-defined
prohibited and/or restricted functions, ports, protocols, and/or services.
Control: The organization:
la. Configures the information system to provide only essential CM-7.2 Test the information system to determine if the identified functions,
capabilities; and ports, protocols, and services are prohibited or restricted.
b. Prohibits or restricts the use of the following functions, ports, protocols, . .
land/or services: [ASSIGNMENT: organization-defined prohibited or ICM-7.3 Examine 1al records or to determine if the
restricted functions, ports, protocols, and/or services]. organization assigns responsibility to specific parties and defines specific
actions to ensure that the least functionality control is implemented.
Control Enhancements:
(1) The organization: Control Enhancements: o
(a) Reviews the information system [ASSIGNMENT: organization-defined CM-7(1) Examine organizational records or documents to determine if the
frequency] to identify and unnecessary and/or nonsecure functions, organization defines the frequency of information system reviews to
ports, protocols, and/or services; and . identify and eliminate unnecessary: -functions; -ports; -protocols; and/or -
(b) Disables [ASSIGNMENT: organization-defined functions, ports, partially satisfied services and 1_hE organization reviews the information systemin
LEAST P1 protocols, and services within the information system deemed to be ICommon, Hybrid, Y S accordance with organization-defined frequency to identify and eliminate
CcMm-7 FUNCTIONALITY | MOD CM-7 (1)(2)(4) Not satisfied unnecessary: -functions; -ports; -protocols; and/or -services.

unnecessary and/or nonsecure].

(2) The information system prevents program execution in accordance
with [Selection (one or more): [ASSIGNMENT: organization-defined
policies regarding software program usage and restrictions]; rules
lauthorizing the terms and conditions of software program usage].

(3) Not Selected.

(4) The organization:

(a) Identifies [ASSIGNMENT: organization-defined software programs
not authorized to execute on the information system];

(b) Employs an allow-all, deny-by-exception policy to prohibit the
lexecution of unauthorized software programs on the information system;
and

(c) Reviews and updates the list of unauthorized software programs
[ASSIGNMENT: organization defined frequency].

ISystem-Specific

Not applicable
Risk-based decision not to implement

CM-7(2) Examine organizational records or documents to determine if the
organization defines develops and maintains one or more of the following
specifications to prevent software program execution on the information
system: -a list of software programs authorized to execute on the
information system; -a list of software programs not authorized to execute
on the information system; and/or -rules authorizing the terms and
conditions of software program usage on the information system; and the
organization employs automated mechanisms to prevent software program
lexecution on the information system in accordance with the organization-
defined specifications.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST . " Last Date : —
. . Priori Security Control : Assessed Security Control Justification
SRy || Sgmiiy Gl Baselme’ Security Control and Enhancements Tt;,pe Pectiy Assessgr Effectiven;yss Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Control (e Allocation (verify this type) Contol fnformation (select one of the following) 1ess is Not i or Risk-based decision
Number Assessed not to implement)
CM-8.1 Examine 1al records or dc to determine if the
organization defines information deemed necessary to achieve effective
property accountability; and the organization develops, documents, and
Control: The organization: maintains an inventory of information system components that: -accurately
a. Develops and documents an inventory of information system reflects the current information system; -is consistent with the authorization
icomp that: boundary of the information system; -is at the level of granularity deemed
1. Accurately reflects the current information system; necessary for tracking and reporting; -includes organization-defined
2. Includes all components within the authorization boundary of the information deemed necessary to achieve effective property accountability;
information system; and -is available for review and audit by designated organizational officials.
3. Is at the level of granularity deemed necessary for tracking and
reporting; and Control Enhancements:
4. Includes [ASSIGNMENT: organization-defined information deemed ICommon CM-8(1) Examine organizational records or documents to determine if the
necessary to achieve effective information system component organization updates the inventory of information system components as
laccountability]; and If the system relies on an integral part of component: -installations; -removals; and -information
b. Reviews and updates the information system component inventory operational assets system updates.
[Assignment: organization-defined frequency]. hosted outside VDC,
then the control may Satisfied CM-8(3).1 Examine organizational records or documents to determine if
INFORMATION Control Enhancements: lbe hybrid. Also, Partially satisfied the organization defines the frequency of employing automated
CM-8 coshxsgﬁgm MOD crv‘\jja 0EG) (1) The organization updates the inventory of information system dependipg__on Not satisfied mechanisms to detect the addition of unauthorized components/devices
INVENTORY icomp as an integral part of component ir i removals, and|resp for Not applicable into the information system;
information system updates. identifying and Risk-based decision not to implement
(2) HIGH Only. validating assets at CM-8(3).2 Examine organizational records or documents to determine if
. The Organization: \VDC for purpose of the organization employs automated mechanisms, in accordance with the
la. Employs automated mechanisms [ASSIGNMENT: organization- inclusion in CMDB, organization-defined frequency, to detect the addition of unauthorized
defined frequency] to detect the presence of unauthorized hardware, [this control may be components/devices into the information system; and
isoftware, and firmware components within the information system; and  |hybrid.
b. Takes the following actions when unauthorized components are CM-8(3).3 Test the information system configuration to determine if the
detected: [Selection (one or more): disables network access by such organization disables network access by such components/devices or
lcomponents; isolates the components; notifies [ASSIGNMENT: notifies designated organizational officials.
lorganization-defined personnel or roles]].
b. HIGH Only. CM-8(5) Examine organizational records or documents to determine if the
(5) The organization verifies that all components within the authorization organization verifies that all components within the authorization boundary
boundary of the information system are not duplicated in other of the information system are either inventoried as a part of the system or
information system inventories. recognized by another system as a component within that system.
Control: The organization develops, documents, and implements a CM-9 Examine organizational records or documents to determine if the
configuration management plan for the information system that: organization develops, documents, and implements a configuration
a. Addresses roles, responsibilities, and configuration management . management plan for the information system that: -addresses roles,
processes and procedures; . . " Lo Sa".S"Ed e responsibilities, and configuration management processes and
CONFIGURATION b1 b. Establishes a process for identifying configuration items throughout (Common, Hybrid, Partially satisfied procedures; -defines the cor ion items for the ir ion system and
CM-9 MANAGEMENT PLAN MOD CM-9 the system development life cycle and for managing the configuration of ISystem-Specific Not satisfied when in the system development life cycle the configuration items are

the configuration items;

c. Defines the confi ion items for the ir ion system and places
the configuration items under configuration management; and

d. Protects the configuration management plan from unauthorized
disclosure and modification.

Not applicable
Risk-based decision not to implement

placed under configuration management; and -establishes the means for
identifying configuration items throughout the system development life
cycle and a process for managing the configuration of the configuration
items.
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Security Control Information

Control Assessment Information

NIST o . Last Date . Scoping Guidancel Risk -Based Decision
Security | Security Control Prlon§yl . Security Control Security T Assessed Sgcurlty Control o L Justlflcatlon ) .
Control Name Baseline Security Control and Enhancements ype Control et Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed i
not to implement)
(CP-1.1 Examine organizational records or documents to determine if
contingency planning policy and procedures: (i) exist; (i) are documented;
(iii) are disseminated to appropriate elements within the organization; (iv)
IControl: The organization: are periodically reviewed by responsible parties within the organization;
a. Develops, documents, and disseminates to [ASSIGNMENT: ICommon and (v) are updated, when organizational review indicates updates are
lorganization-defined personnel or roles]: required.
1. A contingency planning policy that addresses purpose, scope, roles, |[If additional
responsibilities, management commitment, coordination among system/application Satisfied CP-1.2 Examine the contingency planning policy to determine if the policy
CONTINGENCY lorganizational entities, and compliance; and policy/procedures Partially satisfied adequately addresses purpose, scope, roles, responsibilities, management
CP-1 PLANNING POLICY Molzlcp4 2. Procedures to facilitate the implementation of the contingency lare in place, this is a Not satisfied commitment, coordination among organizational entities, and compliance.
AND PROCEDURES planning policy and associated contingency planning controls; and hybrid control. Not applicable
b. Reviews and updates the current: Risk-based decision not to implement ICP-1.3 Examine the contingency planning procedures to determine if the
1. Contingency planning policy [ASSIGNMENT: organization-defined procedures are sufficient to address all areas identified in the contingency
frequency]; and planning policy and all associated contingency planning controls.
2. Contingency planning procedures [ASSIGNMENT: organization-
defined frequency]. CP-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the contingency planning policy and procedures
control is implemented.
[2-Provides recovery objectives, restoration priofnties, and metrics;
3. Addresses contingency roles, responsibilities, assigned individuals CP'Z'l Examine prganlzallpnal_ records or d““_“".?e!“s o del_ermlne ifa
Wwith contact information: contingency plan: (i) exists; (ii) is documented; (i) is disseminated to
4. Addresses maintainin‘g essential missions and business functions appropriate e\ements_wwthm_ﬂje organization; and ('V). is reviewed and
despite an information system disruption, compromise, or failure; approved by responsible officials within the organization.
5. Addresses eventual, full information system restoration without
deterioration of the security safeguards originally planned and SP-Z.Z_Exgmme the contingency pla_n for the information system to
implemented; and etermine if the plan addresses contingency roles, responsibilities,
6. Is reviewed and approved by [ASSIGNMENT: organization-defined assigned individuals with contact information, and activities for restoring
pérsonnel o roles]; : the information system consistent with NIST Special Publication 800-34.
(2) Distributes copies of the contingency plan to [ASSIGNMENT: : S~ N .
lorganization-defined key contingency personnel (identified by name ClP-Z.‘3 Inter(;nelw sgleclled urgaplzatlonal pgtﬁ_o_nnel ng contlng_fezcy
land/or by role) and organizational elements]; planning a"I plan imp ﬁ_meﬂtatlon responsibi |(tj|es to de(ﬁrmlne ihkey
(3) Coordinates contingency planning activities with incident handling operating elements W'F in the organization understand the contingency
activities: plan and are ready to implement the plan.
() s e cotry P e riematon sy .24 Examine orgnzaton ecors o docmerts o e e
P[5 Updates the contingency plan to address changes to the Common, Hybrid Parialy satisfied etons ( aneure ha e contingency plan sontal s mplemened.
cP-2 CONTINGENCY PLAN| 15 cp. 5 W@ ©) lorganization, information system, or environment of operation and , Hybrid, Not satisfied gency p! P :

problems encountered during contingency plan implementation,
lexecution, or testing;

(6) Communicates contingency plan changes to [ASSIGNMENT:
lorganization-defined key contingency personnel (identified by name
land/or by role) and organizational elements]; and

(7) Protects the contingency plan from unauthorized disclosure and
modification.

IControl Enhancements:

(1) The organization coordinates contingency plan development with
lorganizational elements responsible for related plans.

(2) Not Selected.

(3) The organization plans for the resumption of essential missions and
business functions within [ASSIGNMENT: organization-defined time
period] of contingency plan activation.

(4) Not Selected.

(5) Not Selcted.

(6) Not Selected

ISystem-Specific

Not applicable
Risk-based decision not to implement

Control Enhancements:

CP-2(1) Examine organizational records or documents to determine if the
organization coordinates the contingency plan with other related plans
(e.g., Business Continuity Plan, Disaster Recovery Plan, Continuity of
Operations Plan, Business Recovery Plan, Incident Response Plan) and if
the contingency plan supports the requirements in the related plans.

CP-2(3) Examine organizational records or documents to determine if (i)
the organization defines the time period for planning the resumption of
lessential missions and business functions as a result of contingency plan
activation; and (i) the organization plans for the resumption of essential
missions and business function within organization-defined time period of
contingency plan activation.

CP-2(8) Examine organizational records or documents to determine if the
organization identifies critical information system assets supporting
essential missions and business functions.
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Security Control Information

Control Assessment Information

Scoping Guidancel Risk -Based Decision

S:ﬂj:i’ty Security Control Priority / Security Control Lsa:éu[:iat;e T Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements yp Control et Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed i
not to implement)
CP-3.1 Examine organizational records or documents to determine if the
organization identifies personnel with significant contingency roles and
responsibilities and documents those roles and responsibilities.
CP-3.2 Examine organizational records or documents to determine if the
organization: (i) provides contingency training to personnel with
significant contingency roles and responsibilities or personnel
Control: The organization provides contingency training to information Satisfied implementing 1h: CDdf‘lll_f:gzﬂCy plan; I(l') ’jw“;s the typgdof qonylnlger;cy
Isystem users consistent with assigned roles and responsibilities: at|§ I\Elb isfied m’;"‘""ﬁ received an the date °°”?Phe‘e an .("') zrt;_vl Zsf initial an
cpa3 CONTINGENCY P2 la. Within [ASSIGNMENT: organization-defined time period] of assuming |Common, Hybrid, Eﬁ{'?ﬁé’;izgs e lr:arselsa:’:és;mng in accordance with organization-defined frequency, at
RAINING MOD CP-3 la contingency role or responsibility; ISystem-Specific Not applicable v
2' E’Xgé?éiﬁjgmPzrln;iz?;}&q;gﬁéeerg ﬁgaﬂgﬁf ]at';\dereafter Risk-based decision not to implement CP-3.3 Examine the contingency training material for the selected roles
. : 0rgi a V] : and responsibilities to determine if the material addresses the procedures
and activities necessary to fulfill those roles and responsibilities.
(CP-3.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the contingency training control is implemented.
CP-4.1 Examine organizational records or documents to determine if the
organization tests its contingency plan using the organization-defined tests
and exercises in accordance with the organization-defined frequency and
documents the results of the tests.
CP-4.2 Examine organizational records or documents to determine if the
organization reviews the contingency plan test results and takes corrective
actions.
Control: The organization: CP-4.3 Examine organizational records or documents to determine if the
a. Tests the contingency plan for the information system [ASSIGNMENT: N : ,
orgamzat\on-defmsd fre{:ﬁency] using [ASSIGNM%’NT: or[gamzanon- contingency plan _lests or exercises address k_ey a_spects of the plan and if
defined tests] to determine the effectiveness of the plan and the Satisfied the tests or exercises confirm that the plan objectives are met.
CONTINGENCY PLAN organizational readiness to execute the plan; N Partially satisfied g . - L
CP-4 TESTING AND MOD Pczp 40 b. Reviews the contingency plan test results; and Common, Hybnd, INot satisfied CP- 4'.4 Egamlne_organlzauon_alv(ecords orvdvocum_ents to delgrmlne if th?
EXERCISES -4(1) . Initiates corrective actions. if needed ISystem-Specific Not applicable organization assigns responsibility to specific parties and defines specific
. " . Risk-based decision not to implement actions to ensure that the contingency plan testing control is implemented.
IControl Enhancements: . - .
N " . . . CP-4.8 Examine organizational records or documents to determine if the
‘()lr) ;:S;ngg;zealgfnlrc]?so:g;"a;ﬁzig;"g%?;;iglag "125"”9 with organization coordinates contingency plan testing with organizational
9 P P . elements responsible for related plans (e.g., Business Continuity Plan,
Disaster Recovery Plan, Continuity of Operations Plan, Business Recovery
Plan, Incident Response Plan).
Control Enhancements:
CP-4(1) Examine organizational records or documents to determine if the
organization coordinates contingency plan testing and/or exercises with
organizational elements responsible for related plans.
CP-6.1 Examine organizational records or documents to determine if
. R alternate storage site agreements are currently in place to permit storage
Control: The organization:
a. Establishes an alternate storage site including necessary agreements of information system backup information.
}gfg?r:]mal?éngasr:grage and retrieval of information system backup (CP-6.2 Examine organizational records or documents to determine if the
b. Ensures '(ha! the alternate storage site provides information security ICommon organization assigns responsibility to specific parties and defines specific
séfeguards equivalent (o that of thg pr\ma?y site. Satisfied actions to ensure that the alternate storage site control is implemented.
. If the system relies N L
Partially satisfied .
cP6 ALTERNATE oo cz%ﬁ W Control Enhancements: lon operational Not satisfied Control Enhancements:

STORAGE SITE

(1) The organization identifies an alternate storage site that is separated
from the primary storage site to reduce susceptibility to the same
hazards.

(2) HIGH Only.

(3) The organization identifies potential accessibility problems to the
alternate storage site in the event of an area-wide disruption or disaster
land outlines explicit mitigation actions.

lassets hosted
outside VDC, then
the control may be
hybrid

Not applicable
Risk-based decision not to implement

CP-6(1).1 Examine the contingency plan to determine if the plan identifies
the primary storage site hazards.

CP-6(3) Examine organizational records or documents to determine if: (i)
the organization identifies potential accessibility problems to the alternate
storage site in the event of an area-wide disruption or disaster; and (ii) the
organization outlines explicit mitigation actions for organization identified
accessibility problems to the alternate storage site in the event of an area-
wide disruption or disaster.
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Security Control Information

Control Assessment Information

Scoping Guidancel Risk -Based Decision

Sg:lj;li-ty Security Control Priori§yl . Security Control Lsc-xes(:u[:iat;e T Assessed Sgcurity Control o L Justification ) .
Control Name Baseline Security Control and Enhancements ype Control et Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed i
not to implement)
CP-7.1 Examine organizational records or documents to determine if
IControl: The organization: alternate processing site agreements are currently in place to permit the
la. Establishes an alternate processing site including necessary resumption of information system operations for critical mission/business
lagreements to permit the transfer and resumption of [ASSIGNMENT: functions within organization-defined time period.
lorganization-defined information system operations] for essential
missions/business functions within [ASSIGNMENT: organization-defined CP-7.2 Examine organizational records or documents to determine if the
time period consistent with recovery time and recovery point objectives] organization assigns responsibility to specific parties and defines specific
\when the primary processing capabilities are unavailable; actions to ensure that the alternate processing site control is implemented.
b. Ensures that equipment and supplies required to transfer and resume
loperations are available at the alternate processing site or contracts are [Common Control Enhancements:
in place to support delivery to the site within the organization-defined Satisfied ICP-7(1).1 Examine the contingency plan to determine if the plan identifies
time period for transfer/resumption; and If the system relies Partially satisfied the primary processing site hazards.
cp7 ALTERNATE P1 c. Ensures that the alternate processing site provides information lon operational Not sa!)i,sfied
PROCESSING SITE | MOD CP-7 (1) (2) (3) |security safeguards equivalent to that of the primary site. lassets hosted Not applicable CP-7(1).2 Examine the alternate processing site to determine if the site is
outside VDC, then Risk-ggsed decision not to implement sufficiently separated from the primary processing site so as not to be
IControl Enhancements: the control may be P susceptible to the same hazards identified at the primary site.
(1) The organization identifies an alternate processing site that is hybrid
separated from the primary processing site to reduce susceptibility to the CP-7(2) Examine the contingency plan to determine if the plan: (i)
isame threats. identifies potential accessibility problems to the alternate processing site in
(2) The organization identifies potential accessibility problems to the the event of an area-wide disruption or disaster; and (ii) defines explicit
alternate processing site in the event of an area-wide disruption or mitigation actions for those accessibility problems.
disaster and outlines explicit mitigation actions.
(3) The organization develops alternate processing site agreements that ICP-7(3) Examine alternate processing site agreements to determine if the
contain priority-of-service provisions in accordance with organizational lagreements contain priority of service provisions in accordance with the
lavailability requirements (including recovery time objectives). organization’s availability requirements.
IControl: The organization establishes alternate telecommunications CP-8.1 Examine alternate telecommunication service agreements to
services including necessary agreements to permit the resumption of determine if agreements are currently in place to permit the resumption of
[ASSIGNMENT: organization-defined information system operations] for telecommunication services for critical mission/business functions within
" P : " . _ organization-defined time period when the primary telecommunications
lessential missions and business functions within [ASSIGNMENT: capabilities are unavailable.
lorganization defined time period] when the primary telecommunications P N
g?;;?;gg:ssﬁreesunavallable at either the primary or alternate processing CP-8.2 Examine_organiza(ion_al»(ecords orbdbocum‘en!s to delgrmine if lhe
. Common organization assigns responsibility to speqlflc parties and deflngs specific
Control Enhancements: Satisfied ﬁ:\::?en;etgtzgsure that the telecommunications services control is
ELECOMMUNICATIO - (1) The organization: If additional Partially satisfied .
cP-8 MOD CP-8 (1) (2) (a) Develops primary and alternate telecommunications service system/application Not satisfied

NS SERVICES

lagreements that contain priority of-service provisions in accordance with
lorganizational availability requirements (including recovery time
objectives); and

(b) Requests Telecommunications Service Priority for all
telecommunications services used for national security emergency
preparedness in the event that the primary and/or alternate
telecommunications services are provided by a common carrier.

(2) The organization obtains alternate telecommunications services to
reduce the likelihood of sharing a single point of failure with primary
telecommunications services.

policy/procedures
are in place, this is a
hybrid control.

Not applicable
Risk-based decision not to implement

Control Enhancements:

CP-8(1) Examine primary and alternate telecommunication service
agreements to determine if the agreements contain priority of service
provisions in accordance with the availability requirements defined in the
organization’s contingency plan.

CP-8(2) Examine primary and alternate telecommunications service
agreements and interview appropriate telecommunications service
providers to determine if alternate and primary telecommunications
services share a single point of failure.
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Control Assessment Information

NIST o . Last Date . Scoping Guidancel Risk -Based Decision
Security | Security Control Prlon§yl . Security Control Security T Assessed Sgcurlty Control o L Justlflcatlon ) .
Control Name Baseline Security Control and Enhancements yp Control et Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed i
not to implement)
CP-9.1 Examine organizational records or documents to determine if the
organization defines the user-level and system-level information (including
system state information) that is required to be backed up and identifies
Control: The organization: the location for storing backup information.
a. Conducts backups of user-level information contained in the
information system [ASSIGNMENT: organization-defined frequency CP-9.2 Examine selected information system backup media, or selected
consistent with recovery time and recovery point objectives]; c records of backups if available, to determine if the organization backs up
N . . H ommon " . . N
b. Conducts backups of system-level information contained in the the required user-level and system-level information (including system
information system [ASSIGNMENT: organization-defined frequency | system operations state information) in accordance with the organization-defined frequency
consistent with recovery time and recovery point objectives]; el yon assgts that Satisfied and stores the backup information in designated locations in accordance
c. Conducts backups ofinformation system documentation including areynot backed up by Partially satisfied i
¢ INFORMATION PL security-related documentation [ASSIGNMENT: organization-defined P by| Y S information system backup procedures.
P9 SYSTEM BACKUP MODCP-9(1) [fre i i i i ‘octives]:  |VDC or EDUCATE, Not satisfied
quency consistent with recovery time and recovery point objectives]; or the system Not applicable
land erform); additional Risk—ggsed decision not to implement CP-9.3 Examine organizational records or documents to determine if the
d. Protects the confidentiality, integrity, and availability of backup g K thi ntrol P organization assigns responsibility to specific parties and defines specific
information at storage locations. ma;: Ezst'\ bﬁdcu o actions to ensure that the information system backup control is
y ybrid. implemented.
IControl Enhancements:
(1) The organization tests backup information [ASSIGNMENT: Control Enhancements:
lorganization-defined frequency] to verify media reliability and information CP-9(1) Examine organizational records or documents including results
integrity. from testing of backup operations to determine if the organization conducts
testing within the organization-defined frequency, and if the testing results
indicate backup media reliability and information integrity.
CP-10.1 Examine organizational records or documents to determine if the
organization makes available and applies mechanisms and procedures for
recovery and reconstitution of the information system.
CP-10.2 Examine organizational records or documents to determine if the
organization identifies means for capturing the information system’s
operational state including all system parameters, patches, configuration
IControl: The organization provides for the recovery and reconstitution of fs:i:t:?egs, and application/system software prior to system disruption or
the information system to a known state after a disruption, compromise, .
INFORMATION or failure. S::It?g\i?satisfied CP-10.3 Examine organizational records or documents to determine if the
cP-10 SYSTEM RECOVERY Control Enhancements: Common, Hybrid, organization tests the information system after completion of recovery and

AND
RECONSTITUTION

P1
MOD CP-10 (2)

(1) [Withdrawn: Incorporated into CP-4].

(2) The information system implements transaction recovery for systems
that are transaction-based.

(3) [Withdrawn: Addressed through tailoring procedures.]

ISystem-Specific

Not satisfied
Not applicable
Risk-based decision not to implement

reconstitution operations.

CP-10.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific

actions to ensure that the information system recovery and reconstitution

control is implemented.

Control Enhancements:

CP-10(2) Examine organizational records or documents to determine if the
information system implements transaction recovery for systems that are
transaction-based.
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Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST Security Security Priority | Security Control Lsa:;u[:?t? CErEERT Assessed Security D Justification
Control Control Name Baseline Security Control and Enhancements Type Control T et Control Effecti Found (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IA-1.1 Examine organizational records or documents to determine if
Control: The organization: identification and authentication policy and procedures: (i) exist; (ii)
N Devélo s dogcumenls -and disseminates to are documented; (iii) are disseminated to appropriate elements within
[ASSIGNI\pAéNT‘ or aniz’ation-defined ersonnel or the organization; (iv) are periodically reviewed by responsible parties
roles]: -0 P within the organization; and (v) are updated, when organizational
- I - . review indicates updates are required.
1. An identification and authentication policy that Common
addresses purpose, scope, roles,_ res_ponsmllltles, - IA-1.2 Examine the identification and authentication policy to
management commitment, coordination among - Satisfied g "
= L . X If additional - - determine if the policy adequately addresses purpose, scope, roles,
IDENTIFICATION organizational entities, and compliance; and - Partially satisfied i " oS
AND P1 ™ N N isystem/application o responsibilities, management commitment, coordination among
1A-1 AUTHENTICATION MOD IA-1 2. Procedures to facilitate the implementation of the olicy/procedures Not satisfied organizational entities, and compliance.
POLICY AND identif_icatictljndaanauthentic%tion r[]xolic_y and gre ir)ll glace, this is Nptkagpliczb[:e . g ' P .
PROCEDURES ?;ﬁ?ggean'dem' ication and authentication la hybrid control. ms Iémaesr?t ecision not to IA-1.3 Examine the identification and authentication procedures to
b Reviéws and updates the current: p determine if the procedures are sufficient to address all areas
l. \dentification ar?d authentication -olic identified in the identification and authentication policy and all
. ! P n policy associated identification and authentication controls.
[ASSIGNMENT: organization-defined
geﬂiiir:i(;i)g;ligi and authentication procedures IA-1.4 Examine organizational records or documents to determine if
[ASSIGNMENT‘ or anization-defingd frequency] the organization assigns responsibility to specific parties and defines
-0 a vl specific actions to ensure that the identification and authentication
policy and procedures control is implemented.
(CUTTIOT. TTTE TIMTOTITTAatoTT SYSTETIT UrmgueETy TUETTUTES - n . n "
and authenticates organizational users (or with NIST Special Publication 800-63.
processes acting on behalf of organizational users). IA-2.3 Test the information system to determine if passwords, tokens,
Control Enhancements: or biometrics meet Level 2, 3, or 4 requirements consistent with NIST
; - s . Special Publication 800-63.
(1) The information system implements multifactor
:gg:)i?t';a"on for network access to privileged IA-2.4 Examine organizational records or documents to determine if
(2) The information system implements mulifactor the organization assigns responsibility to specific parties and defines
authentication for nel)\//vork accpess to nonprivileged specific actions to ensure that the user identification and
accounts. authentication control is implemented.
(3) The information system implements multifactor (Common, Hybrid Control Enhancements:
:ﬂ;ﬁi’mga"on for local access to privileged IA-2(1) Examine the configuration settings and test the information
) HIGH.OnIy IF SYSTEM USES Satisfied system to determine if the information system uses multifactor
\DENTIFICATION o (5) Not Selected. AIMS, COMMON partially satisfied authentication for network access to privileged accounts.
(6) Not Selected. Not satisfied . N . . . .
1A-2 AUTHENTICATION [MOD 1A-2 (1) (2) (3) ELSE HYBRID " IA-2(2) Examine the configuration settings and test the information
(ORGANIZATIONA (8) (11)(12 (7) Not Selected. Not applicable @ 9 9

L USERS)

(8) The information system implements replay-
resistant authentication mechanisms for network
access to privileged accounts.

(9) Not Selected.

(10) Not Slected.

(11) The information system implements multifactor
authentication for remote access to privileged and
non-privileged accounts such that one of the factors
is provided by a device separate from the system
gaining access and the device meets
[ASSIGNMENT: organization-defined strength of
mechanism requirements].

(12) The information system accepts and
electronically verifies Personal Identity Verification
(PIV) credentials

(system specifc for
lapp accounts, but
'VDC provided for
"backend"
laccounts)

Risk-based decision not to
implement

system to determine if the information system uses multifactor
authentication for network access to non-privileged accounts.

IA-2(3) Examine the configuration settings and test the information
system to determine if the information system uses multifactor
authentication for local access to privileged accounts.

IA-2(8) Examine the configuration settings and test the information
system to determine if: (i) the organization defines the replay-resistant
authentication mechanisms to be used for network access to
privileged accounts; and (i) the information system uses the
organization-defined replay-resistant authentication mechanisms for
network access to privileged accounts.

IA-2(11) Examine the configuration settings and test the information
system to determine if the information system implements multifactor
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Security Control Information

Control Assessment Information

i o : Last Date ) Scoping Guidance! Bisl_( -Based Decision
NIST Security Security Priority | Security Control Security CErEERT Assessed Security D Justification
Control Control Name Baseline Security Control and Enhancements Type Control T et Control Effecti Found (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IA-3.1 Examine organizational records or documents and information
system configuration settings to determine if the system uses either
shared known information or an organizational authentication solution
to identify and
ICommon (Hybrid / authenticate devices on local and/or wide area networks.
Control: The information system uniquely identifies |System-Specific) Satisfied
DEVICE and authenticates [ASSIGNMENT: organization- Partially satisfied IA-3.2 Examine organizational records or documents to determine if
A3 IDENTIFICATION MO’E}IAG define_d ;pecific and/ or types of devices] before NOTE:DEPENDS Not satigfied the strength of the c_jevice authentjcation me_chanism is consistent with
establishing a [Selection (one or more): local; ION SETUP. Not applicable the FIPS 199 security categorization of the information system.
AUTHENTICATION remote; network] connection. Likely Common if Risk-based decision not to
no system-to- implement IA-3.3 Examine organizational records or documents to determine if
system interfaces the organization assigns responsibility to specific parties and defines
specific actions to ensure that the device authentication and
authentication control is implemented.
IA-4.1 Examine organizational records or documents and information
system configuration settings to determine if the organization
manages user identifiers by: (i) uniquely identifying each user; (ii)
verifying the identity of each user; (jii) receiving authorization to issue
Control: The organization manages information &gtsgzeld::e“rhizrem?erag appropriate organization official; (iv) ensuring
e .o rom [ASSIGNNENT, 5501 h nianded pary () dsabing usrdeifr e an
organization-defined personnel or roles] to assign < atisiied %rgr':\t?fliiar\gon—denned time period of inactivity; and (vi) archiving user
an indiviQUaI, group, _rple, or c!evic_e_identifi_er;» . Partially satisfied )
A4 IDENTIFIER Mo%lm-zt g‘roslﬁ)lefglgg ;ndlgar;telfler that identifies an individual, ICommon, Hylpl_rid, Not sati;ﬁed 1A-4.2 Examing orga\nizagional records or docgments to de_termine ifa
MANAGEMENT e d ' . Lo ISystem-Specific Not applicable personal identity verification (PIV) card token is used to uniquely
c. Assigning the identifier to the intended individual, Risk-based decision not to identify and authenticate federal employees and contractors in
group, role, or device; impl t accordance with FIPS 201 and NIST Special Publications 800-73
d. Preventing reuse of identifiersfor [ASSIGNMENT: implemen 800-76. and 800-78 P !
organization-defined time period]; and -(6, an e
§'rgDa'ﬁﬂ%ﬂ;:ggztglrﬁreag;?o[ﬁfsiﬁgmﬁﬂ' IA-4.3 Examine organizational records or documents to determine if
. the organization assigns responsibility to specific parties and defines
specific actions to ensure that the identifier management control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST Security Security Priority | Security Control Lsa:;u[:?t? CErEERT Assessed Security D Justification
Control Control Name Baseline Security Control and Enhancements Type Control T et Control Effecti Found (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement) o . L . X
Tt P )0 of their individual authenticators not loaning
N hent . 0TS . or sharing authenticators with
. Changing authenticators for group/role accounts N . . . .
\when membership to those accounts changes. others, and reporting lost or compromised authenticators immediately.
X IA-5.5 Examine organizational records or documents to determine if
Control Enhancements: . . . "
h - the information system establishes user control of the corresponding
(at),[;- Qr?ﬁ?:;gnr:lauon system, for password-based private key and maps the authenticated identity to the user account
- . (for PKI-based authentication).
(a) Enforces minimum password complexity of
[ASSIGNMENT: organization-defined requirements . - -
e - IA-5.6 Examine organizational records or documents to determine if
L‘);pcgieasszr}zgglg’ I'Z):vn;rb-ira;); Tgt?é?girj’mrgle)::fan d the organization assigns responsibility to specific parties and defines
Special characters, including minimum requirements ICommon, Hybrid isspien::g:gna}lgtr;(gj to ensure that the authenticator management control
for each type]; IF SYSTEM USES )
(b) Enforces at least the following number of .
changed characters when new passwords are AIMS, COMMON Control Enhancements: ! . . )
created: [ASSIGNMENT: organization-defined IF SYSTEM USES IA-5(1) Examine the configuration settings and test the information
numberj' -org PIN, MAY ALSO Satisfied system to determine if: (i) the organization defines the minimum
g . BE COMMON (if Partially satisfied password complexity requirements to be enforced for case sensitivity,
P1
\AS AUTHENTICATOR |MOD IA-5 (1) (2) (3) Eg) rs;:;fa%r;?éri? sr:sl':swci)r;ljysgncrypted PIN outside of Not satisfied the number of characters, and the mix of upper-case letters, lower-
MANAGEMENT (11) (d;jEnforces assvyord minimlilm and maximum boundaries) Not applicable case letters, numbers, and special characters including minimum
lifetime restrir’:)tions of [ASSIGNMENT: organization Risk-based decision not to requirements for each type; (i) the organization defines the minimum
defined numbers for lifetime minimumA Iifgtime ELSE HYBRID implement number of characters that must be changed when new passwords are
maximum]; ! (system specifc for created; (iii) the organization defines the restrictions to be enforced for|
P . |app accounts, but password minimum lifetime and password maximum lifetime
ga;) :;?;;ng]_’éi?isnzgrgJ;li)s;]fo;LAe?;:SnNSM;ET' '\VDC provided for parameters; (iv) the organization defines the number of generations
(f)gA”OWS the use of a temporagry passwora for "backend" for which password reuse is prohibited; and (v) the information
: N - laccounts) system, for password-based authentication:
Sﬁ:?nleon%m:s;vxgrzn mmediate change to & -enforces the minimum password complexity standards that meet the
?2) The info?mation s.stem for PKl-based organization-defined requirements;
authentication: Y ' -enforces the organization-defined minimum number of characters
" TP . that must be changed when new passwords are created;
\(,?n\f/y?rl;da;iiﬁﬁ?ggg?ﬂon:n? ){chrqsgzé?r;g da(r:ﬂ st -encrypts passwords in storage and in transmission; -enforces the
9 . p: o P organization-defined restrictions for password minimum lifetime and
gnchor mcludlng checking certificate status password maximum lifetime parameters; and
information; . -prohibits password reuse for the organization-defined number of
(b) Enforces authorized access to the enerations.
corresponding private key; and g -
() Maps the authenticated identity to the accaunt of TA-5(2) EXamine the configuration Settings and (est the formation
ICommon, Hybrid IA-6.1 Examine organizational records or documents and information
system configuration settings to determine if the system obscures
IF SYSTEM USES feedback of authentication information during the authentication
AIMS, COMMON process (e.g., displaying asterisks when a user types in a password).
IF SYSTEM USES
. . . PIN, MAY ALSO Satisfied IA-6.2 Test the information system to determine if the feedback
gogftﬂlé,rt?fa{irgﬁri':ff,'fnnafiﬁtzmiﬂbsﬁfes feedback BE COMMON (if Partially satisfied provides sufficient information for a legitimate user to understand why
AUTHENTICATOR P - 91 " PIN outside of Not satisfied access is not granted (e.g., made a keystroke mistake, forgot the
1A-6 FEEDBACK MOD 1A-6 authemlcatlon process to protect the mformanon boundaries) Not applicable password), but does not provide
:L%T/igﬁzlss'ble exploitation/use by unauthorized Risk-based decision not to information that would allow an unauthorized user to compromise the
. ELSE HYBRID implement authentication mechanism.

(system specifc for
lapp accounts, but
'VDC provided for
"backend”
laccounts)

IA-6.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the authenticator feedback control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST Security Security Priority | Security Control Lsa:;u[:?t? CErEERT Assessed Security D Justification
Control Control Name Baseline Security Control and Enhancements Type Control T et Control Effecti Found (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IA-7.1 Examine organizational records or documents and information
system configuration settings to determine if the system employs
authentication methods for authentication to a cryptographic module
that meet the requirements of FIPS 140-2.
IA-7.2 Examine organizational records or documents and information
system configuration settings to determine if the information system
Control: The information system implements Common Satisfied employs authentication methods in accordance with FIPS 201 and
mechanisms for authentication to a cryptographic Partially satisfied NIST Special Publications 800-73 and 800-78 when the cryptographic
A7 CRY':A";)DGU'T_‘EPH'C MO?)llAJ module that meet the requirements of applicable Provided by VDC Not satisfied module is a personal identity verification (PIV) card token.
AUTHENTICATION federal laws, Executive Orders, directives, policies, Not applicable
regulations, standards, and guidance for such Risk-based decision not to IA-7.3 Examine organizational records or documents to determine if
authentication. implement the organization clearly documents authentication methods to a
cryptographic module for the information system.
IA-7.4 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the cryptographic module
authentication control is
implemented.
IA-8 Examine organizational records or documents to determine if the
organization defines the information system uniquely identifies and
authenticates non-organizational users (or processes acting on behalf
Control: The information system uniquely identifies of non-organizational users).
and authenticates non-organizational users (or ICommon, Hybrid
processes acting on behalf of non-organizational Control Enhancement:
users). IF SYSTEM USES IA-8(1) Examine the information system documentation or
AIMS, COMMON configuration settings to determine if the information system accepts
Control Enhancement: IF SYSTEM USES and electronically verifies Personal Identity Verification (PIV)
|DENTIFICATION (1) The information system accepts and PIN, MAY ALSO Satisfied credentials from other federal agencies.
AND P1 electronically verifies Personal Identity Verification |BE COMMON (if Partially satisfied
A8 AUTHENTICATION | MOD IA-8(1)(2)(3) |(P1V) credentials from other federal agencies. PIN outside of Not satisfied IA-8(2) Examine the information system documentation or
- “) (2) The information system accepts only FICAM-  |boundaries) Not applicable configuration settings to determine if the information system accepts
ORG%"QE’;E)ONAL approved third-party credentials Risk-based decision not to only Federal Identity, Credential, and Access Management (FICAM)-
(3) The organization employs only FICAM-approved |ELSE HYBRID implement approved third-party credentials.

information system components in [ASSIGNMENT:
organization-defined information systems] to accept
third-party credentials.

(4) The information system conforms to FICAM-
issued profiles.

(system specifc for
lapp accounts, but
'VDC provided for
"backend"
laccounts)

IA-8(3) Examine organizational records or documents to determine if
the organization employs only FICAM-approved information system
components in organization-defined information systems to accept
third-party credentials.

IA-8(4) Examine the information system documentation or
configuration settings to determine if the information system conforms
to FICAM-issued profiles.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Sg:lﬁ;l;( Security Control Priority | Security Control I:;:éﬁ;te CEEEEaD Assessed Security Control Justification
Contro)ll Name Baseline Security Control and Enhancements Type Contro{ Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed p
not to implement)
IR-1.1 Examine organizational records or documents to determine if
incident response policy and procedures: (i) exist; (ii) are documented; (iii)
. o are disseminated to appropriate elements within the organization; (iv) are
goggsglgh: g?cz':'hz:rzlgnénd disseminates to [ASSIGNMENT: periodically reviewed by responsible parties within the organization; and (v)
o.rganizati';ny-defined peréonnel or roles]: ) lare updated, when organizational review indicates updates are required.
1. An incident response policy that addresses purpose, scope, roles, Common . " - . PR .
responsibilities, management commitment, coordination among Satisfied "?j 12 Etxlamlgs the incident response polllcy to detern}g}ﬁ_lf the policy t
INCIDENT RESPONSE| organizational entities, and compliance; and If additional Partially satisfied adequately a res;es purpose, scope, roles, relspor]s_| i |esa, manalgernen
IR-1 POLICY AND Mogl\er 2. Procedures to facilitate the implementation of the incident response system/application Not satisfied commitment, coordination among organizational entities, and compliance.
PROCEDURES i i i " i
policy and associated incident response controls; and policy/procedures are Not applicable 9 . i "
b. Reviews and updates the current: in place, this is a Risk-based decision not to implement I?oifdﬁfea:;: S[E?ﬁ'cri'g:_ﬁe‘glgzz?:::erg?ggglgi?_‘:i?i:dezsr&‘?ﬁ]giégi‘
1. Incident response policy [ASSIGNMENT: organization-defined hybrid control. P! " : P
frequency]; and response policy and all associated incident response controls.
ﬁ.elnl_lcéc:]ini response procedures [ASSIGNMENT: organization-defined IR-1.4 Examine organizational records or documents to determine if the
a Y lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident response policy and procedures control
is implemented.
IR-2.1 Examine organizational records or documents to determine if the
lorganization identifies personnel with significant incident response roles
land responsibilities and documents those roles and responsibilities.
IR-2.2 Examine organizational records or documents to determine if: (i)
incident response training is provided to personnel with significant incident
response roles and responsibilities; (ii) records include the type of incident
Control: The organization provides incident response training to response training received and the date completed; and (iii) initial and
information system users consistent with assigned roles and Satisfied refresher training is provided in accordance with organization-defined
| NCIDENT RESPONSE o2 responsibilities: Common. Hybrid Partially satisfied frequency, at least annually.
IR-2 TRAINING MOD IR-2 a. Within [ASSIGNMENT: organization-defined time period] of assuming System-S e)éific ' Not satisfied
lan incident response role or responsibility; Y P Not applicable IR-2.3 Examine the incident response training material for the selected
b. When required by information system changes; and Risk-based decision not to implement roles and responsibilities to determine if the material addresses the
c. [ASSIGNMENT: organization-defined frequency] thereafter. procedures and activities necessary to fulfill those roles and
responsibilities.
IR-2.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident response training control is
implemented.
IR-3.1 Examine organizational records or documents to determine if the
lorganization tests its incident response capability using the organization
defined tests and exercises in accordance with the organization-defined
frequency and documents the results of the tests.
IR-3.2 Examine organizational records or documents to determine if the
(Control: The organization tests the incident response capability for the organization reviews incident response test results and takes corrective
information system [ASSIGNMENT: organization-defined frequency] actions.
using [ASSIGNMENT: organization-defined tests] to determine the Satisfied |R-3.3 Examine organizational records or documents to determine if the
R3 INCIDENT RESPONSE| P2 incident response effectiveness and documents the results. Common, Hybrid, Zi?g%’;:gsned incident response tests or exercises address key aspects of the incident
MOD IR-3 (2) 1S

TESTING

Control Enhancements:

(1) Not Selected.

(2) The organization coordinates incident response testing with
organizational elements responsible for related plans.

System-Specific

Not applicable
Risk-based decision not to implement

response capability and if the tests or exercises confirm that the incident
response objectives are met.

IR-3.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident response testing control is implemented.

IControl Enhancements:

IR-3(2) Examine organizational records or documents to determine if the
lorganization coordinates incident response testing with organizational
lelements responsible for related plans.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Sg:lﬁ;l;(y Security Control Prioriyl . Security Control I:;:éﬁ;;f CEEEEaD Assessed Sgcurity Control o . Ju§tification ) i
Control Name Baseline Security Control and Enhancements Type Control Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed p
not to implement)
IR-4.1 Examine organizational records or documents to determine if the
lorganization implements an incident handling capability for the
IControl: The organization: information system that includes preparation, detection and analysis,
a. Implements an incident handling capability for security incidents that containment, eradication, and recovery.
includes preparation, detection and analysis, containment, eradication,
land recovery; IR-4.2 Examine organizational records or documents (or personnel
b. Coordinates incident handling activities with contingency planning Satisfied lengaged in incident handling activities) to determine if personnel are
1 activities; and o » ~|common, Hybrid Partially satisfied following designated incident handling procedures.
IR-4 INCIDENT HANDLING MOD IR-4 (1) c. Incorporates lessons learned from ongoing incident handling activities S stem-é ecific " Not satisfied
into incident response procedures, training, and testing/exercises, and Y P Not applicable IR-4.3 Examine organizational records or documents to determine if the
i its the resulting changes accordingly. Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident handling control is implemented.
Control Enhancements:
(1) The organization employs automated mechanisms to support the IControl Enhancements:
incident handling process. IR-4(1)Examine organizational records or documents to determine if
incident handling functions are automated.
IR-5.1 Examine organizational records or documents to determine if the
lorganization tracks and documents information system security incidents
lon an ongoing basis.
o ) g::;?;‘l?;salisfied IR-5.2 Examine organizational records or documents (or personnel
RS INCIDENT P1 Control: The organization tracks and documents information system Common, Hybrid, Not satisfied lengaged in incident monitoring activities) to determine if personnel are
MONITORING MOD IR-5 ity i - ifi inci itori
security incidents. System-Specific Not applicable following designated incident monitoring procedures.

Risk-based decision not to implement IR-5.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident monitoring control is implemented.
IR-6.1 Examine organizational records or documents to determine if
theorganization promptly reports incident information to appropriate

IControl: The organization: lauthorities.
a. Requires personnel to report suspected security incidents to the
organizational incident response capability within [ASSIGNMENT: IR-6.2 Examine organizational records or documents (or personnel
lorganization-defined time-period]; and Satisfied lengaged in incident reporting activities) to determine if personnel are
e INCIDENT 1 s fF%ep;j:rls ?lec_u_rily incident information to [ASSIGNMENT: organization- Common, Hybrid, zanial\)_/ ?_agsfied following designated incident reporting procedures.
- REPORTING MOD IR-6(1) efined authorities]. System-Specific ot satisfie:
Not applicable IR-6.3 Examine organizational records or documents to determine if the
IControl Enhancements: Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific
(1) The organization employs automated mechanisms to assist in the lactions to ensure that the incident reporting control is implemented.
reporting of security incidents.
IControl Enhancements:
IR-6(1) Examine organizational records or documents to determine if
incident reporting functions are automated.
IR-7.1 Examine organizational records or documents to determine if the
lorganization provides an incident response support resource that offers
ladvice and assistance to users of the information system for the handling
land reporting of security incidents.
IControl: The organization provides an incident response support
resource, integral to the organizational incident response capability that IR-7.2 Examine organizational records or documents (or personnel
offers advice and assistance to users of the information system for the ~ |Common Satisfied in incident resp u| ivities) to determine if personnel
handling and reporting of security incidents. Partially satisfied are following designated incident response support procedures.
RTINS Srane T mop 7 @) Provided by VDC Not satisfied

ASSISTANCE

Control Enhancements:
(1) The organization employs automated mechanisms to increase the
availability of incident response-related information and support.

Not applicable
Risk-based decision not to implement

IR-7.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident response assistance control is
implemented.

IControl Enhancements:
IR-7(1) Examine organizational records or documents to determine if
incident response support functions are automated.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Sg:lﬁ;l;( Security Control Priority | Security Control I:;:éﬁ;te CEEEEaD Assessed Security Control Justification
Contro)ll Name Baseline Security Control and Enhancements Type Contro{ Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed p
not to implement)
Control: The organization: IR-8.1 Examine organizational records or documents to determine if the
- Develops an incident response plan that: lorganization develops an incident response plan that: -provides the
1. Provides the organization with a roadmap for implementing its incident g;gpzr;;izli?;_un with a readmap for implementing its incident response
response capability; N G - .
2. Describes the structure and organization of the incident response C?z‘g:ﬁ’;? the structure and organization of the incident response
capability; pability; . -
3. Provides a high-level approach for how the incident response -provides a high-level approach. for how the incident response capability
capabiliy fits into the overall organization; fnr:elgg'::ee Sr\]/leril ?ergf\ur:lezné;telcrj:sv of the organization, which relate to
14. Meets the unique requirements of the organization, which relate to . q q d fi A g '
mission, size, structure, and functions; ";'S?‘On' slze.nstll;lljctyre_aant unctions;
n, size, r s -defines reportable incidents;
5. Defines reportable incidents; ; N . o P
6. Provides n?elrics for measuring the incident response capability within —prow(_ies_melncs for measuring the incident response capability within the
the organization. Satisfied f)drg?i:l"ezsaﬂ?:'resuurces and management support needed to effectively
7. Defines the resources and management support needed to effectively Partially satisfied o e P
g INCIDENT RESPONSE| P1 © Rty P Common, Hybrid, l s maintain and mature an incident response capability; and
R8 PLAN MOD IR-8 maintain and mature an incident response capability; and Not satisfied -is reviewed and approved by designated officials within the organization.

8. Is reviewed and approved by [ASSIGNMENT: organization-defined
personnel or roles];

b. Distributes copies of the incident response plan to [ASSIGNMENT:
organization-defined incident response personnel (identified by name
land/or by role) and organizational elements];

c. Reviews the incident response plan [ASSIGNMENT: organization-
defined frequency];

d. Updates the incident response plan to address system/organizational
changes or problems encountered during plan implementation,
lexecution, or testing;

le. Communicates incident response plan changes to [ASSIGNMENT:
lorganization-defined incident response personnel (identified by name
land/or by role) and organizational elements].

If. Protects the incident response plan from unauthorized disclosure and
modification.

System-Specific

Not applicable
Risk-based decision not to implement

IR-8.2 Examine organizational records or documents to determine if: (i) the
lorganization defines, in the incident response plan, incident response
personnel (identified by name and/or role) and organizational elements; (ii)
the organization distributes copies of the incident response plan to incident
response personnel and organizational elements identified in the plan; (iii)
the organization defines, in the incident response plan, the frequency to
review the plan; (iv) the organization reviews the incident response plan in
laccordance with the organization-defined frequency; (v) the organization
revises the incident response plan to address system/organizational
changes or problems encountered during plan implementation, execution,
or testing; and (vi) the organization communicates incident response plan
changes to incident response personnel and organizational elements
identified in the plan.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST I Last Date a B
~ o Priority / o 5 Assessed Security Control Justification
Sc?;::{ Secur’\llt;ln:: : GE Baselipe Security Control and Enhancements Secx/rétgffyclﬁ?stl"%gpe %?r:‘t:g f :fzf;s:ﬁl::n Effectiveness . Findings / Deficiencies Found (mqst be completed if Assessed Security Comrpl NIST 800-53A Assessment Steps Used Assessment Evidence
Dy Allocation o] (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
MA-1.1 Examine organizational records or documents to determine if the
information system maintenance policy and procedures: (i) exist; (i) are
dc (iii) are di: to appropriate elements within the
lorganization; (iv) are periodically reviewed by responsible parties within the:
IControl: The organization: lorganization; and (v) are updated, when organizational review indicates
a. Develops, documents, and disseminates to [ASSIGNMENT: updates are required.
lorganization-defined personnel or roles]: ICommon
1. A system maintenance policy that addresses purpose, scope, roles, MA-1.2 Examine the information system maintenance policy to determine if|
responsibilities, management commitment, coordination among If additional Satisfied the policy adequately addresses purpose, scope, roles, responsibilities,
MAlNVTETr\lEATvcE b1 lorganizational entities, and compliance; and system/application Partially satisfied management commitment, coordination among organizational entities, and
MA-1 POLICY AND MOD MA-1 2. Procedures to facilitate the implementation of the system maintenance |policy/procedures are in Not satisfied icompliance.
PROCEDURES policy and associated system maintenance controls; and place, this is a hybrid Not applicable
b. Reviews and updates the current: control. Risk-based decision not to implement MA-1.3 Examine the information system maintenance procedures to
1. System maintenance policy [ASSIGNMENT: organization-defined determine if the procedures are sufficient to address all areas identified in
frequency]; and the information system maintenance policy and all associated information
2. System maintenance procedures [ASSIGNMENT: organization- lsystem maintenance controls.
defined frequency].
MA-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the system maintenance policy and procedures
icontrol is implemented.
Control: The organization: (Common, Hybrid MA-2.1 Examine organizational records or documents to determine if the
y y . . lorganization schedules and performs routine preventative and regular
a. Schedules, performs, documents, and reviews records of maintenance WHILE FSA GENERALLY / . . .
land repairs on information system components in accordance with ITHINKS OF THESE w:;\nﬁ;sgfc;;}ur’\;ﬁg’cfggg?Zn;scﬁlfct:&:;oarnm;g?r[!’rsyasrt‘tlezn;nlgnaaclcordance
manufacturer or vendor specifications and/or organizational ICONTROLS AS requirements. P! g
requirements; ICOMMON, WE MUST a -
b. Approves and monitors all maintenance activities, whether performed [NOTE THAT, TO THE MA-2.2 Examine organizational records or documents to determine if the
on site or remotely and whether the equipment is serviced on site or EXTENT THAT AN P o
removed to another location; IAPPLICATION-SUPPORT g jorganization fully documents routine preventative and regular
c. Requires that [ASSIGNMENT: organization-defined personnel or roles][TEAM MUST CONDUCT partially satisfied vn;i?lkmmegnaﬂéec&?;:‘gr?ggg?23‘:03{;2‘?0?;2;”;2?ergy::iegl:gn?lc;;ﬂzgﬁe
MA2 CONTROLLED P2 lexplicitly approve the removal of the information system or system INTEGRATION TESTING Not satisfied maintenance requirements.
MAINTENANCE MOD MA-2 icomponents from organizational facilities for off-site maintenance or UPON Not applicable q .
repairs; INFRASTRUCTURE PP

d. Sanitizes equipment to remove all information from associated media
prior to removal from organizational facilities for off-site maintenance or
repairs;

le. Checks all potentially impacted security controls to verify that the
controls are still functioning properly following maintenance or repair
lactions; and

f. Includes [ASSIGNMENT: organization-defined maintenance-related
information] in organizational maintenance records.

MAINTENANCE, AND
MAY, UNDER CERTAIN
ICIRCUMSTANCES,
MODIFY THE
IAPPLICATION DUE TO
INFRASTRUCTURE
ICHANGES, THIS
ICONTROL COULD BE
DEEMED

Risk-based decision not to implement

MA-2.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the periodic maintenance control is implemented.

MA-2.6 Examine the maintenance log to determine if the log includes: (i)
the date and time of maintenance; (i) name of the individual performing
the maintenance; (iii) name of escort, if necessary; (iv) a description of the
maintenance performed; and (v) a list of equipment removed or replaced
(including i ification numbers, if i
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST I Last Date a B
~ o Priority / o 5 Assessed Security Control Justification
Sc?;::{ Secur’\llt;ln:: : GE Baselipe Security Control and Enhancements Secx/rétgffyclﬁ?stl"%gpe %?r:‘t:g f :fzf;s:ﬁl::n Effectiveness . Findings / Deficiencies Found (mqst be completed if Assessed Security Comrpl NIST 800-53A Assessment Steps Used Assessment Evidence
Dy Allocation o] (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
MA-3.1 Examine organizational records or documents to determine if the
lorganization approves, controls, and monitors information system
maintenance tools.
[Common, Hybrid MA-3.2 Examine approved information system maintenance tools and
) lassociated documentation to determine if the organization maintains the
ggLER\I/\\T:I\_{ETZ?@KS OF tools and documentation on an ongoing basis and if the processes applied
HHESE CONTROLS AS are consistent with the documented maintenance procedures.
Control Enhancements: ICOMMON, WE MUST
(1) The organization inspects the maintenance tools carried into a facility NOTE THAT TO THE Satisfied MA-3.3 Examine organizational records or documents to determine if the
by maintenance personnel for improper or unauthorized modifications. EXTENT THAT AN partially satisfied lorganization assigns responsibility to specific parties and defines specific
MA3 MAINTENANCE P2 (2) The organization checks media containing diagnostic and test IAPPLICATION-SUPPORT Not satisfied lactions to ensure that the maintenance tools control is implemented.
TOOoLS MOD MA-3(1) (2)  [programs for malicious code before the media are used in the [TEAM FOR A COTS Not applicable
information system. - Control Enhancements:
(3) HIGH Only. E;g’agfg' I;(LJJ?T OBTAIN Risk-based decision not to implement MA-3(1) Examine organizational records or documents to determine if the
MAINTENANCE orgf:xnizaliun inspects all maime_nance tools carrieq_inlq a facility by
SUPPORT FOR THE maintenance personnel for obvious improper modifications.
g:l}!ﬁ/\\(g}gND;‘THIS MAY MA-3(2) Examine organizational records or documents to determine if the
CONTROL lorganization checks all media containing diagnostic and test programs
(e.g., software or firmware used for information system maintenance or
diagnostics) for malicious code before the media are used in the
information system.
MA-4.1 Examine organizational records or documents to determine if the
lorganization approves, controls, and monitors remotely executed
maintenance and diagnostic activities.
MA-4.2 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the remote maintenance control is implemented.
Control Enhancements:
Control: The organization: Common, Hybrid MA—4(_2) Examlne orgamzallr_mal recprds or documents to determlne if the
la. Approves and monitors nonlocal maintenance and diagnostic d lorganization documents the installation and use of non-local maintenance
lactivities; land diagnostic connections in the security plan for the information system.
b. Allows the use of nonlocal maintenance and diagnostic tools only as TWI—:“\II-IESFSQ %EQSEERALLV
consistent with organizational policy and documented in the security plan CONTROLS AS.
for the information system; ICOMMON, WE MUST
c. Employs strong authenticators in the establishment of nonlocal NOTE THAT TO THE Satisfied
maim.ena.nce and diagnostic SESSion.S; " " EXTENT THAT AN Partially satisfied
MA-4 NONLOCAL d. Maintains records for nonlocal maintenance and diagnostic activities; IAPPLICATION-SUPPORT Not safisfied

MAINTENANCE

Pl
MOD MA-4 (2)

land
le. Terminates session and network connections when nonlocal
maintenance is completed.

Control Enhancements:

(1) Not Selected.

(2) The organization documents in the security plan for the information
isystem, the policies and procedures for the establishment and use of
nonlocal maintenance and diagnostic connections.

ITEAM FOR A COTS
PRODUCT, FOR
EXAMPLE, MUST OBTAIN
MAINTENANCE
ISUPPORT FOR THE
IAPPLICATION, THIS MAY
BE A "HYBRID"
ICONTROL

Not applicable
Risk-based decision not to implement
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST I Last Date a B
~ o Priority / o 5 Assessed Security Control Justification
Sc?;::{ Secur’\llt;ln:: : GE Baseline Security Control and Enhancements Secx/rétgffyclﬂ?st:ol 'el')ype %?r:‘t:g f :fzf;s:ﬁl::n Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Dy Allocation P! o] (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
MA-5.1 Examine organizational records or documents to determine if: (i)
lCommon, Hybrid the organization maintains a list of personnel authorized to perform
' maintenance on the information system; and (ii) only authorized personnel
IWHILE FSA GENERALLY have performed maintenance on the information system.
(Control: The organization: Eg:“.'FRSOCI’_FSTAHSESE MA-5.2 Examine organizational records or documents to determine if
la. Establishes a process for maintenance personnel authorization and ~ [COMMON, WE MUST ‘shee%'?gr;é?ggg gsz'ggsrée;’;ﬂﬁf:.l:;v:]?;p:n%gc 2‘:‘2‘;?1?1:{‘30?]22??:
maintains a list of authorized maintenance organizations or personnel;  [NOTE THAT, TO THE Satisfied P I i " Id ul | P !
MAINTENANCE o1 b. Ensures that non-escorted personnel performing maintenance on the [EXTENT THAT AN Partially satisfied implemented.
MA-5 PERSONNEL. MOD MAS information system have required access authorizations; and IAPPLICATION-SUPPORT Not satisfied
c. Designates organizational personnel with required access ITEAM FOR A COTS Not applicable
lauthorizations and technical competence to supervise the maintenance |PRODUCT, FOR Risk-based decision not to implement
activities of personnel who do not possess the required access EXAMPLE, MUST OBTAIN
lauthorizations. MAINTENANCE
ISUPPORT FOR THE
IAPPLICATION, THIS MAY
BE A "HYBRID"
ICONTROL
ICommon, Hybrid
IWHILE FSA GENERALLY
ITHINKS OF THESE
gguL%OI\ILS\IVAESMUST MA-6.1 Examine organizational records or documents to determine if
NOTE THAT, TO THE Satisfied maintenance support agreements and the inventory of spare parts are
(Control: The organization obtains maintenance support and/or spare EXTENT THAT AN Partially satisfied sufficient to support the organization-defined list of key information system
TIMELY P1 parts for [ASSIGNMENT: organization-defined information system icomponents within the organization-defined time period of failure.
MA-6 MAINTENANCE. MOD MA-6 IAPPLICATION-SUPPORT Not satisfied

icomponents] within [ASSIGNMENT: organization-defined time period] of
failure.

ITEAM FOR A COTS
PRODUCT, FOR
EXAMPLE, MUST OBTAIN
MAINTENANCE
ISUPPORT FOR THE
IAPPLICATION, THIS MAY
BE A "HYBRID"
ICONTROL

Not applicable
Risk-based decision not to implement

MA-6.2 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the timely maintenance control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:‘cllfl-'li-! Security Control Priority | Security Control I.Sa:ctu[:iat;e FecEoaEy Assessed Security Control Justification
Contro)ll NZme Baseline Security Control and Enhancements Type Control IF e Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Nl Allocation (verify this type) eerrerT] (select one of the following) iveness is Not icable or Ri d decision
not to implement)
IMP-1.1 Examine organizational records or documents to determine if the
imedia protection policy and procedures: (i) exist; (i) are documented; (iii)
. " " lare disseminated to appropriate elements within the organization; (iv) are
Control: The organization: ™ N - " o P
" . . periodically reviewed by responsible parties within the organization; and (v)|
2];9%?1‘{:;%’;?"7325:?;S(I:r'szzgs'ifergéns?_[es to [ASSIGNMENT: Common are updated when organizational reviews indicate updates are required.
1. A media protection policy that addresses purpose, scope, roles, . " " " Lo "
o " " . . IMP-1.2 Examine the media protection policy to determine if the policy
responsibilities, management commitment, coordination among If additional Satisfied i
MEDIA PROTECTION 1 organizational entities, and compliance; and system/application Partially satisfied ?g;qr;ll?rfgxdcdor:rszjsis;ﬁ)ﬂZ(]rzghScz?rpZnEglaetisdr::ISSg{i]tsi;bs}Ilgensd ga:sal?:nmc:nt
MP-1 POLICY AND MOD MP-1 2. Procedures to facilitate the implementation of the media protection policy/procedures are Not satisfied ' 9019 ' P! .
PROCEDURES i i . H is i i
policy and associated media protection controls; and in place, this is a Not applicable . . : : PR
b. Reviews and updates the current: hybrid control. Risk-based decision not to implement MP- 1'3 Examine ﬂ;fe ?"ed'a p(rj%tecnon"procedqses t? c:jegerr'?me 'fc},he
1. Media protection policy [ASSIGNMENT: organization-defined procedures are sufficient to address all areas identified in the media
fréquency]' and . protection policy and all associated media protection controls.
fzféMLleedI:i ?rolecuon procedures [ASSIGNMENT: organization-defined IMP-1.4 Examine organizational records or documents to determine if the
a vl lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the media protection policy and procedures control
is implemented.
IMP-2.1 Examine organizational records or documents and/or physical
Satisfied [facilities containing media devices to determine if only authorized users
1 Control: The organization restricts access to [ASSIGNMENT: Common, Hybrid Partially satisfied Rz‘;:acecﬁirﬁalzg)r::la:é%m printed form or on digital media removed
MP-2 MEDIA ACCESS MOD MP-2 organization-defined types of digital and/ or non-digital media] to System-S'pe)émc ' Not satisfied 4 :
[ASSIGNMENT: organization-defined personnel or roles]. g?s‘k?ggggglﬂiclslon not to implement IMP-2.2 Examine organizational records or documents to determine if the
P lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the media access control is implemented.
IMP-3 Examine organizational records or documents to determine if:
(i) the organization defines removable media types and information system
output that require marking;
. " " ii) the organization marks removable media and information system output|
Control: The organization: .(") . N y I U
A - P, . e in accordance with orgar policies and p , indicating the
2 Ma_rks information system media Indl_ca!lng lhe dls}rlbullon limitations, Sa“?f'ed - distribution limitations, handling caveats, and applicable security markings
handling caveats, and applicable security markings (if any) of the Partially satisfied " .
P1 N . - Common, Hybrid, o (if any) of the information;
MP-3 MEDIA MARKING information; and p Not satisfied Pl e
MOD MP-3 . B . . " System-Specific " (iii) the organization defines:
b. Exempts [ASSIGNMENT: organization-defined types of information Not applicable _removable media types and information system output exempt from
system media] from marking as long as the media remain within Risk-based decision not to implement marking; typ Y P P
[ASSIGNMENT: organization-defined controlled areas]. _controlled areas for retaining r media and
information output exempt from marking; and
(iv) removable media and information system output exempt from marking
remain within designated controlled areas.
IMP-4.1 Examine organizational records or documents to determine if the
organization protects information system media at the highest FIPS 199
security category for the information system until the media is destroyed or
Control: The organization: sanitized using approved equipment, techniques, and procedures.
g g - . - Satisfied
. Physically controls and securely stores [ASSIGNMENT: organization- Partially satisfied IMP-4.2 Examine the location where the organization physically controls
MP-4 MEDIA STORAGE MDSIMP_A defined types of digital and/ or non-digital media] within [ASSIGNMENT: \Common, Hybrid, Not satisfied land securely stores information system media, both paper and digital, to

organization-defined controlled areas].
b. Protects information system media until the media are destroyed or
sanitized using approved equipment, techniques, and procedures.

System-Specific

Not applicable
Risk-based decision not to implement

determine if the organization controls the media at the highest FIPS 199
security category of the information recorded on the media.

IMP-4.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the media storage control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:‘CIE:;' Security Control Priority | Security Control I‘Sa:ctu[:;;e FecEoaEy Assessed Security Control Justification
Contro)ll Name Baseline Security Control and Enhancements Type Control et Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) eerrerT] (select one of the following) iveness is Not icable or Risk d decision
not to implement)
Control: The organization: . - L
a. Protects and controls [ASSIGNMENT: organization-defined types of IMP-5.1 Examine organizational records or documents to determine if the
" i i ; y : lorganization restricts the pickup, receipt, transfer, and delivery of
digital and non-digital media] during transport outside of controlled areas N " L ;
us%ng [ASSIGNMENT: orgar}izatior?definepd security safeguards]; information system media (paper and digital) to authorized personnel.
E.U{\;Iia(;;leol;ncsoaizvﬂzrt}lzbggg.mr information system media during transport IMP-5.2 Examine the list of personnel that have been authorized for the
c. Documents activities aséociated with the transport of information e plckup,_ receipt, lvangfer, and d_ellvery of information system media to
system media: and Satisfied determine if access is appropriately restricted.
P1 dy Restricts lhé activities associated with the transport of information Common, Hybrid Partial\y gatisfied . - L
MP-5 MEDIA TRANSPORT MOD MP-5(4) system media to authorized personnel System-Specific Not satisfied IMP-5.3 Examine organizational records or documents to determine if the
Y P : Y P! Not applicable lorganization assigns responsibility to specific parties and defines specific
Control Enhancements: Risk-based decision not to implement lactions to ensure that the media transport control is implemented.
(1) [Withdrawn: Incorporated into MP-5]. .
(2) [Withdrawn: Incorporated into MP-5]. Control Enhancements: .
(3) Not Selected. IMP-5(4) Examine organizational records or documents to determine if the
() e gz iy cpogonc e o et e SR AT e L
confidentiality and integrity of information stored on digital media during y‘d " g led 9 9
transport outside of controlled areas. transport outside of controlled areas.
IMP-6.1 Examine organizational records or documents to determine if the
o 1: (i) sanitizes ir system media, both paper and digital,
using approved equipment, techniques, and procedures prior to disposal
or release for reuse; (ii) tracks, documents, and verifies media sanitization
Control: The organization: lactions; and (jii)conducts periodic tests of sanitization equipment to ensure
a. Sanitizes [ASSIGNMENT: organization-defined information system correct performance.
media] prior to disposal, release out of organizational control, or release Satisfied g . B L
1 for reuse using [ASSIGNMENT: organization-defined sanitization Common, Hybrid Partially satisfied mpa?{iiaElininggsi[?zrgzniézfztlr?]gzszogfsn?rrgss;msgt(ﬁ ‘Zd::e;::j'ndei I{(g?e
MP-6 MEDIA SANITIZATION MOD MP-6 techniques and procedures] in accordance with applicable federal and , Ryorid, Not satisfied 9 Y . pap gnal,

organizational standards and policies; and

b. Employs sanitization mechanisms with the strength and integrity
commensurate with the security category or classification of the
information.

System-Specific

Not applicable
Risk-based decision not to implement

using approved equipment, techniques, and procedures prior to disposal
or release for reuse consistent with NIST Special Publication 800-88.

IMP-6.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the media sanitization and disposal control is
implemented.
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Security Control Information Control Assessment Information
Scoping Guidance/ Risk -Based Decision
seconty | Security Control| POty / ] Control | '2st Date Assessed Security Control N o Justification _ )
Control Name Baseline Security Control and Enhancements Type Controf IR At Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed .
not to implement)
PE-1.1 Examine organizational records or documents to determine if the
physical and environmental protection policy and procedures: (i) exist; (ii)
are documented; (iii) are disseminated to appropriate elements within the
(Control: The organization: urgan!zat!on; (iv) are periodically reviewed by r_esponslble ;_Jamgs \_Nnhm the
a. Devélops documents énd disseminates to [ASSIGNMENT: organization; and_ (v) are updated, when organizational review indicates
lorganization-defined personnel or roles]: Common updates are required.
;uﬁ)glsqgs‘sciseni ;g\g,r?:smpirr‘\ts?é:?i;;)et:?;o:ngglé% e‘E?‘csgwﬁ?:snf:ﬁt, PE-1.2 Examine the physical and environmental protection policy to
ENVIRONMENTAL P1 2. Procedures to facilitate the implementation of the physical and " > P e " '
PE-1 PROTEC?TION POLICY MOD PE-1 lenvironmental protection policy ;nd associated phys’ljcax and _pollcylprocgdpres are Not sa\lsfled organizational entities, and compliance.
AND PROCEDURES lenvironmental protection controls; and in pl{;\ce, this is a Not applicable . . . . . .
b. Reviews and updates the current: lhybrid control. Risk-based decision not to implement PE-1.3 Examine the physical and env}mnmental protection prqcedqr_es to
1. Physical and environmental protection policy [ASSIGNMENT: determln_e if the proc_edures are sufflcle_m to a_ddress all areas !demmed in
o;ganizalion-deflned frequency]; and . the p}hySICa| and gnvnunmenlal protection policy and all associated
2. Physical and environmental protection procedures [ASSIGNMENT: physical and enviranmental protection cantrals.
organization-defined frequency]. PE-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the physical and environmental protection policy and
procedures control is implemented.
PE-2.1 Examine organizational records or documents to determine if: (i)
the organization develops and keeps current a list of personnel with
authorized access to the facility containing the information system; (i) the
organization issues appropriate authorization credentials (e.g., badges,
IControl: The organization: Common. Hybrid identification cards, smart cards); and (iii) designated officials within the
a. Develops, approves, and maintains a list of individuals with authorized et Satisfied organization review and approve the access list and authorization
laccess to the facility where the information system resides; " N credentials on an organization-defined frequency.
PE-2 PHYSICAL ACCESS P1 b. Issues authorization credentials for facility access; gggfa%ﬂ;masrzgfss on Eg{l:l\l‘)llszzgshed
AUTHORIZATIONS MOD PE-2 c. Reviews the access list detailing authorized facility access by hosted outside VDC, Not applicable PE-2.2 Examine the facility access list to determine if: (i) the individuals on
individuals [ASSIGNMENT: organization-defined frequency]; and lthen the control ma ' RISk-S:Sed decision not to implement the list are current personnel assigned to the organization; and (ii) the
d. Removes individuals from the facility access list when access is no be hybrid Yy P authorization credentials of the personnel are appropriate.
longer required. Y
PE-2.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the physical access authorizations control is
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se'\::lf:i-ty Security Control Priority | Security Control Lsa:;u[:ﬁ;e s Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control IR At Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed p
not to implement)
PE-3.1 Examine organizational records or documents and the facility that
contains the information system to determine if the organization: (i)
controls all physical access points to the facility; (ii) verifies individual
access authorizations before granting access to the facility; and (i)
. . controls access to areas officially designated as publicly accessible, as
gogln'g;;gepﬂ;,gs?:;?é%g'ss authorizations at [ASSIGNMENT: appropriate, in accordance with the organization’s assessment of risk.
(s);gigarg;r;:se]nl?;d entry/exit points to the facility where the information PE-3.2 Examine organizational records or documents and selected
o il - . physical access devices to determine if; (i) physical access devices (e.g.,
']He\/gém;g;rnlzwldual access authorizations before granting access to keys, locks, card readers) used at the facility are functioning properly and
2. Controlling ingress/egress to the facility using [Selection (one or more): n_}almenancev on_these devices accurs ona _regular and scheduled bas_\s,
|ASSIGNMENT: organization-defined physical access control (ii) the organization secures keys, combinations and other access devices
s stems/device‘s]' 9 ards]; phy Common, Hybrid on a regular basis; and (iii) keys and combinations to locks within the
ystems/d s gu : " . " - ! - facility are periodically changed or when keys are lost, combinations are
b. Maintains physical access audit logs for [ASSIGNMENT: organization- Satisfied compromised, or individuals are transferred or terminated
PHYSICAL ACCESS b1 defined entry/exit points]; If the system relies on Partially satisfied P ! .
PE-3 c. Provides [ASSIGNMENT: organization-defined security safeguards] to |operational assets Not satisfied -
CONTROL MOD PE-3 2
control access to areas within the facility officially designated as publicly |hosted outside VDC, Not applicable Elsy?i'ga:z;cacme!':;;singg%ﬁ;;ﬁg?;o({)?ﬁgl;@sen: %gﬂ‘f;les;ﬁgm
laccessible; then the control may Risk-based decision not to implement y
d. Escorts visitors and monitors visitor activity [ASSIGNMENT: be hybrid ;ggff%rﬁvﬁelrzell::c}zz:?;\egesrggrf;’ij:g&lya nvim;f;;ﬁﬁ?gﬁ;ﬁ:ggﬁ';?is
ﬁ:’gg;lozriar:;p—deﬂned cireumstances requiring visitor escarts and used as an identification token and token-based access control is
d I . I lemployed); (i) the access control system conforms to the requirements of
le. Secures keys, combinations, and other physical access devices; ’ higen
f. Inventories [{\SSIGNMENT’ organization?d)éﬁned physical access ;\“ST Speclall Publication 800h—78 (wpere th)e tokder(l—t;aﬁed access CO""?'
i by P " 3 unction employs cryptographic verification); and (iii) the access control
devices] every [ASSIGNMENT: organization-defined frequency]; and : A
0. Chan]ges crzr%binations and keyg [ASSIGNMENT: orgqanizat)i/c]m-defined system conforms to the requirements of NIST Special Publ_lcauolj 800-76
frequency] and/or when keys are lost, combinations are compromised, or SV;EELea&gﬁ)token—based access control function employs biometric
individuals are transferred or terminated. :
PE-3.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the physical access control is implemented.
ICommon, Hybrid
o . Satisfied - "
IControl: The organization controls physical access to [ASSIGNMENT: PE-4.1 Examine organizational records or documents to determine if the
pEa F/?)CFSTEsiNCSON'I\gg%N P1 lorganization-defined information system distribution and transmission g‘gfa%ﬂ;n;srggf: on Ez{lgl¥5?|2:;51led organization controls physical access to information system distribution
MEDIUM MOD PE-4 lines] within organizational facilities using [ASSIGNMENT: organization- hgsled outside VDC, Not applicable and transmission lines within organizational facilities.
defined security safeguards]. then the control may Risk-based decision not to implement
be hybrid
PE-5.1 Examine organizational records, documents, and the facility where
ICommon, Hybrid the information system resides to determine if the organization controls
Satisfied physical access to information system devices that display information to
ACCESS CONTROL P1 IControl: The organization controls physical access to information system |If the system relies on| Partially satisfied prevent unauthorized individuals from observing the display output.
PE-5 FOR OUTPUT MOD PE-5 output devices to prevent unauthorized individuals from obtaining the operational assets Not satisfied
DEVICES output. hosted outside VDC, Not applicable PE-5.2 Examine organizational records or documents to determine if the
then the control may Risk-based decision not to implement organization assigns responsibility to specific parties and defines specific
be hybrid actions to ensure that the access control for display medium control is
PE-6.1 Examine organizational records, documents, and the facility where
the information system resides to determine if the organization monitors
physical access to information systems to detect and respond to incidents.
IControl: The organization:
la. Monitors physical access to the facility where the information system PE-6.2 Interview selected organizational personnel with physical and/or
resides to detect and respond to physical security incidents; Common, Hybrid lenvironmental protection responsibilities to determine how individuals
b. Reviews physical access logs [ASSIGNMENT: organization-defined R Satisfied respond to physical access incidents.
frequency] and upon occurrence of [ASSIGNMENT: organization-defined \f the system relies on Partially satisfied
PE6 MONITORING PL levents or potential indications of events]; and A | N Y fied PE-6.3 Examine organizational records or documents to determine if the
- MOD PE-6 (1) operational assets ot satisfiel

PHYSICAL ACCESS

. c. Coordinates results of reviews and investigations with the
lorganizational incident response capability.

IControl Enhancements:
(1) The organization monitors physical intrusion alarms and surveillance
lequipment.

hosted outside VDC,
then the control may
be hybrid

Not applicable
Risk-based decision not to implement

organization assigns responsibility to specific parties and defines specific
actions to ensure that the monitoring physical access control is

Control Enhancements:

PE-6(1) Examine intrusion alarms and surveillance equipment to
determine if the organization monitors real-time physical intrusion alarms
and surveillance equipment.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se'\::lf:i-ty Security Control Priority | Security Control Lsa:;u[:ﬁ;e s Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control IR At Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed p
not to implement)
PE-8.1 Examine organizational records or documents to determine if the
organization maintains a visitor access log to the facility where the
information system resides that includes: (i) name and organization of the
ps, ek ) s o e, ) o of et )
a. Maintains visitor access recordsvlo the facility where the |nforma!|o.n If the system relies on| Partially satisfied name and organization of person visited; and (viii) an indication of a
VISITOR ACCESS P3 isystem resides for [ASSIGNMENT: organization-defined time period]; - e . i h o .
PE-8 RECORDS MOD PE-8 and operational assets Not satisfied designated official’s review of the access log within the organization
. " . ot o hosted outside VDC, Not applicable defined frequency.
ft;,eng:‘eCw]s visitor access records [ASSIGNMENT: organization-defined lthen the control may Risk-based decision not to implement
q Yl be hybrid PE-8.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the access logs control is implemented.
PE-9.1 Examine organizational records, documents, and the facility where
ICommon, Hybrid the information system resides to determine if the organization protects
Satisfied power equipment and power cabling for the information system from
PE-® POWER EQUIPMENT P1 Control: The organization protects power equipment and power cabling gggreaz)éﬂ;";srzgf: on ;g?f;{;;zzﬁleu damage and destruction.
AND CABLING MOD PE-9 i i
for the information system from damage and destruction. hosted outside VDC, Not applicable PE-9.2 Examine organizational records or documents to determine if the
then the control may Risk-based decision not to implement organization assigns responsibility to specific parties and defines specific
be hybrid actions to ensure that the power equipment and power cabling control is
PE-10.1 Interview selected organizational personnel with physical and/or
environmental protection responsibilities and examine organizational
SE—
. Provides the capabilty of shutting off power to the information system i Satisfied capability of syhuning off power to any information s)?slem comSonem that
or individual system components in emergency situations; " N - P
EMERGENCY PL b. Places emergency shutoff switches or devices in [ASSIGNMENT: If the S.yStem relies on Parually ;ansﬁed may be malfunctioning or threatened.
PE0 SHUTOFF MOD PE-10 organization-defined location by information system or system operational assets Not satisfied
cogmponem] to facilitate safe anyd easy accessyfor personynel’ and hosted outside VDC, Not applicable PE-10.2 Examine the emergency shutoff capability to ensure that it exists
. Protects emergency power shutoff capability from unauthorized Lr;ez;lgﬁdcomrol may Risk-based decision not to implement and is functional.
jactivation. PE-10.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the emergency shutoff control is implemented.
PE-11.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records, documents, and the facility where the information system resides
to determine if the organization provides a short-term uninterruptible power
supply to facilitate an orderly shutdown of the system in the event of a
primary power source loss.
ICommon, Hybrid PE-11.2 Examine organizational records or documents to determine if the
(Control: The organization provides a short-term uninterruptible power ) Satlsfled » results of the last tested power outage (_iemons!rated the availability of a
P . N If the system relies on| Partially satisfied shortterm power supply for the information system.
PE-11 EMERGENCY POWER. P1 isupply to facilitate [Selection (one or more): an orderly shutdown of the operational assets Not satisfied
MOD PE-11 information system; transition of the information system to long-term

alternate power] in the event of a primary power source loss.

hosted outside VDC,
then the control may
be hybrid

Not applicable
Risk-based decision not to implement

PE-11.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the emergency power control is implemented.

Control Enhancements:

PE-11(1) Examine the physical site location to determine if the
organization provides a long-term alternate power supply for the
information system that is capable of maintaining minimally required
operational capability in the event of an extended loss of the primary
power source.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se'\::lf:i-ty Security Control Priorigyl i Security Control Lsa:;u[:ﬁ;e s Assessed Sgcurity Control o . Ju§tification ) i
Control Name Basellpe Security Control and Enhancements Type Control IR At Effectiveness ) Findings / Deficiencies Found (mqsl be cqmpleled i Assessed _Securlty Contr_t)l_ NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed p
not to implement)
PE-12.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records, documents, and the facility where the information system resides
. to determine if the organization employs and maintains an automatic
Common, Hybrid Satisfied lemergency lighting system that activate in the event of a power outage or
(_:onflrol: The o(gamzatn_)n employs and mamtam; automatic emergency If the system relies on| Partially satisfied disruption and that covers emergency exits and evacuation routes.
PE-12 EMERGENCY P1 lighting for the information system that activates in the event of a power operational assets Not satisfied
LIGHTING MOD PE-12 loutage or disruption and that covers emergency exits and evacuation hosted outside VDC. Not applicable PE-12.2 Examine organizational records or documents to determine if the
routes within the facility. lthen the control may' Risk-based decision not to implement r_esu_lts of the last tested power outage demun;trated that the emergency
be hybrid lighting system was operational and fully functional.
PE-12.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the emergency lighting control is implemented.
PE-13.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records, documents, and the facility where the information system resides
to determine if the organization employs and maintains fire suppression
and detection devices/systems that can be activated in the event of a fire.
PE-13.2 Examine the results of the last test of the fire suppression and
detection devices/systems to determine if the fire protection resources can
be successfully activated in the event of a fire.
ICommon, Hybrid
Satisfied PE-13.3 Examine organizational records or documents to determine if the
1 Control: The organization employs and maintains fire suppression and |If the system relies on Partially satisfied organization assigns responsibility to specific parties and defines specific
PE-13 FIRE PROTECTION MOD PE-13(3) de‘ect!on devices/systems for the information system that are supported |operational assets Not satls_fled actions to ensure that the fire protection control is implemented.
by an independent energy source. hosted outside VDC, Not applicable
then the control may Risk-based decision not to implement PE-13.6 Interview selected organizational personnel with physical and/or
be hybrid environmental protection responsibilities and examine organizational
records or documents to determine if fire suppression and detection
devi activate au i in the event of a fire.
Control Enhancements:
PE-13(3) Examine the information system documentation or configuration
settings to determine if the organization employs an automatic fire
suppression capability for the information system when the facility is not
staffed on a continuous basis.
PE-14.1 Interview selected organizational personnel with physical and/or
environmental protection responsibilities and examine organizational
records or documents to determine if the organization regularly maintains,
Common, Hybrid within acceptable levels, and monitors the temperature and humidity of the
Comrpl: The organization: & humidity levels within the facil N n ’ Satisfied facility where the information system resides.
la. Maintains temperature and humidity levels within the facility where the . > -
TEMPERATURE AND P1 information syste':n resides at [ASSIC?II\IMENT: organization-tli};fined If the system relies on) Partially satisfied PPE-14.2 Examine the facility where the information system resides to
PE-14 MIDI MOD PE-14 operational assets Not satisfied

CONTROLS

lacceptable levels]; and
b. Monitors temperature and humidity levels [ASSIGNMENT:
lorganization-defined frequency].

hosted outside VDC,
then the control may
be hybrid

Not applicable
Risk-based decision not to implement

determine if the temperature and humidity controlling systems are in place
and functioning as intended.

PE-14.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the temperature and humidity control is
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se'\::lf:i-ty Security Control Priority | Security Control Lsa:;u[:ﬁ;e s Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control IR At Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) ] (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
PE-15.1 Interview selected organizational personnel with physical and/or
environmental protection responsibilities and examine organizational
records or documents to determine if the organization protects the
information system from water damage by ensuring that master shutoff
valves are accessible, working properly, and known to key personnel.
ICommon, Hybrid
(Control: The organization protects the information system from damage If the system relies on| ﬁ::ll?eflllledsa(isﬂed zeElelr?mzns Tfalrfr:tlenren;ziefra ggg){ovf\ﬁgl?/;I;ea‘rlfzi:n;:‘slgigIzy;;%mwlzili?\es [roo erl
PE-15 WATER DAMAGE P1 resulting from water leakage by providing master shutoff or isolation operali)énal assets Not sa!)i/sfied 9 properly.
PROTECTION MOD PE-15 i
vzlrvseosn:;a‘n are accessible, working properly, and known to key hosted outside VDC, Not applicable PE-15.3 Examine organizational records or documents to determine if the
P . then the control may Risk-based decision not to implement results of the last test of the environmental controls of the facility where the
be hybrid information system resides demonstrate that the master shutoff valves are
\working properly.
PE-15.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the water damage protection control is implemented.
PE-16.1 Interview selected organizational personnel with physical and/or
. environmental protection responsibilities and examine organizational
Common, Hybrid Satisfied records or documents to determine if the organization controls the
IControl: The organization authorizes, monitors, and controls \f the system relies on Partially satisfied information systs lated items (i.e., , firmware, software)
PE-16 DELIVERY AND P2 [ASSIGNMENT: organization-defined types of information system o eralii’)nal assets Not sa!)i/sfied entering and exiting the facility where the system resides and maintains
REMOVAL MOD PE-16 icomponents] entering and exiting the facility and maintains records of hgsted outside VDC Not applicable appropriate records of those items.
those items.. N - .
Lh:q !S:dconlrol may Risk-based decision not to implement PE-16.2 Examine organizational records or documents to determine if the
! organization assigns responsibility to specific parties and defines specific
actions to ensure that the delivery and removal control is implemented.
ICommon, Hybrid
. . ) THIS CONTROL IS PE-;7.1 Interview selgcted urgam_zafu_unal personnel with physwcal and/or
Control: The organization: MOST LIKELY environmental protection responsibilities and examine organizational
a. Employs [ASSIGNMENT: organization-defined security controls] at HYBRID Satisfied records or documents to determine if individuals within the organization
ALTERNATE WORK o2 alternate work sites; COMMON Partially satisfied lemploy appropriate information system security controls at alternate work
PE-17 SITE MOD PE-17 b. Assesses as feasible, the effectiveness of security controls at alternate ICONTROL MAY BE Not satisfied sites.
\work sites; and Not applicable
: N . . IPROVIDED BY VDC " . . " P -
c. Provides a means for employees to communicate with information OR EDUCATE (such Risk-based decision not to implement PE-17.2 Examine organizational records or documents to determine if the
security personnel in case of security incidents or problems. as for support teams organization assigns responsibility to specific parties and defines specific
located at UCP) actions to ensure that the alternate work site control is implemented.
PE-18.1 Interview selected organizational personnel with physical and/or
environmental protection responsibilities and examine organizational
records or documents to determine if the organization positions information
system components within the facility to minimize potential damage from
environmental hazards (e.g., electrical interference, electromagnetic
. radiation, vandalism, eating, drinking, smoking in the proximity, information
Common, Hybrid Satisfied leakage due to emanation) and to minimize the opportunity for
|';\l?:((:3/;2Thlll?-\ergE SELECTED FOR HIGH If the system relies on Partially satisfied unauthorized access.
PE18 SYSTEM ONLY Not Selected gg:{eag%rﬁlsf:%c mg; :\a“?ifcligle PE-18.2 Examine the facility where the information system components
COMPONENTS lthen the control may Risk»E§sed decision not to implement reside to determine if the organization positions components to minimize
be hybrid Yy P potential damage from environmental hazards and to minimize the
V! opportunity for unauthorized access.
PE-18.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the location of information system components
control is implemented.
INFORMATION
PE-19 LEAKAGE NOT SELECTED  |Not Selected
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

- 3 Last Date s 5 e
a 5 Priority / Security Control 5 Assessed Security Control o S fmrerefi Decision Justification
C’:‘:JQ?;%L:;'&' Secw:‘t;/ "? eo bl Baseline Security Control and Enhancements Type %?r:‘t:';}/ Ir:}i?:\sastgn Effectiveness FlndlngsFlozif(;CIenues (must be completed if Assessed Security NIST 800-53A Assessment Steps Used As;ﬁ::::;nt
Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
PL-1.1 Examine organizational records or documents to determine if security
planning policy and procedures: (i) exist; (ii) are documented; (iii) are
disseminated to appropriate elements within the organization; (iv) are
Control: The organization: periodically reviewed by responsible parties within the organization; and (v)
a. Develops, documents, and disseminates to [ASSIGNMENT: Common are updated, when organizational review indicates updates are
organization-defined personnel or roles]: required.
1. A security planning policy that addresses purpose, scope, roles, \f additional Satisfied
responsibilities, management commitment, coordination among system/anplication partially satisfied PL-1.2 Examine the security planning policy to determine if the policy
SECURITY P1 organizational entities, and compliance; and yl' " PP d Not IY fied adequately addresses purpose, scope, roles, responsibilities, management
PL-1 PLANNING POLICY MOD PL-1 2. Procedures to facilitate the implementation of the security policy plroce L#esf NO sa 'T, lebl commitment, coordination among organizational entities, and compliance.
AND PROCEDURES planning policy and associated security planning controls; and arﬁ 'S %ace.tt 'IS s R'Otkat'))p 'cs de L -
b. Reviews and updates the current: a hybrid control. N ISI- aset ecision not to PL-1.3 Examine the security planning procedures to determine if the
1. Security planning policy [ASSIGNMENT: organization-defined implemen procedures are sufficient to address all areas identified in the security planning
frequency]; and policy and all associated security planning controls.
2. Security planning procedures [ASSIGNMENT: organization-
defined frequency]. PL-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security planning policy and procedures control is
implemented.
Control: The organization:
a. Develops a security plan for the information system that:
1. Is consistent with the organization's enterprise architecture;
2. Explicitly defines the authorization boundary for the system;
3. Describes the operational context of the information system in
terms O.f missions anq business_pro_cesses; . . PL-2.1 Examine organizational records or documents to determine if the
::]‘CIPJE;::gesiéh;oiie:;?ta{igﬁ;elgpnzanon of the information system security plan: (i) exists; (ii) is documented; (i) is disseminated to appropriate
5. Describes the operational énvironment for the information system element_s th'r.' l_he organization; anq ('Y) is reviewed and approved by
and relationships with or connections to other information systems; responsible officials within the organization.
?' :Tdf:tli?ieess Zg;::{:\';‘a’fg\;gﬁ;gc?{%;ﬁg;ggmems for the system; PL-2.2 Examine th_e sgcurity plan to determine if the pl_an is consistent vyit_h _
8. Describes the security controls 'in place or pI:anned for meeting NIS.T Spepla! F_’ubllcallgn 800-18 ?nd add(esses security roles, respo_n5|b||mes,
lHose requirements including a rationale for the tailoring and a55|gr_1€d mdwlgjuals W|_th contact information, and activities for planning
supplementation decisions; and security of the information system.
9. Is reviewed and approved by the authorizing official or designated Satisfied . - . . .
o [msemiaive ror o plan mplereiaton
PL-2 SYSTEI\SLSAENCURITY MOD PL-2(3) b. Distributes copies of the security plan and communicates ‘Common, Hybrid, Not satisfied within the organization understand the security plan and are ready to

subsequent changes to the plan to [ASSIGNMENT: organization-
defined personnel or roles];

c. Reviews the security plan for the information system
[ASSIGNMENT: organization-defined frequency];

d. Updates the plan to address changes to the information
system/environment of operation or problems identified during plan
implementation or security control assessments; and

e. Protects the security plan from unauthorized disclosure and
modification.

Control Enhancements:

(1) Incorporated into PL-7

(2) Incorportaed into PL-8

(3) The organization plans and coordinates security-related activities
affecting the information system with [ASSIGNMENT: organization-
defined individuals or groups] before conducting such activities in
order to reduce the impact on other organizational entities.

System-Specific

Not applicable
Risk-based decision not to
implement

implement the plan.

PL-2.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the system security plan control is implemented.

Control Enhancements:

PL-2(3) Examine organizational records or documents to determine if the
organization plans and coordinates security-related activities affecting the
information system with organization-defined individuals or groups before
conducting such activities in order to reduce the impact on other organizational
entities.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

iori . Last Date s 5 e
a 5 Priority / Security Control 5 Assessed Security Control o S fmrerefi Decision Justification
C’:Inst:-off\lZL:v:Il%r Secu?‘t;/ "? eo bl Baseline Security Control and Enhancements Type %?r:‘t:glll Ir:}i?;sastitgn Effectiveness FlndlngsFlozif‘;CIenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used As;ﬁ:::;(:nt
Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
PL-4.1 Examine organizational records or documents to determine if the
organization provides and makes readily available to all information
system users a set of rules that describes users responsibilities and
lexpected behavior with regard to information and information system
usage.
PL-4.2 Examine organizational records or documents to determine if the
X R organization receives a signed acknowledgement from users indicating

Control: The organization: "

a. Establishes and makes readily available to all information system :)heat:;r\:ii{ hba‘e\;irf:ﬁi#;r?zei;Stzliézg(: Oa?hr:eintf%;:’ﬁ;:?';fermm:i :fits

users, the rules that describe their responsibilities and expected N ! N 9 Y

. N v N s f ) resident information.
behavior with regard to information and information system usage; Satisfied
and N - . . Lo . .
2 b. Receives signed acknowledgment from users indicating that they - orid Parually ?at(ljsfled PI__;]4.3§xasm|nef tlhe rlu):_es t_)f b(—:é}z)%vmar to determine if the content is consistent
PL-4 RULES OF MOD PL-4(1) have read, understand, and agree to abide by the rules of behavior, ommon, Hybrid, Not satisfie with NIST Special Publication -18.
BEHAVIOR | | ' |System-Specific Not applicable

before authorizing access to information and the information system.

Control Enhancement:

(1) The organization includes in the rules of behavior, explicit
restrictions on the use of social media/ networking sites and posting
organizational information on public websites.

Risk-based decision not to
implement

PL-4.4 Interview selected organizational personnel to determine if they
understand the rules of behavior for the information system.

PL-4.5 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the rules of behavior control is implemented.

Control Enhancements:

PL-4(1) Examine organizational records or documents to determine if the
organization includes in the rules of behavior:

-explicit restrictions on the use of social networking sites;

-posting information on commercial Web sites; and

-sharing information system account information.
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Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:‘cll?:i-t Security Control Priority | Security Control I.Sa:éllli:iat;e CEEEeaD Assessed Security Control Justification
Contro)ll Name Baseline Security Control and Enhancements Control e atian Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed i
not to implement)
PS-1.1 Examine organizational records or documents to determine if the
personnel security policy and procedures: (i) exist; (i) are documented; (iii)
N lare disseminated to appropriate elements within the organization; (iv) are
Control: The organization: - - - > . o
C Bereiopdorumnt,and dssemines 0 ASSIGNENT: perdal fevevedby cspnsbl aies i e rganzaton )
organization-defined personnel or roles]: ICommon P ' 9 P a .
LA persqr)r)el security policy that al_:ldresses purpose, scope, roles, L - PS-1.2 Examine the personnel security policy to determine if the policy
respor it coordination among If additional Satisfied ey
" o . N - ladequately addresses purpose, scope, roles, responsibilities, management
PERSONNEL b1 organizational entities, and compliance; and system/application Partially satisfied commitment. coordination among organizational entities, and compliance.
PS-1 SECURITY POLICY MOD PS-1 2. Procedures to facilitate the implementation of the personnel security  |policy/procedures Not satisfied ! 9 org ' P )
AND PROCEDURES i i . i is i i
policy and associated personnel segurlly controls; and jare in place, this is a Not applicable PS-1.3 Examine the personnel security procedures to determine if the
b. Reviews and updates the current: hybrid control. Risk-based decision not to implement d fici dd il ‘dentified in th !
1. Personnel security policy [ASSIGNMENT: organization-defined proce« uresl_are SLl'j |c"|ent to & :jess al are?sl e".“ led in ‘Ie personnel
frequency]; and security policy and all associated personnel security controls.
ﬁéPsésnon?e\ security procedures [ASSIGNMENT: organization-defined PS-1.4 Examine organizational records or documents to determine if the
quencyl. lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel security policy and procedures control
is implemented.
PS-2.1 Examine the organizational records or documents to determine if
the organization: (i) establishes risk designations; (i) assigns a risk
designation to all organizational positions; (iii) follows screening criteria for
individuals filling organizational positions; and (iv) reviews and revises
Control: The organization: Satisfied position risk designations on an organization-defined frequency.
a. Assigns a risk designation to all organizational positions; : Partially satisfied . A : .

PS-2 %%ﬂ;gmﬁ'osﬁ Moglpsrz b. Establishes screening criteria for individuals filling those positions; and gugemrgg '_g:lljf:::d Not satisfied z?zﬁi;gg;;?eg;?::g;(:;lrfsgzg:;izrac(:ggrgﬁ:?gﬁae/grbguiﬁ;?igzrtlig% ;lllsetlsuiu
c. Reviews and updates position risk designations [ASSIGNMENT: Y P Not applicable thg osition risl?desi nations to determine if the organization meets the
organization-defined frequency]. Risk-based decision not to implement pos Lo 9 g iy ga

iscreening criteria for those individuals filling the positions.
PS-2.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the position categorization control is implemented.
PS-3.1 Examine organizational records or documents to determine if the
lorganization appropriately screens individuals requiring access to
lorganizational information and information systems prior to authorizing
X . X laccess.
Control: The organization: Satisfied
PERSONNEL - :' Sstgrme.egrs]éndmduals prior to authorizing access to the information Common, Hybrid Partially satisfied PS-3.2 Test the personnel screening process by comparing a list of
PS-3 SCREENING MOD PSS Y N Syslem-épeycific ' Not satisfied lorganizational personnel requiring access to the information system and

b. Rescreens individuals according to [ASSIGNMENT: organization-
defined conditions requiring rescreening and, where rescreening is so
indicated, the frequency of such rescreening].

Not applicable
Risk-based decision not to implement

their associated screening dates to account creation dates to determine if
the organization meets the screening criteria for those individuals.

PS-3.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel screening control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:‘cll?:i-t Security Control Priority | Security Control I.Sa:éllli:iat;e CEEEeaD Assessed Security Control Justification
Contro)ll Name Baseline Security Control and Enhancements Control e atian Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed i
not to implement)
PS-4.1 Examine organizational records or documents to determine if the
. . - P . lorganization: (i) revokes the information system accounts of terminated
goggglﬁ; Z?n%?;r:ﬁ::‘]?vslt‘gr%na‘cecrgg?/v"i?r:r?f[,&rgggnﬂléwgoymem. personnel; (i) conducts exit interviews of terminated personnel; (iii) collects|
olr anization-defined nmey eriod]; . all information system-related property (e.g., keys, identification cards,
b gT ) okes an paul - tial J with the building passes) of terminated personnel; and (iv) retains access to official
inldi\::iual' y aut Satisfied ’documents and records on organizational information systems created by
PERSONNEL o1 c. Conducts exit interviews that include a discussion of [ASSIGNMENT: (Common, Hybrid Partially satisfied terminated personnel.
PS4 organization-defined information security topics]; A Not satisfied . S .
TERMINATION MOD PS-4 - .
d. Retrieves all security-related organizational information system-related System-Specific Not applicable PS 4'.2 E>_<am|nevorgamzanonval_ljecords orvdvocum(_ems to determine if “.'?
oroperty; Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific
e. Retaiﬁs access to organizational information and information systems lactions to ensure that the personnel termination control is implemented.
formerly controlled by terminated individual, and Control Enhancements:
{Aﬁ%‘:&ﬁ,\;ﬁiﬁ%’:MaEi’\{arl:igfggf';ae}g)aﬁ:ﬂg%gfrson"el or roles] within PS-4(2) Examine organizational records or documents to determine if the
- org p : organization employs automated mechanisms to notify organization-
defined personnel or roles upon termination of an individual.
PS-5.1 Examine organizational records or documents to determine if the
lorganization: (i) reviews information systems/facilities access
. lauthorizations when personnel are reassigned or transferred to other
Control: The organization: o . ; o N N
. N . . itions within the organization; and (ji) initiates appropriate actions (e.g.,
a. Reviews and confirms ongoing operational need for current logical and post
physical access aulhurizaliu%s tg inlf)urmatiun systems/facilities V\ﬁ'\en reissuing keys, identification cards, building passes; closing old accounts
individuals are reassigned or transferred to other positions within the e and es_tah!lshlng new accounts; ar_\d changing system access
organization; Satisfied lauthorization) for personnel reassigned or transferred within the
PS5 PERSONNEL P2 b. Initiates [ASSIGNMENT: organization-defined transfer or ICommon, Hybrid, E(a];n::lgszzzsﬂed organization.
TRANSFER MOD PS-5 i ithi s ization- - ifi
:ﬁﬁesSelﬁgdhl;glll\:)cv;c‘lfr?:]fowrﬁgvIE):ﬁsSfL?’:gI\E”]T. organization-defined System-Specific Not applicable PS-5.2 Test the personnel transfer procedures of the organization by
c Mopdifies access gulhonza(iun as needed to éorrespond with any Risk-based decision not to implement icomparing the information system authorizations of current personnel to
" - > the access authorizations of transferred personnel to determine if all
changes in operational need due to reASSIGNMENT or transfer; and
d. No%ifies [AgSIGNMENT: organization-defined personnel or roles] personnel have appropriate authorizations for the information system.
within [ASSIGNMENT: organization-defined time period]. PS-5.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel transfer control is implemented.
PS-6.1 Examine organizational records or documents to determine if the
lorganization: (i) completes appropriate access agreements (e.g.,
nondisclosure agreements, acceptable use agreements, rules of behavior,
Control: The organization: conflict-of-interest agreements) for individuals requiring access to
a. Develops and documents access agreements for organizational lorganizational information and information systems before authorizing
information systems; laccess; and (ii) reviews and updates the access agreements on an
b. Reviews and updates the access agreements [ASSIGNMENT: Satisfied lorganization-defined frequency.
organization-defined frequency]; and Partially satisfied
PS6 ACCESS P3 c. Ensures that individuals requiring access to organizational information (Common, Hybrid, Not sat)\,sf\ed PS-6.2 Examine selected access agreements (e.g., nondisclosure
AGREEMENTS MOD PS-6 and information systems: ISystem-Specific lagreements, acceptable use agreements, rules of behavior, conflict-of-

1. Sign appropriate access agreements prior to being granted access;
and

2. Re-sign access agreements to maintain access to organizational
information systems when access agreements have been updated or
[ASSIGNMENT: organization-defined frequency].

Not applicable
Risk-based decision not to implement

interest agreements) for the information system to determine if the access
lagreements are: (i) signed and retained in accordance with the
documented organizational policy and procedures; and (i) reviewed and
updated by the organization on an organization-defined frequency.

PS-6.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the access agreements control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:‘cll?:i-t Security Control Priority | Security Control I.Sa:éllli:iat;e CEEEeaD Assessed Security Control Justification
Contro)ll M Emo Baseline Security Control and Enhancements ype Control e atian Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed i
not to implement)
PS-7.1 Examine organizational records or documents to determine if the
organization: (i) establishes personnel security requirements, including
security roles and responsibilities, for third-party providers (e.g., service
bureaus, contractors, and other organizations providing information system
Control: The organization: development, information technology services, outsourced applications,
a. Establishes personnel security requirements including security roles ggtr:]m]lir:nacr;dt;zcntsyergzzaﬂzge:et)c;u?;d (i) monitors thirdparty provider
and responsibilities for third-party providers; P q Y-
Sb;:g:';z IE:;%:;%S?;‘:&E;S;E?{K \év:gﬂaﬁiezrsggge\ security Salisfied PS-7,2 E)famine p(ganizalional records or docu}menls to delermine if the
THIRD-PARTY - . Documents personnel security requirements; ' \Common, Hybrid Partially satisfied organization explicitly |nc|udes_personne| security requirements in
PsT PSEERSSF:%L MOD PS-7 d. Requires third-party providers to notify [ASSIGNMENT: organization- |System-Specific mg: ?Uﬂ:gle gﬁ(gﬂl::[l;ﬁ-ge(l)%l_esdsdocumems in accordance with NIST Special
defined personnel or roles] of any personnel transfers or terminations of PP .
third-party personnel who possess organizational credentials and/or Risk-based decision not ta implement . . N .
badges, or who have information system privileges within PS-7.3 Interview selected organizational personnel with personnel security
[AS%IGNMENT' or anization-defm)éd timg eri(?d]' and responsibilities to determine if the organization monitors third-party
e. Monitors prox}idegr compliance p ' provider compliance with personnel security requirements.
PS-7.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the third-party personnel security control is
implemented.
PS-8.1 Examine organizational records or documents to determine if the
lorganization employs a formal sanctions process for personnel failing to
Control: The organization: icomply with established information security policies and procedures.
a. Employs a formal sanctions process for individuals failing to comply Satisfied
PERSONNEL Pa with established information security policies and procedures; and Common. Hybrid Partially satisfied PS-8.2 Examine organizational records or documents including signed
PS8 SANCTIONS MOD PS-8 b. Notifies [ASSIGNMENT: organization-defined personnel or roles] Syslern-S‘pe)éifiC ' Not satisfied rules of behavior to determine if the organization defines and conveys the

within [ASSIGNMENT: organization-defined time period] when a formal
lemployee sanctions process is initiated, identifying the individual
sanctioned and the reason for the sanction.

Not applicable
Risk-based decision not to implement

formal sanctions process to organizational personnel.

PS-8.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel sanctions control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

S q Last Date q r et
5 5 Priority / Security Control 5 Assessed Security Control - P Decision Justification
Cﬁﬁ:o?:lﬂml%r Securr‘llt;l"(‘:eo i Baseline Security Control and Enhancements Type %e:’:'m;{ "Gz?:‘s:t%‘n Effectiveness FlndlngsFlozzillmenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Azi?jz.:lim
Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
RA-1.1 Examine organizational records or documents to determine if risk
assessment policy and procedures: (i) exist; (i) are documented; (iii) are
Contro: The organization: Deriocially reviewsd by responsibe partics wirin the organizaton: and )
a. Develops, documents, and disseminates to [ASSIGNMENT: A e 'S
organization-defined personnel or roles]: Common are updated, when organizational review indicates updates are required.
Saisies
A o " o - Partially satisfied adequately addresses purpose, scope, roles, responsibilities, management
RISK ASSESSMENT P1 organizational entities, and co_mpllance, an_d . sys_tem/appllcatlon Not satisfied commitment, coordination among organizational entities, and compliance.
RA-1 POLICY AND MOD RA-1 2. Procedures to facilitate the implementation of the risk assessment [policy/procedures Not applicable ! ’ .
PROCEDURES i i i . i is i
EOl}'acgvirwsa;sgﬂagegéflt(h’:sgﬁrsrzwfm controls; and ﬁrirlir:j ngfr'o}hls Isa Risk-based decision not to RA-1.3 Examine the risk assessment procedures to determine if the
l. Risk assessmepnt policy [ASSIGNMENT' organization-defined Y ! implement procedures are sufficient to address all areas identified in the risk assessment
frequency]; and policy and all associated risk assessment controls.
gézzrilé?rs:ej:nmce?t procedures [ASSIGNMENT: organization- RA-1.4 Examine organizational records or documents to determine if the
a Yl organization assigns responsibility to specific parties and defines specific
actions to ensure that the risk assessment policy and procedures control is
implemented.
RA-2.1 Examine the system security plan to determine if the security
categorization of the information system: (i) exists; (ii) is consistent with
FIPS 199; (iii) includes supporting rationale consistent with NIST Special
Control: The organization: Publication 800-60; and (iv) is reviewed and approved by designated
a. Categorizes information and the information system in accordance senior-level officials within the organization.
with applicable federal laws, Executive Orders, directives, policies, Satisfied
regulations, standards, and guidance; Partially satisfied RA-2.2 Interview selected organizational personnel with risk assessment
RA2 SECURITY MoglRA-Z b. Documents the security categorization results (including ICommon, Hybrid, Not satisfied responsibilities to determine if the security categorization process is conducted
CATEGORIZATION supporting rationale) in the security plan for the information system; |System-Specific Not applicable as an organization-wide exercise with the involvement of senior-level officials
and Risk-based decision not to including, but not limited to, authorizing officials, information system owners,
c. Ensures that the security categorization decision is reviewed and implement chief information officer, senior agency information security officer, and
lapproved by the authorizing official or authorizing official designated information owners.
representative.
RA-2.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security categorization control is implemented.
Control: The organization:
ﬁ;;ﬂuﬂzsz?ﬁ;ﬁ?ﬁmﬂé(gnr:uﬁh?ﬁgﬂnagcéz‘;s“kjls'gogggggure RA-3.1 Examine organizalio_nal records or documents to determine if the
disruption, modification, or destruction of the information system and ?rgan;fallon ashse_sseds the risk and n[}agrnude oé_harm_lhal cog_lfc_i re_sult
ihe information it processes, stores, of transmits; rom the unauthorized access, use, disclosure, disruption, modification, or
b. Documents risk assessm:ent resdlts in [Selectilon' security plan: destruction of information and information systems that support its
ri.sk assessment report; [ASSIGNMENT: or anizatién-defingdp ! Satisfied operations and assets (including information and information systems
- document]]; port; $ 0rg Partially satisfied managed/operated by external parties).
RA-3 RISK ASSESSMENT MOD RA-3 c. Reviews risk assessment results [ASSIGNMENT: organization- Common, Hybrid, Not satisfied

defined frequency];

d. Disseminates risk assessment results to [ASSIGNMENT:
lorganization-defined personnel or roles]; and

le. Updates the risk assessment [ASSIGNMENT: organization-
defined frequency] or whenever there are significant changes to the
information system or environment of operation (including the
identification of new threats and vulnerabilities), or other conditions
that may impact the security state of the system.

System-Specific

Not applicable
Risk-based decision not to
implement

RA-3.2 Examine the risk assessment for the information system to determine if
the assessment is consistent with NIST Special Publications 800-30 and 800-
95.

RA-3.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the risk assessment control is implemented.
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Security Control Information

Control Assessment Information

NIST Security
Control Number

Security Control
Name

Priority /
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date
Security
Control

Assessed

Assessor
Information

Assessed Security Control
Effectiveness
(select one of the following)

Findings / Deficiencies
Found

Scoping Guidance/ Risk -Based
Decision Justification
(must be completed if Assessed Security
Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)

NIST 800-53A Assessment Steps Used

Assessment
Evidence

VULNERABILITY
SCANNING

P1
MOD RA-5 (1)(2)(5)

b. Employs vulnerability scanning tools and techniques that facilitate
interoperability among tools and automate parts of the vulnerability
Imanagement process by using standards for:

1. Enumerating platforms, software flaws, and improper
configurations;

2. Formatting checklists and test procedures; and

3. Measuring vulnerability impact;

c. Analyzes vulnerability scan reports and results from security
control assessments;

d. Remediates legitimate vulnerabilities [ASSIGNMENT:
lorganization-defined response times] in accordance with an
lorganizational assessment of risk; and

le. Shares information obtained from the vulnerability scanning
process and security control assessments with [ASSIGNMENT:
lorganization-defined personnel or roles] to help eliminate similar
\vulnerabilities in other information systems (i.e., systemic
lweaknesses or deficiencies).

Control Enhancements:

(1) The organization employs vulnerability scanning tools that
include the capability to readily update the list of information system
vulnerabilities scanned.

(2) The organization updates the information system vulnerabilities
iscanned [Selection (one or more): [ASSIGNMENT: organization-
defined frequency]; prior to a new scan; when new vulnerabilities are
identified and reported].

(3) Not Selected.

'Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SITECTTTY e SYSTETT are TUeTTeu arfa TEpoTTEy.

RA-5.2 Examine the latest vulnerability scanning results to determine if the
organization uses appropriate scanning tools and techniques to conduct the
vulnerability scans.

RA-5.3 Examine the latest vulnerability scanning results to determine if patch
and vulnerability management is handled in accordance with NIST Special
Publication 800-40 (Version 2).

RA-5.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the vulnerability scanning control is implemented.

Control Enhancements:

RA-5(1) Examine organizational records or documents to determine if the
organization uses vulnerability scanning tools that have the capability to
readily update the list of information system vulnerabilities scanned.

RA-5(2) Examine organizational records or documents to determine if: (i) the
organization defines the frequency of updates for information system
vulnerabilities scanned; and (ii) the organization updates the list of information
system vulnerabilities scanned in accordance with the organization-defined
frequency or when new vulnerabilities are identified and reported.

RA-5(5) Examine organizational records or documents to determine if: (i) the
organization defines the list of information system components to whi
tilaoad ; horizad £ loctod wl il ; si
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

. = Last Date = A . N
. . Priority / Security Control - Assessed Security Control e T i Decision Justification
C'\(lnlnst-:o?ﬁlcul:n":));r SecuertZ"(;ontrol Baseline Security Control and Enhancements Type ie;r::::)( ":}:?:Is;gn Effectiveness FlndlngsFlollJlsguenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used A:’?::::m
Allocation (verify this type) P (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
SA-1.1 Examine organizational records or documents to determine if system
and services acquisition policy and procedures: (i) exist; (i) are documented;
(iii) are disseminated to appropriate elements within the organization; (iv) are
periodically reviewed by responsible parties within the organization; and (v)
Control: The organization: are updated, when organizational review indicates updates are required.
g-r zi‘{ze;?izi’_ggﬁggfngr'sgzgedll(s)ﬁg;'el?.tes 10 [ASSIGNMENT: SA-1.1 Examine organizational records or documents to determine if system
1.?& system and servipces acquisition policy that addresses purpose, |~°™™ON and services acquisition policy and procedures: (i) exist; (ii) are documented;
scope, roles, responsibilities, management commitment, ' " Satisfied (iii) are disseminated to appropriate elements within the organization; (iv) are
SYSTEM AND coordi'nalionvamong organizétional entities, and complia}\ce' and fadditional Partially satisfied periodically reviewed by responsible parties within the organization; and (v)
SERVICES P1 5. Procedures to facilitate the implementati'on of the system ,and system/application Not saisfied are updated, when organizational review indicates updates are required.
sAt A;%?:J(:I?E,%V MOoDsA1 services acquisition policy and associated system and services pOII?y/p;'ocedLrJ][es Not applicable ine th d . . d d .
PROCEDURES acquisition controls; and are in place, this is a Risk-based decision not to SA-1.3 Examine the system and services acquisition procedures to determine
b. Reviews and ui ciates the current: hybrid control. implement if the procedures are sufficient to address all areas identified in the system and
1' System and seR/ices acquisiti - licy [ASSIGNMENT: P services acquisition policy and all associated system and services acquisition
- System : quisition policy : controls.
organization-defined frequency]; and
g-r S;:]Sitzeargoi'jg:fﬁggzseasg::f';'on procedures [ASSIGNMENT: SA-1.4 Examine organizational records or documents to determine if the
9 a Yl organization assigns responsibility to specific parties and defines specific
actions to ensure that the system and services policy and procedures control
is implemented.
- SA-2.1 Examine organizational records or documents to determine if the
Control: The organization: - f ; H -
" A N N . . . organization allocates, as part of its capital planning and investment
2' Et:ﬁr;?li?\?(s)rlagz?nagogt:;cgggi(r;zcmlﬁgseiglns/tf)?]rs}zzslgforrglaegzn Satisfied control process, the resources required to adequately protect the
o1 plyanning' Y’ P! Partially satisfied information system consistent with NIST Special Publication 800-65.
. ALLOCATION OF . T ’ Common, Hybrid, Not satisfied
" RESOURCES HoPRe b-rth:g;rf?;rﬁ%l'[lj‘g;tl:&egtitear:doralilr?f(&:)ar}‘ﬁ:tggﬁ ;e?:rfiirr\zgglfsd t:n System-Specific Not applicable SA-2.2 Examine organizational records or documents to determine if the
gf its capital plannin ani/j ‘nvestment control roceSS' and P Risk-based decision not to organization assigns responsibility to specific parties and defines specific
c Eslab’IJisheg a discg:ete line item for informat'iaon secﬁlrily in implement actions to ensure that the allocation of resources control is implemented
organizational programming and budgeting documentation.
Control: The organization: SA-3.1 Examine organizational records or documents to determine if the
a Manéges theginformatién system using [ASSIGNMENT: organization manages the information system using a system development life
o}ganization-defined system development lite cycle] that : Satisfied cycle methodology that includes information security considerations.
incorporates information security considerations; Partially satisfied . - .
SYSTEM P1 - 3 3 ) . 2 SA-3.2 Examine organizational records or documents to determine if the
sA3 DEVELOPMENT LIFE MOD SA-3 b. Defines and documents information security roles and Common, Hybrid, Not satisfied

CYCLE

responsibilities throughout the system development life cycle;

c. Identifies individuals having information security roles and
responsibilities; and

d. Integrates the organizational information security risk
management process into system development life cycle activities.

System-Specific

Not applicable
Risk-based decision not to
implement

system development life cycle is consistent with NIST Special Publication 800-
64.

SA-3.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the life cycle support control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

. = Last Date = A . N
. . Priority / Security Control - Assessed Security Control e T i Decision Justification
C'\(lnlnst-:o?ﬁlcul:n":));r SecuertZ"(;ontrol Baseline Security Control and Enhancements Type ie;r::::)( ":}:?:Is;gn Effectiveness FlndlngsFlollJlsguenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used A:’?::::m
Allocation (verify this type) P (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
a. Security functional requirements; organization's acquisition of commercial information technology products
b. Security strength requirements; is consistent with NIST Special Publication 800-23.
c. Security assurance requirements;
d. Security-related documentation requirements; ISA-4.3 Examine organizational records or documents to determine if
e. Requirements for protecting security-related documentation; references to security configuration settings and security implementation
f. Description of the information system development environment guidance in organizational acquisitions are consistent with NIST Special
and environment in which the system is intended to operate; and Publication 800-70.
g. Acceptance criteria.
SA-4.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
Control Enhancements: actions to ensure that the acquisitions control is implemented.
(1) The organization requires the developer of the information
system, system component, or information system service to provide Control Enhancements:
a description of the functional properties of the security controls to Satisfied 'SA-4(1) Examine organizational records or documents to determine if the
be employed. partiall tisfied organization requires in acquisition documents that vendors/contractors
P1 (2) The organization requires the developer of the information . artially satistie provide information describing in the functional properties of the security
ACQUISITION MOD SA-4 (1) (2)(9) : : : . ._|Common, Hybrid, Not satisfied S . 3 N "

SA-4 PROCESS 0) system, system component, or information system service to provide System-Specific Not applicable controls to be employed within the information system, information system
design and implementation information for the security controls to be Risk-based decision not to components, or information system services in sufficient detail to permit
employed that includes: [Selection (one or more): security-relevant implement analysis and testing of the controls.
external system interfaces; high-level design; low-level design; P
source code or hardware schematics; [Assignment: organization- SA-4(2) Examine organizational records or documents to determine if the
defined design/implementation information]] at [Assignment: organization requires in acquisition documents that vendors/contractors
organization-defined level of detail]. provide information describing the design and implementation details of the
(3) Not Selected. security controls to be employed within the information system, information
(4) Not Selected. system components, or information system services (including functional
(5) Not Selected. interfaces among control components) in sufficient detail to permit analysis
(6) Not Selected. and testing of the controls.

(7) Not Selected.
(8) Not Selected. SA-4(9) Examine organizational records or documents to determine if the
(9) The organization requires the developer of the information organization requires the developer of the information system, system
system, system component, or information system service to identify component, or information system service to identify early in the system
early in the system development life cycle, the functions, ports, development life cycle, the functions, ports, protocols, and services intended
protocols, and services intended for organizational use. for organizational use.
e~ mTamTTaTT ST i ;
system component, or information system service that describes:
1. Secure configuration, installation, and operation of the system,
component, or service; SA-5.1 Examine organizational records or documents to determine if the
2. Effective use and maintenance of security functions/mechanisms; organization ensures that adequate documentation for the information
system and its constituent components is available, protected when
ities regarding configuration and use of required, and distributed to authorized personnel.
administrative (i.e., privileged) functions; Obtains, protects as
required, and makes available to authorized personnel, user SA-5.2 Examine organizational records or documents to ensure that
documentation for the information system that describes: Satisfi administrator and user guides include information on: (i) configuring,
. . ; y atisfied N . ¥ A N . ;3 v .
b. Obtains user documentation for the information system, system Partially satisfied installing, and operating the information system; and (ii) effectively using
INFORMATION P2 component, or information system service that describes: Common. Hybrid Not satisfied the system’s security features.
SA5 SYSTEM MOD SA-5 1. User-accessible security functions/mechanisms and how to System-S eycific ’ Not applicable
DOCUMENTATION effectively use those security functions/mechanisms; 4 P Risk-gssed decision not to SA-5.3 Examine organizational records or documents to determine if the
2. Methods for user interaction, which enables individuals to use the implement organization assigns responsibility to specific parties and defines specific
lsystem, component, or service in a more secure manner; and actions to ensure that the information system documentation control is
3. User responsibilities in maintaining the security of the system, implemented.
component, or service;
c. Documents attempts to obtain information system, system 'SA-5.6 Examine organizational records or documents to determine if the
component, or information system service documentation when such information system documentation describes the functional properties of
documentation is either unavailable or nonexistent and the security controls employed within the system with sufficient detail to
[ASSIGNMENT: organization-defined actions] in response; permit analysis and testing of the controls.
d. Protects documentation as required, in accordance with the risk
management strategy; and
it o : RS
SA-8.1 Examine organizational records or documents to determine if the
. organization considers security design principles in the development and
Satisfied implementation of the information system consistent with NIST Special
Control: The organization applies information system security Partially satisfied Pu?)lication 800-27 4 P
a8 ENS;%:%EEJ\:G MoglsA—B engineering principles in the specification, design, development, Common, Hybrid, Not satisfied :
PRINCIPLES implementation, and modification of the information system. System-Specific Not applicable

Risk-based decision not to
implement

'SA-8.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security design principles control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

. = Last Date = A . N
. . Priority / Security Control - Assessed Security Control e T i Decision Justification
C'\(lnlnst-:o?ﬁlcul:n":));r SecuertZ"(;ontrol Baseline Security Control and Enhancements Type %e;r:rr::)( h:}:?:l?tg" Effectiveness FlndlngsFlollJlsguenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Azf’?::::m
Allocation (verify this type) P (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
SA-9.1 Examine organizational records or documents to determine if the
organization ensures that third-party providers of information system
Control: The organization: services employ adequate security controls in the information systems
a. Requires that providers of external information system services providing such services in accordance with applicable federal laws,
comply with organizational information security requirements and directives, policies, regulations, standards, guidance, and established
lemploy appropriate security controls in accordance with applicable service level agreements.
federal laws, Executive Orders, directives, policies, regulations,
standards, and guidance; ISA-9.2 Examine organizational records or documents to determine if the
b. Defines and documents government oversight and user roles and Satisfied organization regularly reviews/analyzes outsourced information system
responsibilities with regard to external information system services; partially satisfied services for indications of inappropriate or unusual activity, investigates
EXTERNAL P1 and Common, Hybrid Not sat)i,sfied suspicious activity or suspected violations, reports findings to appropriate
SA-9 INFORMATION MOD SA-9(2) c. Employs [ASSIGNMENT: organization-defined processes, Syst m»é yiﬁ ! Not licabl officials, and takes necessary actions.
SYSTEM SERVICES methods, and techniques] to monitor security control compliance by ystem-Specilic R'o kak?p Zde L -
external service providers on an ongoing basis. inlls I;ama;?t ecision notto SA-9.3 Examine organizational records or documents to determine if the
P organization assigns responsibility to specific parties and defines specific
Control Enhancements: actions to ensure that the outsourced information system services control is
(1) Not Selected. implemented.
(2) The organization requires providers of [ASSIGNMENT:
organization-defined external information system services] to identify Control Enhancements:
the functions, ports, protocols, and other services required for the SA-9(2) Examine organizational records or documents to determine if the
use of such services. organization requires providers of organization-defined external information
system services to identify the functions, ports, protocols, and other services
required for the use of such services.
Control: The organization requires the developer of the information
system, system component, or information system service to:
a. Perform configuration management during system, component, or
service [Selection (one or more): design; development;
implementation; operation]; . - L
b ocment Marage and contol h gy of hanges o L0 i ot ecends o Socinets o e 1
[ASSIGNMENT: organization-defined configuration items under partiall tisfied T fi ti t during inf i tem: -desi . -
peveioren | ey conguaton management ol e perom confauralon maregementdug lormaton syt desi
SA10 Cﬁﬁﬁfg’éﬁfg,ﬁ“ MOD SA-10 Ebmppgﬁgi%?ggn?i?;n'Zal'on approved changes to the system, System-Specific Not applicable changes to the information system during: -design; -development; -
4. Document approved changes to the system, component, or Rlsk-based decision not to |mplemer1't_at|on, and -modification; (jii) implement pnly org_amzanon-approved
y . > K implement changes; (iv) document approved changes to the information system; and (v)
service and the potential security impacts of such changes; and track security flaws and flaw resolution
e. Track security flaws and flaw resolution within the system, -
component, or service and report findings to [ASSIGNMENT:
organization-defined personnel].
SA-11.1 Examine the information system developer’s organizational records or|
Control: The organization requires the developer of the information documents to determine if the developer creates a security test and evaluation
system, system component, or information system service to: plan, implements the plan, and documents the results.
a. Create and implement a security assessment plan; Satisfied
b. Perform [Selection (one or more): unit; integration; system; Partially satisfied SA-11.2 Examine organizational records or documents to determine if the
a1 SECRI PR o P1 regression] testing/evaluation at [ASSIGNMENT: organization- Common, Hybrid, Not satisfied organization includes the developer’s security test and evaluation results in the
AND EVALUATION MOD SA-11 defined depth and coverage]; System-Specific Not applicable organization’s Plan of Action and Milestones.
c. Produce evidence of the execution of the security assessment Risk-based decision not to
plan and the results of the security testing/evaluation; implement SA-11.3 Examine organizational records or documents to determine if the
d. Implement a verifiable flaw remediation process; and organization assigns responsibility to specific parties and defines specific
e. Correct flaws identified during security testing/evaluation. actions to ensure that the developer security testing control is
implemented.
SA-13 TRUSTWORTHINESS| NOT SELECTED  [Not Selected
SA-14 CAR,'\‘TAE%:;Y NOT SELECTED  |Not Selected
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Security Control Information

Control Assessment Information

Last Date Scoping Guid | Risk -Based D
NIST Security 5 Priority / Security Control = Assessed Security o S et Justification
Control Coiter(;T':lZme Baseline Security Control and Enhancements Type %?r:lt:lg Iri\fzfr‘:\sast;gn Control Effectiveness FlndlngsFIOBzZCIenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The organization: SC-1.1 Examine organizational records or documents to determine if
¥ : . . lsystem and communications protection policy and procedures: (i)
E&gs@ﬁ&zﬁ?s;ﬂZmi'aglgg_g':ﬁs::jmzt;iﬁel or exist; (i) are documented; (iii) are disseminated to appropriate
roles]: ‘o p elements within the organization; (iv) are periodically reviewed by
. . . . responsible parties within the organization; and (v) are updated, when
1. A system and communications protection policy lorganizational review
that addlrggges purpose, scope, role;, indicates updates are required
responsibilities, management commitment, Common .
Egg{s;gﬁg‘ :22]0"9 organizational entities, and f additional Satisfied SC-1.2 Examine the system and communications protection policy to
SYSTEM AND iy - . . - Partially satisfied determine if the policy adequately addresses purpose, scope, roles,
COMMUNICATION P1 2. Procedures to facilitate the implementation of the |system/application Not sat)i/sfied responsibilities r’;ana}\/gemgm cor}:wmitmem co%rd?nation anrl)ong
sC-1 S PROTECTION MOD SC-1 system and communications protection policy and  |policy/procedures Not applicable organizational éntities and compliance. !
PFI;%IEI?EESQEDS associated system and communications protection [are in place, this is Risk-t'))gsed decision not to 9 ’ P :
go??tg\)/liz’vingnd updates the current: @ hybrid control. implement SC-1.3 Examine the system and communications protection
1' System and co?nmunications rofection olic procedures to determine if the procedures are sufficient to address all
[ASéIGNMENT' or anizalion-del?ined fre u':enc )i areas identified in the system and communications protection policy
and -org a b and all associated system and communications protection controls.
2. System and communications protection . - Lo
) S . SC-1.4 Examine organizational records or documents to determine if
?rg)cue:#cre]s [ASSIGNMENT: organization-defined the organization assigns responsibility to specific parties and defines
a vl specific actions to ensure that the system and communications
protection policy and procedures control is implemented.
SC-2.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents (including developer design
Satisfied documentation) to determine if the information system physically
X . . Partially satisfied and/or logically separates user functionality (including user interface
APPLICATION P1 Cont(ol. T.he |'nform.elt|on sy;tem separates user Common, Hybrid, Not satisfied services) from information system management functionality and how
sc2 PARTITIONING MOD SC-2 _functlongllty (including user interface S?rV'C?S) from System-Specific Not applicable the separation is implemented and enforced
information system management functionality. Risk-based decision not to .
implement SC-2.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the application partitioning control is
implemented.
SECURITY
SELECTED FOR
sc-3 FUNCTION Not Selected
ISOLATION HIGH ONLY
Satisfied
INFORMATION IN P1 Control: The information system prevents Common, Hybrid Zi?gg’szzt[;s“ed SC-4 Examine organizational records or documents to determine if
SC-4 SHARED MOD SC-4 unauthorized and unintended information transfer » Hybrid, the information system prevents unauthorized and unintended

RESOURCES

via shared system resources.

System-Specific

Not applicable
Risk-based decision not to
implement

information transfer via shared system resources.

Template Date March 6, 2014




Page 57

Security Self Assessment Template Rev. 4 Compliant Moderate 2014 March 6

Security Control Information

Control Assessment Information

Scoping Guid | Risk -Based D

. - A Last Date A o
NIST Security 5 Priority / Security Control = Assessed Security o S et Justification
Control Coiter(;T':lZme Baseline Security Control and Enhancements Type %?r:lt:lg Iri\fzfr‘:\sast;gn Control Effectiveness FlndlngsFIOBzZCIenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SC-5.1 Examine organizational records or documents (including
developer design documentation) to determine if the information
lsystem protects against or limits the effects of the organization-
Control: The information system protects against or - defined types of denial of service attacks.
limits the effects of the following types of denial of ggtrll?aflll(?dsatisfied
DENIAL OF P1 service attacks: [ASSIGNMENT: organization- Common, Hybrid Not sat)ilsfied SC-5.2 Examine organizational records or documents to determine if
0| weoreeron | "% arence to source forsuch miormaton by [SYStem-Spectc Not applicable _ Ciiect of rgantzation-defed ypes of dunil o service AtACKS.
employing [ASSIGNMENT: organization-defined Risk-based decision not to )
ploying -org implement . P A
security safeguards]. SC-5.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the denial of service protection control
is implemented.
RESOURCE
SC-6 AVAILABILITY | NOTSELECTED |Not Selected
b. Tmplements subnetworks for publicly accessible the organization assigns responsibility to specific parties and defines
system components that are [Selection: physically; specific actions to ensure that the boundary protection control is
Iogicallz] sepgrated from internal organizational implemented.
networks; an
c. Connects to external networks or information SC-7.5 Interview selected organizational personnel with system and
isystems only through managed interfaces communications protection responsibilities and examine
consisting of boundary protection devices arranged lorganizational records or documents to determine if: (i) the
in accordance with organizational security organization physically allocates publicly accessible information
architecture. system components (e.g., public web servers) to separate
subnetworks with separate, physical network interfaces; and (ii) the
organization prevents public access into the organization’s internal
Control Enhancements: networks except as appropriately mediated.
(1) Not Selected.
(2) Not Selected. Control Enhancements:
e organization limits the number of external - xamine organizational records or documents to determine i
3) Th tion limits th ber of external SC-7(3) E tional ds or d ts to det f
network connections to the information system. Satisfied the organization limits the number of access points to the information
o1 (4) Thtle organization: A intertace f " Partially satisfied syskl)em tg allow for_mo_re comzrehensivke mfcf)_nitoring of inbound and
. BOUNDARY MOD SC.7(3) (4) :?:gﬁaelTjgtt:So?nr?jgiig‘;or:n;rveilg: for eacl lCommon, Hybrid, Not satisfied loutbound communications and network traffic.
PROTECTION ®) @ " . . ! System-Specific Not applicable i izati ine i
b. Establishes a traffic flow policy for each managed Risk-based decision not to SC-7(4) Examine organizational records or documents to determine if
interface; implement (i) the organization defines the frequency for reviewing exceptions to
c. Protects the confidentiality and integrity of the traffic flow policy; (i) the organization implements a managed
information being transmitted across each interface; interface for each external telecommunication service; (iii) the
d. Documents each exception to the traffic flow lorganization establishes a traffic flow policy for each managed
policy with a supporting mission/business need and interface; (iv) the organization employs security controls as needed to
duration of that need; protect the confidentiality and integrity of the information being
e. Reviews exceptions to the traffic flow policy transmitted; (v) the organization documents each exception to the
[ASSIGNMENT: organization-defined frequency]; traffic flow policy with a supporting mission/business need and
and removes exceptions that are no longer duration of that need; (vi) the organization reviews exceptions to the
supported by an explicit mission/business need. traffic flow policy in accordance with the organization-defined
(5) The information system at managed interfaces frequency; and (vii) the organization removes traffic flow policy
degieﬁ network cmkﬂmunicati_ons_ traffic k#/ dgfaull e)fce_pti(;kr;s I_hat are nodlonger supported by an explicit
and allows network communications traffic by mission/business need.
exception (i.e., deny all, permit by exception).
(6) HIGH Only. SC-7(5) Examine organizational records or documents to determine if
(7) The information system, in conjunction with a (i) the information system, at managed interfaces, denies network
remate device prevents the device from traffic.hy. defa nd-(ip) infoumation.system.atmanaged -
[documentation) to determine if the information system protects the
integrity of transmitted information and how the integrity protections
are implemented (i.e., mechanisms, tools, techniques, and
Control: The information system protects the technologies).
integrity of transmitted information. Satisfied
Control Enhancements: Partially satisfied SC-8.2 Examine organizational records or documents to determine if
TRANSMISSION P1 (1) The organization employs cryptogr_aphlc ) Common, Hybrid, Not satisfied the organization assigns responsmllny to spgmflc parties anq defines
sc-8 MOD SC-8 (1)  |[mechanisms to recognize changes to information ispecific actions to ensure that transmission integrity control is

INTEGRITY

during transmission unless otherwise protected by
alternative physical measures.

System-Specific

Not applicable
Risk-based decision not to
implement

implemented.

Control Enhancements:

SC-8(1) Examine the information system documentation or test the
information system to determine if the organization employs
cryptographic mechanisms to recognize changes to information
during transmission unless otherwise protected by alternative physical
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Security Control Information

Control Assessment Information

NIST Security
Control
Number

Security
Control Name

Priority /
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date
Security
Control

Assessed

Assessor
Information

Assessed Security
Control Effectiveness
(select one of the following)

Findings / Deficiencies
Found

Scoping Guid | Risk -Based D

Justification
(must be completed if Assessed Security
Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

NIST 800-53A Assessment Steps Used

Assessment Evidence

SC-10

NETWORK
DISCONNECT

P2
MOD SC-10

Control: The information system terminates the
network connection associated with a
communications session at the end of the session
or after [ASSIGNMENT: organization-defined time
period] of inactivity.

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SC-10.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents (including developer design
documentation) to determine if the information system terminates a
network connection at the end of a session or after an organization-
defined time period of inactivity and how the connection is terminated.

SC-10.2 Test the network disconnection capability for the information
isystem by leaving an open session for a specified amount of time to
determine if the system terminates the network connection as
expected.

SC-10.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the network disconnect control is
implemented.

SC-11

TRUSTED PATH

NOT SELECTED

Not Selected

SC-12

CRYPTOGRAPHIC
KEY
ESTABLISHMENT
AND

MANAGEMENT

P1
MOD SC-12

Control: The organization establishes and manages
cryptographic keys for required cryptography
lemployed within the information system in
accordance with [ASSIGNMENT: organization-
defined requirements for key generation,
distribution, storage, access, and destruction].

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SC-12.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents (including developer design
documentation) to determine if the information system employs
automated mechanisms with supporting procedures or manual
procedures for cryptographic key

establishment and management and how the mechanisms and
procedures are implemented.

SC-12.2 Test the information system cryptographic key establishment
and management by using the automated mechanisms to walk a test
key through all the phases of its lifecycle from generation to
revocation.

SC-12.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the cryptographic key establishment
and management control is implemented.

Control Enhancements:

SC-12(1) Examine organizational records or documents to determine
if the organization maintains availability of information in the event of
the loss of cryptographic keys by users.

SC-13

CRYPTOGRAPHIC
PROTECTION

P1
MOD SC-13

Control: The information system implements
[ASSIGNMENT: organization-defined cryptographic
uses and type of cryptography required for each
use] in accordance with applicable federal laws,
Executive Orders, directives, policies, regulations,
and standards.

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SC-13.1 Examine organizational records or documents (including
developer design documentation) to determine if the employed
cryptography complies with applicable federal laws, directives,
policies, regulations, standards, and guidance, including FIPS 140-2
which requires the system to perform all cryptographic operations
(including key generation) using FIPS 140-2 validated cryptographic
modules operating in approved modes of operation.

SC-13.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the use of validated cryptography
control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guid | Risk -Based D

. - A Last Date A o
NIST Security 5 Priority / Security Control = Assessed Security o S et Justification
Control Coiter(;T':lZme Baseline Security Control and Enhancements Type %?r:lt:lg Iri\fzfr‘:\sast;gn Control Effectiveness FlndlngsFIOBzZCIenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SC-15.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents (including developer design
documentation) to determine if the information system prohibits
remote activation of collaborative computing mechanisms (e.g., video
Control: The information system: Satisfied and audio conferencing) and provides an explicit indication of use to
a. Prohibits remote activation of collaborative Partially satisfied the local users (e.g., use of camera or microphone) and how remote
COLLABORATIVE P1 c:éngtghh]%ﬂgi‘\{}ces with the fol(ljovf\(ingdexceptigns: Common, Hybrid Not sat)ilsfied activation of collaborative computing is prohibited.
sC-15 COMPUTING MOD SC-15 : organization-defined exceptions v .
DEVICES \[Nhere remote aclivgation is to be allowed); apnd System-Specific Not applicable SC-15.2 Test the information system by attempting to remotely control
b. Provides an explicit indication of use 16 users ,R'Sk'baSEd degision nat to video or audio capabilities to determine if remote activation of
s N implement . . N y N
physically present at the devices. collaborative computing mechanisms is restricted.
SC-15.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the collaborative computing control is
implemented.
TRANSMISSION
SC-16 OF SECURITY | NOT SELECTED |Not Selected
ATTRIBUTES
SC-17.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents to determine if the organization
Common Satisfied develops and implements a certificate policy and certification practice
Control: The organization issues public key Partially satisfied statement for the issuance of public key certificates used in the
scar |NFPRL;\BSLTIESCE¥UR MODPéC 17 [|certificates under an [ASSIGNMENT: organization- |Provided by VDC, if Not satisfied information system and how the policy is implemented in the
E CERTIFICATES defined certificate policy] or obtains public key applicable Not applicable information system.
certificates from an approved service provider. Risk-based decision not to
implement SC-17.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the public key infrastructure certificates
control is implemented.
SC-18.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents to determine if the organization:
(i) establishes usage restrictions and implementation guidance for
X R mobile code technologies based on the potential to cause damage to
goggzlt;h:cg;gpatggztf:d unacceptable mobile o the information system if usc_ed maliciogsl_y; (ii) qocuments, monitors,
clode and mobile code technologies; Satlsfled » and c_gntrols _the use of_ mo_blle coc!e_wnhln the information system;_
o2 b. Establishes usage restrictions anﬁ ) Pamall)_/ s_ausfled and (iii) requires organizational officials to approve the use of mobile
Sc-18 MOBILE CODE MOD SC-18 implementation guidance for acceptable mobile (Common, Hybrid, Not satisfied code.

code and mobile code technologies; and
c. Authorizes, monitors, and controls the use of
mobile code within the information system.

System-Specific

Not applicable
Risk-based decision not to
implement

SC-18.2 Test the information system by attempting to run mobile code
in an application where it is specifically prohibited to determine if the
organization implements mobile code usage restrictions.

SC-18.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the mobile code control is
implemented.
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Scoping Guid | Risk -Based D

. - A Last Date A o
NIST Security 5 Priority / Security Control = Assessed Security o S et Justification
Control Coiter(;T':lZme Baseline Security Control and Enhancements Type %?r:lt:lg Iri\fzfr‘:\sast;gn Control Effectiveness FlndlngsFIOBzZCIenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SC-19.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents to determine if the organization:
(i) establishes usage restrictions and implementation guidance for
\VoIP technologies based on the potential to cause damage to the
X R information system if used
Control: The organization: Common e maliciously; (ii) documents, monitors, and controls the use of VolP
a. Establishes usage restrictions and Satisfied A 4 ; ' A e .
N - > " > e within the information system; and (iii) requires organizational officials
implementation guidance for Voice over Internet This control is most Partially satisfied o anprove the use of VoIP.
sc1o VOICE OVER MODPéC 1 [Protocol (VoIP) technologies based on the potential |; Not satisfied pp '
: - to cause damage to the information system if used |ke|¥ Not Not applicable . .
PROTOCOL < Amag 4 /Applicable. ot app . SC-19.2 Test the VoIP capability by attempting to spoof or mask a
maliciously; and Otherwise Risk-based decision not to caller's identit
b. Authprizes, monitors,_and controls the use of Common ' implement Y-
VoIP within the information system. SC-19.3 Test the VolIP capability by attempting to generate enough
network volume to create a denial of service attack.
SC-19.4 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the VolP control is implemented.
SC-20.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents (including developer design
documentation) to determine if the information system (i.e.,
authoritative domain name servers) that provides the name lookup
Control: The information system: service for accessing organizational information resources to entities
a. Provides additional data origin and integrity across the Internet provides artifacts for data origin authentication and
artifacts along with the authoritative name resolution Common Satisfied data integrity to enable users to obtain message authentication and
SECURE NAME / data the system returns in response to external partiall isfied message integrity assurances for the information received during
ADDRESS name/address resolution queries; and ) y satisfie network-based transactions and how the information system provides
RESOLUTION Pl . queries, ) Provided by VDC Not satisfied ! S8 d e ation Sy: p
SC-20 SERVICE MOD sc-20  |b. Provides the means to indicate the security and/or EDUCATE Not applicable artifacts for data origin authentication and data integrity.
(AUTHORITATIVE status of child zones and (if the child supports Risk-based decision not to
SOURCE) secure resolution services) to enable verification of implement SC-20.2 Test the information system by attempting to launch known
a chain of trust among parent and child domains, P attacks against the domain name servers.
\when operating as part of a distributed, hierarchical
namespace. SC-20.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the secure name lookup service
(authoritative source) control is implemented.
SE%E%SQQ"E’ Control: The information system requests and Igia?ef:ﬁ;satisfied SC-21 Examine the information system documentation or test the
RESOLUTION b1 performs data origin authentication and data Common, Hybrid Not satisfied information system to determine if the information system performs
SC-21 SERVICE MoD Sc.21  |integrity verification on the name/address resolution S stem-é ecific ! Not applicable data origin authentication and data integrity verification on the
(RESKCRSKE OR responses the system receives from authoritative Y P Risk-ggsed decision not to name/address resolution responses the system receives from
RESOLVER) lsources. implement authoritative sources when requested by client systems.
ARCHITECTURE Common Satisfied SC-22 Examine the information system documentation or test the
AND Control: The information systems that collectively Partially satisfied information system to determine if: (i) the information systems that
sc.o2 PROVISIONING MoD Sc.22  |Provide name/address resolution service for an Provided by VDC Not satisfied collectively provide name/address resolution service for an

NAME/ADDRESS
RESOLUTION
SERVICE

organization are fault-tolerant and implement
internal/external role separation..

and/or EDUCATE

Not applicable
Risk-based decision not to
implement

organization are fault tolerant; and (ii) the information systems that
collectively provide name/address resolution service for an
lorganization implement internal/external role separation.
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Security Control Information Control Assessment Information
Last Date Scoping Guid | Risk -Based D
NIST Security a Priority / Security Control 5 Assessed Security —— 99 A Justification
Control Coiz'(;lll':lt:me Baseline Security Control and Enhancements Type i?r::lg Iri\fzfr‘:\sast;gn Control Effectiveness FlndlngsFIOBzZCIenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
(Common g:ﬂ?;ﬁ; satisfied
P1 X . N ! o SC-23 Test the information system configuration to determine if the
SESSION Control: The information system protects the . Not satisfied N N . ) L
sc-23 MOD SC-23 L A - "
AUTHENTICITY authenticity of communications sessions. Provided by VDC Not applicable gzmﬁgiocr;;g:t:;g%\gges mechanisms to protect the authenticity of
Risk-based decision not to )
implement
FAIL INKNOWN | SELECTED FOR
SC-24 STATE HiGHonLy  |Not Selected
SC-25 THIN NODES NOT SELECTED [Not Selected
SC-26 HONEYPOTS | NOT SELECTED |Not Selected
PLATFORM-
sc-27 INDEPENDENT | NOT SELECTED |Not Selected
APPLICATIONS
Satisfied
Control: The information system protects the Partially satisfied SC-28 Examine organizational records or documents to determine if
sc-28 Img;ﬁﬂ%‘;&ﬁ MODPécrzs [Selection (one or more): confidentiality; integrity] of [Common, Hybrid, Not satisfied the information system protects the confidentiality and integrity of
[ASSIGNMENT: organization-defined information at [System-Specific Not applicable information at rest.
rest]. Risk-based decision not to
implement
SC-29 HETEROGENEITY | NOT SELECTED |Not Selected
CONCEALMENT
SC-30 AND NOT SELECTED [Not Selected
DISDIRECTION
COVERT
SC-31 CHANNEL NOT SELECTED [Not Selected
ANALYSIS
INFORMATION
SC-32 SYSTEM NOT SELECTED [Not Selected
PARTITIONING
NON-MODIFIABLE
SC-34 EXECUTABLE | NOT SELECTED |Not Selected
PROGRAMS
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Control Assessment Information

NIST

Scoping Guidance/ Risk -Based Decision

" - Priority / Security Control a Assessed Security Control Justification
sc?r:’{r';{ Secur';t:":::ntrol Baseline Security Control and Enhancements Type L;;;?;‘Z:: : s" sr:etg I:fz:;?;::n Effectiveness Findings / Deficiencies Found (mus( be completed if Assessed Secumy Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) (select one of the following) Effe is Not A k-based decision
not to |mplemem)
SI-1.1 Examine organizational records or documents to determine if
system and in rmation mtegnty policy and procedures: (i) exist; (ii) are
to appropriate within the
(Control: The organization: 1; (iv) are reviewed by parties within the
a Devélops documents, .and disseminates to [ASSIGNMENT: urganlza(lon and (v) are updated, when organizational review indicates
lorganization-defined personnel or roles]: Common updates are required.
;Cé :ysrgelg; alrld Il)r:formatlon |r:;egr|(y policy that addressecso;;\:l;ﬁ?;%n ISI-1.2 Examine the system and information integrity policy to determine if
amopn organizational entities, and compliance; and b If additional Satisfied the policy adequately addresses purpose, scope, roles, responsibilities,
\ﬁgﬁ;ﬁ?ﬂ% - 5. ngcedﬂres to facilitate the mplemen?auon of the system and system/application Partially satisfied Imanagement commitment, coordination among organizational entities, and
sk INTEGRITY POLICY MOD SI-1 information integrity policy and associated system and information policy/procedures Not satisfied compliance.
AND PROCEDURES integrity controls; and are in place, this is a Not applicable
b. Reviews and \'deales the current: hybrid control. Risk-based decision not to implement SI-1.3 Examine the system and information integrity procedures to
. . . . determine if the procedures are sufficient to address all areas identified in
é'e'sixesae'r?ezzglﬂﬁrgsson integrity policy [ASSIGNMENT: organization the system and information integrity policy and all associated system and
2. System and information integrity procedures [ASSIGNMENT: nformation integrity controls.
organization-defined frequency]. SI 1.4 Examlne organlzallunal records or documents to determine if the
1 assigns re to specific parties and defines specific
acllons to ensure that the system and information integrity policy and
procedures control is implemented.
SI-2.1 Interview selected organizational personnel with system and
information integrity responsibilities to determine if the organization
identifies recently announced software flaws and potential vulnerabilities
resulting from those flaws that may affect the information system.
SI-2.2 Examine organizational records or documents to determine if the
lorganization installs newly released security patches, service packs, and
lhot fixes on the information system in a reasonable timeframe in
(Control: The organization: laccordance with organizational policy and procedures.
a. Identifies, reports, and corrects information system flaws; -~
b. Tests software and firmware updates related to flaw remediation for ilfczr.izlart}fr:vi:wetggsr;?fetzgoﬂgiiﬂi‘;zgolga(;eﬁzﬁnoi:zﬁ; m;hosr};ztr?irznazgg
iﬁﬁ‘cs(gﬁ;‘?;&"if 5:‘[:::;' :(l)dnew(:‘frf:c; dbz:lr;r:/;r:z[i"?j“a[(’gs within laddresses flaws discovered during security assessments, continuous
. .y » P imonitoring, or incident response activities in an expeditious manner in
[ASSIGNMENT: organization-defined time period] of the release of the Satisfied
) laccordance with organizational policy and procedures.
1 updates; and Common, Hybrid Partially satisfied
si-2 FLAW REMEDIATION MOD Si-2 (2) d. Incorporates flaw remediation into the organizational configuration System-Specific Not satisfied S1-2.4 Examine organizational records or documents to determine if the

management process.

IControl Enhancements:

(1) HIGH ONLY.

(2) The organization employs automated mechanisms [ASSIGNMENT:
lorganization-defined frequency] to determine the state of information
isystem components with regard to flaw remediation.

Not applicable
Risk-based decision not to implement

lorganization tests information system patches, service packs, and hot fixes|
[for effectiveness and potential side effects before installation.

SI-2.5 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
lactions to ensure that the flaw remediation control is implemented.

Control Enhancements:

S1-2(2) Examine ¢ al records or to determine if (i) the
organization defines the frequency of employing automated mechanisms
lto determine the state of information system components with regard to
flaw remediation; and (ii) the organization employs automated mechanisms
in accordance with the organization-defined frequency to determine the
state of information system components with regard to flaw remediation.
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Security Control Information

Control Assessment Information

NIST

Scoping Guidance/ Risk -Based Decision

" - Priority / Security Control a Assessed Security Control Justification
sc?r:’{r';{ Secur';t:":::ntrol Baseline Security Control and Enhancements _Type Lca:r:t?(:‘eAsS::susr::g Ir:\f(s):;sai?orn Effectiveness . Findings / Deficiencies Found (must be cc_'mpleted if _Assessed _Security Contr_ol_ NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) (select one of the following) Effe is Not A l r Risk-based decision
not to implement) o
mplo) malicious cods atcritical
information system entry and exit points (e.qg., firewalls, electronic mail
servers, remote-access servers) and at workstations, servers, or mobile
icomputing devices on the network to detect and eradicate malicious code
(e.g., viruses, worms, Trojan horses).
SI-3.2 Interview selected organizational personnel with system and
IControl: The organization: information integrity responsibilities and examine malicious code protection
2. Employs malicious code protection mechanisms at information system mechanisms to determine if the mechanisms detect and eradicate
lentry and exit points to detect and eradicate malicious code; malicious code transported: (i) by electronic mail, electronic mail
b. Updates malicious code protection mechanisms whenever new attachments, Internet access, removable media (e.g., diskettes, or
releases are available in accordance with organizational configuration icompact discs), or other common means; or (ii) by exploiting information
management policy and procedures; isystem vulnerabilities.
lc. Configures malicious code protection mechanisms to:
1. Perform periodic scans of the information system [ASSIGNMENT: SI-3.3 Interview selected organizational personnel with system and
lorganization-defined frequency] and real-time scans of files from external information integrity responsibilities to determine if the organization
sources at [Selection (one or more); endpoint; network entry/exit points] Satisfied lemploys malicious code protection mechanisms for applications that may
las the files are downloaded, opened, or executed in accordance with Partially satisfied transfer malicious code (e.qg., file transfer software, instant messaging
si3 MALICIOUS CODE P1 organizati_onal security policy; and . . X Common, Hyl_)rid, Not satisfied software).
PROTECTION MOD SI-3(1)(2)  |2. [Selection (one or more): block malicious code; quarantine malicious  |System-Specific Not applicable
code; send alert to administrator; [ASSIGNMENT: organization-defined R\sk—gssed decision not to implement SI-3.4 Interview selected organizational personnel with system and
laction]] in response to malicious code detection; and P information integrity responsibilities and examine organizational records or
d. Addresses the receipt of false positives during malicious code documents to determine if the organization updates malicious code
detection and eradication and the resulting potential impact on the protection mechanisms whenever new releases are available in
availability of the information system. laccordance with organizational policy and procedures.
IControl Enhancements: SI-3.5 Examine organizational records or documents to determine if the
(1) The organization centrally manages malicious code protection lorganization assigns responsibility to specific parties and defines specific
mechanisms. lactions to ensure that the malicious code protection control is
(2) The information system automatically updates malicious code implemented.
protection mechanisms.
IControl Enhancements:
SI-3(1) Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
[documents to determine if the organization centrally manages malicious
icode protection mechanisms employed in organizational information
systems.
@ Monitors the mformation system to detect.
1. Attacks and indicators of potential attacks in accordance with
[ASSIGNMENT: organization-defined monitoring objectives]; and
2. Unauthorized local, network, and remote connections;
b. Identifies unauthorized use of the information system through
[ASSIGNMENT: organization-defined techniques and methods];
c. Deploys monitoring devices: (i) strategically within the information
system to collect organization-determined essential information; and (ii)
at ad hoc locations within the system to track specific types of SI-4.1 Interview selected organizational personnel with system and
transactions of interest to the organization; information integrity responsibilities and examine organizational records or
d. Protects information obtained from intrusion-monitoring tools from ’documents to determine if the organization employs information system
unauthorized access, modification, and deletion; imonitoring tools and techniques to include intrusion detection systems,
e. Heightens the level of information system monitoring activity whenever imalicious code protection software, log monitoring software, and network
there is an indication of increased risk to organizational operations and forensic analysis tools.
assets, individuals, other organizations, or the Nation based on law
enforcement information, intelligence information, or other credible SI-4.2 Examine intrusion detection tools for the information system to
sources of information; Satisfied determine if the tools are configured and updated to detect vulnerabilities,
INFORMATION b1 f. Qb_lgln; legal opinion W|;h rega(d to information system monitoring Common, Hybrid, Partially ;alisfied chapges to 1hg network, both known and unknown attack signatures, and
Sl-4 MOSI\YEBERAIANG MOD Si-4 (2) (4) (5) activities in accordance with applicable federal laws, Executive Orders, System-Specific Not satisfied traffic anomalies.

directives, policies, or regulations; and

g. Provides [ASSIGNMENT: organization-defined information system
monitoring information] to [ASSIGNMENT: organization-defined
personnel or roles] [Selection (one or more): as needed; [ASSIGNMENT:
organization-defined frequency]].

Control Enhancements:

(1) Not Selected.

(2) The organization employs automated tools to support near real-time
analysis of events.

(3) Not Selected.

(4) The information system monitors inbound and outbound
communications traffic [ASSIGNMENT: organization-defined frequency]
for unusual or unauthorized activities or conditions.

(5) The information system alerts [ASSIGNMENT: organization-defined
personnel or roles] when the following indications of compromise or
natential compromise accur: [ASSIGNMENT: ¢ ion-defined

Not applicable
Risk-based decision not to implement

SI-4.3 Interview selected organizational personnel with system and
information integrity responsibilities to determine if the organization is
appropriately staffed and operational to monitor the information system in
laccordance with organizational policy and procedures.

SI-4.4 Examine organizational records or documents to determine if the
ization assigns ibility to specific parties and defines specific

lactions to ensure that the information system monitoring tools and
techniques control is implemented.

Template Date March 6, 2014



Page 64

Security Self Assessment Template Rev. 4 Compliant Moderate 2014 March 6

Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST . 5 a " -
" - Priority / Security Control a Assessed Security Control Justification
sc?r:’{r';{ Secur';t:":::ntrol Baseline Security Control and Enhancements _Type Lcaosr:t?:ltiss::susr:g Ir:\f(s):;sai?orn Effectiveness . Findings / Deficiencies Found (mus( be completed if Assessed Secumy Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) (select one of the following) Effe is Not A k-based decision
not to |mplemem)
SI-5.1 Examine organizational records or documents (including any logs
documenting alerts/advisories) to determine if the organization: (i) receives
information system security alerts and advisories; (i)
disseminates the alerts and advisories to appropriate personnel; (jii) takes
IControl: The organization: lappropriate actions in response; and (iv) documents the results including
a. Receives information system security alerts, advisories, and directives the date and time of each action taken.
from [ASSIGNMENT: organization-defined external organizations] on an
longoing basis; SI-5.2 Interview selected organizational personnel with system and
b. b. Generates internal security alerts, advisories, and directives as Satisfied information integrity responsibilities to determine if the organization
SECURITY ALERTS, P1 deemed necessary; Common, Hybrid, Partially satisfied provides the capability to immediately react and respond to new security
SI5 AADVISORIES AND MOD SI-5 c. c. Disseminates security alerts, advisories, and directives to: [Selection S, stem—é ecific ' Not satisfied jalerts and advisories.
DIRECTIVES (one or more): [ASSIGNMENT: organization-defined personnel or roles]; |~ P! Not applicable
[ASSIGNMENT: organization-defined elements within the organization]; Risk-based decision not to implement ISI-5.3 Examine organizational records or documents to determine if the
[ASSIGNMENT: organization-defined external organizations]]; and lorganization assigns responsibility to specific parties and defines specific
d. d. Implements security directives in accordance with established time lactions to ensure that the security alerts and advisories control is
frames, or notifies the issuing organization of the degree of implemented.
noncompliance.
Control Enhancements:
SI-5(1) Examine organizational records or documents to determine if the
lorganization employs automated mechanisms to make security alert and
ladvisory information available throughout the organization.
Sk6 sEc\;JERR\ITFVI&JTr\‘Jg;\oN sELEcTEELrvoR HIGH[\ ot Selected
IControl: The organization employs integrity verification tools to detect SI-7 Examine or L
. ) o N - ‘ganizational records or documents to determine if the
ﬁ?rﬁwgroerv'?&ﬁ:z}?g’;ig]{ésgGNMENT' organization-defined software, !mormat!on system detects unauthorized changes to software and
information.
IControl Enhancements:
Control Enhancements:
&)Sgl‘é,I\?,\f,fém?tvlg?g?j;ZTO%?SSLr::dagomagrg(yﬁfr:ﬁ:rg and SI-7(1) Examine organizational records or documents to determine if: (i)
0 . o | . Satisfied the organization defines the frequency of integrity scans to be performed
SOFTWARE information] [Selection (one or more): at startup; at [ASSIGNMENT: Common, Hybrid, Partially satisfied on the information system; and (ii) the organization reassesses the
FIRMWARE AND P1 lorganization-defined transitional states or security-relevant events]; g ' y
Si7 INFORMATION MOD SI7(1)(7)  [[ASSIGNMENT: or tion-defined f System-Specific Not sat\sﬂed !ntegnty»of software»and information by performing integrity scans of the
: organization-defined frequency]].
INTEGRITY (2) Not Selected. Not applicable information system in accordance with the organization-defined frequency.
(3) Not Selected, Risk-based decision not to implement . o
(4) Not Selecled. SI-7(7) Examine organizational records or documents to determine if the
(5) Not Selecled. lorganization incorporates the detection of unauthorized organization-
. defmsd security- relevant changes to the information system into the
(6) Not Selected. 1al incident response capability.
(7) The organization incorporates the detection of unauthorized
[ASSIGNMENT: organization-defined security-relevant changes to the
information system] into the organizational incident response capability.
SI 8.1 Examine organizational records or documents to determine if the
1 employs spam protection mechanisms at critical information
syslem entry points (e.g., firewalls, electronic mail servers, remote-access
servers) and at workstations, servers, or mobile computing devices on the
inetwork.
SI-8.2 Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization employs spam protection
IControl: The organization: imechanisms to detect and take appropriate action on unsolicited
a. Employs spam protection mechanisms at information system entry and imessages transported by electronic mail.
lexit points to detect and take action on unsolicited messages; and
b. Updates spam protection mechamsms when new releases are Common Satisfied SI-8.3 Interview selected organizational personnel with system and
1 available in accordance with of ional configuration mar Partially satisfied information integrity responsibilities and examine organizational records or
sI-8 SPAM PROTECTION MOD SI-8 policy and procedures. Provided by VDC Not satisfied

IControl Enhancements:

(1) The organization centrally manages spam protection mechanisms.
(2) The ir N system autc updates spam p
mechanisms.

Not applicable
Risk-based decision not to implement

documents to determine if the organization updates spam protection
mechanlsms whenever new releases are available in accordance with

1al policy and pi

S1-8.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
lactions to ensure that the spam protection control is implemented.

Control Enhancements:
SI 8(1) Examine organizational records or documents to determme if the

ion centrally spam

S1-8(2) Examine the information system configuration settings to determine
if the information system automatically updates spam protection
imechanisms (including signature definitions).
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Control Assessment Information

NIST
Security
Control
Number

Security Control
Name

Priority /
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date Security
Control Assessed

Assessor
Information

Assessed Security Control
Effectiveness
(select one of the following)

Findings / Deficiencies Found

Scoping Guidance/ Risk -Based Decision
Justification

Ei is Not Aj

(must be completed if Assessed Security Control
ffe i r Risk-based decision
not to implement)

NIST 800-53A Assessment Steps Used

Assessment Evidence

Si10

INFORMATION INPUT)|
VALIDATION

P1
MOD SI-10

IControl: The information system checks the validity of [ASSIGNMENT:
lorganization-defined information inputs].

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

SI-10.1 Examine the information system to determine if the system checks
information inputs for accuracy, completeness, and validity of information
as close to the point of origin as possible.

SI-10.2 Examine the information system to determine if the system

lemploys rules for checking the valid syntax of information system inputs
(e.g., set, length, ical range, values) to ensure
that inputs match specified definitions for format and content.

S1-10.3 Examine the information system to determine if the system
prescreens inputs passed to interpreters to ensure the content is not
unir i as commands.

SI-10.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
lactions to ensure that the information accuracy, completeness, validity,
land authenticity control is implemented.

Sk11

ERROR HANDLING

P2
MOD SI-11

(Control: The information system:

a. Generates error messages that provide information necessary for
corrective actions without revealing information that could be exploited by
adversaries; and

b. Reveals error messages only to [ASSIGNMENT: organization-defined
personnel or roles].

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

SI-11.1 Examine the information system to determine if the system
identifies and handles error conditions in an expeditious manner.

SI-11.2 Examine the information system to determine if the system
provides timely error messages that contain useful information to users
\without revealing information that could be exploited by adversaries.

SI-11.3 Examine the information system to determine if the system
provides error messages only to authorized personnel (e.g., system
ladministrators, maintenance personnel).

SI-11.4 Examine the information system to determine if the system lists
sensitive information (e.g., account numbers, social security numbers, and
credit card numbers) in error logs or i ini; i

ISI-11.5 Interview selected organizational personnel with system and
information integrity responsibilities to determine if the information system
provides the capability to identify and handle error conditions in
icompliance with c 1al policy and pi 3

SI-11.6 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the error handling control is implemented.

si-12

INFORMATION
OUTPUT HANDLING
AND RETENTION

P2
MOD SI-12

IControl: The organization handles and retains information within the
information system and information output from the system in
laccordance with applicable federal laws, Executive Orders, directives,
policies, regulations, standards, and operational requirements.

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

ISI-12.1 Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization retains output from the
information system in accordance with organizational policy and
loperational requirements/procedures.

SI-12.2 Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization handles output from the
information system in accordance with: (i) labeled or marked instructions
on information system output (including paper and digital media) that
includes, but not limited to, special instructions for dissemination,
distribution, transport, or storage of information system output; and (ii)

1al policy and requirements/procedures.

SI-12.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
lactions to ensure that the information output handling and retention control
lis implemented.

Si13

PREDICTABLE
FAILURE
PREVENTION

NOT SELECTED

Not Selected
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Control Assessment Information

Scoping Guidance/

- Security Last Date Assessed - i o "
" a Priority | 5 5 Risk -Based Decision Justification
Security Security Control I o Control Security Assessor Security Control o T A fhorers] p 2 NIST 800-53A q
Control NG ABuaoscea::lﬂen Security Control and Enhancements Type Control [ Effectiveness Findings / Deficiencies Found (mL_lst be coi?,;\)‘\oe‘ted |flAssL?ss;dBS?c:my :‘i:%r;gicslion Assessment Steps Used Assessment Evidence
Number (verify this type) Assessed (select one of the following) not to implement)
[The organization:
a. Documents and implements a privacy risk management process that
lassesses privacy risk to individuals resulting from the collection, sharing, Satisfied
IAR-2 :EB/QEYK\MPACT No pvﬂw:}yansnéﬁ:‘r::mn/ IS"‘;);EQAI:L:"(SSI‘;";%HUSQ and disposal of personally identifiable gybrid i Egz\glty‘/szzldlshed ﬁR-Zb,l ExaminT organléational reé:ovds or documents to determine if a PIA’
IASSESSMENT b. Conducts Privacy Impact Assessments (PIAs) for information ystem-specific Not applicable as been completed and approve
Isystems, programs, or other activities that pose a privacy risk in Risk-based decision not to implement
laccordance with applicable law, OMB policy, or any existing
lorganizational policies and procedures.
Satisfied
PRIVACY [The organization monitors and audits privacy controls and internal Partially satisfied |AR-4.1 Examine organizational documentation to determine if privacy
AR-4 IMONITORING AND  |N° "'}_{’””;ya's"efﬁ;'::””"/ lprivacy policy [Assignment: organization-defined frequency] to ensure  |System-specific Not satisfied lcontrols are monitored and assessed regularly to ensure effective
IAUDITING effective implementation. Not applicable implementation
Risk-based decision not to implement
Satisfied
IAR-7 ng{FAECN\I{bEENS"I‘émi%\I% No priority information /[The organization designs information systems to support privacy by S i ’F\"amally fsal{;slled IAR-7.1 Examine the information system documentation and configuration
g Al baselines  [automating privacy controls. ystem-specific ot satisfie lto determine if automated privacy controls are in place.
IDEVELOPMENT Not applicable
Risk-based decision not to implement
[The organization:
a. Confirms to the greatest extent practicable upon collection or creation
of personally identifiable information (PII), the accuracy, relevance,
timeliness, and completeness of that information; Satisfied DI-1.1 Examine organizational records or documents to determine if a
o1 DATA QUALITY No priority nformation / b. Ct_)l\ebclts Pl directly from the individual to the greatest extent Hybrid ;art\allty ?alcl'shed ISystems of Records Notice (SORN) has been completed and approved
- practicable; ot satisfie

Al baselines

c. Checks for, and corrects as necessary, any inaccurate or outdated Pl
used by its programs or systems [Assignment: organization-defined
frequency]; and

d. Issues guidelines ensuring and maximizing the quality, utility,
lobjectivity, and integrity of disseminated information.

System-specific

Not applicable
Risk-based decision not to implement

DI-1.2 Examine system procedures to determine if the system has
lautomated data integrity checks or if there are procedures in place to
review and correct PIl
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