
NRC INSPECTION MANUAL NMSS/NSIR

INSPECTION PROCEDURE 87137

10 CFR PART 37 MATERIALS SECURITY PROGRAMS

PROGRAM APPLICABILITY:  2800

87137-01 INSPECTION OBJECTIVES

To verify that licensees are effectively implementing the requirements promulgated by 10 CFR 
Part 37, “Physical Protection of Category 1 and Category 2 Quantities of Radioactive Material,” 
relative to the following three focus areas: 1) background investigations and access 
authorization program (Subpart B); 2) physical protection during use (Subpart C); and 3) 
physical protection during transit (Subpart D).

87137-02 INSPECTION REQUIREMENTS

The requirements of 10 CFR Part 37 apply only to licensees in possession of aggregated 
category 1 and 2 quantities of radioactive materials, including sealed and unsealed sources.  
Affected licensees may include manufacturers and distributors, self-shielded irradiators, open-
air beam calibrators, pool-type irradiators, medical facilities with blood irradiators and/or 
gamma-ray stereotactic radiosurgery (gamma knife), radiopharmacies, industrial radiographers, 
and licensees transporting category 1 and 2 quantities of radioactive material.  The focus of this 
inspection procedure is the security inspections of those licensed under 10 CFR Part 30,   
subject to Part 37 requirements when possessing certain aggregated category 1 and 2 
quantities of radioactive material.   

In addition to the requirements outlined in Inspection Manual Chapter (IMC) 2800, the inspector 
should review and have available for easy reference: the final rule and implementation 
guidance, including any supplemental correspondence applicable to the rule (e.g., licensee 
responses, requests for relief or exemption, and final NRC determinations).  

87137-03 INSPECTION GUIDANCE

General Guidance

Where appropriate, the licensee may choose the implementation methods they determine are 
best, provided those methods meet the intent of the rule.  Therefore, inspectors will see different
methods of complying with some of the Part 37 requirements.  A determination regarding 
compliance with NRC requirements should be based on direct observation of work activities, 
testing of communications, monitoring, and detection systems, interviews with licensee workers,
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demonstrations by appropriate workers performing tasks regulated by the NRC, and where 
appropriate, a review of selected records within the scope of the program requirements for each
of the three focus areas.  A direct examination of these licensed activities and discussions with 
workers should provide an inspector with reasonable assurance of a licensee’s ability to control 
and secure risk-significant radioactive materials.

For licensees who indicate or assert that compliance with Part 37 is not necessary because they
do not possess risk-significant radioactive material equal to or exceeding category 2 quantities, 
the inspector will verify that the licensee correctly understands the requirements relative to 
aggregated quantities, and are correct in their assertion that Part 37 does not apply to their 
licensed activities.  For combinations of material, the inspector should confirm that the licensee 
uses the sum-of-fractions method (also known as the unity rule) to determine whether or not 
they possess a category 1 or category 2 quantity of radioactive material.  If inspectors determine
that licensees have not, but should have implemented the requirements of Part 37, regional 
management shall be notified immediately. If relief or an exemption from any of the rule 
requirements have been granted to a licensee, the inspector shall verify compliance with any 
alternative provisions imposed as a condition of the relief or exemption, in lieu of the guidance in
this inspection procedure applicable to the requirement.

To the maximum extent possible, the inspections under this procedure should be performed in 
conjunction with the routine health and safety inspection of the licensee conducted under IMC 
2800.  The Inspection Manual Chapters and Inspection Procedures (IPs) listed in Enclosure 4 of
IMC 2800, IMC 2810, and IMC 1220 comprise the inspection program for material licensees.  
This procedure is the Part 37 security addition to the IP 87100-series of procedures for routine 
inspections.  Inspection results should be documented in accordance with IMC 2800. 
Furthermore, the Web Based Licensing (WBL) tracking system should be updated to reflect the 
completed inspection and any violations identified.  If the possession of risk-significant 
radioactive material involves a nationally tracked source, the inspection should examine 
compliance with the provisions of 10 CFR 20.2207.

All routine inspections should be performed on an unannounced basis, except as noted in IMC 
2800.  The inspector may choose to inform the licensee of his or her presence after performing 
initial observations of licensee operations or performance of an initial walk-through, under 
certain circumstances.  Such activities may include checking locked doors to buildings, 
use/storage areas or vehicles and trailers.  The inspector must ensure that such actions will not 
jeopardize their personal safety or that of licensee employees or create a safety or security 
problem for the licensee.  The Inspector should exercise due diligence in taking these actions 
because such actions may result in a licensee response or an armed response from the Local 
Law Enforcement Agency (LLEA).  Although an inspector may believe that he or she has 
entered the security zone undetected or unchallenged, there may be monitored sensors or 
cameras that detect the unauthorized entry and result in an armed response.  Furthermore, 
there may be consequences for the licensee if LLEA responds to a false alarm, including fines 
assessed to the licensee.  If the inspector believes that he or she has entered a licensee 
security zone without detection or has obtained unescorted access to category 1 or 2 quantities 
of radioactive material, licensee management must be immediately notified, while attempting to 
maintain surveillance over the area or material.  In addition, such initial observations or walk-
through activities should not be aimed at testing alarm systems or LLEA response.
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When licensed activities cross jurisdictions, or licensee activities demonstrating compliance with
portions of Part 37 take place outside the Region’s jurisdiction, Regional management will 
coordinate with the other Region or Agreement State to ensure each regulatory authority is 
aware of inspection effort, scope, and results. The scope and scheduling of reciprocity 
inspections and inspections of temporary job sites or field offices should be consistent with IMC 
2800 and IMC 1220.  

Inspections of temporary job sites or field offices may not encompass the full implementation of 
Part 37 - for example, trustworthiness and reliability determinations that have been performed 
by the human resources department that is located in another jurisdiction.  Inspection results 
should document what was inspected with enough detail that the responsible Region or 
Agreement State program may include in a future inspection those functions which the inspector
is unable to verify in order to ensure complete implementation of Part 37.

The inspector should be cognizant that licensees possessing radioactive waste that contains 
radioactive material in excess of category 2 quantities are exempt from subparts B, C, and D, 
unless the waste contains discrete sources, ion-exchange resins, or activated material that 
weighs less than 2,000 kg (4,400 lbs).  Such exempt licensees would need to comply with 
37.11(c)(1) through (c)(4), which includes measures for the use of continuous physical barriers, 
alarmed locked gates or doors, assessment and response to unauthorized entry, and immediate
LLEA notification.

The inspector should keep NRC Regional management informed of significant findings and 
potential escalated enforcement issues (e.g., failure or inability to control access, failure or 
inability to monitor, detect, assess, and respond to an unauthorized access, failure to protect or 
control sensitive information which could result in unauthorized access, and willful violations 
identified during the course of the inspection.)  This will ensure that the inspector is following 
appropriate NRC guidance under such circumstances.

Prompt corrective action must be initiated by the licensee for significant violations of security 
requirements that affect the security and control of category 1 or 2 radioactive materials.  The 
inspector should not leave the site until the concern is fully understood by the licensee and a 
commitment for corrective action has been initiated, and, if possible, compensatory measures 
have been taken to ensure compliance.  If the inspector and the licensee disagree on the 
magnitude of the concern regarding security and control of the radioactive materials and safe 
operation of the facility, Regional management should be notified immediately.

Specific Guidance

This section outlines the NRC regulatory requirements within the 10 CFR Part 37 security 
program focus areas being inspected.  Specific inspection guidance, where stated, is also 
provided as a tool for use by inspectors when evaluating security program compliance but 
should not be viewed as mandatory if not supported by a regulatory requirement.  
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87137-03-01 FOCUS AREA ONE: BACKGROUND INVESTIGATIONS AND ACCESS 
AUTHORIZATION PROGRAM 

03.01.01 Personnel Access Authorization  

a. Verify that licensees subject to Part 37 have an access authorization program.  This 
includes new applicants.  Licensees newly subject to Part 37 and those that have not 
previously implemented NRC security orders or been subject to the provisions of 
Subpart B must also have an access authorization program before taking possession of
category 1 or 2 quantities of radioactive material. [37.21(a)]

b. Verify that access authorization includes all individuals whose assigned duties require 
unescorted access and reviewing officials. [37.21(b)] 

03.01.02 Access Authorization Program Requirements  

a. Verify that the licensee has implemented the requirements for granting or reinstating 
unescorted access authorization. [37.23(a)(1)]

Specific Inspection Guidance

The inspector should review the licensee’s procedures for implementing the 
requirements regarding the appointment and certification of reviewing officials, informed
consent, personal history disclosure, determination basis for trustworthiness and 
reliability, written procedures, and the right to correct and complete information.

b. Verify that individuals who have been determined to be trustworthy and reliable have 
completed the security training outlined in 37.43(c) before being allowed unescorted 
access. [37.23(a)(2)] 

c. Verify that reviewing officials are the only individuals making trustworthiness and 
reliability determinations for unescorted access. [37.23(b)(1)]

d. Verify that the licensee has named one or more individuals to be a reviewing official. 
Confirm that the licensee provides, under oath or affirmation to the NRC, a certification 
that the reviewing official is deemed trustworthy and reliable. Verify that the reviewing 
official has undergone a fingerprint check, including a FBI criminal history records 
check. [37.23(b)(2)]

Specific Inspection Guidance

The inspector should be cognizant that the oath or affirmation can be provided to the 
NRC as outlined in the communications provisions of 37.7.  The inspector should 
review any procedures developed and records used by the licensee to support its 
determination that the reviewing official is deemed trustworthy and reliable if they have 
unescorted access to category 1 and 2 radioactive material.  Annex A of NUREG-2155 
lists some indicators that could be considered as potential concerns.
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e. Verify that each reviewing official is permitted to have unescorted access to category 1 
and category 2 quantities of radioactive material, access to safeguards information or 
access to safeguards information-modified handling. [37.23(b)(3)]

f. Verify that reviewing officials are not approving other individuals to act as reviewing 
officials. [37.23(b)(4)]

g. Verify that the licensee does not initiate a background investigation without the informed
and signed consent of the subject individual. Also confirm that a signed consent is 
obtained prior to any reinvestigation. [37.23(c)(1)]

Specific Inspection Guidance

The inspector should review the signed consent documentation, which should show that
the subject individual has been provided the appropriate explanation, indicating his or 
her understanding that a background investigation will be conducted. Annex B, “Sample
Consent Form for Background Investigations,” contained in NUREG-2155, 
“Implementation Guidance for 10 CFR Part 37,” provides template language for a 
possible consent form that licensees can adapt for their use.

h. Verify that the licensee’s access authorization program informs the subject individual 
that he or she may withdraw consent for a background investigation at any time, but the
withdrawal of consent is sufficient cause for denial or termination of unescorted access 
authorization. [37.23(c)(2)]

i. Verify that individuals applying for unescorted access authorization are disclosing 
personal history information required by the licensee’s access authorization program. 
[37.23(d)]

Specific Inspection Guidance

The inspector should review the licensee’s personal history collection requirements (i.e.
identity verification, employment history, education, references) and verify that subject 
individuals are providing the required information.  This review should include 
information regarding any refusal to provide, or the falsification of, the required 
information and whether or not it resulted in denial or termination of unescorted access. 
If it did not result in denial or termination of unescorted access, verify that the licensee 
appropriately documented the reasoning in the approval to grant unescorted access.

j. Verify that reviewing officials: 

   make the determination regarding access authorization; 
   evaluate all information collected during the background investigation; 
   document the basis for concluding that a person is trustworthy and reliable; 
   terminate or administratively withdraw access authorization based upon information  

obtained after the background investigation; and
 establish and maintain a list of persons currently approved for unescorted access. 
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The list must be retained for three years after being superseded or replaced. [37.23(e) 
and (h)(3)]

Specific Inspection Guidance

The inspector should be cognizant that the NRC has not developed a set of criteria for 
determining trustworthiness and reliability.  The licensee must consider the elements 
contained in 37.25 to meet the background investigation requirements.  The inspector 
should review any procedures developed and records used by the licensee to support 
its determination.  Annex A of NUREG-2155 lists some indicators that could be 
considered as potential concerns.

k. Verify that the licensee has developed, implemented, and maintained written 
procedures for implementing the access authorization program. [37.23(f)]

Specific Inspection Guidance

In addition to reviewing the provisions contained in 37.23(f), the inspector should review
the development, implementation, and maintenance of written procedures that address,
among other things, how to: 

 conduct a background investigation; 
  develop and document a determination basis for trustworthiness and reliability; 
 reinstate individuals previously approved for unescorted access; 
 maintain the list of approved individuals; 
 withdraw an individual’s approval for unescorted access; and
 notify individuals who are denied unescorted access, including the reason for the 

denial, and allow the individual to provide additional information.

l. Verify that, prior to any adverse determination, the licensee provides each individual 
subject to the access authorization program with the right to complete, correct, and 
explain information obtained as a result of the licensee’s background investigation.  
Records must be maintained for 1 year. [37.23(g)] 

Specific Inspection Guidance

The inspector should review copies of written notifications provided to individuals.  
Review the licensee’s challenge process and review any challenges to the licensee’s 
background investigation and adverse determinations to verify the licensee followed 
their procedure. 

03.01.03 Background Investigations
  
a. Verify that the licensee completes a background investigation for individuals before 

allowing unescorted access. Verify that the background investigation includes:
 
(1)  fingerprinting and FBI identification and criminal history records check (see 

Section 03.01.04); 
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(2) verification of true identity; 
(3) verification of employment history; 
(4) verification of education; 
(5) determination of character and reputation; and
(6) to the extent possible, other independent information to corroborate that provided 

by the individual (e.g. references not supplied by the individual). 

The scope must include at least the 7 years preceding the date of the background 
investigation or since the individual’s eighteenth birthday, whichever is shorter.
[37.25(a)]

b. Verify whether grandfathered individuals were previously determined to be trustworthy 
and reliable under the Fingerprint Orders or applicable provisions of Part 73. [37.25(b)]

c. Verify that reinvestigations are conducted every 10 years. [37.25(c)]

03.01.04 Requirements for Criminal History Records Checks
  

a. Verify that the licensee fingerprints each individual to be permitted unescorted access. 
[37.27(a)(1)]

b. Verify that the licensee notifies each individual that his or her fingerprints will be used to
secure a review of their criminal history record and has informed them of the procedure 
to revise the record. [37.27(a)(2)]

c. Verify that any reinstatement of unescorted access without fingerprinting only occurs if: 
(1) the individual returns to the same facility that granted unescorted access within 365 
days of the termination, and (2) the previous access was terminated under favorable 
conditions. [37.27(a)(3)]

d. Verify the transfer of a criminal records check file for any individual who is granted 
unescorted access, without fingerprinting, as a result of a background investigation 
performed by another licensee. [37.27(a)(4)]

e. Verify that licensees do not make a final determination to deny unescorted access 
solely on the basis of information received from the FBI involving (1) an arrest more 
than 1 year old for which there is no information of the disposition of the case, or (2) an 
arrest that resulted in dismissal of the charge or an acquittal. [37.27(b)]

f. Verify that licensees are using the appropriate method and procedures for the 
processing of fingerprint checks. [37.27(c)]

03.01.05 Relief from Fingerprinting, Identification, and Criminal History Records Checks
and Other Elements of Background Investigations

a. Verify that individuals relieved from elements of the background investigation satisfy 
the requirements of 37.29. [37.29(a) and (b)]
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03.01.06 Protection of Information

a. Verify that the licensee has established and maintains a system of files and written 
procedures for the protection of access authorization records and personal information 
from unauthorized disclosure. [37.31(a)]

Specific Inspection Guidance

The inspector should review the system of files stored in a locked drawer, file cabinet, 
or electronic files, and the procedures that address the protection of access 
authorization records and personal information.  It is a good practice to have the 
licensee show the inspector the licensee’s Intranet and who has access to the records 
related to 10 CFR Part 37.

b. Verify that the licensee does not disclose the record or personal information collected to
persons other than the subject individual or those with a need to have access to the 
information in performing assigned duties related to unescorted access. [37.31(b)]

c. Verify that if the licensee has provided background investigations to another licensee, 
there is a written request from the individual whose background investigation was 
provided. [37.31(c)]

d. Verify that the licensee maintains fingerprint and criminal history records for 3 years 
from the date the individual no longer requires unescorted access. [37.31(e)]

03.01.07 Access Authorization Program Review

a. Verify that the licensee’s access authorization program is reviewed annually. The 
results of the reviews must be documented, along with any recommendations, and the 
records maintained for 3 years. [37.33(a), (b) and (c)]

87137-03-02 FOCUS AREA TWO: PHYSICAL PROTECTION REQUIREMENTS 
DURING USE

03.02.01 Security Program

a. Verify that each licensee establishes, implements, and maintains a security program. 
[37.41(a)(1)]

Specific Inspection Guidance

The inspector should be cognizant of the exemption requirements regarding radioactive
waste in 37.11(c).

Verify that an applicant for a new license and each licensee that would become newly 
subject to the requirements of this subpart upon application for modification of its 
license implemented the requirements of this subpart, as appropriate, and established a
security program before taking possession of an aggregated category 1 or category 2 
quantity of radioactive material. [37.41(a)(2)]
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b. Verify that a licensee who had not previously implemented the Security Orders or been 
subject to the provisions of Subpart C provided written notification to the NRC regional 
office at least 90 days before aggregating radioactive material to a quantity that equals 
or exceeds the category 2 threshold. [37.41(a)(3)]

c. Verify that the licensee has established, implemented, and maintains a security 
program that is designed to monitor and, without delay, detect, assess, and respond to 
an actual or attempted unauthorized access. [37.41(b)]

Specific Inspection Guidance

The inspector should verify that the licensee’s security program is sufficient to detect 
unauthorized access to a security zone when it occurs, to determine whether the 
unauthorized access was an actual or attempted theft, and to initiate an appropriate 
response without delay.  This determination will be made by the inspection of the 
general security program requirements below.  The inspector should verify that the 
security program addresses non-business hours.

03.02.02 General Security Program Requirements

a. Verify that the licensee has developed and approved a written security plan specific to 
its facilities and operations.  [37.43(a)]

Specific Inspection Guidance

The inspector should review the licensee’s security plan to verify that it is site-specific 
and clearly explains how security measures will be implemented, including the 
identification of resources and technologies available to satisfy security program 
requirements.  The inspector should determine whether the licensee has a plan for 
reviewing, and revising if necessary, the written security plan if there are changes or 
modifications to the facilities or operations that affect the security program.  Verify that 
the plan has been reviewed and approved by the individual with the overall 
responsibility for the licensee’s security program.  Site-specific plans are not required 
for temporary jobsites.  If the licensee maintains their security plan on an Intranet, it is a
good practice to have the licensee show the inspector the Intranet and who has access 
to the records related to 10 CFR Part 37.

b. Verify that the licensee has developed and maintains written procedures that document 
how the requirements of Subpart C and the security plan will be met.  A copy of the 
current procedure must be retained for 3 years after the procedure is no longer needed.
Superseded portions of the procedure must be retained for 3 years after the record is 
superseded. [37.43(b)]
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Specific Inspection Guidance

The inspector should review and verify that the licensee has developed, and approved 
in writing by the individual with the overall responsibility for the licensee’s security 
program, written procedures that document how requirements of the security program 
and security plan will be met.  

c. Verify that the licensee conducts training to ensure that individuals implementing the 
security program possess and maintain the knowledge, skills, and abilities to carry out 
their assigned duties.  The licensee shall maintain records of initial and refresher 
training for 3 years from the date of the training and records must include dates, topics 
covered, attendees, and related information. [37.43(c)]

Specific Inspection Guidance

The inspector should review the licensee’s training activities for the security program 
and implementing procedures to verify that the training includes instruction in the 
purpose and function of security measures employed; the responsibility to report any 
condition that causes or may cause a security violation; the responsibility to report 
promptly to LLEA actual or attempted theft, sabotage or diversion; and, the appropriate 
response to security alarms.  The Inspector should interview selected individuals with 
responsibility for implementing different parts of the security plan to determine if they 
have received adequate training commensurate with their assigned duties.  Verify the 
manner in which the licensee ensures that the training was effective and will be 
maintained (e.g., exams, audits, performance based reviews, refresher training).  
Effective training may also be demonstrated by the use of drills and/or exercises.  
Determine whether the providers of training have sufficient qualifications (i.e., detailed 
knowledge of the security plan and implementing procedures) to conduct the training.

The inspector should verify that refresher training is conducted at a frequency not to 
exceed 12 months and when significant changes have been made to the security 
program.  Refresher training should include a review of initial training requirements and 
changes made; reports of relevant security issues, problems and lessons learned; 
relevant results of NRC inspections; and, relevant results of the licensee’s security 
program review and maintenance and tests.

d. Verify that the licensee protects their security plan, implementing procedures, and the 
list of individuals approved for unescorted access.  Verify the development and 
maintenance of written policies and procedures for controlling access to, and for proper 
handling and protection against unauthorized disclosure of, the security plan and 
implementing procedures. [37.43(d)(1) and (2)]

e. Verify that the licensee has only allowed authorized personnel with a need to know 
access to the security plan and/or implementing procedures.  Verify that the licensee 
has performed background investigations on individuals who have access to the 
security plan or implementing procedures but do not require unescorted access. 
[37.43(d)(3)]
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Specific Inspection Guidance

The inspector should perform this verification by examining the list of those with 
approved access to the security plan and implementing procedures, along with 
interviews of cognizant licensee personnel.

f. Verify that the licensee documents the basis for concluding that an individual is 
trustworthy and reliable; maintains a list of people currently approved for access to the 
security plan or implementing procedures; and removes individuals from the approved 
list, no later than 7 working days, when access is no longer required. [37.43(d)(5) and 
(6)]

Specific Inspection Guidance

With regard to source security, the inspector should verify that the licensee’s 
implementing procedures address the retrieval of keys, badges, or passcodes used for 
unescorted access to risk-significant material or access to the security plan, when such 
access is no longer appropriate.

g. Verify that the licensee stores the security plan and implementing procedures in a 
manner to prevent unauthorized disclosure. [37.43(d)(7)]

Specific Inspection Guidance

The inspector should verify that the licensee’s security plan and implementing 
procedures are maintained in locked file cabinets or rooms, with access limited to 
authorized personnel with a need to know.  If the licensee stores the security plan 
and/or implementing procedures in non-removable electronic form, the inspector should
verify that the licensee has implemented measures to ensure that they are password 
protected.  If implementing procedures are distributed, the inspector should review how 
they are retrieved when the person no longer has a need to know. 

 
h. Verify that licensees who possess safeguards information or safeguards information-

modified handling comply with the requirements of 73.21. [37.43(d)(9)] 

03.02.03 LLEA Coordination

a. Verify that a licensee subject to this subpart has coordinated, to the extent practicable, 
with an LLEA to respond to threats to the licensee’s facility, including any necessary 
armed response.  Information provided to the LLEA must include a description of the 
facility, security measures, and a notification that the licensee will request a timely 
armed response by the LLEA to any actual or attempted theft, sabotage, or diversion.  
[37.45(a)]

Specific Inspection Guidance

The inspector should review coordination activities undertaken by the licensee with the 
LLEA.  The inspector should contact the LLEA to confirm that the licensee has 
performed coordination activities, to the extent practicable.  The LLEA must be 
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authorized by a Government entity to make arrests and have the capability to provide 
an armed response in the licensee’s jurisdiction.  The inspector must take into 
consideration areas of cross-jurisdiction and whether or not the licensee has 
coordinated with each LLEA.  Coordination activities may include, among other things, 
meetings, telephone conferences, site tours, and other forms of communication.  A pre-
arranged plan is not required.  The licensee is not required to coordinate with the LLEA 
for work performed at temporary job sites.  It is a good practice for the licensee to 
provide photographs of devices containing radioactive material or transport containers 
(i.e., radiography camera, source changer, transport or shipping container).

b. Verify that the licensee notifies the appropriate NRC regional office within 3 business 
days if the LLEA has not responded within 60 days of the coordination request or if the 
LLEA notifies the licensee that they do not plan to participate in coordination activities.  
[37.45(b)]

c. Verify that the licensee has documented LLEA coordination activities and retains the 
documentation for 3 years. [37.45(c)]

d. Verify that the licensee coordinates with the LLEA at least every 12 months, or when 
changes to the facility design or operation adversely affect the potential vulnerability of 
the licensee’s material to theft, sabotage, or diversion. [37.45(d)]  

Specific Inspection Guidance

The inspector should review the licensee’s documentation and procedures for annual 
coordination activities.  The inspector should verify that coordination activities are 
conducted when changes are made regarding facility design and/or operations, 
including changes in possession, when such changes adversely affect the potential 
vulnerability of the licensee’s material and response of the LLEA.  The inspector should 
contact the LLEA to confirm that the licensee has performed coordination activities.

03.02.04 Security Zones

a. Verify that the licensee uses or stores all aggregated category 1 and 2 quantities of 
radioactive material within licensee-established security zones. [37.47(a) and (b)]

Specific Inspection Guidance

The security zone must be established to provide for isolation of material and access 
control to the area.  The inspector should review the licensee’s process for preventing 
and idendifying when radioactive material will be aggregated to category 1 and 2 and 
stored within a licensee-established security zone.

b. Verify that security zones allow unescorted access only to approved individuals by: (1) 
isolating material with a continuous physical barrier that allows access only through the 
established access control points, (2) direct control by approved individuals, or (3) a 
combination of direct control and physical barriers. [37.47(c)]
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Specific Inspection Guidance

The inspector should verify that the continuous barrier has no openings other than 
designated access control points, including windows or vents, large enough to allow a 
person to enter the security zone and bypass the access control point.  If approved 
individuals are used to control access to the security zone, verify that they only allow 
unescorted access to approved individuals and that they have a way to verify if an 
individual is approved (e.g. access list, badge type).

c. Verify that the licensee has provided approval for unescorted access to enough 
individuals to be able to maintain continuous surveillance of category 1 quantities of 
radioactive materials in temporary security zones and in any security zone in which 
physical barriers or intrusion detection systems have been disabled during periods of 
maintenance, source receipt, preparation for shipment, installation, or source removal 
or exchange. [37.47(d)]

d. Verify that licensees use approved individuals in the security zone to escort individuals 
who have not been approved for unescorted access. [37.47(e)]

03.02.05 Monitoring, Detection and Assessment

a. Verify that the licensee maintains the capability to continuously monitor and detect 
without delay all unauthorized entries into its security zones. Verify that they are able to 
maintain continuous monitoring and detection capability in the event of a loss of the 
primary power source, or provide for an alarm and response in the event of a loss of 
this capability to continuously monitor and detect unauthorized entries. [37.49(a)]

Specific Inspection Guidance

The inspector should verify that the licensee is able to detect unauthorized access, 
including breaches of physical barriers, at all times.  Monitoring and detection must be 
performed by: 

(1) a monitored intrusion detection system linked to an onsite or offsite central 
monitoring station; 

(2) an electronic device for an intrusion detection alarm that will alert nearby facility 
personnel; 

(3) a monitored video surveillance system; 
(4) direct visual surveillance by approved individuals located within the security zone; 

or
(5) direct visual surveillance by a licensee designated individual located outside the 

security zone.

The licensee can meet detection and monitoring requirements by using electronic 
devices (alarms), visual monitoring (cameras or direct surveillance), or a combination of
these measures.  Licensee designated personnel with access to the security plan and 
implementing procedures must be determined to be trustworthy and reliable.  All 
individuals implementing the security program must be trained in accordance with 
37.43(c).
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If the licensee does not use an automatic auxiliary power source for monitoring and 
detection systems in case of a power failure, other provisions such as direct 
surveillance need to be provided for continuous monitoring and detection once the 
licensee is alerted that such capabilities are lost. 

b. Verify that the licensee has a means to detect unauthorized removal of the radioactive 
material from the security zone. [37.49(a)(3)]

Specific Inspection Guidance

The inspector should verify that: 

(1) for category 1 quantities, the licensee has the capability to immediately detect 
unauthorized removal through the use of electronic sensors linked to an alarm; or 
continuous monitored video surveillance; or direct visual surveillance.  

(2) for category 2 quantities, unauthorized removal can be detected through weekly 
physical checks, tamper indicating devices, actual use; or other means.  The 
documentation of physical checks should be addressed in the licensee’s security 
plan.

c. Verify that the licensee immediately assesses each actual or attempted unauthorized 
entry into the security zone to determine whether the unauthorized access was an 
actual or attempted theft, sabotage, or diversion. [37.49(b)]

d. For personnel and automated or electronic systems supporting licensees’ monitoring, 
detection, and assessment systems, verify that licensees: (1) maintain continuous 
capability for personnel communication and electronic data transmission and 
processing among site security systems; and (2) provide an alternative communication 
capability for personnel, and an alternative data transmission and processing capability,
in the event of a loss of the primary means of communication or data transmission and 
processing. [37.49(c)]

Specific Inspection Guidance

The inspector should verify that the licensee has a dependable means to transmit 
information to all the various components involved in the detection and assessment of 
an unauthorized intrusion, including the appropriate responder, at all times.  The 
licensee may use land-line telephones, automatic dialers, cellular phones, pagers, 
radios, and other similar modes of communication to fulfill this requirement.  The 
inspector should assess how the licensee is informed that the communication system is
not functioning.  This can be accomplished by “line supervision” or some other method 
to verify that the system is operational.  Line-supervision is the means for monitoring 
and detection of an interruption between a sensor and the alarm control center.  
When using more than one person for detection and assessment, the licensee must 
also provide a means for the various monitoring personnel to communicate with each 
other.
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The inspector should verify that the licensee has an alternative capability for the primary
system of communication and data transmission.  The alternative system can use 
similar modes of communication as long as they are not subject to the same failure 
mode.  It is a good practice for the inspector, with the licensee, to contact the alarm 
company (if applicable) and verify that there is some form of line-supervision and 
discuss issues such as length of time capability for the battery backup and switching to 
a cellphone or radio backup.

e. Verify that the licensee immediately responds to actual or attempted unauthorized 
access to security zones or theft, sabotage, or diversion of risk-significant radioactive 
material at the licensee’s facility or temporary job site, and without delay requests an 
armed response from LLEA. [37.49(d)]

03.02.06 Maintenance, Testing, and Calibration

a. Verify that the licensee implements a maintenance and testing program for intrusion 
alarms, associated communication systems and other physical components used to 
secure or detect unauthorized access to radioactive material.  If there is no 
manufacturer suggested frequency, the testing must be performed at least annually, not
to exceed 12 months. Verify that the licensee maintains records on the maintenance 
and testing for 3 years. [37.51(a) and (b)]

Specific Inspection Guidance

The inspector should verify that systems and components are maintained in operable 
condition and are tested by the licensee to ensure they are capable of performing their 
intended function when necessary.  If the system employs multiple components, the 
inspector should verify that the testing checks the function of each component (e.g., a 
system has motion detectors in a vault and magnetic switches on vault door, verify that 
the motion detector and the switch are each tested at the appropriate frequency).  
Inspectors should be cognizant that testing is not expected if the test itself could 
compromise either radiation safety (e.g. locked entrance to a panoramic irradiator) or 
the future performance of a component or system, such as a tamper-indicating device.  
It is a good practice for the inspector to test the alarms with the licensee as part of a 
performance-based inspection. 

Procedures should be prescribed for routine maintenance of alarms, communications 
systems, security systems, and detection systems, and records maintained of 
performance and maintenance tests.

03.02.07 Requirements for Mobile Devices

a. Verify that a licensee possessing mobile devices has two independent physical controls
that form tangible barriers to secure the material from unauthorized removal when the 
device is not under direct control and constant surveillance by the licensee.  For 
devices in or on a vehicle or trailer, verify that the licensee disables the vehicle or trailer
when it is not under direct surveillance by the licensee (unless site requirements 
prohibit 
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the disabling of the vehicle).  Licensees shall not rely on removal of an ignition key to 
meet this requirement. [37.53(a) and (b)]

Specific Inspection Guidance

For mobile devices possessed in a vehicle or on a trailer, the inspector should have the 
licensee demonstrate its method for using two independent physical controls to secure 
material from unauthorized removal.  If locks are used with chains or cables, the 
licensee should explain how access to the keys is limited to authorized individuals.  The
licensee’s vehicle-disabling measures, such as ignition cutoff, trailer hitch locks, wheel 
locks (“boots”), or other methods should be reviewed.  [If a vehicle is left unattended, 
the licensee must have a way to monitor and immediately detect, assess, and respond 
to an actual or attempted theft, sabotage, or diversion.]  Site-specific policies 
addressing emergency situations (e.g., explosions, fires, toxic releases) may require 
that vehicles remain accessible at all times. 

03.02.08 Security Program Review

a. Verify that the licensee performs an annual review of the radioactive material security 
program content and implementation. [37.55(a)]

Specific Inspection Guidance

The licensee should develop an audit plan or specific criteria against which each 
requirement or element of the program can be measured. The review should, if 
possible, be performed by individuals who do not have direct responsibility for program 
implementation, but have been deemed trustworthy and reliable as a result of access to
the security plan.

b. Verify that the results of the review, along with any recommendations for corrective 
actions are taken and completed, and are documented and maintained for 3 years. 
[37.55(b) and (c)]

03.02.09 Reporting of Events

a. Verify that the licensee immediately notified the LLEA after determining an actual or 
attempted theft, sabotage, or diversion occurred.  Verify that the licensee notified the 
NRC Headquarters Operations Center no later than 4 hours after the discovery of any 
attempted or actual theft, sabotage, or diversion. [37.57(a)]

Specific Inspection Guidance

For routine security inspections, the inspector should verify that the licensee; (1) 
understands the reporting requirements, and (2) has procedures in place to implement 
reporting requirements.  The inspector should interview cognizant licensee personnel 
and/or review records to ensure that events were screened correctly and reported if 
required.
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b. Verify that the licensee assessed any suspicious activity related to a possible theft, 
sabotage, or diversion and notified the LLEA as appropriate, and the NRC as soon as 
possible, but not later 4 hours after notifying LLEA. [37.57(b)]

c. Verify that the initial telephonic notification required by 37.57(a) was followed within a 
period of 30 days by a written report to the NRC by an appropriate method listed in 
37.7. [37.57(c)]

87137-03-03  FOCUS AREA THREE: PHYSICAL PROTECTION IN TRANSIT

03.03.01 Transfer of Category 1 and Category 2 Quantities

a. For category 1 quantities of radioactive material, verify that the transferee’s license 
authorizes the location requested for delivery, in addition to receipt of the type, form, 
and quantity of material to be transferred. [37.71(a)]

Specific Inspection Guidance

The inspector should be cognizant that verification can be performed through NRC’s 
License Verification System (LVS) or by contacting the NRC or Agreement State 
license-issuing authority.  If the licensee uses the LVS, the system will save the record 
and the licensee will not need to keep further documentation.  If the licensee contacts 
the license-issuing authority (by telephone, e-mail or facsimile), the communication is 
required to be documented.  Licensees may choose to contact the license-issuing 
authority through the LVS Help Desk, by use of the manual license verification 
procedure posted on the NRC website.  If the manual license verification process is 
utilized, a report will be generated and saved in the NRC Agencywide Documents 
Access and Management System (ADAMS).

b. For category 2 quantities of radioactive material, verify that the transferee’s license 
authorizes receipt of the type, form, and quantity of material to be transferred. [37.71(b)]

Specific Inspection Guidance

See 03.03.01(a) above.

c. Verify that written certifications used for verification, in an emergency where the 
licensee cannot reach the license-issuing authority and LVS is non-functional, include 
the license number, current revision number, issuing agency, expiration date, and for a 
category 1 shipment, the authorized address.  The transferring licensee must confirm 
the certification by use of the LVS or by contacting the license-issuing authority by the 
end of the next business day. [37.71(c)]

d. Verify that the transferor maintains a copy of the license verification documentation as a
record for 3 years. [37.71(d)]
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03.03.02   Applicability of Physical Protection During Transit

a. Verify that the shipping licensee is responsible for meeting the requirements of Subpart 
D unless the receiving licensee has agreed in writing to arrange for in-transit physical 
protection. [37.73(c)]

Specific Inspection Guidance

When inspecting this requirement, the inspector should be cognizant that the 
requirements specified in 37.73(a) and (b) are included elsewhere in this section of the 
procedure.

b. Verify that licensees who import or export category 1 quantities comply with 37.75(a)(2) 
and (e); 37.77; 37.79(a)(1), (b)(1), and (c); and 37.81(a), (c), (e), (g) and (h) for the 
domestic portion of the shipment. [37.73(d)]

Specific Inspection Guidance

When inspecting this requirement, and 03.03.02(c), the inspector should be cognizant 
that import requirements are applicable only from the point that the shipment enters the 
United States (i.e. the domestic portion of the shipment after it clears U.S. Customs and
Border Protection, including interim storage).  For export requirements, the licensee is 
responsible for following the security provisions only for the domestic portion of the 
shipment under the jurisdiction of a U.S. Government agency (e.g. the Federal Aviation 
Administration or Department of Homeland Security at a port, border crossing, or 
airport).

c. Verify that licensees who import or export category 2 quantities comply with 37.79(a)(2),
(a)(3), and (b)(2); and 37.81(b), (d), (f), (g), and (h) for the domestic portion of the 
shipment. [37.73(e)]

Specific Inspection Guidance

See 03.03.02(b).

03.03.03   Planning and Coordination of Shipments

a. For category 1 shipments, verify that the shipping licensee; (1) preplans and 
coordinates shipment arrival and departure times with the receiving licensee, (2) 
preplans and coordinates shipment information with the governor or the governor’s 
designee of any State through which the shipment will pass, and (3) documents the 
preplanning and coordination activities. [37.75(a)(1), (a)(2) and (a)(3)]

Specific Inspection Guidance

The inspector should verify that shipment preplanning and coordination activities 
conducted with the governor (or governor’s designee) of a State include the State’s 
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intention to provide law enforcement escorts and identification of safe havens with 
required capabilities.  A safe haven for shipments should include the following criteria:  

(1) it is located near the transportation route and readily available to the transport 
vehicle; 

(2) law enforcement is present or is accessible for a timely response; 
(3) on a 24-hour basis, the site can be readily identified, has adequate parking, is well

lit, can be used for emergency repair, and will allow waiting for the LLEA 
response; and, 

(4) additional communication systems are available if the transport vehicle system 
fails to function properly.  

b. For category 2 shipments, verify that the licensee coordinates shipment no-later-than 
arrival time and the expected shipment arrival time with the receiving licensee. The 
licensee must document the coordination activities. [37.75(b)] 

c. Verify that each licensee who received a category 2 quantity of radioactive material 
confirmed receipt of the material with the originator.  If the shipment has not arrived by 
the no-later-than arrival time, the receiving licensee shall notify the originator. [37.75(c)]

d. Verify that each licensee who transported, or plans to transport a category 2 quantity of 
radioactive material, and determines that the shipment will arrive after the no-later-than 
arrival time, promptly notifies the receiving licensee of the new no-later-than arrival 
time. [37.75(d)]

e. Verify that the licensee maintains a copy of preplanning and coordination 
documentation, and any revisions, for 3 years. [37.75(e)]

03.03.04   Advance Notification of Category 1 Shipments

a. Verify that the advance notification is made to the NRC and to the office of each 
appropriate governor of the state, or governor’s designee in accordance with 37.77(a) 
and (b).

b. Verify that each advance notification contains the required information in accordance 
with 37.77(b). 

Specific Inspection Guidance

Advance notifications for category 1 quantities of radioactive material must contain the 
following information:

(1) the name, address, and telephone number of the shipper, carrier, and receiver of
the category 1 radioactive material;

(2) the license numbers of the shipper and receiver;
(3) a description of the radioactive material contained in the shipment, including the 

radionuclides and quantity;
(4) the point of origin of the shipment and the estimated time and date that shipment 

will commence;
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(5) the estimated time and date that the shipment is expected to enter each State 
along the route;

(6) the estimated time and date of arrival of the shipment at the destination; and
(7)  a point of contact, with a telephone number, for current shipment information.

c. Verify that any revision to an advance notification is made in accordance with 37.77(c). 

d. Verify that any cancellation of an advance notification is made in accordance with 
37.77(d). 

e. Verify that each licensee retains a copy of the advance notification, and any revision or 
cancellation notice, as a record for 3 years. [37.77(e)]

f. Verify, where appropriate, that individuals who receive schedule information of the kind 
specified in 37.77(b) protect that information against unauthorized disclosure as 
specified in 73.21. [37.77(f)]

3.3.5   Physical Protection of Category 1 and Category 2 Shipments

a. For category 1 shipments by road, verify that each licensee: 
(1)  establishes a movement control center; 
(2)  establishes redundant communications; 
(3)  continuously and actively monitors shipments through the use of a telemetric 

position monitoring system, or alternative tracking system; 
(4)  provides an individual to accompany the driver when necessary;
(5)  develops written normal and contingency procedures; and 
(6)  provides access to normal and contingency procedures for drivers and others,   

where appropriate. [37.79(a)(1)]

Specific Inspection Guidance

The inspector should verify that movement control centers maintain position information
from a location remote from the transporting vehicle; provide continuous monitoring 24 
hours a day, seven days a week; and have the capability to communicate immediately 
in an emergency with the appropriate law enforcement agencies.  Ensure that the 
licensee has redundant communication systems (e.g., cellular phones, satellite phones,
2-way radios) that operate independently from the primary communication device.  
Redundant communications must operate independently and cannot be subject to the 
same interference factors or failure mode. It is a good practice to tour the movement 
control center to verify that there is tracking of transport vehicles and the ability to 
contact the driver(s).  

   
     If the inspector is with the vehicle, the inspector can ask the driver to demonstrate all of 

the ways he or she can communicate with the movement control center.

Verify that shipments are continuously and actively monitored by a telemetric position 
monitoring system or an alternative tracking system (e.g., radiofrequency identification 
or
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satellite-based GPS system) reporting to a movement control center and that the center
continuously provides positive confirmation of the location, status, and control of the 
shipment and can communicate with LLEA.  

Normal procedures must be developed to describe activities to meet regulatory 
requirements, and contingency procedures developed to identify issues that could 
interfere with compliance.

b. For licensees transporting category 2 shipments by road, verify that each licensee 
maintains constant control and/or surveillance during transit and has the capability for 
immediate communication to summon appropriate response or assistance. [37.79(a)(2)]

c. For licensees delivering category 2 quantities of material to a carrier for shipment by 
road, verify that each licensee uses a carrier that; (1) has a package tracking system; 
(2) maintains constant control and/or surveillance during transit, and; (3) requires an 
authorized signature prior to releasing the package for delivery or return. [37.79(a)(3)]

d. For category 1 shipments by rail, verify that each licensee; (1) monitors shipments by a 
telemetric position monitoring system or an alternative tracking system reporting to the 
licensee, third party or communication center and; (2) ensures that periodic reports to 
the communications center are made at preset intervals. [37.79(b)(1)]

e. For licensees delivering category 2 quantities of material to a carrier for shipment by 
rail, verify that each licensee uses a carrier that; (1) has a package tracking system; (2) 
maintains constant control and/or surveillance during transit, and; (3) requires an 
authorized signature prior to releasing the package for delivery or return. [37.79(b)(2)]

f. Verify that each licensee who makes arrangements for the shipment of category 1 
quantities of radioactive material conducts an investigation immediately upon discovery 
that the category 1 shipment is lost or missing. For category 2 shipments, verify that the
licensee conducts an immediate investigation, in coordination with the receiving 
licensee, of any shipment that has not arrived by the designated no-later-than arrival 
time (no more than 6 hours after the estimated arrival time). [37.79(c) and 37.5]

03.03.06   Reporting of Events

a. Verify that the shipping licensee notified the appropriate LLEA and the NRC Operations 
Center within 1 hour of its determination that a category 1 shipment is lost or missing. 
[37.81(a)]

Specific Inspection Guidance

For routine security inspections, the inspector should verify that: (1) the licensee 
understands the reporting requirements, and (2) the licensee has procedures in place to
implement reporting requirements.  The inspector should interview cognizant licensee 
personnel and/or review records to ensure that events were screened correctly and 
reported if required.  The same guidance applies to the requirements of 37.81(b) 
through (f) of this procedure
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b. Verify that the shipping licensee notified the NRC Operations Center within 4 hour of its 
determination that a category 2 shipment is lost or missing. [37.81(b)]

c. Verify that the shipping licensee notified the designated LLEA along the shipment route 
as soon as possible upon discovery of any actual or attempted theft or diversion or 
suspicious activities related to theft or diversion of a category 1 shipment. [37.81(c)]

d. Verify that the shipping licensee notified the NRC Operations Center as soon as 
possible upon discovery of any actual or attempted theft or diversion or suspicious 
activities related to theft or diversion of a category 2 shipment. [37.81(d)]

e. Verify that the shipping licensee notified the NRC Operations Center and the LLEA as 
soon as possible upon recovery of any lost or missing category 1 quantities of 
radioactive material. [37.81(e)]

f. Verify that the shipping licensee notified the NRC Operations Center as soon as 
possible upon recovery of any lost or missing category 2 quantities of radioactive 
material. [37.81(f)]

g. Verify that the initial telephonic notification required by 37.81(a) through (d) is followed 
within a period of 30 days by a written report submitted to the NRC by an appropriate 
method listed in 37.7, and that the report contains the required information. [37.81(g)]

h. Verify that, subsequent to filing the written report, the licensee also reports any 
additional substantive information on the loss or theft within 30 days after the licensee 
learns of such information. [37.81(h)]

87137-04 RESOURCE ESTIMATE

The estimated onsite direct inspection hours necessary to complete this procedure are 4-16 
inspector hours.  Because facilities vary by size and complexity, the inspector(s) shall use 
sufficient time as needed to thoroughly complete the inspection effort, even though the effort 
may go beyond these estimates.
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87137-05 REFERENCES

NRC Inspection Manual Chapter 1220 
NRC Inspection Manual Chapter 2800 
NRC Inspection Manual Chapter 2810 
Final Rule 10 CFR 37 
Part 37 Implementing Guidance [NUREG-2155]
Procedure for Manual License Verification
Inspection Prioritization Methodology
SUNSI handling requirements https://www.internal.nrc.gov/sunsi/index.html

END
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