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SUBJECT: Justification for the Use of the Social Security Number in the Department of 
Defense Suicide Event Report; Department of Defense Information Technology 
Portfolio Repository Identification 13190 

This memorandum is written to satisfy the requirements established in the Office of the 
Under Secretary ofDefense for Personnel and Readiness (USD(P&R)) Directive-Type 
Memorandum (DTM) 07-015-USD(P&R), "DoD Social Security Number (SSN) Reduction 
Plan" with respect to the Department of Defense (DoD) Suicide Event Report (DoDSER). The 
DoD Information Technology Portfolio Repository Identification assigned to DoDSER is 13190. 
This memorandum provides justification for the continued collection and use ofSSNs by 
DoDSER. The System ofRecords Notice applicable to DoDSER is Defense-Health Affairs 
(DHA) 20 (May 6,2010, Volume 75 Federal Register 24928) (attached). The Privacy Impact 
Assessment for DoDSER became effective June 25, 2010 (attached). The DoDSER Plan of 
Actions and Milestones (POAMs) for elimination of the use ofSSNs is included as an 
attachment. We are not aware of any Paperwork Reduction Act requirements with respect to 
DoDSER data collection. 

DoDSER is a population-based surveillance system that provides integrated enterprise 
and survey data used for direct reporting of suicide events and on-going population-based health 
surveillance activities. DoDSER is used to collect information on Active Duty and Reserve 
military personnel and members of the National Guard with reportable suicide and self-harm 
behaviors, including suicide attempts, self-harm behaviors, and suicidal ideation. All other DoD 
Active and Reserve military personnel records collected without evidence ofreportable suicide 
or self-harm behaviors exist as a control group. An individual's record within DoDSER includes 
the individual's SSN. 

DoDSER records are integrated from enterprise systems and also developed from record 
reviews and interviews to create a set of standardized data items regarding suicide and self-harm 
behaviors. Data collected over time is connected to create longitudinal records of an individual's 
ideation, self-harm behaviors, and/or suicides. Surveillance activities conducted through 
DoDSER include the systematic collection, analysis, interpretation, and reporting of 
outcome-specific data for use in planning, implementation, evaluation, and prevention of 
suicide behaviors within DoD. 



DTM 07-015, Paragraph 2.c.(l1), includes "Legacy System Interface" as an acceptable 
use ofSSNs so long as there are plans in place for the migration away from SSNs in the future. 
The discussion below sets forth why SSNs still need to be currently collected in DoDSER under 
Acceptable Use Case 2.c.( 11). 

DoDSER is an active surveillance program, particularly with respect to individuals whose 
information is in DoDSER as a result of a suicidal ideation event or a self-harm behavior event. 
DoDSER data regarding an individual is obtained from both DoD and non-DoD sources. 
Although a DoD data source may be able to identify an individual's record in a DoD system 
through the individual's Electronic Data Interchange - Personal Identifier (EDI-PI), the EDI-PI is 
not an identifier used by non-DoD data sources (such as law enforcement agencies and/or state 
and local governments). These non-DoD data sources, however, generally are able to identify an 
individual through the individual's SSN, coupled with another identifier such as the individual's 
name. IfDoDSER does not collect an individual's SSN, it will not be able to request or connect, 
with a requisite degree of certainty, non-DoD sourced data relevant to an individual's suicide, 
suicidal ideation, or self-harm behaviors. 

As previously referenced, DoDSER provides a longitudinal record of individuals with 
prior histories of self-harm behaviors and suicidal ideation. Creation of accurate longitudinal 
data requires the capacity to relate new DoDSER data with data that has been previously 
collected within DoDSER (including new and existing DoDSER data obtained from non-DoD 
sources). A common identifier that may be used to connect old and new data and records, 
whether created within DoD or by a non-DoD source, is the individual's SSN. Accurate 
longitudinal records are essential to ongoing population-based health surveillance activities and 
for developing statistical summaries needed by federal, state, and local governments for health 
surveillance and research activities (See DHA 20, attached). Without a SSN, the difficulty in 
creating accurate and detailed longitudinal records creates risks to DoDSER's capacity to 
provide the intended surveillance and analytical data. 

In addition, one of the key purposes of the DoDSER program is to support research. A 
critical requirement to accomplish this purpose is the ability to link DoDSER data to other 
databases, including non-DoD databases (e.g., Department ofVeterans Affairs' databases). An 
individual's SSN is the single most important variable for matching cases in the DoDSER 
database to other non-DoD databases prior to de-identifying data for research. 

The DoDSER program has taken significant steps to reduce the vulnerability ofSSNs. 
For example, the program does not permit individuals to retrieve a DoDSER case by SSN (or 
other personally identifiable variable) 180 days after the DoDSER record is submitted. This 
significantly reduces the chances of inappropriate or accidental releases ofpersonally identifiable 
data, since cases are "locked" by the system after 6 months. In addition, the system uses 
role-based accounts to ensure that users have access to only the specific cases they need in order 
to accomplish their mission. The vast majority of users are basic data entry users, and they can 
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only access cases that they personally submitted through the system. They cannot view SSNs or 
other data submitted by others. Furthermore, when the data is used for surveillance or research 
purposes, the data is only used in aggregated group analyses (e.g., de-identified forms). 
Personally identifiable data is not placed into analytical reports. 

The DoDSER program has developed a POAM for the elimination of the use of SSNs 
(attached). The program will evaluate potential alternatives to SSNs and examine the costs and 
business requirements associated with shifting to an alternative. 

If there are any questions, the point of contact is Gregory Gahm, PhD. Dr. Gahm may be 
reached at (253) 968-2282, or Gregory.Gahm@us.army.miL 

~----
W. Bryan Gamble, M.D., F ACS 
Brigadier General, US Army 
Deputy Director 

Attachments: 
As stated 
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SYSTEM OF RECORDS NOTICES (SORNs) 


DOD COMPONENT NOTICES 


Office of the Secretary, DoD/Joint Staff 
DHA 20 DoD 


SYSTEM NAME: 
Department of Defense Suicide Event Report (DoDSER) System (May 6, 2010, 75 FR 24928). 


SYSTEM LOCATION: 
Fort Detrick Network Enterprise Center (NEC), 1422 Sultan Drive, Fort Detrick, MD 21702-5020. 


CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM: 
Department of Defense active and reserve military personnel (Air Force, Army, Navy, Marines), National Guard with 


reportable suicide and self-harm behaviors (to include suicide attempts, self harm behaviors, and suicidal ideation). 


All other DoD active and reserve military personnel records collected without evidence of reportable suicide and self-


harm behaviors will exist as a de-identified control group, and are not retrievable. 


CATEGORIES OF RECORDS IN THE SYSTEM: 
Type of suicide event (non-fatal suicide events), event details, location of event, residence at time of event, 


circumstance of death, psychological, social history, behavioral, economic, education/training history, name, Social 


Security Number (SSN), date of birth, gender, race/ethnic group, marital status, rank/pay grade, military service, 


military status, job title, service duty specialty code, duty environment/status, Unit Identification Code (UIC), 


permanent duty station, the major command of the permanent duty station, temporary duty station (if applicable), 


residence address, deployment history, use of military helping services, information regarding the individual's past 


military experience, medical history, medical facility, unit or military treatment facility where suicide was 


attempted, behavioral health provider information and form completer information.  


AUTHORITY FOR MAINTENANCE OF THE SYSTEM: 
10 U.S.C. 136, Under Secretary of Defense for Personnel and Readiness; 10 U.S.C. 8013, Secretary of the Air Force; 


10 U.S.C. 5013, Secretary of the Navy; 10 U.S.C. 3013, Secretary of the Army; 10 U.S.C. Chapter 55, Medical and 


Dental Care; 29 C.F.R. Part 1960, Occupational Illness/Injury Reporting Guidelines for Federal Agencies; 45 C.F.R. 


Parts 160 and 164, Health Insurance Portability and Accountability Act, General Administrative Requirements and 


Privacy and Security Rules; DoDD 6490.02, Comprehensive Health Surveillance; AR 600-63, Army Health Promotion, 


Rapid Action Revision 20 Sep 09, Paragraph 4-4 Suicide Prevention and Surveillance; OPNAV Instruction 1720.4A, 


Suicide Prevention Program, 5.d, Reporting; AFI 44-154, Suicide and Violence Prevention Education and Training; 


AFPAM 44-160, The Air Force Suicide Prevention Program, XI, Epidemiological Database and Surveillance System; and 


E.O. 9397 (SSN), as amended. 


PURPOSE(S): 
This data system will provide integrated enterprise and survey data to be used for direct reporting of suicide events 


and ongoing population-based health surveillance activities. These surveillance activities include the systematic 


collection, analysis, interpretation, and reporting of outcome-specific data for use in planning, implementation, 


evaluation, and prevention of suicide behaviors within the Department of Defense. Data is collected on individuals 


with reportable suicide and self-harm behaviors (to include suicide attempts, self harm behaviors, and suicidal 
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ideation). All other DoD active and reserve military personnel records collected without evidence of reportable 


suicide and self-harm behaviors will exist as a control group. Records are integrated from enterprise systems and 


created and revised by civilian and military personnel in the performance of their duties. 


ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS 
AND THE PURPOSES OF SUCH USES: 
In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act of 1974, these records, 


or information contained therein, may specifically be disclosed outside the DoD as a routine use pursuant to 5 U.S.C. 


552a(b)(3) as follows: 


Statistical summary data with no personally identifiable information may be provided to federal, state, and local 


governments for health surveillance and research. 


The DoD Blanket Routine Uses published at the beginning of the Office of the Secretary of Defense compilation of 


record system notices apply to this system, except as stipulated in Notes below. 


NOTE: Records of identity, diagnosis, prognosis or treatment of any client/patient, irrespective of whether or when 


he/she ceases to be a client/patient, maintained in connection with the performance of any alcohol/drug abuse 


treatment function conducted, requested, or directly or indirectly assisted by any department or agency of the 


United States, shall, except as provided herein, be confidential and be disclosed only for the purposes and under the 


circumstances expressly authorized in 42 U.S.C. 290dd-2. This statute takes precedence over the Privacy Act of 1974 


concerning accessibility of such records except to the individual to whom the record pertains. 


NOTE: This system of records contains individually identifiable health information. The DoD Health Information 


Privacy Regulation (DoD 6025.18-R) issued pursuant to the Health Insurance Portability and Accountability Act of 


1996, applies to most such health information. DoD 6025.18-R may place additional procedural requirements on the 


uses and disclosures of such information beyond those found in the Privacy Act of 1974 or mentioned in this system 


of records notice. 


POLICIES AND PRACTICES FOR STORING, RETRIEVING, ACCESSING, RETAINING, AND DISPOSING 
OF RECORDS IN THE SYSTEM: 


STORAGE: 
Electronic storage media. 


RETRIEVABILITY: 
By individuals name and/or Social Security Number (SSN). After 180 days, records are not retrievable. Control group 


records are never retrievable. 


SAFEGUARDS: 
Records are maintained in a controlled facility. Physical entry is restricted by the use of locks, guards, and is 


accessible only to authorized personnel. Access to identified records is limited by role based access controls (RBAC) 


to those individuals responsible for creating and updating the records and who are properly screened and responsible 


for servicing the record in performance of their official duties. Record retrieval from the system is limited to 


aggregated data and access is further restricted by Common Access Cards and passwords that are changed 


periodically. Control group data is not retrievable. 


All personnel with authorized access to the system must have appropriate Information Assurance training, Privacy Act 


training, and Health Insurance Portability and Accountability Act training. All access to records is tracked by 
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electronic audit logs. Audit logs are always on and they are archived for historical review and tracking. 


RETENTION AND DISPOSAL: 
Disposition pending (until the National Archives and Records Administration approves retention and disposal schedule, 


records will be treated as permanent).  


SYSTEM MANAGER(S) AND ADDRESS: 
Dr. Gregory A. Gahm, Director, National Center for Telehealth and Technology (T2) Defense Centers of Excellence, 


9933 West Hayes Street, OMAMC, Joint Base Lewis-McChord, Tacoma, WA 98431-1100. 


NOTIFICATION PROCEDURE: 
Individuals seeking to determine whether information about themselves is contained in this system of records should 


address written inquiries to Director, National Center for Telehealth & Technology (T2) Defense Centers of 


Excellence, 9933 West Hayes Street, OMAMC, Joint Base Lewis-McChord, Tacoma, WA 98431-1100. 


Requests should include individuals Social Security Number (SSN), date of birth, and current address. 


After 180 days, records are not retrievable. Control group records are never retrievable. 


RECORD ACCESS PROCEDURES: 
Individuals seeking to access records about themselves contained in this system of records should address written 


inquiries to TRICARE Management Activity, Freedom of Information Action Officer, 16401 East Centretech Parkway, 


Aurora, CO 80011-9066. 


Requests should include individuals Social Security Number (SSN), date of birth, and current address. 


After 180 days, records are not retrievable. Control group records are never retrievable. 


CONTESTING RECORD PROCEDURES: 
The rules for accessing records, for contesting contents and appealing initial agency determinations are published in 


Office of the Secretary of Defense Administrative instruction 81; 32 C.F.R. Part 311; or may be obtained from the 


system manager. 


RECORD SOURCE CATEGORIES: 
Medical and behavioral health records; pre and post deployment screening records, family advocacy records; 


personnel records; responsible investigative agency records; court martial records; records related to manner of 


death; such as casualty reports; toxicology/lab reports; pathology/autopsy reports; suicide notes; interviews with 


coworkers/supervisors; responsible investigative agencies; involved professionals such as physicians, behavioral health 


counselors, chaplains, military police, family service personnel; family members; and Defense Manpower Data Center 


(DMDC).  


EXEMPTIONS CLAIMED FOR THE SYSTEM: 
None. 
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PRIVACY IMPACT ASSESSMENT (PIA) 
For the 


Department of Defense Suicide Event Report (DoDSER) System


TRICARE Management Activity (TMA)


SECTION 1:  IS A PIA REQUIRED? 


a. Will this Department of Defense (DoD) information system or electronic collection of 
information (referred to as an "electronic collection" for the purpose of this form) collect, 
maintain, use, and/or disseminate PII about members of the public, Federal personnel, 
contractors or foreign nationals employed at U.S. military facilities internationally?  Choose 
one option from the choices below.  (Choose (3) for foreign nationals).


(1)  Yes, from members of the general public.


(2)  Yes, from Federal personnel* and/or Federal contractors.


(3)  Yes, from both members of the general public and Federal personnel and/or Federal contractors.


(4)  No


* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees."  


b.  If  "No," ensure that DITPR or the authoritative database that updates DITPR is annotated 
for the reason(s) why a PIA is not required.  If the DoD information system or electronic 
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate 
documentation. 


c.  If "Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2:  PIA SUMMARY INFORMATION  


a.  Why is this PIA being created or updated?  Choose one:


New DoD Information System  New Electronic Collection


Existing DoD Information System  Existing Electronic Collection


Significantly Modified DoD Information 
System


b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol 
Router Network (SIPRNET) IT Registry?


 Yes, DITPR Enter DITPR System Identification Number 13190


 Yes, SIPRNET Enter SIPRNET Identification Number


 No


c.  Does this DoD information system have an IT investment Unique Project Identifier (UPI), required 
by section 53 of Office of Management and Budget (OMB) Circular A-11?


 Yes No


 If "Yes," enter UPI


  If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.


d. Does this DoD information system or electronic collection require a  Privacy Act System of 
Records Notice (SORN)?


A Privacy Act SORN is required if the information system or electronic collection contains information about  U.S. citizens 
or lawful permanent U.S. residents that is retrieved by name or other unique identifier.  PIA and Privacy Act SORN 
information should be consistent. 
  


  Yes  No


 If "Yes," enter Privacy Act SORN Identifier DHA 20


 DoD Component-assigned designator, not the Federal Register number.   
 Consult the Component Privacy Office for additional information or  
 access DoD Privacy Act SORNs at:   http://www.defenselink.mil/privacy/notices/  
  
 or 


Date of submission for approval to Defense Privacy Office   
       Consult the Component Privacy Office for this date.
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e.  Does this DoD information system or electronic collection have an OMB Control Number? 
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.    


This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period 
regardless of form or format. 


    


Yes 


Enter OMB Control Number


 Enter Expiration Date


No


f.  Authority to collect information.  A Federal law, Executive Order of the President (EO), or DoD 
requirement must authorize the collection and maintenance of a system of records.


(1)  If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act 
SORN should be the same.   
  
(2)  Cite the authority for this DoD information system or electronic collection to collect, use, maintain 
and/or disseminate PII.  (If multiple authorities are cited, provide all that apply.) 
  
 (a)  Whenever possible, cite the specific provisions of the statute and/or EO that authorizes 
the operation of the system and the collection of PII.    
  
 (b)  If a specific statute or EO does not exist, determine if an indirect statutory authority can 
be cited.  An indirect authority may be cited if the authority requires the operation or administration of 
a program, the execution of which will require the collection and maintenance of a system of records. 
  
 (c)  DoD Components can use their general statutory grants of authority (“internal 
housekeeping”) as the primary authority.  The requirement, directive, or instruction implementing the 
statute within the DoD Component should be identified.    


 


10 U.S.C. 136, Under Secretary of Defense for Personnel and Readiness; 10 U.S.C. 8013, Secretary of 
the Air Force; 10 U.S.C. 5013, Secretary of the Navy; 10 U.S.C. 3013, Secretary of the Army; 10 U.S.C. 
chapter 55, Medical and Dental Care; 29 C.F.R. part 1960, Occupational Illness/Injury Reporting 
Guidelines for Federal Agencies; 45 C.F.R. parts 160 and 164, Health Insurance Portability and 
Accountability Act, General Administrative Requirements and Privacy and Security Rules; DoD 6490.02, 
Comprehensive Health Surveillance; AR 600-63, Army Health Promotion, Rapid Action Revision 20 Sep 
09, Paragraph 4-4 Suicide Prevention and Surveillance; OPNAV Instruction 1720.4A, Suicide Prevention 
Program, 5.d, Reporting; AFI 44-154, Suicide and Violence Prevention Education and Training; AFPAM 
44-160, The Air Force Suicide Prevention Program, XI, Epidemiological Database and Surveillance 
System; and E.O. 9397 (SSN), as amended.
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g.  Summary of DoD information system or electronic collection.  Answers to these questions 
should be consistent with security guidelines for release of information to the public.


(1)  Describe the purpose of this DoD information system or electronic collection and briefly 
describe the types of personal information about individuals collected in the system.


 This data system will provide integrated enterprise and survey data to be used for direct reporting of suicide 
events and ongoing population-based health surveillance activities.  These surveillance activities include the 
systematic collection, analysis, interpretation, and reporting of outcome-specific data for use in planning, 
implementation, evaluation, and prevention of suicide behaviors within the Department of Defense.  Data is 
collected on individuals with reportable suicide and self-harm behaviors (to include suicide attempts, self 
harm behaviors, and suicidal ideation).  All other DoD active and reserve military personnel records collected 
without evidence of reportable suicide and self-harm behaviors will exist as a de-identified control group.  
Records are integrated from enterprise systems and created and revised by civilian and military personnel in 
the performance of their duties. 
 
Personally identifiable information (PII) and protected health information (PHI) collected in the system are the 
type of suicide event (non-fatal suicide events), event details, location of event, residence at time of event, 
circumstance of death, psychological, social history, behavioral, economic, education/training history, name, 
Social Security Number (SSN), date of birth, gender, race/ethnic group, marital status, rank/pay grade, 
military service, military status, job title, service duty specialty code, duty environment/status, Unit 
Identification Code (UIC), permanent duty station, the major command of the permanent duty station, 
temporary duty station (if applicable), residence address, deployment history, use of military helping 
services, information regarding the individual’s past military experience, medical history, medical facility, unit 
or military treatment facility where suicide was attempted, behavioral health provider information and form 
completer information. 
 
The categories of individuals covered by the system are Department of Defense active and reserve military 
personnel (Air Force, Army, Navy, Marines), National Guard with reportable suicide and self-harm behaviors 
(to include suicide attempts, self harm behaviors, and suicidal ideation).  All other DoD active and reserve 
military personnel records collected without evidence of reportable suicide and self-harm behaviors will exist 
as a de-identified control group, and are not retrievable. 
 
SYSTEM MANAGER AND ADDRESS: Director, National Center for Telehealth and Technology (T2) 
Defense Centers of Excellence, 9933 West Hayes Street, OMAMC, Joint Base Lewis-McChord, Tacoma, 
WA 98431-1100. Ph. 253.968.2282. 
 
The system is accessed by multiple sites world-wide. The system does not host a Web site that is accessible 
by the public.  


(2)  Briefly describe the privacy risks associated with the PII collected and how these risks are 
addressed to safeguard privacy. 


 
 
Privacy risks are inherent in any system that collects PII.  These risks includes: unauthorized disclosure of PII 
contained in the system through unauthorized access to the system or unauthorized alteration or destruction of the 
data; observation of data by unauthorized passersby via “shoulder surfing” techniques; or lax security practices on 
the part of a data entry user.  Additionally, systems are vulnerable to attacks from outsiders, including hacking of a 
system, or contamination by computer viruses and other malware.  To mitigate these risks, data is entered via 
secure socket layer (SSL) encrypted sessions.  Further, data transfers from the web application to the database are 
encrypted and travel via SSL.  Records are electronic and stored in electronic storage media.  The servers that house 
the data are always kept in compliance with the Information Assurance Vulnerability Management (IAVM) 
requirements and maintain current virus definitions, updated daily.  Records are maintained in a controlled facility.  
Physical entry is restricted by the use of locks, guards, and is accessible only to authorized personnel.  Access to 
records is limited to person(s) responsible for servicing the record in performance of their official duties and who are 
properly screened and cleared for need-to-know.  Access to computerized data is restricted by Common Access 
Cards and passwords that are changed periodically.  The system automatically logs out a user if there has been no 
activity on the system for 30 minutes.  All personnel with authorized access to the system must have appropriate 
Information Assurance training, Privacy Act training, and Health Insurance Portability and Accountability Act 
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training.  Mandatory refresher of all training is required by all DoD entities annually.


h. With whom will the PII be shared through data exchange, both within your DoD Component and 
outside your Component (e.g., other DoD Components, Federal Agencies)?   Indicate all that apply.


Within the DoD Component.


Specify. Defense Centers of Excellence (DCoE)


Other DoD Components. 


Specify. Departments of the Army, Navy and Air Force.


Other Federal Agencies.


Specify.


State and Local Agencies.


Specify.
Statistical summary data with no personally identifiable information may be 
provided to Federal, State, and local governments for health surveillance and 
research.


Contractor  (Enter name and describe the language in the contract that safeguards PII.)


Specify.


Other  (e.g., commercial providers, colleges).


Specify.


i.   Do individuals have the opportunity to object to the collection of their PII?


Yes No


(1)  If "Yes," describe method by which individuals can object to the collection of PII.


Individuals will be informed that participation is voluntary and will have opportunity to object to data collection 
during face-to-face interviews.  However, regardless of whether the individual objects, some PII data 
elements for the DoDSER database will be obtained from existing DoD data sources (in which case there is 
no collection from the individual) or else in certain circumstances where DoD 6025.18-R permits use or 
disclosure of PII that is protected health information without authorization by the individual.  See DoD 
6025.18-R, C7.1 (required by law), C7.2.3 (public health activities administered by DoD), C7.4.5 (DoD health 
oversight activities). 


(2)  If "No," state the reason why individuals cannot object.
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j.  Do individuals have the opportunity to consent to the specific uses of their PII?


Yes No


(1)  If "Yes," describe the method by which individuals can give or withhold their consent.


(2)  If "No," state the reason why individuals cannot give or withhold their consent.


As explained in the preceding section i, DoDSER data may be obtained without consent of individuals when 
in accordance with DoD 6025.18-R, or may be obtained from existing DoD database sources, including 
personnel, medical, and deployment screening records.  In neither circumstance are individuals entitled to 
give or withhold their consent to specific uses of PII.


k. What information is provided to an individual when asked to provide PII data?  Indicate all that 
apply.


Privacy Act Statement Privacy Advisory


Other None 


Describe 
each 
applicable 
format.


Individuals will be provided with a printed Privacy Act Statement during face-to-face interviews.  An 
identical statement will also be on the DoDSER System web form site.
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NOTE: 
  
Sections 1 and 2 above are to be posted to the Component's Web site.  Posting of these  
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in 
place to protect privacy. 
  
A Component may restrict the publication of Sections 1 and/or 2 if they contain information that 
would reveal sensitive information or raise security concerns.
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SECTION 3:  PIA QUESTIONNAIRE and RISK REVIEW


a. For the questions in subparagraphs 3.a.(1) through 3.a.(5), indicate what PII (a data element 
alone or in combination that can uniquely identify an individual) will be collected and describe 
the source, collection method, purpose, and intended use of the PII. 
 


(1) What PII will be collected?    Indicate all individual PII or PII groupings that apply below.  


Name Other Names Used Social Security Number (SSN)


Truncated SSN Driver's License Other ID Number 


Citizenship Legal Status Gender


Race/Ethnicity Birth Date Place of Birth


Personal Cell Telephone 
Number


Home Telephone  
Number Personal Email Address


Mailing/Home Address Religious Preference Security Clearance


Mother's Maiden Name Mother's Middle Name Spouse Information


Marital Status Biometrics Child Information


Financial Information Medical Information Disability Information


Law Enforcement 
Information Employment Information Military Records


Emergency Contact Education Information Other


If "Other," specify or 
explain any PII 
grouping selected.


(2) What is the source for the PII collected (e.g., individual, existing DoD information 
systems, other Federal information systems or databases, commercial systems)? 


Information is manually entered by authorized users of the system, and may include information gained from 
review of any or all of the following:  medical and behavioral health records; pre- and post-deployment screening 
records, family advocacy records; personnel records; responsible investigative agency records; court martial 
records; records related to manner of death, such as casualty reports; toxicology/lab reports; pathology/autopsy 
reports; suicide notes; interviews with coworkers/supervisors; responsible investigative agencies; involved 
professionals such as physicians, behavioral health counselors, chaplains, military police, family service personnel; 
family members; and Defense Manpower Data Center (DMDC).  Data provided by DMDC is provided as a flat file. 
There is not a direct data interface between any information system and the current DoDSER system version.  
 
When all agreements are in place for flat file receipt from DMDC, the file will be placed on a secure server at DMDC, 
and National Center for Telehealth and Technology (T2) will be provided with a username and password to initiate 
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a secure FTP session with which to transfer the file to the production server at Ft. Detrick, which uses secure socket 
layer and encryption for all data transactions.


(3) How will the information be collected?  Indicate all that apply.


Paper Form Face-to-Face Contact


Telephone Interview Fax


Email Web Site


Information Sharing - System to System 


Other    


Information will be collected via a secure website.  The URL is https://dodser.t2.health.mil/dodser.  The 
front page of the website can be accessed from outside the .mil domain, but login requires a Common 
Access Card (CAC), a card reader, and the pertinent client software.  The CAC is only issued to federal 
employees and contractors who have undergone the appropriate background checks to satisfy federal 
government employment requirements. 
 
When all agreements are in place for flat file receipt from DMDC, the file will be placed on a secure 
server at DMDC, and T2 will be provided with a username and password to initiate a secure FTP session 
with which to transfer the file to the production server at Ft. Detrick, which uses secure socket layer and 
encryption for all data transactions.


(4)  Why are you collecting the PII selected (e.g., verification, identification, authentication, 
data matching)?   
 


PII is collected for verification, identification, and the correlation of data within the database.  PII/PHI will 
also be used to perform statistical analysis.


(5) What is the intended use of the PII collected (e.g., mission-related use, 
administrative use)?  


The DoD Suicide Event Report (DoDSER) System collects information on suicide events, and their risk and 
protective factors, across multiple domains.  PII/PHI is collected for mission-related health surveillance.  The 
DoDSER program is managed by the National Center for Telehealth & Technology (T2), a Component 
center of the Defense Centers of Excellence (DCoE).


b. Does this DoD information system or electronic collection create or derive new PII about 
individuals through data aggregation?  (See Appendix for data aggregation definition.)


Yes No


If "Yes," explain what risks are introduced by this data aggregation and how this risk is mitigated.


 New PII is derived from data that is input via the DoDSER web form and from data provided by Defense 
Manpower Data Center (DMDC).  There are no additional risks introduced by the data integration.  All records 
are electronic and stored in electronic storage media that is secure. 
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c.  Who has or will have access to PII in this DoD information system or electronic 
collection?  Indicate all that apply.


Users Developers System Administrators Contractors


Other     


The DoDSER system uses CAC authentication and a role-based access control model.  The roles are 
(1) basic data entry user; (2) Air Force Site User; (3) Service Administrator; and (4) Program Manager. 
The basic data entry user is able to log in to the system, create and submit DoDSERs, and access the 
DoDSERs they “own” up to 180 days after creation.  All contractors must undergo a background check 
before they are given accounts that allow them to log in to government-owned computers.  In addition, 
users holding any other role within the system are required to submit a DD Form 2875, System 
Authorization Access Request (SAAR).  The SAAR must be digitally signed by their supervisor, the 
Information Assurance Security Officer (IASO), and their Security Manager.  The Service Program 
Managers are the Suicide Prevention Program Managers (SPPM) for their Service, and members of 
the Suicide Prevention and Risk Reduction Committee.  The Service Program Managers approve all 
role assignments above basic data entry user.  The Air Force Site User is assigned to their specific Air 
Force site, and is able to access the DoDSERs submitted for individuals within their site.  The Service 
Administrator is able to access all DoDSERs submitted for individuals within their Service.  


d.  How will the PII be secured? 


(1) Physical controls.  Indicate all that apply.


Security Guards Cipher Locks


Identification Badges Combination Locks


Key Cards Closed Circuit TV (CCTV)


Safes Other


(2) Technical Controls.  Indicate all that apply.


User Identification Biometrics


Password Firewall


Intrusion Detection System 
(IDS) Virtual Private Network (VPN)


Encryption DoD Public Key Infrastructure 
Certificates
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External Certificate Authority 
(CA) Certificate Common Access Card (CAC)


Other  


(3) Administrative Controls.  Indicate all that apply.


Periodic Security Audits


Regular Monitoring of Users'  Security Practices 


Methods to Ensure Only Authorized Personnel Access to PII


Encryption of Backups Containing Sensitive Data


Backups Secured Off-site


Other 


e.  Does this DoD information system require certification and accreditation under the DoD 
Information Assurance Certification and Accreditation Process (DIACAP)?


Yes.  Indicate the certification and accreditation status:


Authorization to Operate (ATO) Date Granted:  


Interim Authorization to Operate (IATO) Date Granted:  28 DEC 2009


Denial of Authorization to Operate 
(DATO) Date Granted:  


Interim Authorization to Test  (IATT) Date Granted:  


No, this DoD information system does not require certification and accreditation.


f. How do information handling practices at each stage of the "information life cycle" (i.e., 
collection, use, retention, processing, disclosure and destruction) affect individuals' privacy?  


 There is no PII used during the Development and Testing phases of DoDSER.  All development and testing is 
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 performed on its own hardware with no connectivity to any production servers or PII information. 
 
The production web site and database servers are located at the Ft. Detrick Directorate of Information 
Management (DOIM) Data Center.  The Ft. Detrick Data Center has undergone the Department of Defense 
Information Assurance Certification and Accreditation Process (DIACAP) and meets all security requirements 
outlined in DoD Instruction 8510.01 and DISA’s Secure Technical Implementation Guideline (STIG) documents.  
All production servers are protected by firewalls managed and maintained by the CONUS Theater Network 
Operations and Security Center (CTNOSC) and reside on the Defense Information Systems Network (DISN) 
circuits that undergo monitoring by the Defense Information Systems Agency (DISA). 
 
During the data collection phase, users are authenticated via their government provided Common Access Card 
(CAC).  The CAC’s validity is checked against the Certificate Revocation Lists (CRLs) provided by DISA to 
ensure that the certificates are current and not expired or revoked.  Users enter data through a secure web page. 
All information between the user’s computer and the web server is secured using a 128-bit encrypted Secure 
Socket Layer (SSL) certificate issued by DISA.  In turn, all back-end communication between the web server and 
the database is also encrypted using this same method.  Data is retrievable by individual's name and/or Social 
Security Number (SSN).  After 180 days, records are not retrievable.  Control group records are never 
retrievable.  TMA Records Management will conduct a system inventory for appropriate scheduling and 
recommendation of retention and destruction.  Disposition is currently pending until approved by the National 
Archives & Records Administration (NARA).  All data must be retained indefinitely until scheduled with NARA.  In 
addition to the restrictions on disposition by NARA, TMA currently has legal holds (freezes) that require 
preservation of all records until the legal holds are removed. 
 
The production web server and database administrators implement and manage Information Assurance 
Vulnerability Management (IAVM) practices as identified in Army Regulation (AR) 25-2 and maintain compliance 
and assets in the Asset & Vulnerability Tracking Resource (A&VTR).  All system administrators have undergone 
the training and certification required by the Ft. Detrick Data Center and DISA for privileged access. 
 
Server and customer information, including PII, is backed up on a daily basis and moved to a secure off-site 
facility where it is retained for a maximum of 365 days.  After the retention period has expired, all data is logically 
deleted and the tapes are returned to be reused for disaster recovery backups.


g. For existing DoD information systems or electronic collections, what measures have been put in 
place to address identified privacy risks?  


.All PII is evaluated for impact of loss or unauthorized disclosure and protected accordingly.  Records are 
maintained in a controlled facility.  Physical entry is restricted by the use of locks, guards, and is accessible only 
to authorized personnel.  Access to identified records is limited by role-based access controls (RBAC) to those 
individuals responsible for creating and updating the records and who are properly screened and responsible for 
servicing the record in performance of their official duties.  Record retrieval from the system is limited to 
aggregated data and access is further restricted by Common Access Cards and passwords that are changed 
periodically.  After 180 days, records are not retrievable.  Control group data is never retrievable. 
 
The DoDSER system is a MAC-III Sensitive level system.  Secure sessions for connection to the IS and 
encryption of data both during transmission and at rest are used.  The DoDSER website does not use cookies  
or any other persistent tracking technology.  PII records are not processed or stored on mobile computing 
devices.  All personnel with authorized access to the system must have appropriate Information Assurance 
training, Privacy Act training, and Health Insurance Portability and Accountability Act training.  The DoD 
mandates that these training requirements be refreshed annually.  There are a limited number of accounts with 
privileged access to the data, requested via DD 2875, System Authorization Access Request form. 
 
The DoDSER system uses CAC authentication and a role-based access control model.  The roles are (1) basic 
data entry user; (2) Air Force Site User; (3) Service Administrator; and (4) Program Manager.  The basic data 
entry user is able to log in to the system, create and submit DoDSERs, and access the DoDSERs they “own” up 
to 180 days after creation.  As mentioned in the previous paragraph, access levels above basic data entry user 
must be requested via the DD 2875, which is digitally signed by the user, the user's supervisor, the user's IASO, 
and the user's Security Officer.  All elevated roles must be approved by the specific Service's SPPM.  The user's 
digital signature indicate that they have accepted the responsibility for the information to which they have been 
granted, to include safeguarding the information from unauthorized or inadvertent modification, disclosure, 
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destruction, or use.  Record retrieval from the system is limited to aggregated data. 
 
Audit logs record all activity on the system, and are reviewed regularly to ensure the confidentiality and integrity 
of the system are maintained at all times.  The production web server and database administrators implement 
and manage Information Assurance Vulnerability Management (IAVM) practices as identified in AR 25-2 and 
meet all security requirements outlined in DoD Instruction 8510.01 and DISA’s Secure Technical Implementation 
Guideline (STIG) documents.  
 
All PII electronic records assigned a High or Moderate Impact Category and protected at a Confidentiality Level 
of Sensitive or higher, unless specifically cleared for public release. High Impact PII records can be accessed by 
users remotely for 180 days after record creation.  After that time, the record is locked and inaccessible to the 
user. Users can download and store PII records, either locally or remotely.  
 
The system is currently in production phase 3, with requirements being gathered for development phase 4.  No 
end stage has been defined; development continues to implement identified modifications and improvements.  
IATO expires June 25, 2010.  ATO to be issued prior to June 25, 2010.


h. For new DoD information systems or electronic collections, what measures are planned for 
implementation to address identified privacy risks? 


.n/a
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SECTION 4:  REVIEW AND APPROVAL SIGNATURES


Prior to the submission of the PIA for review and approval, the PIA must be coordinated by 
the Program Manager or designee through the Information Assurance Manager and Privacy 
Representative at the local level. 
  
 


Program Manager or 
Designee Signature 


Name: Gregory A. Gahm


Title:  Director


Organization: National Center for Telehealth & Technology


Work Telephone Number: 253-968-3581


DSN:


Email Address: gregory.gahm@us.army.mil


Date of Review: June 14, 2010


Other Official Signature   
(to be used at Component 
discretion)


Name: 


Title: 


Organization:


Work Telephone Number:


DSN:


Email Address:


Date of Review:


GAHM.GREGORY.ALAN.1178522872
Digitally signed by GAHM.GREGORY.ALAN.1178522872 
DN: c=US, o=U.S. Government, ou=DoD, ou=PKI, ou=USA, cn=GAHM.
GREGORY.ALAN.1178522872
Date: 2010.06.18 14:25:24 -07'00'
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Other Official Signature   
(to be used at Component 
discretion)


Name: 


Title:


Organization:


Work Telephone Number:


DSN:


Email Address: 


Date of Review:


Component Senior 
Information Assurance 
Officer Signature or 
Designee


Name: Mary Ann Rockey


Title: Chief Information Officer of Acquisitions


Organization: Military Health System (MHS)


Work Telephone Number: 703-681-9530


DSN:


Email Address: Maryann.Rockey@tma.osd.mil


Date of Review:


Component Privacy Officer 
Signature


Name: Leslie V. Shaffer


Title: Director, TRICARE Management Activity (TMA) Privacy Office


Organization: TMA


Work Telephone Number: 703-681-7500


DSN:


Email Address: Leslie.Shaffer@tma.osd.mil


Date of Review:


REBERKENNY.CLARI
SSA.M.1228628847


Digitally signed by 
REBERKENNY.CLARISSA.M.1228628847
DN: c=US, o=U.S. Government, ou=DoD, 
ou=PKI, ou=TMA, 
cn=REBERKENNY.CLARISSA.M.1228628847
Date: 2010.06.22 08:52:32 -04'00'


SHAFFER.LESLIE.V.1229494
135


Digitally signed by SHAFFER.LESLIE.V.1229494135 
DN: c=US, o=U.S. Government, ou=DoD, ou=PKI, 
ou=TMA, cn=SHAFFER.LESLIE.V.1229494135 
Date: 2010.06.28 12:49:56 -04'00'
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Component CIO Signature 
(Reviewing Official)


Name: Charles M. Campbell


Title: Chief Information Officer


Organization: MHS


Work Telephone Number: 703-681-9530


DSN:


Email Address: Charles.Campbell@tma.osd.mil


Date of Review:  
  
  
  
  
  
  
  
  
  
Publishing:   
  
Only Sections 1 and 2 of this PIA will be published.  Each DoD Component will maintain a central 
repository of PIAs on the Component's public Web site.  DoD Components will submit an electronic 
copy of each approved PIA to the DoD CIO at:  pia@osd.mil. 
  
If the PIA document contains information that would reveal sensitive information or raise security 
concerns,  the DoD Component may restrict the publication of the assessment to include Sections 1 
and 2. 


CAMPBELL.CHARLES.M.109
1413155


Digitally signed by CAMPBELL.CHARLES.M.1091413155 
DN: c=US, o=U.S. Government, ou=DoD, ou=PKI, 
ou=TMA, cn=CAMPBELL.CHARLES.M.1091413155 
Date: 2010.06.25 15:07:05 -04'00'







DD FORM 2930 NOV  2008 Page 17 of 17


  
APPENDIX 


Data Aggregation.  Any process in which information is gathered and expressed in a summary form for 
purposes such as statistical analysis.  A common aggregation purpose is to compile information about 
particular groups based on specific variables such as age, profession, or income. 
 


DoD Information System.  A set of information resources organized for the collection, storage, processing, 
maintenance, use, sharing, dissemination, disposition, display, or transmission of information.  Includes 
automated information system (AIS) applications, enclaves, outsourced information technology (IT)-based 
processes and platform IT interconnections.   
 


Electronic Collection.  Any collection of information enabled by IT.  
  


Federal Personnel.  Officers and employees of the Government of the United States, members of the 
uniformed services (including members of the Reserve Components), and individuals entitled to receive 
immediate or deferred retirement benefits under any retirement program of the United States (including  
survivor benefits).  For the purposes of PIAs, DoD dependents are considered members of the general public. 
 


Personally Identifiable Information (PII).  Information about an individual that identifies, links, relates or is 
unique to, or describes him or her (e.g., a social security number; age; marital status; race; salary; home 
telephone number; other demographic, biometric, personnel, medical, and financial information).  Also, 
information that can be used to distinguish or trace an individual's identity, such as his or her name; social 
security number; date and place of birth; mother's maiden name; and biometric records, including any other 
personal information that is linked or linkable to a specified individual.  
 


Privacy Act Statements.  When an individual is requested to furnish personal information about himself or 
herself for inclusion in a system of records, providing a Privacy Act statement is required to enable the 
individual to make an informed decision whether to provide the information requested.   
 


Privacy Advisory.  A notification informing an individual as to why information is being solicited and how such 
information will be used. If PII is solicited by a DoD Web site (e.g., collected as part of an email feedback/
comments feature on a Web site) and the information is not maintained in a Privacy Act system of records, the 
solicitation of such information triggers the requirement for a privacy advisory (PA).  
 


System of Records Notice (SORN).  Public notice of the existence and character of a group of records under 
the control of any agency from which information is retrieved by the name of the individual or by some 
identifying number, symbol, or other identifying particular assigned to the individual. The Privacy Act of 1974 
requires this notice to be published in the Federal Register upon establishment or substantive revision of the 
system, and establishes what information about the system must be included.  
 





