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“(3) As soon as the proceeds from an undercover in-
vestigative operation with respect to which an action
is authorized and carried out under subparagraphs (C)
and (D) of paragraph (1), or under paragraph (2) are no
longer necessary for the conduct of such operation,
such proceeds or the balance of such proceeds remain-
ing at the time shall be deposited in the Treasury of
the United States as miscellaneous receipts.

“(4) If a corporation or business entity established
or acquired as part of an undercover operation under
subparagraph (B) of paragraph (1) with a net value of
over $50,000 is to be liguidated, sold, or otherwise dis-
posed of, the Federal Bureau of Investigation or the
Drug Enforcement Administration, as much in ad-
vance as the Director or the Administrator, or the
designee of the Director or the Administrator, deter-
mines is practicable, shall report the circumstances
to the Attorney General and the Comptroller Gen-
eral. The proceeds of the liguidation, sale, or other
disposition, after obligations are met, shall be depos-
ited in the Treasury of the United States as mis-
cellaneous receipts.

“(5%A) The Federal Bureau of Investigation or the
Drug Enforcement Administration, as the case may be,
shall conduct a detailed financial audit of each under-
cover investigative operation which 1s closed in fiscal
year 1996—

“(i) submit the results of such audit in writing to
the Attorney General, and

“(ii) not later than 180 days after such undercover
operation is closed, submit a report to the Congress
concerning such audit.

“(B) The Federal Bureau of Investigation and the
Drug Enforcement Administration shall each also sub-
mit a report annually to the Congress specifying as to
their respective undercover investigative operations—

“{1) the number, by programs, of undercover inves-
tigative operations pending as of the end of the one-
year period for which such report is submitted,

“(ii) the number, by programs, of undercover inves-
tigative operations commenced in the one-year pe-
riod preceding the period for which such report is
submitted, and

“(iii) the number, by programs, of undercover in-
vestigative operations closed in the one-year period
preceding the period for which such report is submit-
ted and, with respect to each such closed undercover
operation, the results obtained. With respect to each
such closed undercover operation which involves any
of the sensitive circumstances specified in the Attor-
ney General’s Guidelines on Federal Bureau of Inves-
tigation Undercover Operations, such report shall
contain a detailed description of the operation and
related matters, including information pertaining
to—

“(I) the results,

“(II) any civil claims, and

“YIII) identification of such semsitive circum-
stances involved, that arose at any time during the
course of such undercover operation.

‘'(§) For purposes of paragraph (5)—

“(A) the term ‘closed’ refers to the earliest point in
time at which—

(i) all criminal proceedings (other than appeals)
are concluded, or

“(il) covert activities are concluded, whichever
occurs later,

“(B) the term ‘employees’ means employees, as de-
fined in section 2105 of title 5 of the United States
Code, of the Federal Bureau of Investigation, and

“(Cy the terms ‘undercover investigative oper-
ations' and ‘undercover operation’ mean any under-
cover investigative operation of the Federal Bureau
of Investigation or the Drug Enforcement Adminis-
tration (other than a foreign counterintelligence un-
dercover investigative operation)—

(i) in which—

“(I) the gross receipts (excluding interest
earned) exceed $50,000, or

“(II) expenditures (other than expenditures for
salaries of employees) exceed $150,000, and

“(ii) which is exempt from section 3302 or 9102 of
title 31 of the United States Code,
except that clauses (i) and (ii) shall not apply with re-
spect to the report required under subparagraph (B) of
such paragraph.”

Similar provisions were contained in the following
prior appropriation acta:

Pub. L. 102-140, title I, §102(b)(4), (5), Oct. 28, 1991, 105
Stat. T93.

Pub, L. 101-516, title II, §202(b)(4), (5), Nov. 5, 1990, 104
Stat, 2118.

Pub. L. 101-162, title IT, § 204(b)(4), (5), Nov. 21, 1989, 103
Stat. 1004.

Pub. L. 100-459, title IT, §204(b)(4), (5), Oct. 1, 1988, 102
Stat. 2200, 2201, as amended by Pub. L. 101-650, title III,
§325(c)(2), Dec. 1, 1990, 104 Stat. 5121.

Pub. L. 100-202, §101(a) [title IT, §204(b)4), (5)], Dec.
22, 1987, 101 Stat. 1329, 1329-16.

Pub. L. 99-500, §101(b) [title II, §204(b)(4), (5)], Oct. 18,
1986, 100 Stat. 1783-39, 1783-52, 1783-53, and Pub. L.
99-591, §101(b) [title II, §204(b)}4), (5)], Oct. 30, 1986, 100
Stat. 3341-39, 3341-52, 3341-53.

Pub. L. 99-180, title II, §204(b)(4), (5), Dec. 13, 1985, 99
Stat. 1148.

Pub. L. 98-411, title II, §203(b)4), (5), Aug. 30, 1984, 98
Stat. 1560.

Pub. L. 98-166, title IT, §205(b)(4), (5), Nov. 28, 1983, 97
Stat. 1087,

Pub. L. 96-132, §7(d), Nov. 30, 1979, 93 Stat. 1046, pro-
vided that:

#(1) The Federal Bureau of Investigation shall con-
duct detailed financial audits of undercover operations
closed on or after October 1, 1979, and—

“(A) report the results of each audit in writing to
the Department of Justice, and

“(B) report annually to the Congress concerning
these audits.

“(2) For the purposes of paragraph (1), ‘undercover
operation' means any undercover operation of the Fed-
eral Bureau of Investigation, other than a foreign
counterintelligence undercover operation—

“(A) in which the gross receipts exceed $50,000, and
“(B) which is exempted from section 3617 of the Re-
vised Statutes (31 U.S.C. 484) [31 U.5.C. 3302(b}] or sec-
tion 304(a) of the Government Corporation Control
Act (31 U.S.C. 869(a)) [31 U.S.C. 9102)."

§534. Acquisition, preservation, and exchange of
identification records and information; ap-
pointment of officials

(a) The Attorney General shall—

(1) acquire, collect, classify, and preserve
identification, eriminal identification, crime,
and other records;

(2) acquire, collect, classify, and preserve
any information which would assist in the
identification of any deceased individual who
has not been identified after the discovery of
such deceased individual;

(3) acquire, collect, classify, and preserve
any information which would assist in the lo-
cation of any missing person (including an un-
emancipated person as defined by the laws of
the place of residence of such person) and pro-
vide confirmation as to any entry for such a
person to the parent, legal guardian, or next of
kin of that person (and the Attorney General
may acquire, collect, classify, and preserve
such information from such parent, guardian,
or next of kin); and

(4) exchange such records and information
with, and for the official use of, authorized of-
ficials of the Federal Government, including
the United States Sentencing Commission, the
States, including State sentencing commis-



§16.32

arrest charge, and the disposition of
the arrest if known to the FBI. All ar-
rest data included in an identification
record are obtained from fingerprint
submissions, disposition reports, and
other reports submitted by agencies
having criminal Jjustice responsibil-
ities. Therefore, the FBI Criminal Jus-
tice Information Services Division is
not the source of the arrest data re-
flected on an identification record.

[Order No. 2258-99, 64 FR 52226, Sept. 28, 1869]

§16.32 Procedure to obtain an identi-
fication record.

The subject of an identification
record may obtain a copy thereof by
submitting a written request via the
U.S. mails directly to the FBI, Crimi-
nal Justice Information Services
(CJIS) Division, ATTN: SCU, Mod. D-2,
1000 Custer Hollow Road, Clarksburg,
WYV 26306. Such request must be accom-
panied by satisfactory proof of iden-
tity, which shall consist of name, date
and place of birth and a set of rolled-
inked fingerprint impressions placed
upon fingerprint cards or forms com-
monly utilized for applicant or law en-
forcement purposes by law enforcement
agencies.

[Order No. 1134-86, 51 FR 16677, May 6, 1986, as
amended by Order No. 2258-899, 64 FR 52226,
Sept. 28, 1999]

§16.33 Fee for production of identi-
fication record.

Each written request for production
of an identification record must be ac-
companied by a fee of $18 in the form of
a certified check or money order, pay-
able to the Treasury of the United
States. This fee is established pursuant
to the provisions of 31 U.S.C. 9701 and is
based upon the clerical time beyond
the first quarter hour to be spent in
searching for, identifying, and repro-
ducing each identification record re-
quested as specified in §16.10. Any re-
quest for waiver of the fee shall accom-
pany the original request for the iden-
tification record and shall include a
claim and proof of indigency. Subject
to applicable laws, regulations, and di-
rections of the Attorney General of the
United States, the Director of the F'BI
may from time to time determine and
establish a revised fee amount to be as-
sessed under this authority. Notice re-
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lating to revised fee amounts shall be
published in the FEDERAL REGISTER.

[Order No. 1943-94, 60 FR 38, Jan. 3, 1995, as
amended by Order No. 2258-99, 64 FR 52226,
Sept. 28, 1999]

§16.34 Procedure to obtain change,
correction or updating of identifica-
tion records.

If, after reviewing his/her identifica-
tion record, the subject thereof be-
lieves that it is incorrect or incomplete
in any respect and wishes changes, cor-
rections or updating of the alleged defi-
ciency, he/she should make application
directly to the agency which contrib-
uted the questioned information. The
subject of a record may also direct his/
her challenge as to the accuracy or
completeness of any entry on his/her
record to the FBI, Criminal Justice In-
formation Services (CJIS) Division,
ATTN: 8CU, Mod. D-2, 1000 Custer Hol-
low Road, Clarksburg, WV 26306. The
FBI will then forward the challenge to
the agency which submitted the data
requesting that agency to verify or cor-
rect the challenged entry. Upon the re-
ceipt of an official communication di-
rectly from the agency which contrib-
uted the original information, the FBI
CJIS Division will make any changes
necessary in accordance with the infor-
mation supplied by that agency.

[Order No. 1134-86, 51 FR 16677, May 6, 1986, as
amended by Order No. 2258-99, 64 FR 532226,
Sept. 28, 1999]

Subpart D—Protection of Privacy
and Access to Individual
Records Under the Privacy
Act of 1974

SOURCE: Order No. 2156-98, 63 FR 29600,
June 1, 1898, unless otherwise noted.

§16.40 General provisions.

(a) Purpose and scope. This subpart
contains the rules that the Department
of Justice follows under the Privacy
Act of 1974, 5 U.S.C. 552a. These rules
should be read together with the Pri-
vacy Act, which provides additional in-
formation about records maintained on
individuals. The rules in this subpart
apply to all records in systems of
records maintained by the Department
that are retrieved by an individual's
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order to help foster consistent applica-
tion of the foregoing standards and the
requirements of this subpart.

§16.27 Procedure in the event a de-
partment decision concerning a de-
mand is not made prior to the time
a response to the demand is re-
quired.

If response to a demand is required
before the instructions from the appro-
priate Department official are re-
ceived, the responsible official or other
Department attorney designated for
the purpose shall appear and furnish
the court or other authority with a
copy of the regulations contained in
this subpart and inform the court or
other authority that the demand has
been or is being, as the case may be, re-
ferred for the prompt consideration of
the appropriate Department official
and shall respectfully request the court
or authority to stay the demand pend-
ing receipt of the requested instruc-
tions.

$16.28 Procedure in the event of an
adverse ruling.

If the court or other authority de-
clines to stay the effect of the demand
in response to a request made in ac-
cordance with §16.27 of this chapter
pending receipt of instructions, or if
the court or other authority rules that
the demand must be complied with ir-
respective of instructions rendered in
accordance with §§16.24 and 16.25 of this
part not to produce the material or dis-
close the information sought, the em-
ployee or former employee upon whom
the demand has been made shall, if so
directed by the responsible Department
official, respectfully decline to comply
with the demand. See United States ex
rel. Touhy v. Ragen, 340 U.S. 462 (1951).

§16.29 Delegation by Assistant Attor-
neys General.

With respect to any function that
this subpart permits the designee of an
Assistant Attorney General to perform,
the Assistant Attorneys General are
authorized to delegate their authority,
in any case or matter or any category
of cases or matters, to subordinate di-
vision officials or U.3. attorneys, as ap-
propriate.

§16.31

APPENDIX TO SUBPART B OF PART 16—
REDELEGATION OF AUTHORITY TO
THE DEPUTY ASSISTANT ATTORNEY
GENERAL FOR LITIGATION, ANTI-
TRUST DIVISION, TO AUTHORIZE PRO-
DUCTION OR DISCLOSURE OF MATE-
RIAL OR INFORMATION

1. By virtue of the authority vested in me
by 28 CFR 16.23(b)(1) the authority delegated
to me by that section to authorize the pro-
duction of material and disclosure of infor-
mation described in 28 CFR 16.21(a) is hereby
redelegated to the Deputy Assistant Attor-
ney General for Litigation, Antitrust Divi-
sion.

2. This directive shall become effective on
the date of its publication in the FEDERAL
REGISTER.

[Order No. 960-81, 46 FR 52356, Oct. 27, 1981]

Subpart C—Production of FBI
Identification Records in Re-
sponse to Written Requests by
Subjects Thereof

SOURCE: Order No, 556-73, 38 FR 32806, Nov.
28, 1973, unless otherwise noted.

§16.30 Purpose and scope.

This subpart contains the regulations
of the Federal Bureau of Investigation
(FBI) concerning procedures to be fol-
lowed when the subject of an identi-
fication record requests production of
that record to review it or to obtain a
change, correction, or updating of that
record.

[Order No. 2258-99, 64 FR 52226, Sept. 28, 1999]

§16.31 Definition of
record.

An FBI identification record, often
referred to as a ‘‘rap sheet,” is a listing
of certain information taken from fin-
gerprint submissions retained by the
FBI in connection with arrests and, in
some instances, includes information
taken from fingerprints submitted in
connection with federal employment.
naturalization, or military service. The
identification record includes the name
of the agency or institution that sub-
mitted the fingerprints to the FBI. If
the fingerprints concern a criminal of-
fense, the identification record in-
cludes the date of arrest or the date
the individual was received by the
agency submitting the fingerprints, the

identification
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sions, Indian tribes, cities, and penal and other
institutions.

(b) The exchange of records and information
authorized by subsection (a)(4) of this section is
subject to cancellation if dissemination is made
outside the receiving departments or related
agencies.

(¢c) The Attorney General may appoint offi-
cials to perform the functions authorized by this
section. )

(d) INDIAN LAW ENFORCEMENT AGENCIES.—The
Attorney General shall permit tribal and Bureau
of Indian Affairs law enforcement agencies—

(1) to access and enter information into Fed-
eral criminal information databases; and

(2) to obtain information from the data-
bases.

(e) For purposes of this section, the term
“other institutions’ includes—

(1) railroad police departments which per-
form the administration of criminal justice
and have arrest powers pursuant to a State
statute, which allocate a substantial part of
their annual budget to the administration of
criminal justice, and which meet training re-
quirements established by law or ordinance for
law enforcement officers; and

(2) police departments of private colleges or
universities which perform the administration
of criminal justice and have arrest powers pur-
suant to a State statute, which allocate a sub-
stantial part of their annual budget to the ad-
ministration of criminal justice, and which
meet training requirements established by law
or ordinance for law enforcement officers.

(f%1) Information from national crime infor-
mation databases consisting of identification
records, criminal history records, protection or-
ders, and wanted person records may be dissemi-
nated to civil or criminal courts for use in do-
mestic violence or stalking cases. Nothing in
this subsection shall be construed to permit ac-
cess to such records for any other purpose.

(2) Federal, tribal, and State criminal justice
agencies authorized to enter information into
criminal information databases may include—

(A) arrests, convictions, and arrest warrants
for stalking or domestic violence or for viola-
tions of protection orders for the protection of
parties from stalking or domestic violence;
and

(B) protection orders for the protection of
persons from stalking or domestic violence,
provided such orders are subject to periodic
verification.

(3) As used in this subsection—

(A) the term ‘“‘national crime information
databases” means the National Crime Infor-
mation Center and its incorporated criminal
history databases, including the Interstate
Identification Index; and

(B) the term “‘protection order” includes—

(i) any injunction, restraining order, or
any other order issued by a civil or criminal
court for the purpose of preventing violent
or threatening acts or harassment against,
sexual violence or contact or communica-
tion with or physical proximity to, another
person, including any temporary or final or-
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ders issued by civil or criminal courts
whether obtained by filing an independent
action or as a pendente lite order in another
proceeding so long as any civil order was is-
sued in response to a complaint, petition, or
motion filed by or on behalf of a person
seeking protection; and

(ii) any support, child custody or visita-
tion provisions, orders, remedies, or relief is-
sued as part of a protection order, restrain-
ing order, or stay away injunction pursuant
to State, tribal, territorial, or local law au-
thorizing the issuance of protection orders,
restraining orders, or injunctions for the
protection of victims of domestic violence,
dating violence, sexual assault, or stalking.

(Added Pub. L. 89-554, §4(c), Sept. 6, 1966, 80 Stat.
616; amended Pub. L. 97-292, §§2, 3(a), Oct. 12,
1982, 96 Stat. 1259; Pub. L. 100-690, title VII,
§7333, Nov. 18, 1988, 102 Stat. 4469; Pub. L. 103-322,
title IV, §40601(a), Sept. 13, 1994, 108 Stat. 1950;
Pub. L. 107-273, div. A, title II, §204(c), div. B,
title IV, §4003(b)(4), div. C, title I, §11004, Nov. 2,
2002, 116 Stat. 1776, 1811, 1816; Pub. L. 109-162,
title I, §118, title IX, §905(a), Jan. 5, 2006, 119
Stat. 2989, 3079; Pub. L. 109-248, title I, §153(i),
July 27, 2006, 120 Stat. 611; Pub. L. 111-211, title
II, §233(a), July 29, 2010, 124 Stat. 2279; Pub. L.
111-369, §2, Jan. 4, 2011, 124 Stat. 4068.)

HISTORICAL AND REVISION NOTES

Revised Statutes and

Derivation U.8. Code Statutes at Large
..................... 5 U.8.C. 300 (as Aug. 31, 1964, Pub. L. BB-527,
applicable to §201 (1st 105 words of lst
acquisition par. under “Federal Bureau

of Investigation', as appli-
cable to acguisition ete. of
identification and other
records), 78 Stat. 717.

Junz 11, 1830, ch. 4565, 46 Stat.
554,

ete. of identi-

fication and

other records).
5 U.5.C. 340.

The sections are combined and reorganized for clar-
ity. Former section 300 of title 5 was from the Depart-
ment of Justice Appropriation Act, 1965. Similar provi-
sions were contained in each appropriation Act for the
Department of Justice running back to 1921, which Acts
are identified in a note under former section 300 of title
5, U.8.C. 1964 ed.

In subsection (a), the word *‘shall™ is substituted for
“has the duty' as a more direct expression. The func-
tion of acquiring, collecting, classifying, etc., referred
to in former section 340 of title 5 was transferred to the
Attorney General by 1950 Reorg., Plan No. 2, §1, eff.
May 24, 1950, 64 Stat. 1261, which is codified in section
509 of this title. Accordingly, the first 29 words and last
30 words of former section 340 are omitted as unneces-
sary.

In subsection (c), the authority to appoint officials
for the cited purposes is implied.

AMENDMENTS

2011—Subsec. (a¥4). Pub. L. 111-369
. including State sentencing commissions’
‘. the States".

2010—Subsec. (a)4). Pub. L. 111-211, §233(a)(1), in-
serted “Indian tribes,” after *the States,”.

Subsec. (d). Pub. L. 111-211, §233(a)(2), added subsec.
{d) and struck out former subsec. (d). Prior to amend-
ment, text read as follows: “The Attorney General
shall permit Indian law enforcement agencies, in cases
of domestic violence, dating violence, sexual assault,
and stalking, to enter information inte Federal crimi-
nal information databases and to obtain information
from the databases.”

Subsec. (e). Pub. L. 111-211, §233(a)3), which directed
redesignation of ‘“‘the second subsection (e)” as (f),

inserted
after



