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Privacy Impact Assessment Form
v 3.0
Question
Answer
1
OPDIV:
2
PIA Unique Identifier (UID):
2a
Name:
3
Which of the following objects does this PIA Cover?
3a
Identify the Enterprise Life-Cycle Phase of the System:
Question 3a Comments
3b
Is this a FISMA Reportable System?
Question 3b Comments
4
Does the system include a publicly available Web interface?
Question 4 Comments
5
Identify the Operator
6
Point of Contact (POC):
Question 6 Comments
7
Is the system/collection a new or existing system?
8
Does the System have Security Authorization (SA)?
Question 8 Comments
8a
Date of Security Authorization
Question 8a Comments
8b
Planned Date of Security Authorization
Question 8b Comments
8c
Briefly explain why security authorization is not required
Question 8c Comments
9
Indicate the following reason(s) for this update
Question 9 Comments
10
Describe the changes that have occurred since the last PIA.
Question 10 Comments
11
Describe the purpose of the system.
Question 11 Comments
12
Describe the type of information the system will collect, maintain (store), or share (Subsequent questions will identify if this information is PII and the specific data elements.)
Question 12 Comments
13
Provide an overview of the system and describe the information it will collect, maintain (store), disseminate and/or pass through it
Question 13 Comments
14
Does the system collect, maintain, use or share PII? 
The term "personally identifiable information" refers to information which can be used to distinguish or trace an individual's identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother's maiden name, etc.": [OMB Memorandum 07-16, Safeguarding Against and Responding to the Breach of Personally Identifiable Information, http://www.whitehouse.gov/sites/default/files/omb/memoranda/fy2007/m07-16.pdf]
Question 14 Comments
15
Indicate the type of PII.
Question 15 Comments
16
Indicate the categories of individuals about whom PII is collected, maintained, disseminated and/or passed through
Question 16 Comments
17
How many individuals' PII is in the system?
Question 17 Comments
18
For what primary purpose is the PII used?
Question 18 Comments
19
Describe the secondary uses for which the data will be used (e.g. testing, training or research.)
Question 19 Comments
20
Describe the function of the SSN.
Question 20 Comments
20a
Cite the legal authority to use the SSN.
Question 20a Comments
21
Identify legal authorities governing information use and disclosure specific to the system and program
Question 21 Comments
22
Are records on the system retreived by 1 or more PII data elements?
Question 22 Comments
22a
Identify the Privacy Act System of Records Notice (SORN) Name and Number or identify if a SORN is in progress
Question 22a Comments
23 
Identify the sources of PII in the system.
Question 23 Comments
23a
Identify the OMB information collection approval number and expiration date
Question 23a Comments
24
Is the PII shared with other organizations?
Question 24 Comments
24a
Identify with whom the PII is shared or disclosed and for what purpose.
Question 24a Comments
24b
Describe any agreements in place that authorizes the information sharing or disclosure (e.g. Computer Matching Agreement, Memorandum of Understanding (MOU), or Information Sharing Agreement (ISA)).
Question 24b Comments
24c
Describe the procedures for accounting for disclosures
Question 24c Comments
25
Describe how individuals are provided notice prior to the collection of PII. If notice is not provided, explain why not.
Question 25 Comments
26
Is the submission of PII by individuals voluntary or mandatory?
Question 26 Comments
27
Describe the method for individuals to object to the collection or use of their PII or describe why individuals cannot object.
Question 27 Comments
28
Describe the process to notify and obtain consent from the individuals whose PII is in the system when major changes occur to the system (e.g., disclosure and/or data uses have changed since the notice at the time of original collection). Alternatively, describe why they cannot be notified or have their consent obtained.
Question 28 Comments
29
Describe the process in place to resolve an individual's concerns when they believe their PII has been inappropriately obtained, used, or disclosed, or that the PII is inaccurate. If no process exists, explain why not.
Question 29 Comments
30
Describe the process in place for periodic reviews of PII contained in the system to ensure the data's integrity, availability, accuracy and relevancy. If no processes are in place, explain why not.
Question 30 Comments
31
Identify who will have access to the PII in the system and the reason why they require access.
Question 31 Comments
32
Describe the procedures in place to determine which users may access PII
Question 32 Comments
33
Describe the methods in place to allow those with access to PII to only access the minimum amount of information necessary to perform their job.
Question 33 Comments
34
Identify training and awareness provided to personnel (system owners, managers, operators, contractors and/or program managers) using the system to make them aware of their responsibilities for protecting the information being collected and maintained.
Question 34 Comments
35
Describe training system users receive (above and beyond general security and privacy awareness training).
Question 35 Comments
36
Do contracts include clauses ensuring adherence to privacy provisions and practices?
Question 36 Comments
37
Describe the process and guidelines in place with regard to the retention and destruction of PII. Cite specific records retention schedules.
Question 37 Comments
38
Describe, briefly but with specificity, how the PII will be secured in the system using administrative, technical, and physical controls. 
Question 38 Comments
39
Identify the publicly-available URL:
Question 39 Comments
40
Does the website have a posted privacy policy?
Question 40 Comments
40a
Is the privacy policy available in a machine-readable format?
Question 40a Comments
41
Does the website employ website measurement and customization technologies (e.g., cookies or beacons)?
Question 41 Comments
41a
Select the type of website measurement and customization technologies is in use and if it is used to collect PII. (Select all that apply)
Technologies	
Collects PII?
Question 41a Comments
42
Does the website have any information or pages directed at children under the age of thirteen?
Question 42 Comments
42a
Is there a unique privacy policy for the website, and does the unique privacy policy address the process for obtaining parental consent if any information is collected?
Question 42a Comments
43
Does the website contain links to websites external to HHS?
Question 43 Comments
43a
Is a disclaimer notice provided to users that follow external links to websites not owned or operated by HHS?
Question 43a Comments
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy. 
Reviewer Questions
Answer
Comments?
1
Are the questions on the PIA answered correctly, accurately, and completely?
Reviewer Notes
Question 1 Comments
2
Does PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities?
Reviewer Notes
Question 2 Comments
3
Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors?
Reviewer Notes
Question 3 Comments
4
Does the PIA appropriately describe PII quality and integrity of the data?
Reviewer Notes
Question 4 Comments
5
Is this a candidate for PII minimization?
Reviewer Notes
Question 5 Comments
6
Does the PIA accurately identify data retention procedures and records retention schedules?
Reviewer Notes
Question 6 Comments
7
Are the individuals whose PII is in the system provided appropriate participation?
Reviewer Notes
Question 7 Comments
8
Does the PIA raise any concerns about the security of the PII?
Reviewer Notes
Question 8 Comments
9
Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be?
Reviewer Notes
Question 9 Comments
10
Is the PII appropriately limited for use internally and with third parties?
Reviewer Notes
Question 10 Comments
11
Does the PIA demonstrate compliance with all Web privacy requirements?
Reviewer Notes
Question 11 Comments
12
Were any changes made to the system because of the completion of this PIA?
Reviewer Notes
Question 12 Comments
General Comments
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