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[bookmark: _Toc447889526]Scenario 1: Update (Reset) Cell Phone Number (BPD Section 2.3.2.2)
[bookmark: _Toc447889527]1.1 LOA2 in Person
[bookmark: _Toc447889528]User Search

[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.
Added new descriptive text: “a cell phone that can receive text messages”

[bookmark: _Toc447889529]
Account Summary (LOA2) _InPerson

[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.

[bookmark: _Toc447889530]
Account Summary (LOA2) _InPerson (Change Pending)

[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.
Added “Change Cell Phone Number” button. (1/12/2016)
Added “Change Pending” for LOA2 in person account with a pending cell phone number change.

[bookmark: _Toc447889531]
Account Summary (LOA2) _InPerson (Not Registered)

[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.
Added “Cell Phone is not registered” for LOA2 in person account with no cell phone registered.


[bookmark: _Toc447889532]
Account Summary (LOA2)_OnPhone (Change Pending)

[image: ]Added “Change Cell Phone Number” button. (1/12/2016)

Added “Change Pending” for LOA2 on phone account with no cell phone registered.

Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.

[bookmark: _Toc447889533]
Account Summary (LOA2)_OnPhone (Not Registered)

[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.
Added “Cell Phone is not registered” for LOA2 on phone account with no cell phone registered.




[bookmark: _Toc447889534]S1-P1 Verify Address Verification (LOA2)
Screen added on 1/12/2016.

[image: ]


[bookmark: _Toc447889535]S1-P2 Update Code Print Confirmation (LOA2)
Displayed if customer-provided address matches customer’s ID.

[image: ]Changed from “Update” to “Change” [GLOBAL]
Changed “Update Code Letter” to “Reset Code Letter” [GLOBAL]
New text: Reset Code [GLOBAL]
Change of text from “The letter…” to “The reset code letter” [GLOBAL]



Reprint button is now primary…with done button being secondary










[bookmark: _Toc447889536]S1-P6  Customer-Provided Address Does Not Match ID
Displayed if customer-provided address does not match address on customer’s ID.
Screen added on 1/12/2016.

[image: ]Revised button order and style 4/8/2016
Added Print Receipt button 4/8/2016
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[bookmark: _Toc447889538]Account Summary (LOA3)_InPerson

[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.

[bookmark: _Toc447889539]
S1-P3 Verify Address Verification (LOA3)

[image: ]Spacing reduced

[bookmark: _Toc447889540]
S1-P4 Verify Address Verification Confirm YY NY

[image: ]New text: “Reset code” to be consistent with other screens [GLOBAL]
Reprint button is primary, and done is secondary
Text change from “Update” to “Change”

[bookmark: S1P5][bookmark: _Toc447889541]
S1-P5 Cannot Verify Address Internal (LOA3)  YN NN

[image: ]Fraud text removed [GLOBAL]

[bookmark: _Toc447889542]
S1-P7 Decline or Fail External Verification (LOA3)

[image: ]Revised button order and style 4/8/2016
Added Print Receipt button 4/8/2016
Text change: From “update” to “change”
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[bookmark: _Toc447889544]Account Summary (LOA2)_OnPhone

[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.

[bookmark: _Toc447889545]
Account Summary (LOA3 on Phone) Before Send Text Message Selected

[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.



[bookmark: _Toc447889546]Account Summary (LOA3 on Phone) After Send Text Message Selected

[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.

[bookmark: _Toc447889547]Account Summary (LOA3 on Phone) After Text Code Verification
[image: ]Text Code Verification container is hidden again. Account Summary container now contains buttons for available functionality. 
Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.



[bookmark: _Toc447889548]S1-P10 Verify Address Verification (LOA2 & LOA3)

[image: ]Text change: from “update” to “change”

[bookmark: _Toc447889549]
S1-P11 Verify Address Verification Confirm (LOA2 & LOA3) YY NY

[image: ]“Mail” text inserted

[bookmark: _Toc447889550]
S1-P12 Cannot Verify Address Internal (LOA2 & LOA3) YN NN

[image: ]Change from “verified” to “verifies” 1/19/16
Fraud text removed

[bookmark: _Toc447889551]
S1-P14 Fail External Verification (LOA2 & LOA3)

[image: ]“Update” changed to “Change”
Text added for going to the local SSA office

[bookmark: _Toc447889552]
S1-P15 No to External Verification (LOA2 & LOA3)

[image: ]From “update” to “change”.  Added 2nd sentence.  Removed “If you recently moved…later.” 



[bookmark: _Toc447889553]2. De-Elevate Account (BPD Section 2.5.2)
[bookmark: _Toc447889554]2.1 LOA3 in Person
[bookmark: _Toc447889555]Account Summary (LOA3)_InPerson

[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.

[bookmark: _Toc447889556]
S5-P1 - Remove Extra Security: Confirmation (LOA3)

[image: ]Wording updated to reflect MFA changes


S5-P9 - (Remove Extra Security Confirmation) Account Summary (LOA3)Button updated to reflect RCS Val


[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.



[bookmark: _Toc447889558]2.2 LOA3 on Phone – Before Send Text Message Selected
[bookmark: _Toc447889559]Account Summary (LOA3)_OnPhone

[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.



[bookmark: _Toc447889560]Account Summary (LOA3 on Phone) After Send Text Message Selected
[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.



[bookmark: _Toc447889561]Account Summary (LOA3 on Phone) After Text Code Verification
[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.



[bookmark: _Toc447889562]S5-P2 - Verify Address Verification (LOA3)

[image: ]Container heading updated to reflect RCS Val

[bookmark: _Toc447889563]
S5-P4 - Cannot Verify Address Internal (LOA3)

[image: ]Change text from “verified” to “verifies”
Yellow container removed.
Fraud message removed.

[bookmark: _Toc447889564]
S5-P6 - Fail External Verification (LOA3)

[image: ]Added 2nd and 3rd sentences to reflect RCS Val.  Removed “If you recently moved…later.”
Added sentence to reflect RCS Val.

[bookmark: _Toc447889565]
S5-P5 - No to External Verification (LOA3)

[image: ]Added sentence to reflect RCS Val.
Added 2nd and 3rd sentences to reflect RCS Val.  Removed “If you recently moved…later.”

[bookmark: _Toc447889566]
S5-P7 - (Remove Extra Security Confirmation) Account Summary (LOA3)

[image: ]Modified Customer Internet Screens and Sample Notices containers on 4/20/2016.



[bookmark: _Toc447889567]3.0 Miscellaneous Screen Changes
[bookmark: _Toc447889568]3.1  Screen YWES – Add Extra Security Immediately After Creating Account
[image: ]Changed language on 3/2/2016. 



[bookmark: _Toc447889569]3.2  Screen AXSEAC – Add Extra Security to Existing Account

[image: ]Changed language on 3/2/2016. 



[bookmark: _Toc447889570]3.3  Screen AXSNEV – Cannot Verify Address Internally

[image: ]Removed wording about fraud prevention services  on 3/2/2016. 



[bookmark: _Toc447889571]3.4 Screen EXTOS – Cannot Verify Address Internally
[image: ]Removed wording about fraud prevention services on 3/2/2016. 
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Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finish Setting Up Your Account - Create Account

Add Extra Security

Provide Cell Phone Number - Security has improved.
Provide Cell Phone Number - Almost Finished

Verify Cell Phone Number
Enter Security Code from Text Message

Sign In

Change Your Cell Phone Number - Provide Address Information
Change Your Cell Phone Number - Do You Have...Reset Code Letter?

@tieh

Sample Notices

Ifthe customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Notices listed below are for general reference. For a ful st of nofices,
please see

+ 0A 00250.010-Electronic Access Mailed Notices
+ A 00250.030-Registration and Customer Support (RCS) Notices.

Created an account online
Created an account online (with extra security)
Added extra security online

Request to reset cell phone number online
Created a standard account in person
Created an account in person (with extra security)

Upgraded account in person

Request to reset cell phone number in person




image13.png
Social Security « Registration and Customer Support (RCS) TextSize v Accessibilty Help

User Search

User is: ) @ Help
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ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3d
RCS OtHelp  puppssss
Change Cell Phone Number: Enter Address

Proof of Identity (must be current):

OState Driver's License or identity card

OUS. passport or passport card

OUS. miltary identification card

OUS. government employee identifcation card

Home Address:
Street 1
Street 2

Cityl/Town]: State[/Territory]: 2IP Code:

Does this address appear on the identity document shown above?

Primary Phone (opti

10-digit Number

Address verifies

Address doesnt intemally verity
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User Search
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Oin person
@ Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS OtHelp  puppssss

D The reset code letter was successfully sent to the printer.

Reset Code Print Confirmation

€ Please give the reset code letter to the customer and read the following confirmation to
the customer:

Please follow the directions to fiish changing your Gell phonie number before the date shown in your letter
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User Search
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ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS

We cannot verify the address against our records

“ Please read the following to the customer:
Edit Address

We were unable to verify this address against our records:

1234 SAMPLE DR
BALTIMORE, MD 53527

We would like your permission to share your information with an extemal Identity Services Provider to help us
vertty your identity.

The Identity Services Provider verifies the information you give us against their records. We do not share
your Social Security number with them, and they keep your information only for the period of fime permitted

by federal laws, regulations, or guidelines.

Do you agree to allow us to share your information with the Identity Services Provider?
O Yes O No

Text Size

Yes, Agreed and Passed
Yes, Agreed but Failed
No, Did not agree

> Accessibilty Help

@ Help

@ Help

@Help
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A\ We cannot verify the customer's addre:

Change Cell Phone Number Information

€€ Prease read the following to the customer:

We were unable to verify the address you provided. We will mail a reset code letter to you at the
following address

1234 SAMPLE DR
BALTIMORE, MD 12345

You will receive the letter within & - 10 business days. Please follow the directions to finish changing
your cell phone number before the date shown in your letter

Print Receipt Done
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Account Summary

Email Address: AlexLOA2@gmail.com

Change E-Mail Address

Account Type:  Standard

Last 4 Digits of
Cell Phone: 7663

Change Cell Phone Number

Account Status: Active
Last Login: September 20, 2016 11:31

[EmalITsmp Passwum] [ Cancel Account ] [aluckAccsss]

Customer Internet Screens

Ask the customer for the tile of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your Identity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finish Setting Up Your Account - Create Account

Add Extra Security

Provide Cell Phone Number - Security has improved.
Provide Cell Phone Number - Almost Finished

Verify Cell Phone Number
Enter Security Code from Text Message

Sign In

Change Your Cell Phone Number - Provide Address Information
Change Your Cell Phone Number - Do You Have...Reset Code Letter?

@i

Sample Notices

Ifthe customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Notices listed below are for general reference. For a ful st of nofices,
please see

+ 0A 00250.010-Electronic Access Mailed Notices
+ A 00250.030-Registration and Customer Support (RCS) Notices.

Created an account online
Created an account online (with extra security)
Added extra security online

Request to reset cell phone number online
Created a standard account in person
Created an account in person (with extra security)

Upgraded account in person

Request to reset cell phone number in person
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Account Summary

@iy

Before you can provide the customer with any information, or take any action on this

‘account, you must send a text message to his or her cel phone.

Email Address: AlexLOA3@gmail.com
Account Type: Extra Security

Last 4 Digits of
Cell Phone: 7663

Change Cell Phone Number

Account Status. Active
Last Login: September 20, 2016 11:31

Send Text Message | [ Block Access

Customer Internet Screens

Ask the customer for the tile of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your Identity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finish Setting Up Your Account - Create Account

Add Extra Security

Provide Cell Phone Number - Security has improved.
Provide Cell Phone Number - Almost Finished

Verify Cell Phone Number
Enter Security Code from Text Message

Sign In

Change Your Cell Phone Number - Provide Address Information
Change Your Cell Phone Number - Do You Have...Reset Code Letter?

Sample Notices

Ifthe customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Notices listed below are for general reference. For a ful st of nofices,
please see

+ 0A 00250.010-Electronic Access Mailed Notices
+ A 00250.030-Registration and Customer Support (RCS) Notices.

Created an account online
Created an account online (with extra security)
Added extra security online

Request to reset cell phone number online
Created a standard account in person
Created an account in person (with extra security)

Upgraded account in person

Request to reset cell phone number in person
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Customer Internet Screens ‘Sample Notices.
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‘Creste Account - Verty yourdendty
Creat Account - Creste Asount

Fiish Sating Up Your Accourt - ety You dnity
Fiish Satting Up Your Accourt - Crese Account

xSty

Frovice Call Phons Numbar - Securiy has improvec.
Frovide Call Phone Numbar - Amost Finhes

Veity Cell Phone Number.
Enter Securiy Gode from Text Wesssge

Senin

‘Ghange Your el Phone Numbe: - Provide Address rformation
‘Granga Your Cel Prone Number - Do You Have . Reset Coda Later?

1the customer has auestons sbout  natos e or she eceived, you
s ety he Stuston and view i Sperogriate noice.

Nosies lsted below sre forganarsl referance For a s of nofes.
plesse see

-OA 00250010 Slctronic Access Vaied Notss
-0 00280033 Regsration and Cusiomer Suppor (RCS) Notes

Crested an acccunt anine
‘Crasiad an scoount nlne (with exa secury)
Adted wirs ety onine.

Reguest o reset ool phone number oline
Crestea s stancrd ascount n persen
Crested an sccount i person (with ex secuiy)
Uparased sceount i person

Reguest o reset cell prons number i person

(@ Account Summary (LOA3).. %

TetSze - Acoessbiy Help

@ rep

@ rep
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Change Cell Phone Number: Enter Address

Home Address:
Street 1

Street 2
Ci

StateTerritory:

Primary Phone (optional):

10-digit Number

Address verifies

Address doesnt intemally verity
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@ Help
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RCS

OtHelp s

(D customers address has been verified.

Change Cell Phone Number Information

€ Pense read the following to the customer:

We have verified your address. We will mail a resst code letfer o you at the following address:

1234 SAMPLE DR
BALTIMORE, MD 12345

You will receive the letter within 5 - 10 business deys. Please follow the directions to finish changing
your cell phone rumber before the dte shown in your etter.
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We cannot verify the address against our records

“ Please read the following to the customer:

We were unable to verify this address against our records: [ __Edit Address

1234 SAMPLE DR
BALTIMORE, MD 53527

We would like your permission to share your information with an extemal Identity Services Provider to help us
vertty your identity.

The Identity Services Provider verifies the information you give us against their records. We do not share
your Social Security number with them, and they keep your information only for the period of fime permitted
by federal laws, regulations, or guidelines.

Do you agree to allow us to share your information with the Identity Services Provider?
O Yes O No

Yes, Agreed and Passed

Yes, Agreed but Failed
No, Did not agree
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RCS

£\ We cannot verify the customer's address.

Unable to verify customer's address

“ Please read the following to the customer:

We were unable to verify the address you provided. We cannot change your ell phone number at this
time. In order to change your cell phorie number, you will have to go fo your local Social Security Office. If
You recently moved, you can try again later.

> Accessibilty Help

@ Help

@ Help

@Help
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£\ We cannot verify the customer's address.

Unable to verify customer's address

“ Please read the following to the customer:

We were unable to verify the address you provided. We cannot change your ell phone number at this
time. In order to change your cell phore number, you will have to go fo your local Social Security Office. If
you choose in the future fo allow us to share your information with the Identity Services Provider, we can
try again to venfy your address.
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Are you sure you want to remove your extra security?

Please read the following to the customer:

If you remove your extra security, you will stil be required to use your cell phone to access your
‘account. You willstil receive a text with a unique security code each time you log in.

emove Extra Security Cancel
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Account Summary

Email Address. AlexLOA3@gmail.com

Change E-Mail Address

Account Type:  Standard Account

Add Extra Security

Last 4 Digits of
Cell Phone. 7663

Change Cell Phone Number

Account Status. Active
Last Login: September 20, 2016 11:31

[EmalITsmp Passwum] [Cancemccuum] [aluckAccsss]

Customer Internet Screens

Ask the customer for the tile of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your Identity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finish Setting Up Your Account - Create Account

Add Extra Security

Provide Cell Phone Number - Security has improved.
Provide Cell Phone Number - Almost Finished

Verify Cell Phone Number
Enter Security Code from Text Message

Sign In

Change Your Cell Phone Number - Provide Address Information
Change Your Cell Phone Number - Do You Have...Reset Code Letter?

@tieh

Sample Notices

Ifthe customer has questions about a notice he or she received, you
can identify the situation and view the appropriate noice.

Notices listed below are for general reference. For a ful st of notices,
please see

+0A 00250.010-Electronic Access Mailed Notices
+0A 00250.030-Registration and Customer Support (RCS) Notices.

Created an account online
Created an account online (with extra security)
Added extra security online

Request to reset cell phone number online
Created a standard account in person
Created an account in person (with extra security)

Upgraded account in person

Request to reset cell phone number in person
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Account Summary

@iy

Before you can provide the customer with any information, or take any action on this

‘account, you must send a text message to his or her cel phone.

Email Address: AlexLOA3@gmail.com
Account Type: Extra Security

Last 4 Digits of
Cell Phone: 7663

Change Cell Phone Number

Account Status. Active
Last Login: September 20, 2016 11:31

Send Text Message | [ Block Access

Customer Internet Screens

Ask the customer for the tile of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your Identity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finish Setting Up Your Account - Create Account

Add Extra Security

Provide Cell Phone Number - Security has improved.
Provide Cell Phone Number - Almost Finished

Verify Cell Phone Number
Enter Security Code from Text Message

Sign In

Change Your Cell Phone Number - Provide Address Information
Change Your Cell Phone Number - Do You Have...Reset Code Letter?

Sample Notices

Ifthe customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Notices listed below are for general reference. For a ful st of nofices,
please see

+ 0A 00250.010-Electronic Access Mailed Notices
+ A 00250.030-Registration and Customer Support (RCS) Notices.

Created an account online
Created an account online (with extra security)
Added extra security online

Request to reset cell phone number online
Created a standard account in person
Created an account in person (with extra security)

Upgraded account in person

Request to reset cell phone number in person
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We cannot verify the address against our records

“ Please read the following to the customer:

We were unable to verify this address against our records: Edit Address

1234 SAMPLE DR
BALTIMORE, MD 53527

We would like your permission to share your information with an extemal Identity Services Provider to help us
vertty your identity.

The Identity Services Provider verifies the information you give us against their records. We do not share
your Social Security number with them, and they keep your information only for the period of fime permitted
by federal laws, regulations, or guidelines.

Do you agree to allow us to share your information with the Identity Services Provider?
O Yes O No

Yes, Agreed and Passed

Yes, Agreed but Failed
No, Did not agree
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£\ We cannot verify the customer's address.
We cannot remove extra security over the telephone.

Unable to externally verify customer's address

“ Please read the following to the customer:

We were unable to verify the address you provided. We cannot remove extra securty from your account at
this time. In order to remove extra security, you will have to go to your local Social Securty Office.





image34.png
Social Security « Registration and Customer Support (RCS) TextSize v Accessibilty Help

User Search

User is: . @ Help
st o femame Oon prone (( Cear Search
Oin person
@ Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS @Help  #ssss

£\ We cannot verify the customer's address.
We cannot remove extra security over the telephone.

Unable to verify customer's address

“ Please read the following to the customer:

We were unable to verify the address you provided. We cannot remove extra securty from your account at
this time. In order to remove extra security you will have to go to your local Social Secuty Office. If you
Ghoose in the future to allow us to share your information with the dentity Services Provider, we can try
again to verify your address.
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o The customer has been successfully verified for an account.

‘The customer may also add extra security to his or her account with no additional checks.

Extra Security

€& Pieass read the following to the customer:

We have verified you for a standard account. You have the option to add extra security.

If you'd like to add extra security, you will still use a cell phone with text messaging each time you
sign in. Each time you contact us to make changes to your account, we will send a text message
with a code or ask you for additional information. This provides extra security because even if
someone gets your username and password, he or she will not be able to change your personal
information.

You may want to add extra security to your account if you have been a victim of domestic violence
o identity theft, or have any other reason to believe you need extra security.

Do you want to add extra security to your account?
OYes  ONo
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‘We cannot verify the address against our records

€ Prease read the following to the customer:

We were unable to verify this address against our records: EditAddress |

1234 SAMPLE DR
BALTIMORE, MD 53527

We would like your permission to share your information with an external Identity Services Provider to
help us verify your identity.

The Identity Services Provider verifies the information you give us against their records. We do not share
‘your Social Security number with them, and they keep your information only for the period of time

permitted by federal laws, regulations, or guidefines.

Do you agree to allow us to share your information with the Identity Services Provider?
O Yes O No
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