PRIVACY IMPACT AS

Exchange Human Resource nd Pay System

Army & Air Force

SECTION 1: IS A PIA REQUIRED?

members of the public, Federal personnel,
.S. military facilities internationally? Choose

the general public and Federal personnel and/or Federal contractors.

1el" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees.”

ure that DITPR or the authoritative database that updates DITPR is annotated
(s) why a PIA is not required. If the DoD information system or electronic

"Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[[] New DoD Information System ] New Electronic Collectio

[] Existing DoD Information System X Existing Electronic

u Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR
Router Network (SIPRNET) IT Registry?

the DoD Secret Internet Pr

[] Yes, DITPR Enter DITPR System Identification

H Yes, SIPRNET Enter SIPRNET Identification Number

No

c. Does this DoD information system have ¢ estment Unique Project Identifier (UPI), required
by section 53 of Office of Management and MB) CirculafA-117?

[] Yes

If "Yes," enter UR

d. Does this DoD | ctronic collection require a Privacy Act System of

No

’rivacy Act SORN Identifier AAFES 0401.04, 0403-01, 0403.11, 0404.01, 0405.11, 0408.14, (E

DoD @Zomponent-assigned designator, not the Federal Register number.
Capisult the Component Privacy Office for additional information or
cess DoD Privacy Act SORNSs at:  http://www.defenselink.mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

[] Yes

Enter OMB Control Number

Enter Expiration Date

No

f. Authority to collect information. A Federal law, Executi
requirement must authorize the collection and mainte

(1) If this system has a Privacy Act SORN, the authoriti
SORN should be the same.

(2) Cite the authority for this DoD infor
and/or disseminate PII. (If multiple authg

(&) Whenever possible, cite the
the operation of the system and the collec

(b) If a specific statute or EO does
be cited. An indirect authority may be cite
a program, the execution of which will req

quires the operation or administration of
and maintenance of a system of records.

atutory grants of authority (“internal
e requirement, directive, or instruction implementing the
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g. Summary of DoD information system or electronic collection. Answers to these gquestions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

data in support of the Equal Employment Opportunity Program, provid
respond to union requests, identify training, provide salary data for ¢ projected fiscal g

system for within

processing including spousal annuities, processing person
and appeals, counsel employees on career development

PII collected: Individual's name, Social Security Number, Exch
date hired, leave accrual data, retirement participation data, servi
sex, security clearance, military status, job code and title, employm
base hourly rate, scheduled work week, Federalland State tax exem type of insurance coverage,
retirement benefits including annuities, authori insusance coverage, education
and experience, licenses, career plans, perso ning course data,
organization in which employed and similar rele rvivor and beneficiaries
names, SSN, date of birth, relationship, marriage

e address, date of birth,
, Citizenship, marital status,
egory, pay plan, wage schedule,

(2) Briefly describe the privacy risks ass
addressed to safeguané privacy.

Risk: data leakage £ aintained in a controlled facility. Physical entry is restricted by the use of locks,
guards, and is a thorized personngl. Access to records is limited to person(s) with an official

“need to kng ible for servicing th
ess. Paper med

al records are maintained at the care giver's site; all other

e shared through data exchange, both within your DoD Component and
ponent (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

DoD Component.

Attorney staff, HRM, HRSC, LP, IG, Benefits, Hearing Examiner, EEO

omponents.

Specify. Department of the Army and/or Air Force IG Office; Office of the Special

Investigations

[X] Other Federal Agencies.
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Specify. Department of Justice, US Attorney, US Treasury, US DOL, Department of
State

State and Local Agencies.

State/Local Law Enforcement Agencies and Attorneys; State Child S
Agencies

Specify.

[XI Contractor (Enter name and describe the language in the contract that safeguar

Specify. Aetna, Fidelity, State Street, Kenexa (IBM), First Advantage, T,
Guardian, Willis Towers Watson, Health eFX; Prudental, Al

[X] Other (e.g., commercial providers, colleges).

Specify. Private Attorneys or Third Parties,

i. Do individuals have the opportunity to object to the their PII?

X Yes [] No

(1) If "Yes," describe method by whic he collection of PII.

ndividuals can obj

Individuals are provided the Privacy Act State ine disclosures of the
information they voluntarily provide to the Exc ipg face-to-face with an
Exchange associate have the option of withdra onal information. When
information is requested through on-line enviro individual has the authority to

stop processing or completion of the form, choo

(2) If "No," state

j- Do individ yportunity to consent to the specific uses of their PII?

XI No

s," describe the method by which individuals can give or withhold their consent.

DD FORM 2930 NOV 2008 Page 5 of 16




(2) If "No," state the reason why individuals cannot give or withhold their consent.

Information is used for proper processing of HR, Pay, Benefits, Workers' Compensation Claims,
grievances, accident follow-up, employee legal issues and security clearance. Information pr
used in a means for which it was not collected.

k. What information is provided to an individual when aske ide PIl data? Indica
apply.

Privacy Act Statement ]

Other ]

Describe [PRIVACY ACT STATEMENT
each
applicable |JAUTHORITY: Title 10 U.S.C. 830
format. Air Force”; Army Regulation 215-8/
U.S.C. 659, "Consent by United Sta
for enforcement of child support and'a

ecretary of the Arm

10 M.S.C. 88013, “Secretary of the
11(1), “Army and

Service Operations”; Title 421
ome withholding, ishment, and similar proceeding
pligations”; 31 285.11, "Administrative Wage

3, "Non Appropriated Funds Policy"; DoD Directive
7000.14-R, Volume 16, "Departmento ' bt Management"; and E.O. 9397 (SSN), as

ment) with the Exchange. Data is used to evaluate applicants
e that individual’s pay entitlements including hourly pay, salary,
ation may also be used to process court orders for child

2s and retirement. |
i ent of wage

e Uses” published at http://dpcld.defense.gov/Privacy/SORNsIndex/
ses.aspx. This includes disclosure to Federal agencies, and state, local and

ents. Application data may be verified by LexisNexis Risk Solutions or other
iograpproved by the Exchange to complete an applicant’s background

LOSURE: Voluntary, however, failure to provide all the requested information may result in the
| of your benefits.

opy of the Privacy Impact Assessment (PIA) for this collection may be located at http://www.aafes.
om/about-exchange/public-affairs/foia.htm/Privacy Impact Assessments.

Agency Disclosure Notice:

The public reporting burden for this collection of information is estimated to average 45 minutes per
response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send
comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing the burden, to the Department of Defense, Washington
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Headquarters Services, Executive Services Directorate, Information Management Division, 4800
Mark Center Drive, East Tower, Suite 02G09, Alexandria, VA 22350-3100 (0702-XXXX).
Respondents should be aware that notwithstanding any other provision of law, no person shall be
subject to any penalty for failing to comply with a collection of information if it does not display a
currently valid OMB control number.

NOTE:

Sections 1 and 2 above are to be posted to the Component's Web
Sections indicates that the PIA has been reviewed to ensure that ap

place to protect privacy.

A Component may restrict the publication of Sections 1
would reveal sensitive information or raise security ¢
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