PRIVACY IMPACT AS

Asset Protection

Army & Air Force

SECTION 1: IS A PIA REQUIRED?

members of the public, Federal personnel,
.S. military facilities internationally? Choose

the general public and Federal personnel and/or Federal contractors.

1el" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees.”

ure that DITPR or the authoritative database that updates DITPR is annotated
(s) why a PIA is not required. If the DoD information system or electronic

"Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[[] New DoD Information System ] New Electronic Collectio

[] Existing DoD Information System X Existing Electronic

n Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR
Router Network (SIPRNET) IT Registry?

the DoD Secret Internet Pr

[] Yes, DITPR Enter DITPR System Identification

H Yes, SIPRNET Enter SIPRNET Identification Number

No

c. Does this DoD information system have ¢ estment UniqueProject Identifier (UPI), required
by section 53 of Office of Management and MB) CirculafA-117?

[] Yes

If "Yes," enter UR

d. Does this DoD | ctronic collection require a Privacy Act System of

No

’rivacy Act SORN Identifier AAFES 0207.02, 0409.01, 0602.04, 0702.34,

DoD @omponent-assigned designator, not the Federal Register number.
Cagisult the Component Privacy Office for additional information or
cess DoD Privacy Act SORNSs at:  http://www.defenselink.mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

[] Yes

Enter OMB Control Number

Enter Expiration Date

No

f. Authority to collect information. A Federal law, Executi
requirement must authorize the collection and mainte

(1) If this system has a Privacy Act SORN, the authoriti
SORN should be the same.

(2) Cite the authority for this DoD infor
and/or disseminate PII. (If multiple authg

(&) Whenever possible, cite the
the operation of the system and the collec

(b) If a specific statute or EO does
be cited. An indirect authority may be cite
a program, the execution of which will req

quires the operation or administration of
and maintenance of a system of records.

ts can use theing
ary authority. T

atutory grants of authority (“internal
e requirement, directive, or instruction implementing the

10 U.S.C. 30X
Defense Com
-211(1), Army a

systems: Existence and Purpose; Army Regulation 215-8/AFI
Force Exchange Service Operations; E.O. 12196, Occupational Safety and

of 1996 (Pub.L. 104-134, section 31001); 31 CFR 285.11, Administrative
000.14-R, Volume 13 Department of Defense Financial Management
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g. Summary of DoD information system or electronic collection. Answers to these gquestions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

receive Exchange refunds.

ailing address, telep
ies and ilinesses, physician's
ent methods which may

Types of Pll Collected: Name, SSN, date of birth, home r,
number, Exchange Accident Report, Exchange Incident Repo
reports, witness statements and investigatory reports, custome
include credit card or banking information.

(2) Briefly describe the privacy risks as ated with the PII d how these risks are
addressed to safeguard privacy.

Possible data leakage. Records are maintained in 3

guards, and is accessible only to authorized perso ited to person(s) with an official

"need to know" who are responsible for servicing the recg ormapce of their official duties. Persons are
4 role-based and further restricted by

procedures, data bas i gfeclude unauthorized disclosure.

gh data exchange, both within your DoD Component and
.g., other DoD Components, Federal Agencies)? Indicate all that apply.

LP Associates, Force Protection, Legal Staff, Inspector General,
HRM, Hearing Examiner, General Managers, Regions VP and SVP, and EEO
associates

Components.

Department of Army and/or Air Force Inspector General Office; Office of
Special Investigations

Other Federal Agencies.

Specify. Department of Justice and their legal staff; Department of Labor; OSHA

State and Local Agencies.
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Specify. State and Local Law Enforcement Agencies and Attorneys

[[] Contractor (Enter name and describe the language in the contract that safeguards PII.)

Specify. |

[[] Other (e.g., commercial providers, colleges).

Specify.

i. Do individuals have the opportunity to object to the collection of th

XI Yes [l No

(1) If "Yes," describe method by which individuals can gbject to the collection of PII.

bject to the collection o

Individuals who are not employed by the Exchange have th
ints not being addressed.

information. However failure to do so may result in lack

(2) If "No," state the reason why individu annot object.

Individuals who are classified as employees of to provide information as a

condition of employment.

j. Do individuals sent to the specific uses of their PII?

[] Yes

ethod by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

Information is required and mandatory in processing benefits, TORT investigations, appeals, accident follow-

up, collection efforts, employee rights and other legal issues.
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k. What information is provided to an individual when asked to provide PIl d

ndicate all that

apply.
Privacy Act Statement [] Privacy Advisory
[[] Other [] None
Describe [PRIVACY ACT STATEMENT
each
applicable |JAUTHORITY: Title 110 U.S.C. 3013, Secretary of U.S.C. 8013, Secretary o Air
format. Force; 10 U.S.C. 2481, Defense Commissary a tems: Existence and Pufpose; Army

ice Operations; E.O. 12196,

Occupational Safety and Health Programs for Fede ederal Claims Collection Act of

1966 (Pub.L. 89-508, as amended); Debt Collection
b.L. 104-134, section 31001); 31 CFR
285.11, Administrative Wage Garn lume 13 Department of Defense
Financial Management Regulation,i*Ne i icy”; DoD 7000.14-R, Volume 16
Department of the Defense Financi ent of Defense Debt
Management”; and E.O. 9397 (SS

PRINCIPAL PURPOSES(S): To reco intai garding accidents, incidents,
operty; and personal injuries/illnesses in

ses” published at http://dpcld.defense.gov/Privacy/
. Disclosure may occur to the Department of the Treasury

ments. To any employer (person or entity) that employs the services of others and
ages or salaries, where the employee owes a delinquent nontax debt to the United

defined in the Fair Credit Reporting Act (14 U.S.C. 1681a(f)) or the Federal Claims
966 (31 U.S.C. 3701(a)(3)). The purpose of this disclosure is to aid in the collection
standing debts owed to the Federal government; typically to provide an incentive for debtors to
delinquent Federal government debts by making these debts part of their credit report. The
psure is limited to information necessary to establish the identity of the individual, including

e, address, and taxpayer identification number (Social Security Number); the amount, status, and
story of the claim; and the agency or program under which the claim arose for the sole purpose of
allowing the consumer reporting agency to prepare a commercial credit report. This disclosure will be
made only after the procedural requirement of 31 U.S.C. 3711(f) has been followed.

This system of records contains individually identifiable health information. The DoD Health
Information Privacy Regulation (DoD 6025.18-R) issued pursuant to the Health Insurance Portability
and Accountability Act of 1996, applies to most such health information. DoD 6025.18-R may place
additional procedural requirements on the uses and disclosures of such information beyond those

found in the Privacy Act of 1974 or mentioned in this system of records notice.
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DISCLOSURE: Voluntary, however, refusal to provide information, concealment, or
misrepresentation of material facts reported or withheld may constitute grounds for employment
separation for cause, disciplinary action, civil or criminal litigation, and lack of benefit payout.

A copy of the Privacy Impact Assessment (PIA) for this collection may be located at
shopmyexchange.com.

NOTE:

Sections 1 and 2 above are to be posted to the Component's
Sections indicates that the PIA has been reviewed to ensur

place to protect privacy.

A Component may restrict the publication of Sectio
would reveal sensitive information or raise securj
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