Authorities: 10 U.S.C. 2224, “Defense Information Assurance Program;” 44 U.S.C. 3544, “Federal Agency
Responsibilities;” HSPD 7, “Critical Infrastructure Identification, Prioritization, and Protection;” DoDD
3020.40, “DoD Policy and Responsibilities for Critical Infrastructure;” DoDD 5505.13E, “DoD Executive Agent
(EA) for the DoD Cyber Crime Center (DC3); DoDI 3020.45, “Defense Critical Infrastructure Program (DCIP)
Management;” and DoDI 5205.13, “Defense Industrial Base (DIB) Cyber Security/Information Assurance
(CS/IA) Activities.”

Purpose: Administrative management of the DIB CS/IA Program’s information sharing activities. Personal
information is covered by OSD SORN DCIO 01, Defense Industrial Base (DIB) Cyber Security/Information
Assurance Records, available at: http://www.gpo.gov/fdsys/pkg/FR-2015-05-21/pdf/2015-12324.pdf

Routine Use(s):

In addition to the disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act of 1974, as
amended, the records contained herein may specifically be disclosed outside the DoD as a routine use
pursuant to 5 U.S.C. 552a(b)(3) as follows:

DIB company point of contact information may be provided to other participating DIB companies to facilitate

the sharing of information and expertise related to the DIB CS Program including cyber threat information
and best practices, and mitigation strategies.

Law Enforcement Routine Use: If a system of records maintained by a DoD Component to carry out its
functions indicates a violation or potential violation of law, whether civil, criminal, or regulatory in nature,
and whether arising by general statute or by regulation, rule, or order issued pursuant thereto, the relevant
records in the system of records may be referred, as a routine use, to the agency concerned, whether federal,
state, local, or foreign, charged with the responsibility of investigating or prosecuting such violation or
charged with enforcing or implementing the statute, rule, regulation, or order issued pursuant thereto.

Counterintelligence Purpose Routine Use: A record from a system of records maintained by a DoD
Component may be disclosed as a routine use outside the DoD or the U.S. Government for the purpose of
counterintelligence activities authorized by U.S. Law or Executive Order or for the purpose of enforcing laws
which protect the national security of the United States.

Disclosure of Information to the National Archives and Records Administration Routine Use: A record from a
system of records maintained by a DoD Component may be disclosed as a routine use to the National
Archives and Records Administration for the purpose of records management inspections conducted under
authority of 44 U.S.C. 2904 and 2906.

The DoD Blanket Routine Uses set forth at the beginning of the Office of the Secretary of Defense/Joint Staff
compilation of systems of records notices may apply to this system. The complete list of the DoD blanket
routine uses can be found online at:
http://dpcld.defense.gove/Privacy/SORNsIndex/BlanketRoutineUses.aspx

Any release of information contained in this system of records outside the DoD will be compatible with the
purpose(s) for which the information is collected and maintained.

Disclosure: Voluntary. However, failure to provide requested information may limit the ability of the DoD to
contact the individual or provide other information necessary to facilitate this program.

Privacy Impact Assessment (PIA): The PIA addresses the processes in place to protect information provided
by DoD contractors reporting cyber incidents. The PIA for the Defense Industrial Base (DIB) Cybersecurity
Activities is available at http://dodcio.defense.gov/Portals/0/Documents/DIB 2015.pdf

Freedom of Information Act (FOIA). Agency records, which may include qualifying information received from
non-federal entities, are subject to request under the Freedom of Information Act (5 U.S.C. 552) (FOIA),
which is implemented in the Department of Defense by DoD Directive 5400.07 and DoD Regulation 5400.7-R
(see 32 C.F.R. Parts 285 and 286, respectively). Pursuant to established procedures and applicable
regulations, the Government will protect sensitive nonpublic information under this Program against



http://www.gpo.gov/fdsys/pkg/FR-2015-05-21/pdf/2015-12324.pdf
http://dodcio.defense.gov/Portals/0/Documents/DIB_2015.pdf

unauthorized public disclosure by asserting applicable FOIA exemptions, and will inform the non-Government
source or submitter (e.g., DIB participants) of any such information that may be subject to release in response
to a FOIA request, to permit the source or submitter to support the withholding of such information or
pursue any other available legal remedies.

Agency Disclosure Notice:

OMB CONTROL NUMBER: 0704-0490
OMB EXPIRATION DATE: 10/31/2016

The public reporting burden for this collection of information is estimated to average 20 minutes per
response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments
regarding this burden estimate or any other aspect of this collection of information, including suggestions for
reducing the burden, to the Department of Defense, Washington Headquarters Services, Executive Services
Directorate, Directives Division, 4800 Mark Center Drive, East Tower, Suite 02G09, Alexandria, VA 22350-
3100 [0704-0490]. Respondents should be aware that notwithstanding any other provision of law, no person
shall be subject to any penalty for failing to comply with a collection of information if it does not display a
currently valid OMB control number.

PLEASE DO NOT RETURN YOUR RESPONSE TO THE ABOVE ADDRESS.

Responses should be sent to 6000 Defense Pentagon ATTN: DIB CS Program, Washington, DC 20301-6000.



