PRIVACY IMPACT ASSESSMENT (PIA)
For the

Joint Civilian Orientation Conference (JCOC) Program

Office of the Assistant to the Secretary of Defense (Public Affairs)

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection” for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

[C] (1) Yes, from members of the general public.
(2) Yes, from Federal personnel* and/or Federal contractors.

OJ
(3) Yes, from both. members of the general public and Federal personnel and/or Federal contractors.
[J @) No

* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees."

b. If "No," ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If "Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[[] New DoD Information System ] New Electronic Collection

] Existing DoD Information System X Existing Electronic Collection

[ Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Registry?

] Yes, DITPR Enter DITPR System Identification Number

] Yes, SIPRNET Enter SIPRNET Identification Number

X No

c. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required
by section 53 of Office of Management and Budget (OMB) Circular A-11?

] Yes No

If "Yes," enter UPI

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN
information should be consistent.

< Yes [] No

If "Yes," enter Privacy Act SORN Identifier

DoD Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNs at:  http://www.defenselink.mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

] Yes

Enter OMB Control Number

Enter Expiration Date

X No

f. Authority to collect information. A Federal law, Executive Order of the President (EO), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PIl. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute.or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“internal
housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act of 1974,
as amended, the records contained therein may specifically be disclosed outside the DoD as a routine
use pursuantto 5 U.S.C. 552a(b)(3) as follows:

Law Enforcement Routine Use:

If a system of records maintained by a DoD Component to carry out its functions indicates a violation or
potential violation of law, whether civil, criminal, or regulatory in nature, and whether arising by general
statute or by regulation, rule, or order issued pursuant thereto, the relevant records in the system of
records may be referred, as a routine use, to the agency concerned, whether federal, state, local, or
foreign, charged with the responsibility of investigating or prosecuting such violation or charged with
enforcing or implementing the statute, rule, regulation, or order issued pursuant thereto.

Congressional Inquiries Disclosure Routine Use:

Disclosure from a system of records maintained by a DoD Component may be made to a congressional
office from the record of an individual in response to an inquiry from the congressional office made at the
request of that individual.

Disclosure to the Department of Justice for Litigation Routine Use:
A record from a system of records maintained by a DoD Component may be disclosed as a routine use
to any component of the Department of Justice for the purpose of representing the Department of
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Defense, or any officer, employee or member of the Department in pending or potential litigation to which
the record is pertinent.

Disclosure of Information to the National Archives and Records Administration Routine Use:

A record from a system of records maintained by a DoD Component may be disclosed as a routine use
to the National Archives and Records Administration for the purpose of records management inspections
conducted under authority of 44 U.S.C. 2904 and 2906.

Data Breach Remediation Purposes Routine Use:

A record from a system of records maintained by a Component may be disclosed to appropriate
agencies, entities, and persons when (1) The Component suspects or has confirmed that the security or
confidentiality of the information in the system of records has been compromised; (2) the Component
has determined that as a result of the suspected or confirmed compromise there is a risk of harm to
economic or property interests, identity theft or fraud, or harm to the security.or integrity of this system or
other systems or programs (whether maintained by the Component or another agency or entity) that rely
upon the compromised information; and (3) the disclosure made to such agencies, entities, and persons
is reasonably necessary to assist in connection with the Components efforts to respond to the suspected
or confirmed compromise and prevent, minimize, or remedy such harm.

The DoD Blanket Routine Uses set forth at the beginning of the Office of the Secretary of Defense
(OSD) compilation of systems of records notices apply to_this system. The complete list of DoD Blanket
Routine Uses can be found Online at: http://dpcld.defense.gov/Privacy/SORNsIndex/
BlanketRoutineUses.aspx

g. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

PURPOSE(S):

To manage the JCOC program,; to'determine the eligibility of nominators and candidates; to select nominated
individuals for participation in the JCOC program; to correspond with nominators, candidates, and
participants; and to produce printed materials used in the presentation and conduct of the JCOC program.

CATEGORIES OF RECORDS IN THE SYSTEM:

Nominator (DoD/Coast Guard): full name, rank/grade, work email address, work telephone number, point of
contact for questions/notifications, nominating authority; Nominator (JCOC alumni): full name, email address,
telephone number, point of contact for questions/notifications, JCOC class; Nominee: full name, title,
organization, work email address, personal email address, postal address, work phone number, cell phone
number, alternate point of contact name/email address/phone number; Participant: full name, title,
organization, work email address, personal email address, postal address, work phone number, cell phone
number, emergency point of contact name/email address/phone number; Participant's health care provider:
full name, phone number.

(2) Briefly describe the privacy risks associated with the PII collected and how these risks are
addressed to safeguard privacy.

SAFEGUARDS:

Paper records are maintained in a locked file case in the JCOC program office and are accessible only by
authorized program personnel. Electronic records are stored in file folders on a computer network storage
system secured according to Department of Defense Information Assurance Certification and Accreditation
Process standards. Access to the electronic file folders is restricted to authorized JCOC program personnel
and network maintenance personnel via Common Access Card authentication and system user credentials.
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h. With whom will the PIl be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

Within the DoD Component.

Specify. Authorized JCOC Program personnel
[[] ©Other DoD Components.

Specify.
[] Other Federal Agencies.

Specify.
[[] state and Local Agencies.

Specify.

[[] Contractor (Enter name and describe the language in the contract that safeguards PlI.)

Specify. ]

[[] Other (e.g., commercial providers, colleges).

Specify.

i. Do individuals have the opportunity to object to the collection of their PIl?

X Yes [T No

(1) If "Yes," describe method by which individuals can object to the collection of PII.

Candidates can decline to be nominated for participation in the JCOC Program. JCOC alumni can decline to
nominate candidates for participation.in the JCOC program.

(2) If "No," state the reason why individuals cannot object.

j.- Do individuals have the opportunity to consent to the specific uses of their Pll?

[l Yes ] No
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(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

All requested PII is required for administration of the JCOC Program.

k. What information is provided to an individual when asked to provide Pll data? Indicate all that

apply.

<] Privacy Act Statement O Privacy Advisory

[[] Other ] None

Describe
each
applicable
format.

PRIVACY ACT STATEMENT

AUTHORITY: 5 U.S.C. 552a(b) of the Privacy Act of 1974, as amended.

PURPOSE: To administer the Joint Civilian Orientation Conference (JCOC) Program.
ROUTINE USE: pursuant to 5 U.S.C. 552a(b)(3).

DISCLOSURE: Required to obtain or retain benefits.
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NOTE:

Sections 1 and 2 above are to be posted to the Component's Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in

place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.
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