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UNITED STATES OF AMERICA
BEFORE THE
FEDERAL ENERGY REGULATORY COMMISSION

North American Electric Reliability ) Docket No.
Corporation )

PETITION OF THE
NORTH AMERICAN ELECTRIC RELIABILITY CORPORATION
FOR APPROVAL OF PROPOSED RELIABILITY STANDARD PRC-012-2
Pursuant to Section 215(d)(1) of the Federal Power Act (“FPA”)! and Section 39.5 of the
regulations of the Federal Energy Regulatory Commission (“FERC” or “Commission”),? the
North American Electric Reliability Corporation (“NERC”)? hereby requests Commission
approval of the following*:

e Reliability Standard PRC-012-2 (Remedial Action Schemes) (Exhibit B);

e retirement of currently effective Reliability Standards PRC-015-1 (Remedial Action
Scheme Data and Documentation) and PRC-016-1 (Remedial Action Scheme
Misoperation);

e withdrawal of Reliability Standards PRC-012-1 (Remedial Action Scheme Review

Procedure), PRC-013-1 (Special Protection System Database), and PRC-014-1 (Remedial
Action Scheme Assessment);®

! 16 U.S.C. § 8240 (2012).
2 18 C.F.R. § 39.5 (2016).
3 The Commission certified NERC as the electric reliability organization (“ERQO”) in accordance with

Section 215 of the Federal Power Act on July 20, 2006 in Docket No. RR06-1-000. See Order Certifying North
American Electric Reliability Corporation as the Electric Reliability Organization and Ordering Compliance Filing,
116 FERC 1 61,062 (2006), order on reh’g and compliance, 117 FERC {61,126 (2006), aff’d sub nom. Alcoa Inc. v.
FERC, 564 F.3d 342 (D.C. Cir. 2009).

4 Unless otherwise designated herein, all capitalized terms shall have the meaning set forth in the Glossary of
Terms Used in NERC Reliability Standards (“NERC Glossary”), available at

http://www.nerc.com/files/Glossary of Terms.pdf.

5 NERC notes that the Commission has never approved or remanded the original versions of Reliability
Standards RPC-012-0, PRC-013-0, and PRC-014-0, as the Commission deemed these standards “fill-in-the-blank”
standards in Order No. 693. See Mandatory Reliability Standards for the Bulk-Power System, Order No. 693, FERC
Stats. & Regs. 1 31,242, order on reh’g, Order No. 693-A, 120 FERC 1 61,053 (2007). In its petition for approval of
the revised definition of Remedial Action Scheme submitted on February 3, 2015, NERC submitted a new version
of these standards but did not request Commission approval of these standards. Rather, NERC noted that it was
submitting Reliability Standards PRC-012-1, PRC-013-1, and PRC-014-1 “for completeness.” Petition of the North
American Electric Reliability Corporation for Approval of Revisions to the Definition of “Remedial Action Scheme”
and Proposed Reliability Standards, Docket No. RM15-13-000 at n. 6, 7, 8 (Feb. 3, 2015).
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e Implementation Plan for PRC-012-2 (Exhibit C); and

e associated Violation Risk Factors (“VRFs”) and Violation Severity Levels (“VSLs”) for
PRC-012-2 (Exhibits D) (collectively, “NERC’s Proposal”).

NERC’s Proposal was developed in Project 2010-05.3 Phase 3 of Protection Systems:
Remedial Action Schemes (“Project”) and addresses all aspects of the design, approval,
installation, and maintenance of Remedial Action Schemes (“RAS”). The NERC Board of
Trustees adopted proposed Reliability Standard PRC-012-2, retirement of Reliability Standards
PRC-015-1 (Remedial Action Scheme Data and Documentation) and PRC-016-1 (Remedial
Action Scheme Misoperation), and withdrawal of previously unapproved Reliability Standards
PRC-012-1 (Remedial Action Scheme Review Procedure), PRC-013-1 (Special Protection
System Database), and PRC-014-1 (Remedial Action Scheme Assessment) on May 5, 2016.

NERC requests that the Commission approve NERC’s Proposal as just, reasonable, not
unduly discriminatory or preferential, and in the public interest. As required by Section 39.5(a)
of the Commission’s regulations,® this Petition presents the technical basis and purpose of
proposed Reliability Standard PRC-012-2, a summary of the development history and the
complete record of development (Exhibit H), and a demonstration that the proposed Reliability
Standard meets the criteria identified by the Commission in Order No. 672 (Exhibit G).’

l. EXECUTIVE SUMMARY

RAS are, by definition, critical to preserving the reliability and integrity of the Bulk

Electric System (“BES”), as they operate to institute “corrective actions that may include, but are

6 18 C.F.R. § 39.5(a) (2016).

7 The Commission specified in Order No. 672 certain general factors it would consider when assessing
whether a particular Reliability Standard is just and reasonable. See Rules Concerning Certification of the Electric
Reliability Organization; and Procedures for the Establishment, Approval, and Enforcement of Electric Reliability
Standards, Order No. 672, FERC Stats. & Regs. { 31,204, at PP 262, 321-37, order on reh’g, Order No. 672-A,
FERC Stats. & Regs. 131,212 (2006).



not limited to, adjusting or tripping generation (MW and Mvar), tripping load, or reconfiguring a
System(s).”® The purpose of a RAS is to mitigate unacceptable System conditions subsequent to
fault clearing, thereby reducing the risk of instability. Each RAS is unique in its location, design,
and application, yet each RAS must be coordinated with other RAS and protection and control
systems to govern BES reliability. Given the need for coordination of RAS, entities with a wide-
area operational visibility must oversee the design, approval, installation, and maintenance of
these important elements of the interconnected transmission network. In addition, entities with
operational knowledge of RAS must perform routine tests after the operation or misoperation of
a RAS to confirm its continued efficacy. Proposed Reliability Standard PRC-012-2, developed
in Project 2010-05.3, addresses these considerations.

The standard drafting team for Project 2010-05.3 (“RAS SDT”) developed proposed
Reliability Standard PRC-012-2 by combining currently effective Reliability Standards PRC-
015-1 and PRC-016-1 and unapproved Reliability Standards PRC-012-1, PRC-013-1, and PRC-
014-1 into a single, consolidated, continent-wide Reliability Standard to address all aspects of
RAS. Proposed Reliability Standard PRC-012-2 improves upon the existing standards as it
removes ambiguity in NERC’s original “fill-in-the-blank” standard by assigning responsibility to
appropriate functional entities. The proposed standard also streamlines and consolidates the
“piecemeal” RAS standards into one clear, effective Reliability Standard.

Specifically, proposed PRC-012-2 implements a centralized review process for each new
or functionally modified RAS; obligates entities to complete periodic evaluations, tests, and

operational analyses for all RAS; and requires the entity with a wide-area view to establish a

8 NERC Glossary (updated on June 24, 2016) at 84, available at
http://www.nerc.com/files/glossary of terms.pdf.
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database with pertinent information about each RAS. In doing so, the proposed standard vests

the responsibility to administer the RAS review process and to create the RAS database with the

Reliability Coordinator (“RC”). The standard requires the RAS-entity, which is the entity that

“owns all or part of a RAS,”® to submit RAS information to the RC for review, address

reliability issues identified by the RC, analyze operational performance of each RAS, and

perform periodic functional tests of each RAS. Finally, the standard requires the Planning

Coordinator (“PC”) to periodically evaluate each RAS within its area to verify the continued

effectiveness and coordination of the RAS. Proposed Reliability Standard PRC-012-2

establishes these obligations in nine requirements, as follows:

Requirement R1 requires RAS-entities to submit certain information about each RAS that
it intends to place into service to the RC where the RAS is located.

Requirement R2 requires RCs that receive information about a RAS from a RAS-entity to
review the RAS and provide feedback to the RAS-entity.

Requirement R3 requires the RAS-entity that receives feedback from the RC regarding its
RAS to resolve each reliability issue to obtain approval of the RAS from the RC.

Requirement R4 requires the PC to perform a periodic evaluation of each RAS within its
planning area, according to the type of RAS being evaluated.

Requirement R5 requires each RAS-entity to perform an analysis of each RAS after
operation or misoperation of the RAS and to provide the results of the evaluation to the
reviewing RC.

Requirement R6 requires the RAS-entity to develop and submit a Corrective Action Plan
(“CAP”) to the reviewing RC after learning of a deficiency with its RAS.

Requirement R7 requires the RAS-entity to implement the CAP, update the CAP as
necessary, and notify the RC when any changes are made to the CAP and when the CAP
has been fulfilled.

Requirement R8 requires the RAS-entity to test its RAS to verify continued operation on
a timeline according to the type of RAS that is being tested.

RAS-entities include Transmission Owners, Generator Owners, and Distribution Providers.
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e Requirement R9 requires the RC to update its RAS database with information about each
RAS on a yearly basis.

As explained in more detail below, proposed Reliability Standard PRC-012-2 integrates
seamlessly with other relevant Reliability Standards and does not upend the established
performance requirements in Reliability Standard TPL-001-4. Further, the proposed standard
identifies a subset of RAS called “limited impact RAS” that represent those RAS that cannot “by
inadvertent operation or failure to operate, cause or contribute to BES Cascading, uncontrolled
separation, angular instability, voltage instability, voltage collapse, or unacceptably dampened
oscillations.”*® The proposed standard imposes more focused review requirements on RAS that
have greater BES reliability impact and unique design.

1. NOTICES AND COMMUNICATIONS

Notices and communications with respect to this filing may be addressed to: !

Shamai Elstein* Howard Gugel*

Senior Counsel Director of Standards

Andrew C. Wills* North American Electric Reliability
Associate Counsel Corporation

North American Electric Reliability Corporation 3353 Peachtree Road, N.E.

1325 G Street, N.W., Suite 600 Suite 600, North Tower
Washington, D.C. 20005 Atlanta, GA 30326

(202) 400-3000 (404) 446-2560

(202) 644-8099 — facsimile Howard.Gugel@nerc.net

shamai.elstein@nerc.net
andrew.wills@nerc.net

10 See Proposed Reliability Standard PRC-012-2 at 7, 21 (attached herein as Exhibit B).

1 Persons to be included on the Commission’s service list are identified by an asterisk. NERC respectfully
requests a waiver of Rule 203 of the Commission’s regulations, 18 C.F.R. § 385.203 (2016), to allow the inclusion
of more than two persons on the service list in this proceeding.



I11.  BACKGROUND

A. Regulatory Framework

By enacting the Energy Policy Act of 2005,*2 Congress entrusted the Commission with
the duties of approving and enforcing rules to ensure the reliability of the Nation’s Bulk-Power
System, and with the duties of certifying an Electric Reliability Organization (“ERQO”) that
would be charged with developing and enforcing mandatory Reliability Standards, subject to
Commission approval. Section 215(b)(1) of the FPA states that all users, owners, and operators
of the Bulk-Power System in the United States will be subject to Commission-approved
Reliability Standards.*® Section 215(d)(5) of the FPA authorizes the Commission to order the
ERO to submit a new or modified Reliability Standard.** Section 39.5(a) of the Commission’s
regulations requires the ERO to file with the Commission for its approval each Reliability
Standard that the ERO proposes to become mandatory and enforceable in the United States, and
each modification to a Reliability Standard that the ERO proposes to be made effective.®

The Commission is vested with the regulatory responsibility to approve Reliability
Standards that protect the reliability of the Bulk-Power System and to ensure that such
Reliability Standards are just, reasonable, not unduly discriminatory or preferential, and in the
public interest. The Commission also exercises oversight regarding proposals to retire Reliability

Standards.'® Pursuant to Section 215(d)(2) of the FPA’ and Section 39.5(c) of the

12 16 U.S.C. § 8240 (2012).

1 Id. 8 8240(b)(1).

14 Id. 8 8240(d)(5).

15 18 C.F.R. § 39.5(a).

16 See e.g., NERC Standards Processes Manual, at Section 4.19 of the NERC Rules of Procedure.
o 16 U.S.C. § 8240(d)(2).



Commission’s regulations, “the Commission will give due weight to the technical expertise of
the Electric Reliability Organization” with respect to the content of a Reliability Standard.*®

B. NERC Reliability Standards Development Procedure

NERC’s Proposal was developed in an open and fair manner and in accordance with the
Commission-approved Reliability Standard development process.’® NERC develops Reliability
Standards in accordance with Section 300 (Reliability Standards Development) and Appendix
3D (NERC Standard Processes Manual) of the Commission approved NERC Rules of
Procedure.?°

In its order certifying NERC as the Commission’s ERO, the Commission found that
NERC’s proposed rules provide for reasonable notice and opportunity for public comment, due
process, openness, and a balance of interests in developing Reliability Standards,?! and thus
satisfy certain of the criteria for approving Reliability Standards.?? The ANSI-accredited
development process is open to any person or entity with a legitimate interest in the reliability of
the Bulk-Power System. NERC considers the comments of all stakeholders, and stakeholders
must approve, and the NERC Board of Trustees must adopt a Reliability Standard before NERC

submits the Reliability Standard to the Commission for approval.

18 18 C.F.R. § 39.5(c)(1).

1 Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the
Establishment, Approval, and Enforcement of Electric Reliability Standards, Order No. 672 at P 334, FERC Stats. &
Regs. 1 31,204, order on reh’g, Order No. 672-A, FERC Stats. & Regs. 1 31,212 (2006) (“Further, in considering
whether a proposed Reliability Standard meets the legal standard of review, we will entertain comments about
whether the ERO implemented its Commission-approved Reliability Standard development process for the
development of the particular proposed Reliability Standard in a proper manner, especially whether the process was
open and fair. However, we caution that we will not be sympathetic to arguments by interested parties that choose,
for whatever reason, not to participate in the ERO’s Reliability Standard development process if it is conducted in
good faith in accordance with the procedures approved by FERC.”).

20 The NERC Rules of Procedure are available at http://www.nerc.com/AboutNERC/Pages/Rules-of-
Procedure.aspx. The NERC Standard Processes Manual is available at
http://www.nerc.com/comm/SC/Documents/Appendix_3A_StandardsProcessesManual.pdf.

2 116 FERC 1 61,062 at P 250.

2 Order No. 672 at PP 268, 270.
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C. Procedural History of Reliability Standard PRC-012-2

In Order No. 693, the Commission evaluated 107 Reliability Standards, including
Reliability Standards PRC-012-0 (Special Protection System Review Procedure), PRC-013-0
(Special Protection System Database), PRC-014-0 (Special Protection System Assessment),
PRC-015-0 (Special Protection System Data and Documentation), and PRC-016-0 (Special
Protection System Misoperations).?*> While the Commission approved Reliability Standard
PRC-015-0 and PRC-016-0 as mandatory and enforceable in Order No. 693, the Commission
neither approved nor remanded Reliability Standards PRC-012-0, PRC-013-0, and PRC-014-0
but identified these as “fill-in-the-blank” standards with an inadequate basis for approval.?*
Along with the abovementioned standards, the Commission also approved the NERC Glossary,
which included definitions for the terms “Special Protection System” (“SPS”) and “Remedial
Action Scheme.”?® As these terms were used interchangeably across Interconnections and the
ERO Regions, NERC developed the definitions approved in Order No. 693 to ensure that both
terms could be used in reference to the same equipment.

In early 2010, after several years’ experience implementing these standards and based on
industry input, NERC initiated Project 2010-05 to address issues associated with RAS and SPS.
NERC initiated the project to address the inconsistent usage of the terms RAS and SPS across
Interconnections and NERC Regions, and to modify the standards to improve the monitoring of
BES Protection System events by identifying and correcting the causes of Misoperations. Based

on industry input, NERC subdivided the work in Project 2010-05 into two phases, Project 2010-

3 Mandatory Reliability Standards for the Bulk-Power System, Order No. 693, FERC Stats. & Regs. |
31,242, order on reh’g, Order No. 693-A, 120 FERC { 61,053 (2007).

2 Id. at PP 1520, 1524, 1528, 1533, and 1539.

% Id. at P 1893.



05.1 and Project 2010-05.2, to address issues associated with Misoperations of Protection
Systems ahead of the work associated with SPS and RAS.2® The work in Project 2010-05.1
culminated in the development of proposed Reliability Standard PRC-004-3 (Protection System
Misoperation Identification and Correction) and the proposed revised definition of
“Misoperations.” On September 15, 2014, NERC submitted proposed Reliability Standard PRC-
004-3 (Protection System Misoperation Identification and Correction) and the NERC Glossary
definition for the term “Misoperations” to the Commission in Docket No. RD14-14-000.2" The
Commission approved PRC-004-3 and the definition of Misoperations on May 13, 2015.28
While work on Misoperations continued in Project 2010-05.1, NERC simultaneously
began its effort to improve the identification and assessment of SPS and RAS in Project 2010-
05.2. In the Standards Authorization Request for Project 2010-05.2, NERC stated that the
project would address the RAS and SPS definitions, the Commission’s Order No. 693 findings,
and four recommendations related to the “identification and coordination of SPS from the joint
FERC-NERC inquiry of the September 2011 Southwest Blackout Event.”?® In the initial stages
of development for this project, NERC realized the extent of the work necessary to revise
associated definitions and Reliability Standards and to develop a consistent, uniform, and

continent-wide RAS-specific Reliability Standard, and further divided Project 2010-05.2 into

% See NERC Standards Committee Meeting Minutes (Jun. 9, 2011), available at
http://www.nerc.com/docs/standards/sc/sc_060911m_package.pdf.

7 Petition of the North American Electric Reliability Corporation for Approval of Proposed Reliability
Standard PRC-004-3, Docket No. RD14-14-000 (filed on Sept. 15, 2014).

8 Order Approving Reliability Standard, 151 FERC Y 61,129 (May 13, 2015).

23 Standard Authorization Request for Project 2010-05.2 (Feb. 12, 2014), accessible online at

http://www.nerc.com/pa/Stand/Prjct201005_2SpclPrtctnSstmPhs2/SPS_SAR_02042014.pdf (explaining that the
project would address the Commission’s decision in Order No. 693 to neither approve nor remand Reliability
Standards PRC-012-0, PRC-013-0, and PRC-014-0, and that the project would address four recommendations from
the FERC-NERC inquiry of the September 2011 Southwest Blackout Event. Notably, the recommendations from
the FERC-NERC inquiry, which were related to the identification and coordination of SPS, were addressed during
the development of the revised definition of RAS, submitted to the Commission in Docket No. RM15-13-000.).

9
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two projects. NERC commenced development in these projects, Project 2010-05.2 and Project
2010-05.3, to revise the definition of RAS and to develop a Reliability Standard addressing
issues associated with RAS, respectively.

In 2011, NERC began development of a revised definition of RAS in Project 2010-05.2
based on the findings of a System Protection and Control Subcommittee (“SPCS”) and System
Analysis and Modeling Subcommittee (“SAMS”) Technical Report titled ““Special Protection
Systems (SPS) and Remedial Action Schemes (RAS): Assessment of Definition, Regional
Practices, and Application of Related Standards” (“SPCS/SAMS Report™).%® The SPCS/SAMS
Report noted the lack of clarity of the definition of SPS, the inconsistent use of the terms SPS
and RAS across the eight Regions, and the impact this inconsistent usage would have on
identification. Using the information in the SPCS/SAMS Report, the standard drafting team for
Project 2010-05.2 developed an improved, revised definition of RAS with more detail than the
existing definition of SPS, including a refined core definition and specific inclusions and
exclusions. NERC submitted the revised definition and several revised Reliability Standards
incorporating the new term, including Reliability Standards PRC-015-1 and PRC-016-1,3! on
February 3, 2015.32 On November 19, 2015, the Commission issued Order No. 818 approving,

among other things, the revised RAS definition.*

30 See Petition of the North American Electric Reliability Corporation for Approval of Revisions to the
Definition of “Remedial Action Scheme” and Proposed Reliability Standards (“RAS Petition™), Docket No. RM15-
13-000 at Exhibit G (filed on Feb. 3, 2015).

s NERC notes that the only substantive revisions made in the revised standards, PRC-015-1 and PRC-016-1,
were to transition from use of the term “Special Protection System” to the newly defined term “Remedial Action
Scheme.”

% RAS Petition at n. 6, 7, 8 (including revisions to Reliability Standards PRC-012-0, PRC-013-0, and PRC-
014-0 to incorporate the term “Remedial Action Scheme,” and noting that because the Commission neither approved
nor remanded these standards in Order No. 693, NERC was not requesting approval of these standards. Rather,
NERC noted that it was submitting Reliability Standards PRC-012-1, PRC-013-1, and PRC-014-1 “for
completeness.”).

3 Revisions to Emergency Operations Reliability Standards; Revisions to Undervoltage Load Shedding
Reliability Standards; Revisions to the Definition of “Remedial Action Scheme™ and Related Reliability Standards
(Order No. 818), 153 FERC { 61,228 (2015).

10



NERC initiated Project 2010-05.3 in 2015 to address all other aspects of RAS and SPS in
the RAS/SPS-related Reliability Standards. The RAS SDT concluded its work with the
development of proposed Reliability Standard PRC-012-2 (Remedial Action Schemes), which is
the subject of this Petition, and a revised NERC Glossary definition of SPS. NERC developed
the revised definition of SPS to complete the transition from the term “Special Protection
System” to “Remedial Action Scheme” initiated by NERC in Project 2010-05.2. As industry
approved the revised definition of SPS before proposed PRC-012-2, NERC submitted the revised
definition of SPS to the Commission in a separate petition on May 11, 2016.3* On June 23,
2016, the Commission issued a delegated letter order approving the revised definition of SPS.%

Industry approved proposed Reliability Standard PRC-012-2 in a final ballot ending on
April 29, 2016.%® The proposed standard, which addresses the implementation of all new and
functionally modified RAS as well as the periodic review of all in-service RAS, combines two
Commission approved standards and three previously unapproved standards deemed by the
Commission in Order No. 693 to be “fill-in-the-blank” standards. The NERC Board of Trustees
approved proposed Reliability Standard PRC-012-2 on May 5, 2016.

IV. JUSTIFICATION FOR APPROVAL

NERC’s Proposal represents the technical findings of the RAS SDT based on its review

of the Commission’s findings related to SPS and RAS in Order No. 693, the recommendations

34 Petition of the North American Electric Reliability Corporation for Approval of the Revised Definition of
Special Protection System, Docket No. RD16-5-000 (May 11, 2016).

% N. Am. Elec. Reliability Corp., Docket No. RD16-5-000 (June 23, 2016) (unpublished letter order).

36 See NERC, Standard Announcement, Project 2010-05.3 Phase 3 of Protection Systems: Remedial Action

Schemes (RAS) PRC-12-2 and Definition of “Special Protection System, available at
http://www.nerc.com/pa/Stand/Prjct201005 3Rmdial ActnSchmsPhase3ofPrtctnSystmsDL/2010-05.3 PRC-012-
2 FB Results Word_Announce 05032016.pdf.

11
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related to SPS and RAS from the FERC-NERC inquiry®’ of the September 2011 Southwest
Blackout Event, several years’ experience monitoring and evaluating SPS and RAS, and
stakeholder comments throughout the Project. The purpose of proposed Reliability Standard
PRC-012-2 is to “[t]o ensure that [RAS] do not introduce unintentional or unacceptable
reliability risks to the [BES].” The nine Requirements of proposed PRC-012-2 accomplish the
stated purpose by addressing planning, coordination, design, review, assessment, and
documentation of each RAS. The proposed standard, which establishes a continent-wide RAS
review and maintenance program, should ensure that each RAS integrates seamlessly and
effectively into the BES and contributes to reliability by performing its intended function as
designed.

Proposed Reliability Standard PRC-012-2 is intended to supersede unapproved
Reliability Standards PRC-012-1, PRC-013-1, and PRC-014-1, as well as retire and replace
currently effective Reliability Standards PRC-015-1 and PRC-016-1.%8 NERC has developed a
concise comparison of the requirements of several currently effective and pending Reliability
Standards and the proposed Reliability Standard PRC-012-2 in the Mapping Document for PRC-
012-2, attached herein as Exhibit E. Proposed Reliability Standard PRC-12-2 represents

substantial improvements over these Reliability Standards, as it streamlines and consolidates

2 See Standards Authorization Request for Project 2010-05.2—Special Protection System (Feb. 12, 2014),
available at http://www.nerc.com/pa/Stand/Prjct201005_2SpclPrtctnSstmPhs2/SPS_SAR_02042014.pdf; see also
Arizona-Southern California Outages on September 8, 2011, Causes and Recommendations (April 2012), available
at http://www.ferc.gov/legal/staff-reports/04-27-2012-ferc-nerc-report.pdf.

8 For purposes of this Petition, NERC treats Reliability Standards PRC-012-1, PRC-013-1, and PRC-014-1
as if they were part of NERC’s original suite of Reliability Standards. These “version 1” Reliability Standards were
revised during the development of revisions to the term RAS by changing the term “Special Protection System” to
“Remedial Action Scheme.” While noting that the Commission would not approve Reliability Standards PRC-012-
1, PRC-013-1, and PRC-014-1, NERC submitted these standards to the Commission in the RAS Petition “for
completeness.” See RAS Petition atn. 6, 7, 8.
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existing requirements, corrects the applicability of previously unapproved standards, and
implements a continent-wide RAS review program.

The following sections provide: (i) an explanation of the applicability of Reliability
Standard PRC-012-2, (ii) a requirement by requirement justification of each of the nine
Requirements in proposed Reliability Standard PRC-012-2, including an explanation for use of
the term “limited impact” RAS to account for the different impacts on reliability of those RAS,
and an explanation of the interplay between PRC-012-2 and TPL-001-4, (iii) a summary of the
enforceability of PRC-012-2, and (iv) a justification for the proposed retirements and
withdrawals associated with the development of PRC-012-2.

A. Applicability

Proposed Reliability Standard PRC-012-2 applies to RCs, PC, and RAS-entities. As the
RC maintains the requisite “[w]ide-[a]rea” perspective to “prevent or mitigate emergency
operating situations in both next-day analysis and real-time operations,”*® the RC is the
appropriate entity to review each new or functionally modified RAS in its respective area to
ensure area-wide reliability and to collect pertinent RAS data in a RAS database. This
perspective allows the RC to evaluate interactions among separate RAS and other protection and
control systems. Further, given the RC’s unique responsibility and the typical business
arrangement of an RC with entities within the RC area, the RC is the entity least likely to have
conflicts of interest, including business relationships, with RAS-entities, PCs, and other relevant

entities.

3 NERC Glossary (updated on June 24, 2016) at 81, available at
http://www.nerc.com/files/glossary of terms.pdf.
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The PC is the functional entity responsible for assessing the “longer-term reliability”
within its area by coordinating, facilitating, integrating, and evaluating transmission facility and
service plans within its respective area.“® As such, the PC is the appropriate functional entity to
maintain oversight of each RAS in its PC area so that it continues to function as planned. The
PC already fulfills responsibilities similar to the RAS modeling and studies required under
proposed PRC-012-2 and can thus perform the responsibilities of PRC-012-2 seamlessly.

Finally, in recognition of the need for a term to describe all entities that are responsible
for a RAS, NERC developed the term “RAS-entity” to describe the Transmission Owner(s),
Generator Owner(s), or Distribution Provider(s) that “owns all or part of a RAS.”*! This broad
term captures each entity involved in RAS ownership. Outside of agreements among responsible
entities regarding compliance with applicable standards, the standard remains applicable to each
entity that owns all or part of a RAS. Taken together, the proposed Requirements obligate the
RC, PC, and RAS-entity to share resources and collaborate to the extent necessary to establish a
continent-wide RAS program.

B. Requirement by Requirement Justification

Proposed Reliability Standard PRC-012-2 consists of nine Requirements that individually
contribute to its stated purpose. As reflected in Exhibit G, NERC’s Proposal satisfies the
Commission’s criteria in Order No. 672 and is just, reasonable, not unduly discriminatory or
preferential, and in the public interest. The subsections below provide additional justification
and information regarding each Requirement or group of Requirements, as follows:

i)  three Requirements obligating the RC to engage in a RAS review process
(Requirements R1, R2, and R3);

40 See id at 69; see also Reliability Functional Model (Version 5) at 22.
4 Section 4 of Reliability Standard PRC-012-2 (see Exhibit B).

14



Vi)

service.

“uninte

one Requirement mandating the PC to engage in a periodic review of each RAS
(Requirement R4);

one Requirement ensuring that the RAS-entity continuously reviews its RAS upon
operation or misoperation (Requirement R5);

two Requirements enacting a process for RAS-entities to address issues with each
RAS identified by the RC in its RAS review (Requirements R6 and R7);

one Requirement obligating the RAS-entity to perform a periodic functional test for
each of its RAS (Requirement R8); and

one Requirement mandating the RC to establish a RAS database (Requirement R9).

) Requirements R1, R2, and R3

R1. Prior to placing a new or functionally modified RAS in service or retiring an existing
RAS, each RAS-entity shall provide the information identified in Attachment 1 for
review to the Reliability Coordinator(s) where the RAS is located. [Violation Risk
Factor: Medium] [Time Horizon: Operations Planning]

R2. Each Reliability Coordinator that receives Attachment 1 information pursuant to
Requirement R1 shall, within four full calendar months of receipt or on a mutually agreed
upon schedule, perform a review of the RAS in accordance with Attachment 2, and
provide written feedback to each RAS-entity. [Violation Risk Factor: Medium] [Time
Horizon: Operations Planning]

R3. Prior to placing a new or functionally modified RAS in service or retiring an existing
RAS, each RAS-entity that receives feedback from the reviewing Reliability
Coordinator(s) identifying reliability issue(s) shall resolve each issue to obtain approval
of the RAS from each reviewing Reliability Coordinator. [Violation Risk Factor:
Medium] [Time Horizon: Operations Planning]

Proposed Requirements R1, R2, and R3 establish an RC review process for each new or

functionally modified RAS that must be completed before a RAS-entity places a RAS into

The RAS review is the first step towards evaluating and coordinating RAS across the

RC area, including those in neighboring RC areas, to ensure that RAS do not introduce

ntional or unacceptable reliability risks” into the BES. As noted above, the RC is the

appropriate entity to perform the RAS review because the RC has a wide-area reliability

perspective and awareness of reliability issues in neighboring RC areas.
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Under Requirement R1, a RAS-entity must provide the reviewing RC with the data
included in Attachment 1 to the standard before placing the “new or functionally modified” RAS
into service or retiring an existing RAS. Attachment 1 identifies a variety of targeted, pertinent
information regarding the RAS design, function, and operation that the RC needs to perform the
RAS review. As such, the reviewing RC would only review particularized information deemed
relevant for purposes of maintaining reliability. NERC designed Attachment 1 to eliminate any
ambiguity in the information that a RAS-entity must submit to the RC for review to make a
determination about whether the RAS may be approved.

Just as the RC must review new RAS to determine whether the new device would impact
operations once implemented, the RC must also review RAS that have been “functionally
modified” to ensure that any changes made to the RAS do not introduce new issues into the BES.
According to footnote 2 of Attachment 1 and footnote 4 of Attachment 2, a RAS is deemed
“functionally modified” if the RAS-entity experiences any of the following:

1)  changes to System conditions or Contingencies monitored by the RAS;
i) changes to the actions that the RAS is designed to initiate;

i) changes to RAS hardware beyond hardware replacement that matches the original
functionality of existing components;

iv)  changes to RAS logic beyond correcting existing errors; or
v)  addition or removal of redundancy levels.*?
When an entity submits a “functionally modified” RAS for review, the RC is only
required to review details of the proposed modifications; however, the submitting RAS-entity

must provide a summary of existing functionality in Attachment 1 to provide sufficient context

42 NERC provides additional information about what constitutes a functional modification in the Reliability
Standard PRC-12-2 Remedial Action Schemes Question & Answer Document, attached herein as Exhibit F.
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for the RAS modifications to allow the RC to perform an abbreviated review of the RAS. After
the RAS-entity completes and delivers Attachment 1 to the reviewing RC, the RC must begin its
comprehensive review of the affected RAS pursuant to proposed Requirement R2.

Under Requirement R2, the RC is required to perform a RAS review in accordance with
Attachment 2 within four months of receiving a completed Attachment 1, or on an otherwise
agreed upon schedule. Attachment 2 is a detailed checklist of criteria that the RC must use to
identify design and implementation aspects of the RAS that are critical to an effective RAS
review framework. By requiring the RC to perform the RAS review according to Attachment 2
(Reliability Coordinator RAS Review Checklist) of proposed PRC-012-2,4 Requirement R2
establishes a comprehensive, consistent review process. The RC, when performing the review,
may request assistance from other parties that have access to relevant information about the
RAS, such as the PC or regional technical groups; however, the RC is ultimately responsible for
compliance with Requirement R2. This delineation of responsibility, which holds the RC
responsible as an independent party, helps to mitigate any conflict of interest that may exist due
to business relationships among the RAS-entity, PC, Transmission Planner (“TP”), or other
entities that are likely to be involved in the planning or implementation of a RAS.

In observance of the time needed to complete each review, the RC must perform the
Attachment 2 review within four full calendar months, or on an otherwise negotiated basis. This
periodicity is consistent with industry practice and provides adequate time for a complete review,
and it includes additional flexibility for unique or unforeseen circumstances. Upon completion

of the review, the RC must provide the RAS-entity with the results of its RAS review identifying

43 Examples of issues that the RC may identify with each RAS include, but are not limited to, a lack of
dependability, security, or coordination. Notably, the Reliability Coordinator RAS Review Checklist warns that the
“RC review is not limited to the checklist items and the RC may request additional information on any aspect of the
RAS as well as any reliability issue related to the RAS.”
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reliability issues that must be resolved before the RAS-entity can place the RAS into service.
The RAS-entity may place the RAS into service only when the reviewing RC’s feedback to each
RAS-entity indicates either that no reliability issues were identified during the review or that all
reliability issues identified by the RC have been resolved to the satisfaction of the reviewing RC,
as required under Requirement R3.

Requirement R3 requires the RAS-entity to resolve any reliability issues with the RAS
identified by the RC before the RAS-entity places the RAS into operation. While there is no
explicit timeframe for the RAS-entity and the RC to resolve the issues identified by the RC and
to approve the RAS, respectively, the RAS-entity and the RC would be motivated to do so on a
timely basis. The RAS-entity would not be permitted to place a RAS in service unless the RAS-
entity has taken all remedial steps prescribed by the RC as a result of the RAS review. Because
the RAS-entity is the party requesting approval of a RAS to be placed into service and would
want approval as soon as possible, the RAS-entity is incentivized to address any RC concerns as
quickly as possible. Similarly, the RC, the functional entity with significant responsibility for
maintaining BES reliability in its area, is motivated to approve new or modified RAS that
improve BES reliability. As discussed above, because RAS play an important role in helping to
ensure reliable operations, an RC would thus act with expediency to approve a RAS that
improves reliability to continue fulfilling its responsibility. Accordingly, a specific period for
remediation of the identified issues and approval of each RAS is unnecessary.

i) Requirement R4

R4. Each Planning Coordinator, at least once every five full calendar years, shall:
[Violation Risk Factor: Medium] [Time Horizon: Long-term Planning]

4.1. Perform an evaluation of each RAS within its planning area to determine
whether:

4.1.1. The RAS mitigates the System condition(s) or Contingency(ies) for
which it was designed.
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4.1.2. The RAS avoids adverse interactions with other RAS, and
protection and control systems.

4.1.3. For limited impact* RAS, the inadvertent operation of the RAS or
the failure of the RAS to operate does not cause or contribute to BES
Cascading, uncontrolled separation, angular instability, voltage instability,
voltage collapse, or unacceptably damped oscillations.

4.1.4. Except for limited impact RAS, the possible inadvertent operation
of the RAS, resulting from any single RAS component malfunction
satisfies all of the following:

4.1.4.1. The BES shall remain stable.

4.1.4.2. Cascading shall not occur.

4.1.4.3. Applicable Facility Ratings shall not be exceeded.

4.1.4.4. BES voltages shall be within post-Contingency voltage
limits and post-Contingency voltage deviation limits as established
by the Transmission Planner and the Planning Coordinator.
4.1.4.5. Transient voltage responses shall be within acceptable
limits as established by the Transmission Planner and the Planning
Coordinator.

4.1.5. Except for limited impact RAS, a single component failure in the
RAS, when the RAS is intended to operate does not prevent the BES from
meeting the same performance requirements (defined in Reliability
Standard TPL-001-4 or its successor) as those required for the events and
conditions for which the RAS is designed.

4.2. Provide the results of the RAS evaluation including any identified
deficiencies to each reviewing Reliability Coordinator and RAS-entity, and each
impacted Transmission Planner and Planning Coordinator.

The purpose of Requirement R4 is to ensure that there are periodic reviews of a RAS
after the RAS-entity places it in service to confirm that the RAS continues to function as planned
and does not adversely affect reliable operations or introduce any “unintentional or unacceptable
reliability risks” into the BES.*® After the RC has reviewed and approved a RAS pursuant to

Requirements R1-R3, and the RAS-entity places it into service, the RAS-entity may experience

44 ”A RAS designated as limited impact cannot, by inadvertent operation or failure to operate, cause or

contribute to BES Cascading, uncontrolled separation, angular instability, voltage instability, voltage collapse, or
unacceptably damped oscillations.” See Reliability Standard PRC-012-2 (attached herein as Exhibit B).

4 The purpose of Requirement R4 is consistent with the purpose of proposed Reliability Standard PRC-012-
2, which is “[t]o ensure that Remedial Action Schemes (RAS) do not introduce unintentional or unacceptable
reliability risks to the Bulk Electric System (BES).”
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changes in System topology or operating conditions that necessitate an additional evaluation of
affected RAS. As such, Requirement R4 creates an affirmative obligation on the PC to conduct
periodic evaluations of each in-service RAS.

As discussed above, because the PC is the entity that “coordinates and integrates
transmission Facilities and service plans, resource plans, and Protection Systems” with a wide
area planning perspective, the PC is the appropriate entity to conduct this continuous oversight of
each in-service RAS pursuant to Requirement R4. The PC is responsible for conducting the
evaluation of RAS in its area under Requirement R4. If the RAS crosses PC boundaries, each
affected PC is responsible under Requirement R4 for conducting either individual evaluations or
participating in a coordinated evaluation.*®

The PC must evaluate each RAS in its area every five years. As provided in the
Implementation Plan associated with proposed PRC-012-2, the PC must complete initial
performance of this requirement for each new and functionally modified RAS within five years
after the date of RC approval of the RAS.%" For each existing RAS, the PC must complete initial
performance of this requirement within five years after the effective date of the proposed
standard. Five years is an appropriate periodicity for PC review of each RAS as it corresponds to
the five-year performance period required under Reliability Standards PRC-006, PRC-010, and
PRC-014. These standards require responsible entities to perform effectiveness evaluations on
remedial equipment similar to the evaluation required under Requirement R4 of proposed PRC-

012-2, so alignment with PRC-006, PRC-010, and PRC-014 would improve consistency and

46 See Reliability Standard PRC-012-2 at 34 (Technical Justification).

4 NERC notes that five (5) years is the maximum allowable interval in between evaluations under
Requirement R4, so even if a RAS is functionally modified during the initial five (5) year period, the responsible
entity must continue to fulfill the performance obligation within the initial five (5) year period. See Implementation
Plan for PRC-012-2 (Exhibit C) at 2.
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would streamline various evaluation processes.*® While this is the maximum allowable interval
between PC reviews, the PC may evaluate a RAS more frequently if necessary in response to a
new generator interconnection, transmission system changes, changes in load, etc. This periodic
RAS evaluation should lead the PC to provide one of the following determinations: 1)
affirmation that the existing RAS is effective; 2) identification of changes needed to the existing
RAS; or, 3) justification for RAS retirement.

Using a risk-based approach, the nature of the evaluation mandated by Requirement R4
depends on whether the relevant RC has designated the RAS as a “limited-impact RAS.”
Attachment 2 of PRC-012-2 provides that RCs may designate a RAS as “limited impact” if the
RC determines that the RAS is incapable of causing significant adverse BES reliability impacts.
As described in footnote 1 of Reliability Standard PRC-012-2, a “limited impact RAS” is a RAS
that “cannot, by inadvertent operation or failure to operate, cause or contribute to BES
Cascading, uncontrolled separation, angular instability, voltage instability, voltage collapse, or
unacceptably damped oscillations.”

The proposed standard imposes more detailed evaluation requirements on RAS that are
not designated as “limited impact,” consistent with the greater risks they present to BES
reliability. For non-limited impact RAS, the PC must perform an evaluation consistent with all
the subparts of Requirement R4 except Part 4.1.3. The evaluation requirements contained in
Parts 4.1.1,4.1.2, 4.1.4, and 4.1.5, obligate the PC to confirm that:

o the RAS mitigates the System condition(s) or Contingency(ies) for which it was
designed;

48 Reliability Standard PRC-010-2 requires the PC and TP is required to perform an effectiveness evaluation
of its UVLS program once every five years. Reliability Standard PRC-006-2 requires the PC to conduct a UFLS
assessment every five years to ensure compliance with certain criteria. Reliability Standard PRC-014-1 (which the
Commission has not approved or remanded) requires the responsible entity to assess each RAS in its respective area.
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o0 the RAS avoids adverse interactions with other RAS, and protection and control
systems;

0 when inadvertent operation of the RAS occurs, the BES remains stable, cascading
does not occur, ratings are not exceeded, voltages are within limits, and voltage
responses are within limits; and

o0 asingle component failure in the RAS does not prevent the BES from meeting

requirements in TPL-001-4 as required for the events and conditions for which the
RAS is designed.

For limited impact RAS, the PC must only conduct an evaluation consistent with Parts
4.1.1,4.1.2, and 4.1.3 to confirm that: (1) the RAS mitigates the System condition(s) or
Contingency(ies) for which it was designed; (2) the RAS avoids adverse interactions with other
RAS, and protection and control systems; and (3) the inadvertent operation of the RAS or the
failure of the RAS to operate does not cause or contribute to BES Cascading, uncontrolled
separation, angular instability, voltage instability, voltage collapse, or unacceptably damped
oscillations. The SDT determined that the additional elements of the evaluations for non-limited
impact RAS provided in Parts 4.1.4 and 4.1.5 should not be required for “limited impact” RAS
given that they present a lower risk to BPS reliability, as further discussed below.

The following discussion provides (i) additional technical justification for distinguishing
“limited impact” RAS from all other RAS, and (ii) an explanation of the relationship between
Requirement R4 of proposed PRC-012-2 and currently-effective Reliability Standard TPL-001-4.

a) Limited Impact RAS
This section provides an explanation of: (1) the need for the “limited impact” RAS

designation; (2) the process by which the RC may designate a RAS as “limited impact; and (3)
the process by which the PC is obligated to periodically evaluate whether the “limited impact”

RAS should continue to be designated as limited impact.
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Need for Limited Impact Designation: Each RAS is unique in geography, purpose,

design, and complexity. Depending on these characteristics and the problems that the RAS are
designed to mitigate, there may be significant differences amongst RAS as to their potential
impact on the reliability of the BES. A RAS would have a small impact if the RAS-entity
designs or implements the RAS such that it cannot, by inadvertent operation or failure to operate,
cause or contribute to major reliability issues. While these smaller impact RAS are important for
reliability, they are technically incapable of causing critical issues that could impact operations
across a large area.

An example of a limited impact RAS is a scheme applied on an interconnection between
two utilities, with one side of the tie consisting of a 230 kV line in parallel with a long 115 kV
line that does not provide significant support to the intertie. The other side of the intertie is a 345
kV line. Depending on pre-contingency magnitude and direction of flow, the scheme is armed to
do one of the following upon loss of the 230 kV line: (i) nothing;*° (ii) switch a shunt reactor; or
(iii) open the 345 kV tie. This RAS mitigates voltage deviation greater than 5%, but it is not
designed to address voltage level, overload, Cascading, or other serious operational issues that
would exclude the RAS from being “limited impact.”

In contrast, an example of a non-limited impact RAS is one that separates the WECC
system into two planned islands following loss of three parallel 500 kV lines connecting Oregon
and California. This islanding scheme is armed depending on pre-event flows. In addition to
islanding and other actions, the RAS may drop more than 2000 MW of generation, a similar
amount of load shedding, and switch shunt reactive devices at multiple locations across most of

the WECC system. The non-limited impact RAS mitigates problems including Cascading,

4 There are some system conditions for which no action is required.
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unplanned islanding, angular and voltage instability and possible collapse of major parts of the
System, each result substantially more critical than those mitigated by the limited impact RAS
described above.

Recognizing the significant differences amongst RAS and the need to focus industry
resources on those RAS that present greater risk to BES reliability, proposed Reliability Standard
PRC-012-2 (1) establishes a process whereby the RC may designate a RAS as “limited impact”
based on its characteristics, and (2) subjects limited impact RAS to a different set of
requirements than RAS that are not limited impact to account for the varying levels of risks
presented. The purpose of the designation is thus to maintain the risk-based nature of NERC
Reliability Standards by requiring applicable entities to review RAS in a manner that is
commensurate with the potential impact of the RAS on reliability.

Process for RC Designation of Limited Impact RAS: As noted above, under

Requirement R1, prior to placing a RAS into service, the RAS-entity must submit the
information contained in Attachment 1 to the RC for its review. In completing Attachment 1, the
RAS-entity must identify whether the RAS is limited impact and provide the reviewing RC with
technical justification establishing that the RAS is “limited impact.” Pursuant to Requirement
R2, the reviewing RC must review the RAS based on criteria in Attachment 2, which requires the
RC to consider the studies and information provided to the RC in Attachment 1 and determine
whether the RAS identified by the RAS-entity should be designated as a “limited impact” RAS.
The RC would designate the RAS as a limited impact RAS if it determines, based on its
review under Requirement R2, that the RAS “cannot, by inadvertent operation or failure to

operate, cause or contribute to BES Cascading, uncontrolled separation, angular instability,
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voltage instability, voltage collapse, or unacceptably damped oscillations.”*® When the RC
agrees that the RAS-entity has addressed each of the reliability issues identified by the RC, the
RC would approve the RAS, and if applicable, would designate it as “limited impact.” The
RAS-entity may place the RAS into service only after the RC is satisfied that all reliability issues
have been addressed.

Diversity among the different types, functions, and placements of RAS make it difficult
to establish a bright line rule for correctly and consistently identifying (existing and future) RAS
that are “limited impact” and RAS that are not “limited impact.” As such, proposed Reliability
Standard PRC-012-2 requires the RC to make this determination on a case-by-case basis based
on its review of the RAS. The RC is already required to approve a RAS based on various criteria
under Requirement R2, and the RC has the benefit of having all technical criteria included in
Attachment 1 for each RAS. Further, the RC is the appropriate entity to designate a RAS as
“limited impact” as it has the wide-area view and understanding of the BES to determine
whether a RAS “cannot, by inadvertent operation or failure to operate, cause or contribute to
BES Cascading, uncontrolled separation, angular instability, voltage instability, voltage collapse,
or unacceptably damped oscillations.”

Prior to development of proposed PRC-012-2, two NERC Regions, the Northeast Power
Coordinating Council (“NPCC”) and the Western Electric Coordinating Council (“WECC”),
used individual RAS classification regimes to identify RAS that would meet similar criteria
described as “limited impact” in proposed PRC-012-2. Specifically, the standard drafting team

identified the Local Area Protection Scheme (“LAPS”) classification in WECC and the Type IlI

%0 As the term “BES” in the explanation of “Limited Impact” modifies each of the conditions referenced

therein, “Limited Impact” RAS may not contribute to BES Cascading, BES uncontrolled separation, BES angular
instability, BES voltage instability, BES voltage collapse, or unacceptably dampened BES oscillations.
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classification in NPCC as consistent with the “limited impact” designation. A RAS that was
implemented prior to the effective date of PRC-012-2 that has been through the regional review
processes of WECC or NPCC, and that is classified as either a LAPS by WECC or a Type Il by
NPCC, would be considered a “limited impact” RAS for purposes of PRC-012-2 initially.
Accordingly, if WECC or NPCC has designated a RAS as “limited impact,” the RC does not
need to designate the RAS as “limited impact” through an initial review because the RAS is
already in service and was subject to the relevant regional review process. Notably, any LAPS
or Type 111 RAS is still subject to the periodic PC evaluation to confirm that the RAS still meets
the “limited impact” qualifications under Part 4.1.3. As provided in the Implementation Plan, the
PC must conduct an evaluation within 5 years of the effective date of the proposed Reliability
Standard. If PC finds that a LAPS or Type Ill RAS is not a limited impact RAS, the LAPS or
Type 111 RAS will no longer retain that designation. NERC has provided a series of examples of
currently active LAPS and Type 11l schemes in Exhibit A.

PC Evaluation of Limited Impact RAS: While the RC is responsible for performing the

initial designation of limited impact RAS, Requirement R4 of proposed PRC-012-2 requires the
PC to review the limited impact RAS to confirm its continued status as “limited impact” as part
of its periodic evaluation. Specifically, Requirement R4, Part 4.1.3 explicitly requires the PC to
evaluate all “limited impact” RAS to verify that the RAS does not, “by inadvertent operation or
failure to operate, cause or contribute to BES Cascading, uncontrolled separation, angular
instability, voltage instability, voltage collapse, or unacceptably damped oscillations.” The PC
may use its discretion as to the method used to evaluate each limited impact RAS.

The PC is the appropriate entity to verify that a RAS continues to be “limited impact”

because the PC maintains a wide-area planning perspective to determine whether the designation
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still applies, and the PC can provide the results of the evaluation to each impacted TP, PC, RC,
and RAS-entity. If the PC determines that the RAS maintains this qualification, the limited
impact designation remains applicable; however, if the PC determines that this is no longer
applicable to the RAS, then the RC may choose to withdraw the limited impact designation at
which point the RAS would become subject to the single component failure and malfunction
tests under R4.1.4 and R4.1.5. All limited impact RAS, whether designated by the RC or under a
preexisting regional process described above, would be periodically reviewed under the
verification provision in Requirement R4.

RAS designated as “limited impact” RAS are not subject to the single component
malfunction and failure evaluations in Parts 4.1.4 and 4.1.5 of proposed Reliability Standard
PRC-012-2, respectively. Under Requirement R4, Part 4.1.4, the PC must review individual
RAS components to determine whether an inadvertent operation of a RAS would have a BES-
wide impact (i.e., Cascading, failure to meet Applicable Facility Ratings, etc.). Similarly,
Requirement R4, Part 4.1.5 requires the PC to review single component failures in RAS to
confirm that the failure does not prevent the BES from meeting the performance requirements of
TPL-001-4. RAS that are “limited impact” cannot, by inadvertent operation or failure to operate,
“cause or contribute to BES Cascading, uncontrolled separation, angular instability, voltage
instability, voltage collapse, or unacceptably damped oscillations.” In its initial review of the
RAS, the RC designated the RAS as limited impact because it met these qualifications. As
limited impact RAS cannot, by definition, fail the evaluations in Requirement R4, Parts 4.1.4 and
4.1.5, the PC does not need to perform the inadvertent operation analysis or single component
failure analysis under these parts. Accordingly, requiring a limited impact RAS to meet these

tests would provide little to no benefit to BES reliability.

27



b) Relationship to Reliability Standard TPL-001-4

Requirement R4 of proposed PRC-012-2 does not supersede or modify PC
responsibilities under Reliability Standard TPL-001-4 but works with Reliability Standard TPL-
001-4 to require the inadvertent operation of certain RAS to meet, at a minimum, performance
requirements common to all planning events listed in TPL-001-4.

Reliability Standard TPL-001-4 sets forth Transmission system planning performance
requirements for various System conditions and probable Contingencies. Table 1 of Reliability
Standard TPL-001-4 explains the specific performance requirements that a RAS must meet
according to the Contingency or System condition. Similarly, under Parts 4.1.1, 4.1.2, 4.1.3,
4.1.4, and 4.1.5 of Requirement R4 of proposed PRC-012-2, the PC must complete an evaluation
of each RAS to ensure that it operates appropriately and that it meets certain performance
criteria. While the requirements under TPL-001-4 and PRC-012-2 are similar, proposed PRC-
012-2 introduces the possibility of RAS failure to operate and RAS inadvertent operation,
matters on which TPL-001-4 is silent.

Specifically, Part 4.1.4 of Requirement R4 requires the PC to verify that the possible
inadvertent operation of the RAS, except for a limited impact RAS, meets the minimum System
performance requirements in Table 1 of Reliability Standard TPL-001-4. Instead of referring to
TPL-001-4, however, the Requirement lists the System performance requirements that a potential
inadvertent operation must satisfy, which account for the performance requirements common to
all planning events PO-P7 in TPL-001-4.5! Similarly, Part 4.1.5 of proposed PRC-012-2
mandates that the PC evaluate whether the RAS, except for limited impact RAS, upon the

occurrence of a single component failure, continues to meet “the same performance requirements

51 Requirement R4, Parts 4.1.4.1 and 4.1.4.5, require the PC to confirm that the BES remains stable and that
voltage is within acceptable limits, respectively.
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(defined in Reliability Standard TPL-001-4 or its successor) as those required for the events and
conditions for which the RAS is designed.” Even though Part 4.1.5 exempts limited impact
RAS, the standard does not exempt limited impact RAS from meeting each of the performance
requirements in TPL-001-4.%2

Thus, while limited impact RAS are exempt from RC evaluation under Parts 4.1.4 and
4.1.5, these RAS are not exempt from performance requirements in TPL-001-4. The
performance requirements under TPL-001-4 and PRC-012-2 are thus designed to support one
another and are not mutually exclusive.

i) Requirement R5

R5. Each RAS-entity, within 120 full calendar days of a RAS operation or a failure of its
RAS to operate when expected, or on a mutually agreed upon schedule with its reviewing
Reliability Coordinator(s), shall: [Violation Risk Factor: Medium] [Time Horizon:
Operations Planning]

5.1. Participate in analyzing the RAS operational performance to determine
whether:
5.1.1. The System events and/or conditions appropriately triggered the
RAS.
5.1.2. The RAS responded as designed.
5.1.3. The RAS was effective in mitigating BES performance issues it was
designed to address.
5.1.4. The RAS operation resulted in any unintended or adverse BES
response.

5.2. Provide the results of RAS operational performance analysis that identified
any deficiencies to its reviewing Reliability Coordinator(s).

Pursuant to Requirement R5, RAS-entities must complete a performance analysis of each
of its RAS upon the operation or failure to operate of that RAS. This Requirement is necessary
for BES integrity and reliability as it verifies that each RAS operation (or misoperation) is

consistent with its intended functionality and design. More specifically, the RC and PC reviews

52 As an example of the coordinated nature of TPL-001-4 and PRC-012-2, the RC may use the analysis
completed under the TPL Requirements in its evaluation of whether a RAS qualifies as “limited impact” under
Requirements R1, R2, and R3.
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performed under Requirements R2 and R4, respectively, RAS are designed to verify the
technical integrity of the RAS, not to analyze the operation or misoperation of RAS. An analysis
of the actual operation of the RAS according to its design is critical to maintaining the reliability
and integrity of the BES. As such, in addition to the reviews required under Requirements R2
and R4, Requirement R5 creates an affirmative obligation for RAS-entities to analyze a RAS
after each operation or misoperation. A RAS-entity would be in the best position to review a
RAS directly after an event to determine whether the RAS operates correctly and as intended.

Under Requirement R5, each RAS-entity must complete an operational performance
analysis after each operation or failure of a RAS to operate to verify that the RAS operated as
designed and to identify any deficiencies that occurred during operation, including any adverse
effect on the BES. The RAS-entity must analyze RAS performance and provide the details of
any deficiencies to the relevant reviewing RC within 120 days of a RAS operation or a failure of
the RAS to operate when expected, or on another schedule agreed to by the RC. The 120-day
period is consistent with the amount of time required for responsible entities to complete the
Protection System Misoperation investigation under Requirements R1, R2, and R3 of Reliability
Standard PRC-004-5.

It is important for proposed PRC-012-2 and Commission approved PRC-004-5 to operate
contemporaneously, as both standards require the entity responsible for the RAS to perform an
analysis when a RAS misoperates. Specifically, Requirements R1, R2, and R3 of Reliability
Standard PRC-004-5 focuses on identification, communication and mitigating reoccurrence of a
misoperation of a RAS. Requirement R5 of proposed PRC-012-2 focuses on analysis and
communication of operation or misoperation of a RAS. Aligning the timeframes for both

standards and providing the flexibility for the RAS-entity and RC to agree upon an alternative
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schedule ensures that, after a RAS misoperation, responsible entities can perform the required
analyses on a consistent schedule. Finally, consistent with NERC’s Proposal, which requires the
RC to maintain continued oversight of each in-service RAS (i.e., the requirements for the RC to
review and approve each RAS and for the RC to maintain a database of each RAS in its area)
Part 5.2 of Requirement R5 requires the RAS-entity to provide the results of all RAS operational
performance analyses that identify deficiencies to its reviewing RC(S).

As the TP may have access to information needed to perform the analysis under
Requirement R5,% RAS-entities may need to collaborate with their associated TP to verify that
the RAS was triggered correctly, responded as designed, and affected the BES as intended.
Regardless, the RAS-entity continues to be the responsible entity for purposes of compliance
with Requirement R5. RAS-entities with a common RAS (i.e., more than one RAS-entity is
responsible for a single RAS) may collaborate to conduct and submit a single, coordinated
operational performance analysis.

Iv) Requirements R6 and R7

R6. Each RAS-entity shall participate in developing a Corrective Action Plan (CAP) and
submit the CAP to its reviewing Reliability Coordinator(s) within six full calendar
months of: [Violation Risk Factor: Medium] [Time Horizon: Operations Planning, Long-
term Planning]

e Being notified of a deficiency in its RAS pursuant to Requirement R4, or

e Notifying the Reliability Coordinator of a deficiency pursuant to Requirement R5,
Part 5.2, or

e ldentifying a deficiency in its RAS pursuant to Requirement R8.

R7. Each RAS-entity shall, for each of its CAPs developed pursuant to Requirement R6:
[Violation Risk Factor: Medium] [Time Horizon: Operations Planning, Long-term
Planning]

3 The TP is responsible for developing a long-term reliability plan for the interconnection BES, and
information in the reliability plan may be useful to determine whether, according to this plan, the RAS was triggered
correctly, responded as designed, and affected the BES as intended. As such, the TP may have useful information
for conducting the analysis.
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7.1. Implement the CAP.

7.2. Update the CAP if actions or timetables change.

7.3. Notify each reviewing Reliability Coordinator if CAP actions or timetables
change and when the CAP is completed.

The reliability objective of Requirements R6 and R7 is to require a RAS-entity to take all
necessary steps to address deficiencies associated with its RAS after becoming aware of the
deficiency. Under these Requirements, RAS-entities are required to create a CAP to respond to
deficiencies with the affected RAS, implement the CAP, update the CAP, and inform the RC of
the status of updates and implementation of the CAP.

A RAS-entity may discover deficiencies with its RAS in one of three ways. First, the PC
may notify the RAS-entity of an issue with a RAS as a result of its evaluation under Requirement
R4. Second, the RAS-entity may discover an issue with its RAS based on its performance
analysis after the operation of the RAS or failure of the RAS to operate. Third, the RAS-entity
may discover a deficiency with its RAS during its periodic functional test under Requirement
R8.

Pursuant to Requirement R6, the RAS-entity must develop a CAP to address any
identified deficiency to mitigate potential reliability risks associated with this deficiency. A CAP
is defined in the NERC Glossary as “[a] list of actions and an associated timetable for
implementation to remedy a specific problem.” Accordingly, the RAS-entity must design the
CAP to facilitate the corrective measures in the plan by describing all actions necessary to
address the deficiency with the RAS and by providing an associated timetable to complete these
actions. NERC anticipates that the RAS-entity may design the CAP with information obtained

from other parties such as the TP or PC, but the RAS-entity is the entity responsible for

compliance with Requirement R6. Depending on the complexity of the identified
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deficiency(ies), the RAS-entity may need to perform studies or other engineering or consulting
work to adequately develop the CAP.

The RAS-entity must develop and submit the CAP to the relevant RC within six months
of one of the following: (i) the PC notifies the RAS-entity of the deficiency under Requirement
R4, (ii) the RAS-entity notifies the RC of a deficiency under Requirement R5, or (iii) the RAS-
entity identifies a deficiency under Requirement R8. NERC designed Requirement R6 as a
careful balance between the need for RAS-entity collaboration with other RAS-entities or the
relevant TP or PC with the need to address the deficiencies in a reasonable, effective time.
Based on this calculation, Requirement R6 specifies a maximum period of six full calendar
months for RAS-entity collaboration on the CAP development. Ideally, when there is more than
one RAS-entity for a RAS, the RAS-entities would collaborate to develop and submit a single,
coordinated CAP.

Pursuant to Requirement R7, each RAS-entity must implement the CAP developed
according to Requirement R6 (or, more plainly stated, take the actions described in the CAP
within the associated timeframe) to address the identified deficiencies. To satisfy its obligations
pursuant to Requirements R6 and R7, the RAS entity must develop a CAP designed to mitigate
any deficiencies with the RAS in a timely manner. If the RAS-entity makes any change to the
actions or schedule in its CAP, the RAS-entity must update the CAP and submit the revised CAP
to the RC. In addition, the RAS-entity must notify the RC when the actions under the CAP have
been complete and the deficiencies have been addressed. Finally, in the event that the RAS-
entity designs a CAP that requires the RAS-entity to make a functional modification to the RAS
to address the deficiency, the RAS-entity must resubmit the RAS to the RC for review by

submitting information identified in Attachment 1 according to proposed Requirement R1. This
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is consistent with a RAS-entity’s continued obligation under Requirement R1 to obtain RC
approval for each “new or functionally modified” RAS.

V) Requirement R8

R8. Each RAS-entity shall participate in performing a functional test of each of its RAS
to verify the overall RAS performance and the proper operation of non-Protection System
components: [Violation Risk Factor: High] [Time Horizon: Long-term Planning]

. At least once every six full calendar years for all RAS not designated as limited
impact, or

. At least once every twelve full calendar years for all RAS designated as limited
impact.

In addition to the operational analysis that each RAS-entity must complete after operation
or misoperation of a RAS under Requirement R5 of proposed PRC-012-2, the RAS-entity must
perform a functional test of its RAS on a periodic basis pursuant to Requirement R8. This
functional test serves as additional confirmation that the RAS and the non-Protection System
components of the RAS operate as designed.

Responsible entities must test Protection System components that are part of a RAS
pursuant to Reliability Standard PRC-005; however, RAS-entities are not required to test the
non-protection RAS device (e.g., controller) under any other currently effective Reliability
Standard. As each RAS placed in service by a RAS-entity is unique in its operation, location,
and design, and role in BES reliability, periodic functional testing of the actual RAS is necessary
to maintain reliability across the BES. NERC designed Requirement R8 to require each RAS-
entity, as the party with knowledge of the design, installation, and functionality of the RAS, to
perform periodic functional testing of each of its RAS to ensure that it continues to operate as

designed. A successful functional test that meets the criteria in Requirement R8 to “verify the

overall RAS performance and the proper operation of non-Protection System components”

34



would gauge the effectiveness of the device and ensure that the RAS continues to function
properly and as designed.

In performing the test, the RAS-entity may test the RAS using an end-to-end testing
method or a segmented approach to perform a functional test on all RAS non-protection system
components or other components of the RAS not already covered in PRC-005-6. If the RAS-
entity employs a segmented approach to testing, the RAS-entity must test each segment of a RAS
and may test overlapping segments individually. This individual segment testing, as opposed to
testing all segments at the same time, eliminates the need for complex maintenance schedules
and outages that may be necessary otherwise. A successful test of one segment only resets the
test interval clock for that segment.

Further, when a RAS operates and the RAS-entity performs the analysis under
Requirement R5, Part 5.1, the RAS-entity may use the evidence for compliance with Part 5.1 as
evidence for compliance with Requirement R8 (i.e., the RAS would be deemed “tested” for
purposes of Requirement R8). If one or more segments does not operate, however, the segments
that did not operate must be tested within the maximum interval beginning on the date of the
previous successful test of the segment(s) that did not operate.

The RAS-entity must perform a functional test for each RAS that is not designed as
“limited impact”>* at least once “every six full calendar years,” and for each limited impact RAS
at least once “every twelve full calendar years.” NERC developed this timeline to ensure that
entities have adequate time and resources to acquire and develop the testing framework and to

address the potential reliability impacts to the BES created by undiscovered or latent issues that

4 NERC characterizes a “limited impact RAS” in footnote 1 of proposed PRC-012-2 as a “RAS designated as
limited impact cannot, by inadvertent operation or failure to operate, cause or contribute to BES Cascading,
uncontrolled separation, angular instability, voltage instability, voltage collapse, or unacceptably damped
oscillations.”
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may have an adverse impact on the operation of a RAS. As explained in the Implementation
Plan for PRC-012-2 (attached herein as Exhibit C), the initial performance obligation for entities
responsible for compliance with Requirement R8 must be completed within either six (6) or
twelve (12) years after the effective date for PRC-012-2, depending on the type of RAS being
tested. This six- and twelve-year timeframe is also consistent with the timeframes for
component maintenance requirements related to protection systems, automatic reclosing, and

sudden pressure relaying in Table 1-1 of Reliability Standard PRC-005-6.%°

vi) Requirement R9

R9. Each Reliability Coordinator shall update a RAS database containing, at a minimum,
the information in Attachment 3 at least once every twelve full calendar months.
[Violation Risk Factor: Lower] [Time Horizon: Operations Planning]

Under Requirement R9, each RC is required to create a comprehensive RAS database
including all relevant information for each RAS in its RC area and to update this database every
twelve months. The RAS database would serve as a tool for the RC to organize necessary RAS
data for the needs within its own area and to provide high-level RAS data to relevant entities to
identify vulnerabilities and to aid in reliability-related needs across the system.

Requirement R9 obligates the RC to collect information about each RAS in the relevant
RC Area identified in Attachment 3. NERC designed Attachment 3 to require the RC to update
the minimum information required for the RAS database, including a summary of conditions that
trigger a RAS, the corrective actions performed by a RAS, and System issues that are mitigated

through corrective action taken by the RAS. The collection of the necessary database

% Requirement R1 of PRC-005-6 requires each Transmission Owner, Generator Owner, and Distribution
Provider to establish a Protection System Maintenance Program (PSMP) for its Protection Systems, Automatic
Reclosing, and Sudden Pressure Relaying based on a schedule consistent with the maintenance intervals specified in
Table 1-1 of PRC-005-6. Table 1-1 defines the intervals for maintenance and the types of maintenance activities
which must be performed on components with particular attributes.
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information is not onerous on the RC, as the data required in Attachment 3 is similar in scope
and substance to the information provided to the RC in Attachment 1 pursuant to Requirement
R1.

The RC would use the RAS data it collects under Requirement R9 to fulfill its reliability-
related responsibilities and to provide other entities with information about each existing RAS
that may impact the other entity’s operational and planning activities. While the RC may collect
more information than just the data nodes requested in Attachment 3, the RC must, at a
minimum, update the information in Attachment 3. Again, given its wide-area view and its
responsibility to receive relevant information about each RAS before the RAS-entity places the
RAS into service, the RC is the appropriate entity to compile RAS-related information specific to
each RAS for reliability planning and system analysis across the system.

Operational modeling information is regularly used in the development of NERC
powerflow base cases and reliability assessments, and it is provided yearly as required under
Reliability Standard MOD-032-1. Thus, consistent with established industry practice,
Requirement R9 obligates RCs to update its RAS database with all the information required in
Attachment 3 at least once every twelve months to ensure consistency and accuracy of pertinent
data. This timeframe provides sufficient time for RAS-entities to provide, and for RCs to collect,
all RAS information identified in Attachment 3.

Finally, RCs that do not have an established RAS database upon the effective date of
proposed PRC-012-2 would not be able to update information that has not yet been collected and
are thus not obligated to “update” the RAS database with the information included in Attachment
3. Asdescribed in the Implementation Plan and in Section 1V.C of this Petition, RCs that have

not created a RAS database for collection of pertinent RAS information upon the effective date
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of proposed Reliability Standard PRC-012-2 are required to create a RAS database by the
effective date of PRC-012-2. Upon this initial compliance obligation, the RC would be required
to continue to perform the obligation under Requirement R9 every twelve (12) calendar months.
C. Enforceability of Proposed Reliability Standard PRC-012-2
Proposed Reliability Standard PRC-012-2 includes nine Measures to individually support
each Requirement, to clarify necessary evidence or actions for compliance, and to help ensure
that the Requirements are enforced in a clear, consistent, non-preferential manner, and without

prejudice to any party. Each of the nine associated Measures are provided below.

M1. Acceptable evidence may include, but is not limited to, a copy of the Attachment 1
documentation and the dated communications with the reviewing Reliability
Coordinator(s) in accordance with Requirement R1.

M2. Acceptable evidence may include, but is not limited to, dated reports, checklists, or
other documentation detailing the RAS review, and the dated communications with the
RAS-entity in accordance with Requirement R2.

M3. Acceptable evidence may include, but is not limited to, dated documentation and
communications with the reviewing Reliability Coordinator that no reliability issues were
identified during the review or that all identified reliability issues were resolved in
accordance with Requirement R3.

M4. Acceptable evidence may include, but is not limited to, dated reports or other
documentation of the analyses comprising the evaluation(s) of each RAS and dated
communications with the RAS-entity(ies), Transmission Planner(s), Planning
Coordinator(s), and the reviewing Reliability Coordinator(s) in accordance with
Requirement R4.

M5. Acceptable evidence may include, but is not limited to, dated documentation
detailing the results of the RAS operational performance analysis and dated
communications with participating RAS-entities and the reviewing Reliability
Coordinator(s) in accordance with Requirement R5.

M6. Acceptable evidence may include, but is not limited to, a dated CAP and dated
communications among each reviewing Reliability Coordinator and each RAS-entity in
accordance with Requirement RG6.

M7. Acceptable evidence may include, but is not limited to, dated documentation such as
CAPs, project or work management program records, settings sheets, work orders,
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maintenance records, and communication with the reviewing Reliability Coordinator(s)
that documents the implementation, updating, or completion of a CAP in accordance with
Requirement R7.

M8. Acceptable evidence may include, but is not limited to, dated documentation
detailing the RAS operational performance analysis for a correct RAS segment or an end-
to-end operation (Measure M5 documentation), or dated documentation demonstrating
that a functional test of each RAS segment or an end-to-end test was performed in
accordance with Requirement R8.

M9. Acceptable evidence may include, but is not limited to, dated spreadsheets, database
reports, or other documentation demonstrating a RAS database was updated in
accordance with Requirement RO9.

Proposed Reliability Standard PRC-012-2 also include VRFs and VSLs for each

Requirement. The VSLs and VRFs are part of several elements used to determine an appropriate

sanction when the associated Requirement is violated and each comports with the NERC and

Commission guidelines relate to their assignment. The VSLs provide guidance on the way that

NERC would enforce the Requirements of the proposed Reliability Standards. The VRFs assess

the impact to reliability of violating a specific Requirement and represent one of several elements

used to determine an appropriate sanction when the associated Requirement is violated.

As further explained in Exhibit D of this Petition, seven of the Requirements in proposed

Reliability Standard PRC-012-2 have been assigned a “Medium” VVRF, while Requirement R8

has been assigned a VRF of “High” and Requirement R9 a VRF of “Lower.” Reflective of the

nature of the required action, each of the Requirements have been assigned Time Horizons of

either “Operational Planning” or “Long-term Planning.” As described in Exhibit D, the VRFs

and VSLs for the proposed Reliability Standard comport with NERC and Commission

guidelines.®

See, e.g., N. Am. Elec. Reliability Corp., 119 FERC { 61,145, order on reh’g and compliance filing, 120

FERC { 61,145 (2007).
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D. Proposed Retirements and Withdrawals

In an ongoing effort to consolidate and to remove unnecessary or redundant
Requirements or Reliability Standards from its currently effective suite of standards, NERC
proposes to retire two currently effective Reliability Standards and withdraw three Reliability
Standards that are currently pending with the Commission. As described in the Mapping
Document for PRC-012-2, attached herein as Exhibit E, proposed PRC-012-2 effectively
clarifies and streamlines a variety of existing Requirements applicable to Remedial Action
Schemes (formerly known as a “Special Protection System[s]”). As a result of this
consolidation, NERC proposes to retire currently effective Reliability Standards PRC-015-1 and
PRC-016-1 and withdraw pending “fill-in-the-blank™ Reliability Standards PRC-012-1, PRC-
013-1, and PRC-014-1.%"

) Reliability Standard PRC-012-1

In Order No. 693, the Commission did not approve, deny, or remand Reliability Standard
PRC-012-1, as the Commission deemed this standard a “fill-in-the-blank” standard. Reliability
Standard PRC-012-1, which is the basis for NERC’s development of proposed Reliability
Standard PRC-012-2, required Regional Entities to create a RAS review process and establish
RAS design criteria. As explained in the Mapping Document (Exhibit E), all of the
Requirements in PRC-012-1 except R2 are now covered in Requirements R1, R2, R3, R4, R5,
R6, and R8 of PRC-012-2, as these proposed Requirements obligate the RC, PC, and RAS-entity
to create a RAS review process and require the RAS-entity to design corrective measures to

correct deficiencies with its respective RAS. Requirement R2 of PRC-012-1 obligated the

57 See Paragraph 81 Criteria at Exhibit A (proposing to retire standards as “Administrative” if the “Reliability
Standard requirement requires responsible entities to perform a function that is administrative in nature, does not
support reliability and is needlessly burdensome.”); see also Order No. 788.
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Regional Reliability Organization to provide its RAS review procedures to other Regional
Reliability Organizations and to NERC. In Order No. 693, the Commission did not approve or
remand this standard because the standard assigned responsibilities to Regional Reliability
Organizations and was “fill-in-the-blank” because it did not properly assign a defined
responsibility to a responsible entity.®® Accordingly, Requirement R2 is administrative in nature
and does not contribute to reliability, so NERC did not include the requirement in proposed
Reliability Standard PRC-012-2.%°

Notably, Requirements R1.3 and R1.4 of PRC-012-1 require responsible entities to
ensure that failure of a RAS to operate “does not prevent the interconnected transmission system
from meeting... TPL-001-0, TPL-002-2, and TPL-003-0" and that an inadvertent operation of the
RAS shall “[m]eet the same performance requirement (TPL-001-0, TPL-002-0, and TPL-003-0)
as that required of the contingency for which it was designed, and not exceed TPL-003-0.” As
NERC explained in the Mapping Document (Exhibit E), the performance obligation in these
Requirements would be required under Requirements R1, R2, and R4 of proposed PRC-12-2.

As explained in Section 1V.B(ii)(b) of this petition, while the proposed requirements do not

58 NERC developed proposed Reliability Standard PRC-012-2 in consideration of the fact that the
Commission neither approved or denied PRC-012-1 and deemed it a “fill-in-the-blank™ Reliability Standard. The
revised, proposed standard removes the obligation on “Regional Reliability Organizations,” and instead places the
responsibility on appropriate NERC functional entities.

9 See Paragraph 81 Criteria at Exhibit A. The proposed Reliability Standard does not include a requirement
similar to Requirement R2 of PRC-012-1, as this requirement is “administrative” in nature based on the
Commission-approved Paragraph 81 Criteria B1. Pursuant to NERC’s Paragraph 81 Criteria, a requirement may be
retired if it “requires responsible entities (“entities”) to conduct an activity or task that does little, if anything, to
benefit or protect the reliable operation of the BES,” and it meets another one of the criteria described in Criteria B
of that document. One of those criteria, Criteria B1 (Administrative), states that a Reliability Standard requirement
may be retired if it “requires responsible entities to perform a function that is administrative in nature, does not
support reliability and is needlessly burdensome.”®® Criteria B1 also states that it is “designed to identify
requirements that can be retired or modified with little effect on reliability and whose retirement or modification will
result in an increase in the efficiency of the ERO compliance program...Strictly administrative functions do not
inherently negatively impact reliability directly and, where possible, should be eliminated or modified for purposes
of efficiency and to allow the ERO and entities to appropriately allocate resources.”
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explicitly state that entities must continue to comply with the TPL requirements, responsible
entities must continue to comply with these Reliability Standards. Based on the foregoing,
NERC proposes to withdraw PRC-012-1 in its entirety.

i) Reliability Standard PRC-013-1

Similar to Reliability Standard PRC-012-1, the Commission declared that Reliability
Standard PRC-13-1 is a “fill-in-the-blank” standard and neither approved, denied, or remanded
the standard in Order No. 693.%° Still, NERC considers the purpose of PRC-013-1, to require
responsible entities to maintain a RAS database with pertinent technical information for each
RAS, vital to an effective RAS review and maintenance standard. Accordingly, in developing
proposed Reliability Standard PRC-012-2, NERC established Requirement R9 to require RCs to
maintain a RAS database with specific design information. NERC designed Attachment 3 to
support Requirement R9 to ensure that the RAS database includes all relevant technical
information about each RAS in its database. The RC must maintain information about each RAS
as prescribed in Attachment 3 when creating a RAS database under Requirement R9, as
Attachment 3 addresses all information deemed relevant for each RAS in its RAS database.
Finally, similar to its treatment of Requirement R2 of Reliability Standard PRC-012-1, NERC
declines to include Requirement R2 of PRC-013-1 in proposed PRC-012-2, as it assigns
responsibility to a Regional Reliability Organization, establishes a “fill-in-the-blank” standard,
and is thus unnecessary. Based on the foregoing, NERC proposes to withdraw PRC-013-1 in its

entirety.

60 NERC developed proposed Reliability Standard PRC-012-2 in consideration of the fact that the
Commission neither approved or denied PRC-013-1 and deemed it a “fill-in-the-blank™ Reliability Standard. The
revised, proposed standard removes the obligation on “Regional Reliability Organizations,” and instead places the
responsibility on appropriate NERC functional entities.
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i) Reliability Standard PRC-014-1

In Order No. 693, the Commission neither approved, denied, or remanded Reliability
Standard PRC-14-1 and declared that it was a “fill-in-the-blank” standard.®* However, NERC
believes that the performance obligation in PRC-014-1, which required responsible entities to
oversee each RAS installed in the respective Regions every five years to ensure that the RAS
meets certain criteria and to take correction actions to remediate any RAS that did not meet those
criteria, is necessary for an effective RAS program. NERC developed Requirement R4 as a
vestige of Reliability Standard PRC-14-1 by requiring the PC to provide oversight of each RAS
within the PC area. NERC also developed Requirement R6 based on PRC-014-1 to mandate
that each RAS-entity design a CAP to address issues identified in its RAS review. As the
obligations under Reliability Standard PRC-014-1 are now covered in Requirements R4 and R6
of proposed PRC-012-2, NERC proposes to withdraw Reliability Standard PRC-014-1.

iv) Reliability Standards PRC-015-1 and PRC-016-1

As the relevant performance requirements in currently effective Reliability Standards
PRC-015-1 and PRC-016-1 are subsumed in proposed Reliability Standard PRC-012-2, NERC
proposes to retire PRC-015-1 and PRC-016-1.

The purpose of currently effective Reliability Standard PRC-015-1 is “[t]o ensure that all
Remedial Action Schemes (RAS) are properly designed, meet performance requirements, and
are coordinated with other protection systems. To ensure that maintenance and testing programs
are developed and misoperations are analyzed and corrected.” The performance obligations of

PRC-015-1 require responsible entities to collect data regarding each RAS, review each new or

61 NERC developed proposed Reliability Standard PRC-012-2 in consideration of the fact that the
Commission neither approved or denied PRC-014-1 and deemed it a “fill-in-the-blank™ Reliability Standard. The
revised standard removes the obligation on “Regional Reliability Organizations,” and instead places the
responsibility on appropriate NERC functional entities.
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functionally modified RAS, and to provide the RAS data to NERC and to Regional Reliability
Organizations as necessary. Each of the requirements in PRC-015-1 are vital to ensuring that
responsible entities document critical information about each RAS and review each new or
functionally modified RAS before placing the RAS into service. Accordingly, NERC has
integrated these requirements into Requirements R1, R2, and R3 of proposed Reliability
Standard PRC-012-2.

As explained above, these Requirements ensure that (i) each RAS-entity provide specific
and detailed information to the relevant RC for review, (ii) each relevant RC review the
sufficiency of the RAS design and implementation and provide feedback to the respective RAS-
entity, and (iii) each RAS-entity resolves all issues identified by the RC in its RAS review. In
Order No. 693, the Commission directed NERC to remove all references to the Regional
Reliability Organization as a responsible entity.%? Also, under proposed Reliability Standard
PRC-012-2, the RC reviews each RAS and collects information about each RAS in a RAS
database under the proposed Reliability Standard. Requirement R3 of PRC-015-1, which
requires responsible entities to provide information about each RAS directly to the Regional
Reliability Organization and to NERC, is unnecessary and duplicative and is not included in

proposed PRC-012-2.53

62 Order No. 693 at P 157.

63 See Paragraph 81 Criteria at Exhibit A. The proposed Reliability Standard does not include a requirement
similar to Requirement R3 of PRC-015-1, as this requirement is “administrative” in nature based on the
Commission-approved Paragraph 81 Criteria B1. Pursuant to NERC’s Paragraph 81 Criteria, a requirement may be
retired if it “requires responsible entities (“entities”) to conduct an activity or task that does little, if anything, to
benefit or protect the reliable operation of the BES,” and it meets another one of the criteria described in Criteria B
of that document. One of those criteria, Criteria B1 (Administrative), states that a Reliability Standard requirement
may be retired if it “requires responsible entities to perform a function that is administrative in nature, does not
support reliability and is needlessly burdensome.”®® Criteria B1 also states that it is “designed to identify
requirements that can be retired or modified with little effect on reliability and whose retirement or modification will
result in an increase in the efficiency of the ERO compliance program...Strictly administrative functions do not
inherently negatively impact reliability directly and, where possible, should be eliminated or modified for purposes
of efficiency and to allow the ERO and entities to appropriately allocate resources.”
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Similar to the purpose of Reliability Standard PRC-015-1, the purpose of currently
effective Reliability Standard PRC-016-1 is “[t]o ensure that all Remedial Action Schemes
(RAS) are properly designed, meet performance requirements, and are coordinated with other
protection systems. To ensure that maintenance and testing programs are developed and
misoperations are analyzed and corrected.” Under this standard, however, responsible entities
are required to analyze and record RAS operations, take corrective actions to avoid future
misoperations, and provide documentation regarding RAS operation analyses to the relevant
Regional Reliability Organizations and NERC as necessary. As these performance requirements
are important to establishing an effective and successful RAS program, NERC proposes to move
these obligations to Requirements R5, R6, and R7 of proposed Reliability Standard PRC-012-2.
Under proposed Requirements R5, R6, and R7, the RAS-entity must analyze RAS operations and
provide the results of that analysis to the relevant RC, design a CAP to address any issues
identified by the RC, and implement the CAP. The RC, as the entity with the wide-area
perspective, is the appropriate entity to oversee RAS, maintain data relevant to operations, use
this data to assist responsible entities in operating reliability, and intervene when necessary.

V. EFFECTIVE DATE

NERC respectfully requests that the Commission approve Reliability Standard PRC-012-
2 as effective on the first day of the first calendar quarter that is thirty-six (36) months after
appropriate governmental approval, pursuant to the respective Implementation Plan included as
Exhibit C herein. The Implementation Plan provides additional instructions for specific initial
performance obligations of certain entities under Requirements R4, R8, and R9 to address any
ambiguity that may exist for initial performance obligations related to existing RAS or to RAS
designated as “limited impact,” and to address responsibilities related to the creation of a RAS

database.
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The proposed implementation period of thirty-six (36) months for PRC-012-2 is
appropriate because the affected RCs may choose to redesign the Regional approval processes
currently in existence, which will require considerable time and resources. When establishing a
new system for reviewing and approving RAS under proposed PRC-012-2, the RC would be
required to develop significant infrastructure, including hiring experts to perform any services
that the responsible entities do not currently have available. Entities may desire to continue
using existing regional processes to review RAS, but this would still require entities to establish
contractual relationships with regional volunteers participating in existing regional processes.
Responsible entities would need a thirty-six month implementation period to lay the foundation
for an effective, efficient RAS review process to meet obligations under proposed Reliability
Standard PRC-012-2.

As written, three of the Requirements, Requirements R4, R8, and R9, are recurring or
periodic requirements. As such, the Implementation Plan for PRC-012-2 includes special
instructions for the initial implementation of three Requirements. First, Requirement R4 requires
the PC to evaluate each RAS every five years. For those RAS that are already in service at the
time of implementation and operating as an integrated component of the BES, the
Implementation Plan for PRC-012-2, attached herein as Exhibit C, explains that the PC must
perform the initial performance evaluation of each existing RAS within five (5) years after the
effective date of PRC-012-2. In addition, the PC must perform the initial evaluation of each
“new or functionally modified RAS” within five (5) years after the date that the reviewing RC
approves the RAS.

Second, Requirement R8 requires the RAS-entity to perform a functional test on a

periodic basis according to whether the RC has designated the RAS as “limited impact.” For
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added clarity, the Implementation Plan for PRC-012-2 explicitly states that responsible entities
must perform the initial functional test of RAS not designated as “limited impact” at least once
within six (6) years after the effective date of PRC-012-2 and at least once within twelve (12)
years after the effective date if the RAS has been designated as “limited impact.”

Finally, certain RCs may not have an established RAS database as anticipated under
Requirement R9 and thus may not be able to “update” the database as mandated under that
Requirement. The Implementation Plan for PRC-012-2 explains (i) that the initial obligation for
RCs without established RAS databases is to establish a database by the effective date of PRC-
012-2, and (ii) that the first obligation for all RCs under Requirement R9 must be fulfilled within

12 months of the effective date of PRC-012-2.
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VI. CONCLUSION

For the reasons set forth above, NERC respectfully requests that the Commission approve
NERC’s Proposal regarding (i) proposed Reliability Standard PRC-012-2 in Exhibit B; (ii) the
Implementation Plan for PRC-012-2 in Exhibit C; (iii) the VRFs and VSLs in Exhibit D; (iv)
retirement of currently effective Reliability Standards PRC-015-1 and PRC-016-1, and (v)

withdrawal of Reliability Standards PRC-012-1, PRC-013-1, and PRC-014-1.

Respectfully submitted,

/s/ Andrew C. Wills

Charles A. Berardesco

Senior Vice President and General Counsel
Shamai Elstein

Senior Counsel

Andrew C. Wills

Associate Counsel

North American Electric Reliability
Corporation

1325 G Street, N.W., Suite 600
Washington, D.C. 20005

(202) 400-3000

(202) 644-8099 — facsimile
charles.berardesco@nerc.net
shamai.elstein@nerc.net
andrew.wills@nerc.net

Counsel for the North American Electric
Reliability Corporation

Date: August 5, 2016
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Exhibit A
Examples of WECC Local Area Protection Systems (LAPS) and

NPCC Type III Remedial Action Schemes



Exhibit A: Examples of WECC Local Area Protection Systems (LAPS) and NPCC Type Il RAS

WECC Local Area Protection Systems?

Scheme Name

Design Objectives
(Contingencies and
system conditions for
which the scheme was
designed)

Operation
(The actions taken by the scheme in
response to Disturbance conditions)

Modeling
(Information on detection logic or
relay settings that control operation
of the scheme)

Unit Dropping
Scheme

Loss of 345 kV line

Trip generation units to avoid thermal
overload of 138 kV line and 230/138 kV
transformers

Shed generation for loss of either end
of 345 kV line

138 kV Line
tripping

Scheme is designed to
eliminate overload on the
138 kV line during loss of

345 kV line

Open 138 kV Line
during loss of 345 kV line to eliminate
overload on the 138 kV line

Transfer trip scheme that will trip the
138 kV line for loss of the 345 kV line

115kV
Overload SPS

Prevent overload of
115kV lines in the event
of a double line outage of
and two 115kV lines.

Opens circuit breaker (CB) 122 and CB
123 which will shed substation load

Open Clear CB 122 and CB 123 if
Clear CB 113 and CB 112 are open,
and CB 122 and CB 123 are loaded

above 215A

Cold

Prevent overload of
500/230kV T1
Transformer

Trips or ramps back generation at
Generation Station to prevent overload of
the 500/230kV T1 Transformer for a 500
kV single line outage, or a #1 and #2
500kV double line outage.

The RAS actions at Generation Station
are as follows:

(1) Trip generation to 0 MW level for
500/230kV T1 transformer
emergency overload condition and #1
and #2 500kV double line outage.

(2) Trip generation to 300 MW level
for 500/230kV T1 transformer
emergency overload condition and
500kV line outage.

(3) Ramp back generation for
500/230kV T1 transformer normal
overload condition and 500kV line

outage.

Sargent

Thermal overload of the

220 kV Line following N-2

loss of the Units 3 and 4,
220 kV lines

Pre-selected Units 5-8 are tripped to
relieve the thermal overload

Line loss logic for the critical line
terminals, EMS performs arming
calculations every four seconds.

Winter Lake

Loss of 345 kV line with
heavy southbound
schedule (>~ 350 MW)
on Path XX.

Trip line terminal (#123) for flow > 650 A
lasting longer than 8000 cycles

Detect line flow > 650 A with fixed
delay of 8000 cycles (2 m 13 s)

! The WECC LAPS examples have been redacted to protect Critical Energy Infrastructure Information data and any
other Confidential Information.




NPCC Type lll Local SPS Examples?

Type3

Reason for Installation

Initiating Condition

Action Resulting

Generation Rejection

Reclosing Breaker may result in
damaging shaft torques on
Generator Unit

345 kV Breaker open due to
line relaying.

Open Generator Breaker

Transmission Cross
Tripping

Prevent low voltage and
overloads on the Maine 115 kV
system Canadian source
contingency with a line out of
service

>80 MW reverse power flow on
a Maine Autotransformer

Trip the Orrington T1
Autotransformer

Generation Rejection

Overload protection of two
underground cables and two
overhead lines

Overload of either of two
parallel 115 kV lines.

Runback a generating Unit to
150 MW

Generation Rejection

Prevent thermal overload to

Loss of a 115 kV line with
overcurrent on the remaining

Runback a generating unit to

the remaining line in service . 168 MW
parallel line
_— Prevent overloading a 115 kV Loss of Double Circuit Tower Trip load and disable
Load Rejection . . .
line Lines automatic transfer of load

2 The NPCC Type llI Local SPS examples have been redacted to protect Critical Energy Infrastructure Information
data and any other confidential information.

3 *Note-the majority of Type Il SPS (Limited Impact RAS) installed are Generation Rejection schemes installed to
alleviate local overloads for specific system conditions and contingencies.
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PRC-012-2 — Remedial Action Schemes

A.

Introduction

1.
2.
3.

5.

R1.

Mm1.

R2.

Ma2.

R3.

Title: Remedial Action Schemes

Number: PRC-012-2

Purpose: To ensure that Remedial Action Schemes (RAS) do not introduce
unintentional or unacceptable reliability risks to the Bulk Electric System
(BES).

Applicability:

4.1. Functional Entities:
4.1.1. Reliability Coordinator
4.1.2. Planning Coordinator

4.1.3. RAS-entity — the Transmission Owner, Generator Owner, or Distribution
Provider that owns all or part of a RAS

4.2. Facilities:
4.2.1. Remedial Action Schemes (RAS)

Effective Date: See the Implementation Plan for PRC-012-2.

. Requirements and Measures

Prior to placing a new or functionally modified RAS in service or retiring an existing
RAS, each RAS-entity shall provide the information identified in Attachment 1 for
review to the Reliability Coordinator(s) where the RAS is located. [Violation Risk
Factor: Medium] [Time Horizon: Operations Planning]

Acceptable evidence may include, but is not limited to, a copy of the Attachment 1
documentation and the dated communications with the reviewing Reliability
Coordinator(s) in accordance with Requirement R1.

Each Reliability Coordinator that receives Attachment 1 information pursuant to
Requirement R1 shall, within four full calendar months of receipt or on a mutually
agreed upon schedule, perform a review of the RAS in accordance with Attachment 2,
and provide written feedback to each RAS-entity. [Violation Risk Factor: Medium]
[Time Horizon: Operations Planning]

Acceptable evidence may include, but is not limited to, dated reports, checklists, or
other documentation detailing the RAS review, and the dated communications with
the RAS-entity in accordance with Requirement R2.

Prior to placing a new or functionally modified RAS in service or retiring an existing
RAS, each RAS-entity that receives feedback from the reviewing Reliability
Coordinator(s) identifying reliability issue(s) shall resolve each issue to obtain
approval of the RAS from each reviewing Reliability Coordinator. [Violation Risk
Factor: Medium] [Time Horizon: Operations Planning]
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M3. Acceptable evidence may include, but is not limited to, dated documentation and
communications with the reviewing Reliability Coordinator that no reliability issues
were identified during the review or that all identified reliability issues were resolved
in accordance with Requirement R3.

R4.

Each Planning Coordinator, at least once every five full calendar years, shall:
[Violation Risk Factor: Medium] [Time Horizon: Long-term Planning]

4.1. Perform an evaluation of each RAS within its planning area to determine

whether:

4.1.1. The RAS mitigates the System condition(s) or Contingency(ies) for which
it was designed.

4.1.2. The RAS avoids adverse interactions with other RAS, and protection and
control systems.

4.1.3. For limited impact® RAS, the inadvertent operation of the RAS or the
failure of the RAS to operate does not cause or contribute to BES
Cascading, uncontrolled separation, angular instability, voltage instability,
voltage collapse, or unacceptably damped oscillations.

4.1.4. Except for limited impact RAS, the possible inadvertent operation of the
RAS, resulting from any single RAS component malfunction satisfies all of
the following:

4.1.4.1.
4.1.4.2.
4.1.4.3.
4.1.4.4.

4.1.4.5.

The BES shall remain stable.
Cascading shall not occur.
Applicable Facility Ratings shall not be exceeded.

BES voltages shall be within post-Contingency voltage limits
and post-Contingency voltage deviation limits as established
by the Transmission Planner and the Planning Coordinator.

Transient voltage responses shall be within acceptable limits
as established by the Transmission Planner and the Planning
Coordinator.

4.1.5. Except for limited impact RAS, a single component failure in the RAS,
when the RAS is intended to operate does not prevent the BES from
meeting the same performance requirements (defined in Reliability
Standard TPL-001-4 or its successor) as those required for the events and
conditions for which the RAS is designed.

1 A RAS designated as limited impact cannot, by inadvertent operation or failure to operate, cause or contribute to BES
Cascading, uncontrolled separation, angular instability, voltage instability, voltage collapse, or unacceptably damped

oscillations.
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M4,

R5.

M5.

R6.

Me.

4.2. Provide the results of the RAS evaluation including any identified deficiencies to
each reviewing Reliability Coordinator and RAS-entity, and each impacted
Transmission Planner and Planning Coordinator.

Acceptable evidence may include, but is not limited to, dated reports or other
documentation of the analyses comprising the evaluation(s) of each RAS and dated
communications with the RAS-entity(ies), Transmission Planner(s), Planning
Coordinator(s), and the reviewing Reliability Coordinator(s) in accordance with
Requirement R4.

Each RAS-entity, within 120 full calendar days of a RAS operation or a failure of its RAS
to operate when expected, or on a mutually agreed upon schedule with its reviewing
Reliability Coordinator(s), shall: [Violation Risk Factor: Medium] [Time Horizon:
Operations Planning]

5.1. Participate in analyzing the RAS operational performance to determine whether:
5.1.1. The System events and/or conditions appropriately triggered the RAS.
5.1.2. The RAS responded as designed.

5.1.3. The RAS was effective in mitigating BES performance issues it was
designed to address.

5.1.4. The RAS operation resulted in any unintended or adverse BES response.

5.2. Provide the results of RAS operational performance analysis that identified any
deficiencies to its reviewing Reliability Coordinator(s).

Acceptable evidence may include, but is not limited to, dated documentation detailing
the results of the RAS operational performance analysis and dated communications
with participating RAS-entities and the reviewing Reliability Coordinator(s) in
accordance with Requirement R5.

Each RAS-entity shall participate in developing a Corrective Action Plan (CAP) and
submit the CAP to its reviewing Reliability Coordinator(s) within six full calendar
months of: [Violation Risk Factor: Medium] [Time Horizon: Operations Planning, Long-
term Planning]

e Being notified of a deficiency in its RAS pursuant to Requirement R4, or

e Notifying the Reliability Coordinator of a deficiency pursuant to Requirement R5,
Part 5.2, or

e |dentifying a deficiency in its RAS pursuant to Requirement R8.

Acceptable evidence may include, but is not limited to, a dated CAP and dated
communications among each reviewing Reliability Coordinator and each RAS-entity in
accordance with Requirement R6.
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R7.

m7.

R8.

M8.

R9.

M9.

Each RAS-entity shall, for each of its CAPs developed pursuant to Requirement R6:
[Violation Risk Factor: Medium] [Time Horizon: Operations Planning, Long-term
Planning]

7.1. Implement the CAP.
7.2. Update the CAP if actions or timetables change.

7.3. Notify each reviewing Reliability Coordinator if CAP actions or timetables change
and when the CAP is completed.

Acceptable evidence may include, but is not limited to, dated documentation such as
CAPs, project or work management program records, settings sheets, work orders,
maintenance records, and communication with the reviewing Reliability
Coordinator(s) that documents the implementation, updating, or completion of a CAP
in accordance with Requirement R7.

Each RAS-entity shall participate in performing a functional test of each of its RAS to
verify the overall RAS performance and the proper operation of non-Protection
System components: [Violation Risk Factor: High] [Time Horizon: Long-term Planning]

e At least once every six full calendar years for all RAS not designated as limited
impact, or

e At least once every twelve full calendar years for all RAS designated as limited
impact

Acceptable evidence may include, but is not limited to, dated documentation detailing
the RAS operational performance analysis for a correct RAS segment or an end-to-end
operation (Measure M5 documentation), or dated documentation demonstrating that
a functional test of each RAS segment or an end-to-end test was performed in
accordance with Requirement R8.

Each Reliability Coordinator shall update a RAS database containing, at a minimum,
the information in Attachment 3 at least once every twelve full calendar months.
[Violation Risk Factor: Lower] [Time Horizon: Operations Planning]

Acceptable evidence may include, but is not limited to, dated spreadsheets, database
reports, or other documentation demonstrating a RAS database was updated in
accordance with Requirement R9.

C. Compliance

1.

Compliance Monitoring Process

1.1. Compliance Enforcement Authority:
As defined in the NERC Rules of Procedure, “Compliance Enforcement Authority”
means NERC or the Regional Entity in their respective roles of monitoring and
enforcing compliance with the NERC Reliability Standards.

1.2. Evidence Retention:
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1.3.

The following evidence retention period(s) identify the period of time an entity is
required to retain specific evidence to demonstrate compliance. For instances
where the evidence retention period specified below is shorter than the time
since the last audit, the Compliance Enforcement Authority may ask an entity to
provide other evidence to show that it was compliant for the full-time period
since the last audit.

The applicable entity shall keep data or evidence to show compliance as identified
below unless directed by its Compliance Enforcement Authority to retain specific
evidence for a longer period of time as part of an investigation.

The RAS-entity (Transmission Owner, Generator Owner, and Distribution
Provider) shall each keep data or evidence to show compliance with
Requirements R1, R3, R5, R6, R7, and R8, and Measures M1, M3, M5, M6, M7,
and M8 since the last audit, unless directed by its Compliance Enforcement
Authority to retain specific evidence for a longer period of time as part of an
investigation.

The Reliability Coordinator shall each keep data or evidence to show compliance
with Requirements R2 and R9, and Measures M2 and M9 since the last audit,
unless directed by its Compliance Enforcement Authority to retain specific
evidence for a longer period of time as part of an investigation.

The Planning Coordinator shall each keep data or evidence to show compliance
with Requirement R4 and Measure M4 since the last audit, unless directed by its
Compliance Enforcement Authority to retain specific evidence for a longer period
of time as part of an investigation.

If a RAS-entity (Transmission Owner, Generator Owner or Distribution Provider),
Reliability Coordinator, or Planning Coordinator is found non-compliant, it shall
keep information related to the non-compliance until mitigation is completed and
approved, or for the time specified above, whichever is longer.

The Compliance Enforcement Authority shall keep the last audit records and all
requested and submitted subsequent audit records.

Compliance Monitoring and Enforcement Program

As defined in the NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be
used to evaluate data or information for the purpose of assessing performance or
outcomes with the associated Reliability Standard.
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Violation Severity Levels

Violation Severity Levels

Lower VSL

Moderate VSL

High VSL

Severe VSL

R1.

N/A

N/A

N/A

The RAS-entity failed to
provide the information
identified in Attachment 1 to
each Reliability Coordinator
prior to placing a new or
functionally modified RAS in
service or retiring an existing
RAS in accordance with
Requirement R1.

R2.

The reviewing Reliability
Coordinator performed the
review and provided the
written feedback in
accordance with
Requirement R2, but was
late by less than or equal to
30 full calendar days.

The reviewing Reliability
Coordinator performed the
review and provided the
written feedback in
accordance with
Requirement R2, but was
late by more than 30 full
calendar days but less than
or equal to 60 full calendar
days.

The reviewing Reliability
Coordinator performed the
review and provided the
written feedback in
accordance with
Requirement R2, but was
late by more than 60 full
calendar days but less than
or equal to 90 full calendar
days.

The reviewing Reliability
Coordinator performed the
review and provided the
written feedback in
accordance with
Requirement R2, but was
late by more than 90 full
calendar days.

OR

The reviewing Reliability
Coordinator failed to
perform the review or
provide feedback in
accordance with
Requirement R2.
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

R3.

N/A

N/A

N/A

The RAS-entity failed to
resolve identified reliability
issue(s) to obtain approval
from each reviewing
Reliability Coordinator prior
to placing a new or
functionally modified RAS in
service or retiring an existing
RAS in accordance with
Requirement R3.

R4.

The Planning Coordinator
performed the evaluation in
accordance with
Requirement R4, but was
late by less than or equal to
30 full calendar days.

The Planning Coordinator
performed the evaluation in
accordance with
Requirement R4, but was
late by more than 30 full
calendar days but less than
or equal to 60 full calendar
days.

The Planning Coordinator
performed the evaluation in
accordance with
Requirement R4, but was
late by more than 60 full
calendar days but less than
or equal to 90 full calendar
days.

OR

The Planning Coordinator
performed the evaluation in
accordance with
Requirement R4, but failed
to evaluate one of the Parts
4.1.1 through 4.1.5.

The Planning Coordinator
performed the evaluation in
accordance with
Requirement R4, but was
late by more than 90 full
calendar days.

OR

The Planning Coordinator
performed the evaluation in
accordance with
Requirement R4, but failed
to evaluate two or more of
the Parts 4.1.1 through 4.1.5.

OR
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Violation Severity Levels

Lower VSL Moderate VSL High VSL Severe VSL

The Planning Coordinator
performed the evaluation in
accordance with
Requirement R4, but failed
to provide the results to one
or more of the receiving
entities listed in Part 4.2.

OR

The Planning Coordinator
failed to perform the
evaluation in accordance
with Requirement R4.

R5. | The RAS-entity performed The RAS-entity performed The RAS-entity performed The RAS-entity performed

the analysis in accordance the analysis in accordance the analysis in accordance the analysis in accordance
with Requirement R5, but with Requirement R5, but with Requirement R5, but with Requirement R5, but
was late by less than or was late by more than 10 full | was late by more than 20 full | was late by more than 30 full
equal to 10 full calendar calendar days but less than calendar days but less than calendar days.
days. or equal to 20 full calendar or equal to 30 full calendar OR

days. days.

The RAS-entity performed
the analysis in accordance
The RAS-entity performed with Requirement R5, but
the analysis in accordance failed to address two or
with Requirement R5, but more of the Parts 5.1.1
failed to address one of the | through 5.1.4.

Parts 5.1.1 through 5.1.4.

OR
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

OR

The RAS-entity performed
the analysis in accordance
with Requirement R5, but
failed to provide the results
(Part 5.2) to one or more of
the reviewing Reliability
Coordinator(s).

OR

The RAS-entity failed to
perform the analysis in
accordance with
Requirement R5.

R6.

The RAS-entity developed a
Corrective Action Plan and
submitted it to its reviewing
Reliability Coordinator(s) in
accordance with
Requirement R6, but was
late by less than or equal to
10 full calendar days.

The RAS-entity developed a
Corrective Action Plan and
submitted it to its reviewing
Reliability Coordinator(s) in
accordance with
Requirement R6, but was
late by more than 10 full
calendar days but less than
or equal to 20 full calendar
days.

The RAS-entity developed a
Corrective Action Plan and
submitted it to its reviewing
Reliability Coordinator(s) in
accordance with
Requirement R6, but was
late by more than 20 full
calendar days but less than
or equal to 30 full calendar
days.

The RAS-entity developed a
Corrective Action Plan and
submitted it to its reviewing
Reliability Coordinator(s) in
accordance with
Requirement R6, but was
late by more than 30 full
calendar days.

OR

The RAS-entity developed a
Corrective Action Plan but
failed to submit it to one or
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

more of its reviewing
Reliability Coordinator(s) in
accordance with
Requirement R6.

OR

The RAS-entity failed to
develop a Corrective Action
Plan in accordance with
Requirement R6.

R7.

The RAS-entity implemented
a CAP in accordance with
Requirement R7, Part 7.1,
but failed to update the CAP
(Part 7.2) if actions or
timetables changed, or failed
to notify (Part 7.3) each of
the reviewing Reliability
Coordinator(s) of the
updated CAP or completion
of the CAP.

N/A

N/A

The RAS-entity failed to
implement a CAP in
accordance with
Requirement R7, Part 7.1.

R8.

The RAS-entity performed

the functional test for a RAS
as specified in Requirement
R8, but was late by less than

The RAS-entity performed
the functional test for a RAS
as specified in Requirement
R8, but was late by more
than 30 full calendar days

The RAS-entity performed
the functional test for a RAS
as specified in Requirement
R8, but was late by more
than 60 full calendar days

The RAS-entity performed
the functional test for a RAS
as specified in Requirement
R8, but was late by more
than 90 full calendar days.
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

or equal to 30 full calendar
days.

but less than or equal to 60
full calendar days.

but less than or equal to 90
full calendar days.

OR

The RAS-entity failed to
perform the functional test
for a RAS as specified in
Requirement R8.

R9.

The Reliability Coordinator
updated the RAS database in
accordance with
Requirement R9, but was
late by less than or equal to
30 full calendar days.

The Reliability Coordinator
updated the RAS database in
accordance with
Requirement R9, but was
late by more than 30 full
calendar days but less than
or equal to 60 full calendar
days.

The Reliability Coordinator
updated the RAS database in
accordance with
Requirement R9, but was
late by more than 60 full
calendar days but less than
or equal to 90 full calendar
days.

The Reliability Coordinator
updated the RAS database in
accordance with
Requirement R9 but was late
by more than 90 full
calendar days.

OR
The Reliability Coordinator
failed to update the RAS
database in accordance with
Requirement R9.
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D. Regional Variances

None.

E. Associated Documents

Version History

Version

0 February 8, 2005 | Adopted by the Board of Trustees
0 March 16, 2007 | Identified by Commission as “fill-in-the-blank” with
no action taken on the standard

November 13, Adopted by the Board of Trustees
1

2014
1 November 19, Accepted by Commission for informational

2015 purposes only
2 May 5, 2016 Adopted by Board of Trustees New
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Attachments

Attachment 1
Supporting Documentation for RAS Review

The following checklist identifies important Remedial Action Scheme (RAS) information for
each new or functionally modified? RAS that the RAS-entity must document and provide to
the reviewing Reliability Coordinator(s) (RC). If an item on this list does not apply to a
specific RAS, a response of “Not Applicable” for that item is appropriate. When RAS are
submitted for functional modification review and approval, only the proposed modifications
to that RAS require review; however, the RAS-entity must provide a summary of the existing
functionality. The RC may request additional information on any aspect of the RAS as well as
any reliability issue related to the RAS. Additional entities (without decision authority) may
be part of the RAS review process at the request of the RC.

I. General

1. Information such as maps, one-line drawings, substation and schematic drawings that
identify the physical and electrical location of the RAS and related facilities.

2. Functionality of new RAS or proposed functional modifications to existing RAS and
documentation of the pre- and post-modified functionality of the RAS.

3. The Corrective Action Plan (CAP) if RAS modifications are proposed in a CAP.
4. Data to populate the RAS database:

a. RAS name.

b. Each RAS-entity and contact information.

c. Expected or actual in-service date; most recent RC-approval date (Requirement R3);
most recent evaluation date (Requirement R4); and date of retirement, if applicable.

d. System performance issue or reason for installing the RAS (e.g., thermal overload,
angular instability, poor oscillation damping, voltage instability, under- or over-
voltage, or slow voltage recovery).

e. Description of the Contingencies or System conditions for which the RAS was
designed (i.e., initiating conditions).

f. Action(s) to be taken by the RAS.
Identification of limited impact3 RAS.

Any additional explanation relevant to high-level understanding of the RAS.

2 Functionally modified: Any modification to a RAS consisting of any of the following:

. Changes to System conditions or contingencies monitored by the RAS
Changes to the actions the RAS is designed to initiate
Changes to RAS hardware beyond in-kind replacement; i.e., match the original functionality of existing components
Changes to RAS logic beyond correcting existing errors
Changes to redundancy levels; i.e., addition or removal
3 A RAS designated as limited impact cannot, by inadvertent operation or failure to operate, cause or contribute to BES
Cascading, uncontrolled separation, angular instability, voltage instability, voltage collapse, or unacceptably damped
oscillations.
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Functional Description and Transmission Planning Information
1.

2.
3.

Contingencies and System conditions that the RAS is intended to remedy.
The action(s) to be taken by the RAS in response to disturbance conditions.

A summary of technical studies, if applicable, demonstrating that the proposed RAS
actions satisfy System performance objectives for the scope of System events and
conditions that the RAS is intended to remedy. The technical studies summary shall also
include information such as the study year(s), System conditions, and Contingencies
analyzed on which the RAS design is based, and the date those technical studies were
performed.

Information regarding any future System plans that will impact the RAS.
RAS-entity proposal and justification for limited impact designation, if applicable.

Documentation describing the System performance resulting from the possible
inadvertent operation of the RAS, except for limited impact RAS, caused by any single
RAS component malfunction. Single component malfunctions in a RAS not determined
to be limited impact must satisfy all of the following:

a. The BES shall remain stable.
b. Cascading shall not occur.
c. Applicable Facility Ratings shall not be exceeded.

d. BES voltages shall be within post-Contingency voltage limits and post-Contingency
voltage deviation limits as established by the Transmission Planner and the Planning
Coordinator.

e. Transient voltage responses shall be within acceptable limits as established by the
Transmission Planner and the Planning Coordinator.

An evaluation indicating that the RAS settings and operation avoid adverse interactions
with other RAS, and protection and control systems.

Identification of other affected RCs.
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I11. Implementation

1.

5.

Documentation describing the applicable equipment used for detection, dc supply,
communications, transfer trip, logic processing, control actions, and monitoring.

Information on detection logic and settings/parameters that control the operation of
the RAS.

Documentation showing that any multifunction device used to perform RAS function(s),
in addition to other functions such as protective relaying or SCADA, does not
compromise the reliability of the RAS when the device is not in service or is being
maintained.

Documentation describing the System performance resulting from a single component
failure in the RAS, except for limited impact RAS, when the RAS is intended to operate. A
single component failure in a RAS not determined to be limited impact must not prevent
the BES from meeting the same performance requirements (defined in Reliability
Standard TPL-001-4 or its successor) as those required for the events and conditions for
which the RAS is designed. The documentation should describe or illustrate how the
design achieves this objective.

Documentation describing the functional testing process.

IV. RAS Retirement

The following checklist identifies RAS information that the RAS-entity shall document and
provide to each reviewing RC.

1.

Information necessary to ensure that the RC is able to understand the physical and
electrical location of the RAS and related facilities.

A summary of applicable technical studies and technical justifications upon which the
decision to retire the RAS is based.

Anticipated date of RAS retirement.
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Attachment 2
Reliability Coordinator RAS Review Checklist

The following checklist identifies reliability-related considerations for the Reliability Coordinator
(RC) to review and verify for each new or functionally modified* Remedial Action Scheme (RAS).
The RC review is not limited to the checklist items and the RC may request additional
information on any aspect of the RAS as well as any reliability issue related to the RAS. If a
checklist item is not relevant to a particular RAS, it should be noted as “Not Applicable.” If
reliability considerations are identified during the review, the considerations and the proposed
resolutions should be documented with the remaining applicable Attachment 2 items.

I. Design
1. The RAS actions satisfy performance objectives for the scope of events and conditions
that the RAS is intended to mitigate.

2. The designed timing of RAS operation(s) is appropriate to its BES performance
objectives.

3. The RAS arming conditions, if applicable, are appropriate to its System performance
objectives.

4. The RAS avoids adverse interactions with other RAS, and protection and control
systems.

5. The effects of RAS incorrect operation, including inadvertent operation and failure to
operate, have been identified.

6. Determination whether or not the RAS is limited impact.> A RAS designated as limited
impact cannot, by inadvertent operation or failure to operate, cause or contribute to
BES Cascading, uncontrolled separation, angular instability, voltage instability, voltage
collapse, or unacceptably damped oscillations.

7. Except for limited impact RAS as determined by the RC, the possible inadvertent
operation of the RAS resulting from any single RAS component malfunction satisfies all
of the following:

a. The BES shall remain stable.
b. Cascading shall not occur.

c. Applicable Facility Ratings shall not be exceeded.

4 Functionally modified: Any modification to a RAS consisting of any of the following:

. Changes to System conditions or contingencies monitored by the RAS
Changes to the actions the RAS is designed to initiate
Changes to RAS hardware beyond in-kind replacement; i.e., match the original functionality of existing components
Changes to RAS logic beyond correcting existing errors
Changes to redundancy levels; i.e., addition or removal
5 A RAS designated as limited impact cannot, by inadvertent operation or failure to operate, cause or contribute to BES
Cascading, uncontrolled separation, angular instability, voltage instability, voltage collapse, or unacceptably damped
oscillations.
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d. BES voltages shall be within post-Contingency voltage limits and post-Contingency
voltage deviation limits as established by the Transmission Planner and the Planning
Coordinator.

e. Transient voltage responses shall be within acceptable limits as established by the
Transmission Planner and the Planning Coordinator.

8. The effects of future BES modifications on the design and operation of the RAS have
been identified, where applicable.

I1. Implementation

1. The implementation of RAS logic appropriately correlates desired actions (outputs) with
events and conditions (inputs).

2. Except for limited impact RAS as determined by the RC, a single component failure in a
RAS does not prevent the BES from meeting the same performance requirements as
those required for the events and conditions for which the RAS is designed.

3. The RAS design facilitates periodic testing and maintenance.

4. The mechanism or procedure by which the RAS is armed is clearly described, and is
appropriate for reliable arming and operation of the RAS for the conditions and events
for which it is designed to operate.

I11. RAS Retirement

RAS retirement reviews should assure that there is adequate justification for why a RAS is
no longer needed.
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Attachment 3
Database Information

1. RAS name.
2. Each RAS-entity and contact information.

3. Expected or actual in-service date; most recent RC-approval date (Requirement R3);
most recent evaluation date (Requirement R4); and date of retirement, if applicable.

4. System performance issue or reason for installing the RAS (e.g., thermal overload,
angular instability, poor oscillation damping, voltage instability, under- or over-voltage,
or slow voltage recovery).

5. Description of the Contingencies or System conditions for which the RAS was designed
(i.e., initiating conditions).

6. Action(s) to be taken by the RAS.
7. ldentification of limited impact® RAS.

8. Any additional explanation relevant to high-level understanding of the RAS.

6 A RAS designated as limited impact cannot, by inadvertent operation or failure to operate, cause or contribute to BES
Cascading, uncontrolled separation, angular instability, voltage instability, voltage collapse, or unacceptably damped
oscillations.
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Technical Justification

4.1.1 Reliability Coordinator

The Reliability Coordinator (RC) is the best-suited functional entity to perform the Remedial
Action Scheme (RAS) review because the RC has the widest area reliability perspective of all
functional entities and an awareness of reliability issues in neighboring RC Areas. The Wide
Area purview better facilitates the evaluation of interactions among separate RAS, as well as
interactions among RAS and other protection and control systems. The selection of the RC also
minimizes the possibility of a conflict of interest that could exist because of business
relationships among the RAS-entity, Planning Coordinator, Transmission Planner, or other
entities involved in the planning or implementation of a RAS. The RC is also less likely to be a
stakeholder in any given RAS and can therefore maintain objective independence.

4.1.2 Planning Coordinator

The Planning Coordinator (PC) is the best-suited functional entity to perform the RAS evaluation
to verify the continued effectiveness and coordination of the RAS, its inadvertent operation
performance, and the performance for a single component failure. The items that must be
addressed in the evaluations include: 1) RAS mitigation of the System condition(s) or event(s)
for which it was designed; 2) RAS avoidance of adverse interactions with other RAS and with
protection and control systems; 3) the impact of inadvertent operation; and 4) the impact of a
single component failure. The evaluation of these items involves modeling and studying the
interconnected transmission system, similar to the planning analyses performed by PCs.

4.1.3 RAS-entity

The RAS-entity is any Transmission Owner, Generator Owner, or Distribution Provider that
owns all or part of a RAS. If all of the RAS (RAS components) have a single owner, then that RAS-
entity has sole responsibility for all the activities assigned within the standard to the RAS-entity.
If the RAS (RAS components) have more than one owner, then each separate RAS component
owner is a RAS-entity and is obligated to participate in various activities identified by the
Requirements.

The standard does not stipulate particular compliance methods. RAS-entities have the option of
collaborating to fulfill their responsibilities for each applicable requirement. Such collaboration
and coordination may promote efficiency in achieving the reliability objectives of the
requirements; however, the individual RAS-entity must be able to demonstrate its participation
for compliance. As an example, the individual RAS-entities could collaborate to produce and
submit a single, coordinated Attachment 1 to the reviewing RC pursuant to Requirement R1 to
initiate the RAS review process.

Limited impact

RAS are unique and customized assemblages of protection and control equipment that vary in
complexity and impact on the reliability of the BES. These differences in RAS design, action, and
risk to the BES are identified and verified within the construct of Requirements R1-R4 of PRC-
012-2.

The reviewing RC has the authority to designate a RAS as limited impact if the RAS cannot, by
inadvertent operation or failure to operate, cause or contribute to BES Cascading, uncontrolled
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separation, angular instability, voltage instability, voltage collapse, or unacceptably damped
oscillations. The reviewing RC makes the final determination as to whether a RAS qualifies for
the limited impact designation based upon the studies and other information provided with the
Attachment 1 submittal by the RAS-entity.

The standard recognizes the Local Area Protection Scheme (LAPS) classification in WECC
(Western Electricity Coordinating Council) and the Type Il classification in NPCC (Northeast
Power Coordinating Council) as initially appropriate for limited impact designation. The
following information describing the aforementioned WECC and NPCC RAS is excerpted from
the respective regional documentation’.The drafting team notes that the information below
represents the state of the WECC and NPCC regional processes at the time of this standard
development and is subject to change before the effective date of PRC-012-2.

WECC: Local Area Protection Scheme (LAPS)
A Remedial Action Scheme (RAS) whose failure to operate would NOT result in any of the
following:

e Violations of TPL-001-WECC-RBP System Performance RBP,
e Maximum load loss = 300 MW,
e Maximum generation loss 2 1000 MW.

NPCC: Type lll
An SPS whose misoperation or failure to operate results in no significant adverse impact
outside the local area.

The following terms are also defined by NPCC to assess the impact of the SPS for
classification:

Significant adverse impact — With due regard for the maximum operating capability of the
affected systems, one or more of the following conditions arising from faults or disturbances,
shall be deemed as having significant adverse impact:

a. system instability;

b. unacceptable system dynamic response or equipment tripping;

c. voltage levels in violation of applicable emergency limits;

d. loadings on transmission facilities in violation of applicable emergency limits;
e. unacceptable loss of load.

Local area — An electrically confined or radial portion of the system. The geographic size and
number of system elements contained will vary based on system characteristics. A local area
may be relatively large geographically with relatively few buses in a sparse system, or be

7 WECC Procedure to Submit a RAS for Assessment Information Required to Assess the Reliability of a RAS Guideline, Revised
10/28/2013 | NPCC Regional Reliability Reference Directory # 7, Special Protection Systems, Version 2, 3/31/2015
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relatively small geographically with a relatively large number of buses in a densely networked
system.

A RAS implemented prior to the effective date of PRC-012-2 that has been through the regional
review processes of WECC or NPCC and classified as either a Local Area Protection Scheme
(LAPS) in WECC or a Type lll in NPCC, is recognized as a limited impact RAS upon the effective
date of PRC-012-2 for the purposes of this standard and is subject to all applicable
requirements.

To propose an existing RAS (a RAS implemented prior to the effective date of PRC-012-2) be
designated as limited impact by the reviewing RC, the RAS-entity must prepare and submit the
appropriate Attachment 1 information that includes the technical justification (evaluations)
documenting that the System can meet the performance requirements (specified in
Requirement R4, Parts 4.1.4 and 4.1.5) resulting from a single RAS component malfunction or
failure, respectively.

There is nothing that precludes a RAS-entity from working with the reviewing RC during the
implementation period of PRC-012-2, in anticipation of the standard becoming enforceable.
However, even if the reviewing RC determines the RAS qualifies as limited impact, the
designation is not relevant until the standard becomes effective. Until then, the existing
regional processes remain in effect as well as the existing RAS classifications or lack thereof.

An example of a scheme that could be recognized as a limited impact RAS is a load shedding or
generation rejection scheme used to mitigate the overload of a BES transmission line. The
inadvertent operation of such a scheme would cause the loss of either a certain amount of
generation or load. The evaluation by the RAS-entity should demonstrate that the loss of this
amount of generation or load, without the associated contingency for RAS operation actually
occurring, is acceptable and not detrimental to the reliability of BES; e.g., in terms of frequency
and voltage stability. The failure of that scheme to operate when intended could potentially
lead to the overloading of a transmission line beyond its acceptable rating. The RAS-entity
would need to demonstrate that this overload, while in excess of the applicable Facility Rating,
is not detrimental to the BES outside the contained area (predetermined by studies) affected by
the contingency.

Other examples of limited impact RAS include:

e A scheme used to protect BES equipment from damage caused by overvoltage through
generation rejection or equipment tripping.

e A centrally-controlled undervoltage load shedding scheme used to protect a contained
area (predetermined by studies) of the BES against voltage collapse.

e A scheme used to trip a generating unit following certain BES Contingencies to prevent
the unit from going out of synch with the System; where, if the RAS fails to operate and
the unit pulls out of synchronism, the resulting apparent impedance swings do not
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result in the tripping of any Transmission System Elements other than the generating
unit and its directly connected Facilities.

Requirement R1

Each RAS is unique and its action(s) can have a significant impact on the reliability and integrity
of the Bulk Electric System (BES); therefore, a review of a proposed new RAS or an existing RAS
proposed for functional modification, or retirement (removal from service) must be completed
prior to implementation.

Functional modifications consists of any of the following:
e Changes to System conditions or Contingencies monitored by the RAS
e Changes to the actions the RAS is designed to initiate

e Changes to RAS hardware beyond in-kind replacement; i.e., match the original
functionality of existing components

e Changes to RAS logic beyond correcting existing errors

e Changes to redundancy levels; i.e., addition or removal

An example indicating the limits of an in-kind replacement of a RAS component is the
replacement of one relay (or other device) with a relay (or other device) that uses similar
functions. For instance, if a RAS included a CO-11 relay which was replaced by an IAC-53 relay,
that would be an in-kind replacement. If the CO-11 relay were replaced by a microprocessor
SEL-451 relay that used only the same functions as the original CO-11 relay, that would also be
an in-kind replacement; however, if the SEL-451 relay was used to add new logic to what the
CO-11 relay had provided, then the replacement relay would be a functional modification.

Changes to RAS pickup levels that require no other scheme changes are not considered a
functional modification. For example, System conditions require a RAS to be armed when the
combined flow on two lines exceeds 500 MW. If a periodic evaluation pursuant to Requirement
R4, or other assessment, indicates that the arming level should be reduced to 450 MW without
requiring any other RAS changes that would not be a functional modification. Similarly, if a RAS
is designed to shed load to reduce loading on a particular line below 1000 amps, then a change
in the load shedding trigger from 1000 amps to 1100 amps would not be a functional
modification.

Another example illustrates a case where a System change may result in a RAS functional
change. Assume that a generation center is connected to a load center through two
transmission lines. The lines are not rated to accommodate full plant output if one line is out of
service, so a RAS monitors the status of both lines and trips or ramps down the generation to a
safe level following loss of either line. Later, one of the lines is tapped to serve additional load.
The System that the RAS impacts now includes three lines, loss of any of which is likely to still
require generation reduction. The modified RAS will need to monitor all three lines (add two
line terminal status inputs to the RAS) and the logic to recognize the specific line outages would
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change, while the generation reduction (RAS output) requirement may or may not change,
depending on which line is out of service. These required RAS changes would be a functional
modification.

Any functional modification to a RAS will need to be reviewed and approved through the
process described in Requirements R1, R2, and R3. The need for such functional modifications
may be identified in several ways including but not limited to the Planning evaluations pursuant
to R4, incorrect operations pursuant to R5, a test failure pursuant to R8, or Planning
assessments related to future additions or modifications of other facilities.

See Item 4a in the Implementation Section of Attachment 1 in the Supplemental Material
section for typical RAS components for which a failure may be considered. The RC has the
discretion to make the final determination regarding which components should be regarded as
RAS components during its review.

To facilitate a review that promotes reliability, the RAS-entity(ies) must provide the reviewer
with sufficient details of the RAS design, function, and operation. This data and supporting
documentation are identified in Attachment 1 of this standard, and Requirement R1 mandates
that the RAS-entity(ies) provide them to the reviewing Reliability Coordinator (RC). The RC that
coordinates the area where the RAS is located is responsible for the review. In cases where a
RAS crosses multiple RC Area boundaries, each affected RC is responsible for conducting either
individual reviews or a coordinated review.

Requirement R1 does not specify how far in advance of implementation the RAS-entity(ies)
must provide Attachment 1 data to the reviewing RC. The information will need to be
submitted early enough to allow RC review in the allotted time pursuant to Requirement R2,
including resolution of any reliability issues that might be identified, in order to obtain approval
of the reviewing RC. Expeditious submittal of this information is in the interest of each RAS-
entity to effect a timely implementation.

Requirement R2
Requirement R2 mandates that the RC perform reviews of all proposed new RAS and existing
RAS proposed for functional modification, or retirement (removal from service) in its RC Area.

RAS are unique and customized assemblages of protection and control equipment. As such,
they have a potential to introduce reliability risks to the BES, if not carefully planned, designed,
and installed. A RAS may be installed to address a reliability issue, or achieve an economic or
operational advantage, and could introduce reliability risks that might not be apparent to a
RAS-entity(ies). An independent review by a multi-disciplinary panel of subject matter experts
with planning, operations, protection, telecommunications, and equipment expertise is an
effective means of identifying risks and recommending RAS modifications when necessary.

The RCis the functional entity best suited to perform the RAS reviews because it has the widest
area reliability perspective of all functional entities and an awareness of reliability issues in
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neighboring RC Areas. This Wide Area purview facilitates the evaluation of interactions among
separate RAS as well as interactions among the RAS and other protection and control systems.

The selection of the RC also minimizes the possibility of a “conflict of interest” that could exist
because of business relationships among the RAS-entity, Planning Coordinator (PC),
Transmission Planner (TP), or other entities that are likely to be involved in the planning or
implementation of a RAS. The RC may request assistance in RAS reviews from other parties
such as the PC(s) or regional technical groups (e.g., Regional Entities); however, the RC retains
responsibility for compliance with the requirement. It is recognized that the RC does not
possesses more information or ability than anticipated by their functional registration as
designated by NERC. The NERC Functional Model is a guideline for the development of
standards and their applicability and does not contain compliance requirements. If Reliability
Standards address functions that are not described in the model, the Reliability Standard
requirements take precedence over the Functional Model. For further reference, please see the
Introduction section of NERC’s Reliability Functional Model, Version 5, November 2009.
Attachment 2 of this standard is a checklist for assisting the RC in identifying design and
implementation aspects of a RAS, and for facilitating consistent reviews of each RAS submitted
for review. The time frame of four full calendar months is consistent with current utility
practice; however, flexibility is provided by allowing the parties to negotiate a different
schedule for the review. Note, an RC may need to include this task in its reliability plan(s) for
the NERC Region(s) in which it is located.

Requirement R3

Requirement R3 mandates that each RAS-entity resolve all reliability issues (pertaining to its
RAS) identified during the RAS review by the reviewing Reliability Coordinators. Examples of
reliability issues include a lack of dependability, security, or coordination. RC approval of a RAS
is considered to be obtained when the reviewing RC’s feedback to each RAS-entity indicates
that either no reliability issues were identified during the review or all identified reliability
issues were resolved to the RC’s satisfaction.

Dependability is a component of reliability that is the measure of certainty of a device to
operate when required. If a RAS is installed to meet performance requirements of NERC
Reliability Standards, a failure of the RAS to operate when intended would put the System at
risk of violating NERC Reliability Standards if specified Contingency(ies) or System conditions
occur. This risk is mitigated by designing the RAS so that it will accomplish the intended purpose
while experiencing a single RAS component failure. This is often accomplished through
redundancy. Other strategies for providing dependability include “over-tripping” load or
generation, or alternative automatic backup schemes.

Security is a component of reliability that is the measure of certainty of a device to not operate
inadvertently. False or inadvertent operation of a RAS results in taking a programmed action
without the appropriate arming conditions, occurrence of specified Contingency(ies), or System
conditions expected to trigger the RAS action. Typical RAS actions include shedding load or
generation or re-configuring the System. Such actions, if inadvertently taken, are undesirable
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and may put the System in a less secure state. Worst case impacts from inadvertent operation
often occur if all programmed RAS actions occur. If the System performance still satisfies PRC-
012-2 Requirement R4, Part 4.3, no additional mitigation is required. Security enhancements to
the RAS design, such as voting schemes, are acceptable mitigations against inadvertent
operations.

Any reliability issue identified during the review must be resolved before implementing the RAS
to avoid placing the System at unacceptable risk. The RAS-entity or the reviewing RC(s) may
have alternative ideas or methods available to resolve the issue(s). In either case, the concern
needs to be resolved in deference to reliability, and the RC has the final decision.

A specific time period for the RAS-entity to respond to the RC(s) review is not necessary
because an expeditious response is in the interest of each RAS-entity to effect a timely
implementation.

A specific time period for the RC to respond to the RAS-entity following the RAS review is also
not necessary because the RC will be aware of (1) any reliability issues associated with the RAS
not being in service and (2) the RAS-entity’s schedule to implement the RAS to address those
reliability issues. Since the RC is the ultimate arbiter of BES operating reliability, resolving
reliability issues is a priority for the RC and serves as an incentive to expeditiously respond to
the RAS-entity.

Requirement R4

Requirement R4 mandates that an evaluation of each RAS be performed at least once every five
full calendar years. The purpose of a periodic RAS evaluation is to verify the continued
effectiveness and coordination of the RAS, as well as to verify that requirements for BES
performance following inadvertent RAS operation and single component failure continue to be
satisfied. A periodic evaluation is required because changes in System topology or operating
conditions may change the effectiveness of a RAS or the way it interacts with and impacts the
BES.

A RAS designated as limited impact cannot, by inadvertent operation or failure to operate,
cause or contribute to BES Cascading, uncontrolled separation, angular instability, voltage
instability, voltage collapse, or unacceptably damped oscillations. Limited impact RAS are not
subject to the RAS single component malfunction and failure tests of Parts 4.1.4 and 4.1.5,
respectively. Requiring a limited impact RAS to meet these tests would add complexity to the
design with minimal benefit to BES reliability.

A RAS implemented after the effective date of this standard can only be designated as limited
impact by the reviewing RC(s). A RAS implemented prior to the effective date of PRC-012-2 that
has been through the regional review processes of WECC or NPCC and is classified as either a
Local Area Protection Scheme (LAPS) in WECC or a Type Il in NPCC is recognized as a limited
impact RAS upon the effective date of PRC-012-2 for the purposes of this standard and is
subject to all applicable requirements.
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Requirement R4 also clarifies that the RAS single component failure and inadvertent operation
tests do not apply to RAS which are determined to be limited impact. Requiring a limited impact
RAS to meet the single component failure and inadvertent operation tests would just add
complexity to the design with little or no improvement in the reliability of the BES.

For existing RAS, the initial performance of Requirement R4 must be completed within five full
calendar years of the effective date of PRC-012-2. For new or functionally modified RAS, the
initial performance of the requirement must be completed within five full calendar years of the
RAS approval date by the reviewing RC(s). Five full calendar years was selected as the maximum
time frame between evaluations based on the time frames for similar requirements in
Reliability Standards PRC-006, PRC-010, and PRC-014. The RAS evaluation can be performed
sooner if it is determined that material changes to System topology or System operating
conditions could potentially impact the effectiveness or coordination of the RAS. System
changes also have the potential to alter the reliability impact of limited impact RAS on the BES.
Requirement 4, Part 4.1.3 explicitly requires the periodic evaluation of limited impact RAS to
verify the limited impact designation remains applicable. The periodic RAS evaluation will
typically lead to one of the following outcomes: 1) affirmation that the existing RAS is effective;
2) identification of changes needed to the existing RAS; or, 3) justification for RAS retirement.

The items required to be addressed in the evaluations (Requirement R4, Parts 4.1.1 through
4.1.5) are planning analyses that may involve modeling of the interconnected transmission
system to assess BES performance. The PC is the functional entity best suited to perform the
analyses because they have a wide-area planning perspective. To promote reliability, the PC is
required to provide the results of the evaluation to each impacted Transmission Planner and
Planning Coordinator, in addition to each reviewing RC and RAS-entity. In cases where a RAS
crosses PC boundaries, each affected PC is responsible for conducting either individual
evaluations or participating in a coordinated evaluation.

The intent of Requirement R4, Part 4.1.4 is to verify that the possible inadvertent operation of
the RAS (other than limited impact RAS), caused by the malfunction of a single component of
the RAS, meet the same System performance requirements as those required for the
Contingency(ies) or System conditions for which it is designed. If the RAS is designed to meet
one of the planning events (P0O-P7) in TPL-001-4, the possible inadvertent operation of the RAS
must meet the same performance requirements listed in the standard for that planning event.
The requirement clarifies that the inadvertent operation to be considered is only that caused by
the malfunction of a single RAS component. This allows features to be designed into the RAS to
improve security, such that inadvertent operation due to malfunction of a single component is
prevented; otherwise, the RAS inadvertent operation must satisfy Requirement R4, Part 4.1.4.

The intent of Requirement R4, Part 4.1.4 is also to verify that the possible inadvertent operation
of the RAS (other than limited impact RAS) installed for an extreme event in TPL-001-4 or for
some other Contingency or System conditions not defined in TPL-001-4 (therefore without
performance requirements), meet the minimum System performance requirements of Category
P7 in Table 1 of NERC Reliability Standard TPL-001-4. However, instead of referring to the TPL
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standard, the requirement lists the System performance requirements that a potential
inadvertent operation must satisfy. The performance requirements listed (Requirement R4,
Parts 4.1.4.1 — 4.1.4.5) are the ones that are common to all planning events (P0O-P7) listed in
TPL-001-4.

With reference to Requirement 4, Part 4.1.4, note that the only differences in performance
requirements among the TPL (PO-P7) events (not common to all of them) concern Non-
Consequential Load Loss and interruption of Firm Transmission Service. It is not necessary for
Requirement R4, Part 4.1.4 to specify performance requirements related to these areas
because a RAS is only allowed to drop non-consequential load or interrupt Firm Transmission
Service if that action is allowed for the Contingency for which it is designed. Therefore, the
inadvertent operation should automatically meet Non-Consequential Load Loss or interrupting
Firm Transmission Service performance requirements for the Contingency(ies) for which it was
designed.

The intent of Requirement R4, Part 4.1.5 is to verify that a single component failure in a RAS,
other than limited impact RAS, when the RAS is intended to operate, does not prevent the BES
from meeting the same performance requirements (defined in Reliability Standard TPL-001-4 or
its successor) as those required for the events and conditions for which the RAS is designed.
This analysis is needed to ensure that changing System conditions do not result in the single
component failure requirement not being met.

The following is an example of a single component failure causing the System to fail to meet the
performance requirements for the P1 event for which the RAS was installed. Consider the
instance where a three-phase Fault (P1 event) results in a generating plant becoming unstable
(a violation of the System performance requirements of TPL-001-4). To resolve this, a RAS is
installed to trip a single generating unit which allows the remaining units at the plant to remain
stable. If failure of a single component (e.g., relay) in the RAS results in the RAS failing to
operate for the P1 event, the generating plant would become unstable (failing to meet the
System performance requirements of TPL-001-4 for a P1 event).

Requirement R4, Part 4.1.5 does not mandate that all RAS have redundant components. For
example:

e Consider the instance where a RAS is installed to mitigate an extreme event in TPL-001-
4. There are no System performance requirements for extreme events; therefore, the
RAS does not need redundancy to meet the same performance requirements as those
required for the events and conditions for which the RAS was designed.

e Consider a RAS that arms more load or generation than necessary such that failure of
the RAS to drop a portion of load or generation due to that single component failure will
still result in satisfactory System performance, as long as tripping the total armed
amount of load or generation does not cause other adverse impacts to reliability.
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The scope of the periodic evaluation does not include a new review of the physical
implementation of the RAS, as this was confirmed by the RC during the initial review and
verified by subsequent functional testing. However, it is possible that a RAS design which
previously satisfied requirements for inadvertent RAS operation and single component failure
by means other than component redundancy may fail to satisfy these requirements at a later
time, and must be evaluated with respect to the current System. For example, if the actions of a
particular RAS include tripping load, load growth could occur over time that impacts the
amount of load to be tripped. These changes could result in tripping too much load upon
inadvertent operation and result in violations of Facility Ratings. Alternatively, the RAS might be
designed to trip more load than necessary (i.e., “over trip”) in order to satisfy single component
failure requirements. System changes could result in too little load being tripped and
unacceptable BES performance if one of the loads failed to trip.

Requirement R5

The correct operation of a RAS is important to maintain the reliability and integrity of the BES.
Any incorrect operation of a RAS indicates the RAS effectiveness and/or coordination may have
been compromised. Therefore, all operations of a RAS and failures of a RAS to operate when
expected must be analyzed to verify that the RAS operation was consistent with its intended
functionality and design.

A RAS operational performance analysis is intended to: (1) verify RAS operation is consistent
with implemented design; or (2) identify RAS performance deficiencies that manifested in the
incorrect RAS operation or failure of RAS to operate when expected.

The 120 full calendar day time frame for the completion of RAS operational performance
analysis aligns with the time frame established in Requirement R1 from PRC-004-4 regarding
the investigation of a Protection System Misoperation; however, flexibility is provided by
allowing the parties to negotiate a different schedule for the analysis. To promote reliability,
the RAS-entity(s) is required to provide the results of RAS operational performance analyses to
its reviewing RC(s) if the analyses revealed a deficiency.

The RAS-entity(ies) may need to collaborate with its associated Transmission Planner to
comprehensively analyze RAS operational performance. This is because a RAS operational
performance analysis involves verifying that the RAS operation was triggered correctly (Part
5.1.1), responded as designed (Part 5.1.2), and that the resulting BES response (Parts 5.1.3 and
5.1.4) was consistent with the intended functionality and design of the RAS. Ideally, when there
is more than one RAS-entity for a RAS, the RAS-entities would collaborate to conduct and
submit a single, coordinated operational performance analysis.

Requirement R6

RAS deficiencies potentially pose a reliability risk to the BES. RAS deficiencies may be identified
in the periodic RAS evaluation conducted by the PC in Requirement R4, in the operational
analysis conducted by the RAS-entity in Requirement R5, or in the functional test performed by
the RAS-entity(ies) in Requirement R8. To mitigate potential reliability risks, Requirement R6
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mandates that each RAS-entity participate in developing a CAP that establishes the mitigation
actions and timetable necessary to address the deficiency.

The RAS-entity(ies) that owns the RAS components, is responsible for the RAS equipment, and

is in the best position to develop the timelines and perform the necessary work to correct RAS
deficiencies. If necessary, the RAS-entity(ies) may request assistance with development of the

CAP from other parties such as its Transmission Planner or Planning Coordinator; however, the
RAS-entity has the responsibility for compliance with this requirement.

A CAP may require functional changes be made to a RAS. In this case, Attachment 1 information
must be submitted to the reviewing RC(s), an RC review must be performed to obtain RC
approval before the RAS-entity can place RAS modifications in service, per Requirements R1,
R2, and R3.

Depending on the complexity of the issues, development of a CAP may require study,
engineering or consulting work. A timeframe of six full calendar months is allotted to allow
enough time for RAS-entity collaboration on the CAP development, while ensuring that
deficiencies are addressed in a reasonable time. Ideally, when there is more than one RAS-
entity for a RAS, the RAS-entities would collaborate to develop and submit a single, coordinated
CAP. A RAS deficiency may require the RC or Transmission Operator to impose operating
restrictions so the System can operate in a reliable way until the RAS deficiency is resolved. The
possibility of such operating restrictions will incent the RAS-entity to resolve the issue as quickly
as possible.

The following are example situations of when a CAP is required:

e A determination after a RAS operation/non-operation investigation that the RAS did not
meet performance expectations or did not operate as designed.

e Periodic planning assessment reveals RAS changes are necessary to correct performance or
coordination issues.

e Equipment failures.

e Functional testing identifies that a RAS is not operating as designed.

Requirement R7

Requirement R7 mandates that each RAS-entity implement its CAP developed in Requirement
R6 which mitigates the deficiencies identified in Requirements R4, R5, or R8. By definition, a
CAP is: “A list of actions and an associated timetable for implementation to remedy a specific
problem.”

A CAP can be modified if necessary to account for adjustments to the actions or scheduled
timetable of activities. If the CAP is changed, the RAS-entity must notify the reviewing Reliability
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Coordinator(s). The RAS-entity must also notify the Reliability Coordinator(s) when the CAP has
been completed.

The implementation of a properly developed CAP ensures that RAS deficiencies are mitigated in
a timely manner. A RAS deficiency may require the RC or Transmission Operator to impose
operating restrictions so the System can operate in a reliable way until the CAP is completed.
The possibility of such operating restrictions will incent the RAS-entity to complete the CAP as
quickly as possible.

Requirement R8

The reliability objective of Requirement R8 is to test the non-Protection System components of
a RAS (controllers such as programmable logic controllers (PLCs)) and to verify the overall
performance of the RAS through functional testing. Functional tests validate RAS operation by
ensuring System states are detected and processed, and that actions taken by the controls are
correct and occur within the expected time using the in-service settings and logic. Functional
testing is aimed at assuring overall RAS performance and not the component focused testing
contained in the PRC-005 maintenance standard.

Since the functional test operates the RAS under controlled conditions with known System
states and expected results, testing and analysis can be performed with minimum impact to the
BES and should align with expected results. The RAS-entity is in the best position to determine
the testing procedure and schedule due to their overall knowledge of the RAS design,
installation, and functionality. Periodic testing provides the RAS-entity assurance that latent
failures may be identified and also promotes identification of changes in the System that may
have introduced latent failures.

The six and twelve full calendar year functional testing intervals are greater than the annual or
bi-annual periodic testing performed in some NERC Regions. However, these intervals are a
balance between the resources required to perform the testing and the potential reliability
impacts to the BES created by undiscovered latent failures that could cause an incorrect
operation of the RAS. Longer test intervals for limited impact RAS are acceptable because
incorrect operations or failures to operate present a low reliability risk to the Bulk Power
System.

Functional testing is not synonymous with end-to-end testing. End-to-end testing is an
acceptable method but may not be feasible for many RAS. When end-to-end testing is not
possible, a RAS-entity may use a segmented functional testing approach. The segments can be
tested individually negating the need for complex maintenance schedules. In addition, actual
RAS operation(s) can be used to fulfill the functional testing requirement. If a RAS does not
operate in its entirety during a System event or System conditions do not allow an end-to-end
scheme test, then the segmented approach should be used to fulfill this Requirement.
Functional testing includes the testing of all RAS inputs used for detection, arming, operating,
and data collection. Functional testing, by default operates the processing logic and
infrastructure of a RAS, but focuses on the RAS inputs as well as the actions initiated by RAS
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outputs to address the System condition(s) for which the RAS is designed. All segments and
components of a RAS must be tested or have proven operations within the applicable
maximum test interval to demonstrate compliance with the Requirement.

As an example of segment testing, consider a RAS controller implemented using a PLC that
receives System data, such as loading or line status, from distributed devices. These distributed
devices could include meters, protective relays, or other PLCs. In this example RAS, a line
protective relay is used to provide an analog metering quantity to the RAS control PLC. A
functional test would verify that the System data is received from the protective relay by the
PLC, processed by the PLC, and that PLC outputs are appropriate. There is no need to verify the
protective relay’s ability to measure the power system quantities, as this is a requirement for
Protection Systems used as RAS in PRC-005, Table 1-1, Component Type — Protective Relay.
Rather the functional test is focused on the use of the protective relay data at the PLC, including
the communications data path from relay to PLC if this data is essential for proper RAS
operation. Additionally, if the control signal back to the protective relay is also critical to the
proper functioning of this example RAS, then that path is also verified up to the protective
relay. This example describes a test for one segment of a RAS which verifies RAS action, verifies
PLC control logic, and verifies RAS communications.

IEEE C37.233, “IEEE Guide for Power System Protection Testing,” 2009 section 8 (particularly
8.3-8.5), provides an overview of functional testing. The following opens section 8.3:

Proper implementation requires a well-defined and coordinated test plan for performance
evaluation of the overall system during agreed maintenance intervals. The maintenance test
plan, also referred to as functional system testing, should include inputs, outputs,
communication, logic, and throughput timing tests. The functional tests are generally not
component-level testing, rather overall system testing. Some of the input tests may need to be
done ahead of overall system testing to the extent that the tests affect the overall performance.
The test coordinator or coordinators need to have full knowledge of the intent of the scheme,
isolation points, simulation scenarios, and restoration to normal procedures.

The concept is to validate the overall performance of the scheme, including the logic where
applicable, to validate the overall throughput times against system modeling for different types
of Contingencies, and to verify scheme performance as well as the inputs and outputs.

If a RAS passes a functional test, it is not necessary to provide that specific information to the
RC because that is the expected result and requires no further action. If a segment of a RAS fails
a functional test, the status of that degraded RAS is required to be reported (in Real-time) to
the Transmission Operator via PRC-001, Requirement R6, then to the RC via TOP-001-3,
Requirement R8. See Phase 2 of Project 2007-06 for the mapping document from PRC-001 to
other standards regarding notification of RC by TOP if a deficiency is found during testing.
Consequently, it is not necessary to include a similar requirement in this standard.

The initial test interval begins on the effective date of the standard pursuant to the
implementation plan. Subsequently, the maximum allowable interval between functional tests
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is six full calendar years for RAS that are not designated as limited impact RAS and twelve full
calendar years for RAS that are designated as limited impact RAS. The interval between tests
begins on the date of the most recent successful test for each individual segment or end-to-end
test. A successful test of one segment only resets the test interval clock for that segment. A
RAS-entity may choose to count a correct RAS operation as a qualifying functional test for those
RAS segments which operate. If a System event causes a correct, but partial RAS operation,
separate functional tests of the segments that did not operate are still required within the
maximum test interval that started on the date of the previous successful test of those (non-
operating) segments in order to be compliant with Requirement R8.

Requirement R9

The RAS database required to be maintained by the RC in Requirement R9 ensures information
regarding existing RAS is available. Attachment 3 contains the minimum information that is
required to be included about each RAS listed in the database. Additional information can be
requested by the RC.

The database enables the RC to provide other entities high-level information on existing RAS
that could potentially impact the operational and/or planning activities of that entity. The
information provided is sufficient for an entity with a reliability need to evaluate whether the
RAS can impact its System. For example, a RAS performing generation rejection to mitigate an
overload on a transmission line may cause a power flow change within an adjacent entity area.
This entity should be able to evaluate the risk that a RAS poses to its System from the high-level
information provided in the RAS database.

The RAS database does not need to list detailed settings or modeling information, but the
description of the System performance issues, System conditions, and the intended corrective
actions must be included. If additional details about the RAS operation are required, the entity
may obtain the contact information of the RAS-entity from the RC.
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Process Flow Diagram

The diagram below depicts the process flow of the PRC-012-2 requirements.
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Technical Justifications for Attachment 1 Content
Supporting Documentation for RAS Review

To perform an adequate review of the expected reliability implications of a Remedial Action
Scheme (RAS), it is necessary for the RAS-entity(ies) to provide a detailed list of information
describing the RAS to the reviewing RC. If there are multiple RAS-entities for a single RAS,
information will be needed from all RAS-entities. Ideally, in such cases, a single RAS-entity will
take the lead to compile all the data identified into a single Attachment 1.

The necessary data ranges from a general overview of the RAS to summarized results of
transmission planning studies, to information about hardware used to implement the RAS.
Coordination between the RAS and other RAS and protection and control systems will be
examined for possible adverse interactions. This review can include wide-ranging electrical
design issues involving the specific hardware, logic, telecommunications, and other relevant
equipment and controls that make up the RAS.

Attachment 1

The following checklist identifies important RAS information for each new or functionally
modified® RAS that the RAS-entity shall document and provide to the RC for review pursuant to
Requirement R1. When a RAS has been previously reviewed, only the proposed modifications
to that RAS require review; however, it will be helpful to each reviewing RC if the RAS-entity
provides a summary of the existing RAS functionality.

I. General

1. Information such as maps, one-line drawings, substation and schematic drawings that
identify the physical and electrical location of the RAS and related facilities.

Provide a description of the RAS to give an overall understanding of the functionality
and a map showing the location of the RAS. Identify other protection and control
systems requiring coordination with the RAS. See RAS Design below for additional
information.

Provide a single-line drawing(s) showing all sites involved. The drawing(s) should provide
sufficient information to allow the RC review team to assess design reliability, and
should include information such as the bus arrangement, circuit breakers, the
associated switches, etc. For each site, indicate whether detection, logic, action, or a
combination of these is present.

2. Functionality of new RAS or proposed functional modifications to existing RAS and
documentation of the pre- and post-modified functionality of the RAS.

8 Functionally modified: Any modification to a RAS consisting of any of the following:
. Changes to System conditions or contingencies monitored by the RAS
Changes to the actions the RAS is designed to initiate
Changes to RAS hardware beyond in-kind replacement; i.e., match the original functionality of existing components
Changes to RAS logic beyond correcting existing errors
Changes to redundancy levels; i.e., addition or removal
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3. The Corrective Action Plan (CAP) if RAS modifications are proposed in a CAP.

Provide a description of any functional modifications to a RAS that are part of a CAP that
are proposed to address performance deficiency(ies) identified in the periodic
evaluation pursuant to Requirement R4, the analysis of an actual RAS operation
pursuant to Requirement R5, or functional test failure pursuant to Requirement R8. A
copy of the most recent CAP must be submitted in addition to the other data specified
in Attachment 1.

4. |Initial data to populate the RAS database.

a.
b.

C.

RAS name.
Each RAS-entity and contact information.

Expected or actual in-service date; most recent (Requirement R3) RC-approval date;
most recent five full calendar year (Requirement R4) evaluation date; and, date of
retirement, if applicable.

System performance issue or reason for installing the RAS (e.g., thermal overload,
angular instability, poor oscillation damping, voltage instability, under-/over-voltage,
slow voltage recovery).

Description of the Contingencies or System conditions for which the RAS was
designed (initiating conditions).

Corrective action taken by the RAS.
Identification of limited impact® RAS.
Any additional explanation relevant to high level understanding of the RAS.

Note: This is the same information as is identified in Attachment 3. Supplying the
data at this point in the review process ensures a more complete review and
minimizes any administrative burden on the reviewing RC(s).

I1. Functional Description and Transmission Planning Information

1. Contingencies and System conditions that the RAS is intended to remedy.

The System conditions that would result if no RAS action occurred should be
identified.

Include a description of the System conditions that should arm the RAS so as to be
ready to take action upon subsequent occurrence of the critical System
Contingencies or other operating conditions when RAS action is intended to occur.
If no arming conditions are required, this should also be stated.

9 A RAS designated as limited impact cannot, by inadvertent operation or failure to operate, cause or contribute to BES
Cascading, uncontrolled separation, angular instability, voltage instability, voltage collapse, or unacceptably damped

oscillations.
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C. Event-based RAS are triggered by specific Contingencies that initiate mitigating
action. Condition-based RAS may also be initiated by specific Contingencies, but
specific Contingencies are not always required. These triggering Contingencies
and/or conditions should be identified.

2. The actions to be taken by the RAS in response to disturbance conditions.

Mitigating actions are designed to result in acceptable System performance. These
actions should be identified, including any time constraints and/or “backup” mitigating
measures that may be required in case of a single RAS component failure.

3. A summary of technical studies, if applicable, demonstrating that the proposed RAS
actions satisfy System performance objectives for the scope of System events and
conditions that the RAS is intended to remedy. The technical studies summary shall also
include information such as the study year(s), System conditions, and Contingencies
analyzed on which the RAS design is based, and the date those technical studies were
performed.

Review the scheme purpose and impact to ensure it is (still) necessary, serves the
intended purposes, and meets current performance requirements. While copies of the
full, detailed studies may not be necessary, any abbreviated descriptions of the studies
must be detailed enough to allow the reviewing RC(s) to be convinced of the need for
the scheme and the results of RAS-related operations.

4. Information regarding any future System plans that will impact the RAS.

The RC’s other responsibilities under the NERC Reliability Standards focus on the
Operating Horizon, rather than the Planning Horizon. As such, the RC is less likely to be
aware of any longer range plans that may have an impact on the proposed RAS. Such
knowledge of future Plans is helpful to provide perspective on the capabilities of the
RAS.

5. RAS-entity proposal and justification for limited impact designation, if applicable.

A RAS designated as limited impact cannot, by inadvertent operation or failure to
operate, cause or contribute to BES Cascading, uncontrolled separation, angular
instability, voltage instability, voltage collapse, or unacceptably damped oscillations. A
RAS implemented prior to the effective date of PRC-012-2 that has been through the
regional review processes of WECC or NPCC and is classified as either a Local Area
Protection Scheme (LAPS) in WECC or a Type 3 in NPCC is recognized as a limited impact
RAS upon the effective date of PRC-012-2 for the purposes of this standard and is
subject to all applicable requirements.

6. Documentation describing the System performance resulting from the possible
inadvertent operation of the RAS, except for limited impact RAS, caused by any single
RAS component malfunction. Single component malfunctions in a RAS not determined
to be limited impact must satisfy all of the following:
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a. The BES shall remain stable.
b. Cascading shall not occur.
c. Applicable Facility Ratings shall not be exceeded.

d. BES voltages shall be within post-Contingency voltage limits and post-Contingency
voltage deviation limits as established by the Transmission Planner and the Planning
Coordinator.

e. Transient voltage responses shall be within acceptable limits as established by the
Transmission Planner and the Planning Coordinator.

7. An evaluation indicating that the RAS settings and operation avoids adverse interactions
with other RAS, and protection and control systems.

RAS are complex schemes that may take action such as tripping load or generation or re-
configuring the System. Many RAS depend on sensing specific System configurations to
determine whether they need to arm or take actions. An examples of an adverse
interaction: A RAS that reconfigures the System also changes the available Fault duty,
which can affect distance relay overcurrent (“fault detector”) supervision and ground
overcurrent protection coordination.

8. Identification of other affected RCs.

This information is needed to aid in information exchange among all affected entities
and coordination of the RAS with other RAS and protection and control systems.

I11. Implementation

1. Documentation describing the applicable equipment used for detection, dc supply,
communications, transfer trip, logic processing, control actions, and monitoring.

Detection

Detection and initiating devices, whether for arming or triggering action, should be
designed to be secure. Several types of devices have been commonly used as disturbance,
condition, or status detectors:

e Line open status (event detectors),

e Protective relay inputs and outputs (event and parameter detectors),

e Transducer and IED (analog) inputs (parameter and response detectors),
e Rate of change (parameter and response detectors).

DC Supply
Batteries and charges, or other forms of dc supply for RAS, are commonly also used for

Protection Systems. This is acceptable, and maintenance of such supplies is covered by
PRC-005. However, redundant RAS, when used, should be supplied from separately
protected (fused or breakered) circuits.
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Communications: Telecommunications Channels

Telecommunications channels used for sending and receiving RAS information between
sites and/or transfer trip devices should meet at least the same criteria as other relaying
protection communication channels. Discuss performance of any non-deterministic
communication systems used (such as Ethernet).

The scheme logic should be designed so that loss of the channel, noise, or other channel
or equipment failure will not result in a false operation of the scheme.

It is highly desirable that the channel equipment and communications media (power line
carrier, microwave, optical fiber, etc.) be owned and maintained by the RAS-entity, or
perhaps leased from another entity familiar with the necessary reliability requirements.
All channel equipment should be monitored and alarmed to the dispatch center so that
timely diagnostic and repair action shall take place upon failure. Publicly switched
telephone networks are generally an undesirable option.

Communication channels should be well labeled or identified so that the personnel
working on the channel can readily identify the proper circuit. Channels between
entities should be identified with a common name at all terminals.

Transfer Trip
Transfer trip equipment, when separate from other RAS equipment, should be

monitored and labeled similarly to the channel equipment.

Logic Processing

All RAS require some form of logic processing to determine the action to take when the
scheme is triggered. Required actions are always scheme dependent. Different actions

may be required at different arming levels or for different Contingencies. Scheme logic

may be achievable by something as simple as wiring a few auxiliary relay contacts or by
much more complex logic processing.

Platforms that have been used reliably and successfully include PLCs in various forms,
personal computers (PCs), microprocessor protective relays, remote terminal units
(RTUs), and logic processors. Single-function relays have been used historically to
implement RAS, but this approach is now less common except for very simple new RAS
or minor additions to existing RAS.

Control Actions

RAS action devices may include a variety of equipment such as transfer trip, protective
relays, and other control devices. These devices receive commands from the logic
processing function (perhaps through telecommunication facilities) and initiate RAS
actions at the sites where action is required.

Monitoring by SCADA/EMS should include at least

e Whether the scheme is in service or out of service.

= For RAS that are armed manually, the arming status may be the same as whether
the RAS is in service or out of service.
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2.

= For RAS that are armed automatically, these two states are independent because
a RAS that has been placed in service may be armed or unarmed based on
whether the automatic arming criteria have been met.

e The current operational state of the scheme (available or not).

e In cases where the RAS requires single component failure performance; e.g.,
redundancy, the minimal status indications should be provided separately for each
RAS.

= The minimum status is generally sufficient for operational purposes; however,
where possible it is often useful to provide additional information regarding
partial failures or the status of critical components to allow the RAS-entity to
more efficiently troubleshoot a reported failure. Whether this capability exists
will depend in part on the design and vintage of equipment used in the RAS.
While all schemes should provide the minimum level of monitoring, new
schemes should be designed with the objective of providing monitoring at least
similar to what is provided for microprocessor-based Protection Systems.

Information on detection logic and settings/parameters that control the operation of
the RAS.

Several methods to determine line or other equipment status are in common use, often
in combination:

a. Auxiliary switch contacts from circuit breakers and disconnect switches (52a/b,
89a/b)—the most common status monitor; “a” contacts exactly emulate actual
breaker status, while “b” contacts are opposite to the status of the breaker;

b. Undercurrent detection—a low level indicates an open condition, including at the far
end of a line; pickup is typically slightly above the total line-charging current;

c. Breaker trip coil current monitoring—typically used when high-speed RAS response
is required, but usually in combination with auxiliary switch contacts and/or other
detection because the trip coil current ceases when the breaker opens; and

d. Other detectors such as angle, voltage, power, frequency, rate of change of the
aforementioned, out of step, etc. are dependent on specific scheme requirements,
but some forms may substitute for or enhance other monitoring described in items
‘a’, ‘b’, and ‘c’ above.

Both RAS arming and action triggers often require monitoring of analog quantities such

as power, current, and voltage at one or more locations and are set to detect a specific

level of the pertinent quantity. These monitors may be relays, meters, transducers, or
other devices

Documentation showing that any multifunction device used to perform RAS function(s),
in addition to other functions such as protective relaying or SCADA, does not
compromise the reliability of the RAS when the device is not in service or is being
maintained.
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In this context, a multifunction device (e.g., microprocessor-based relay) is a single
component that is used to perform the function of a RAS in addition to protective
relaying and/or SCADA simultaneously. It is important that other applications in the
multifunction device do not compromise the functionality of the RAS when the device is
in service or when it is being maintained. The following list outlines considerations when
the RAS function is applied in the same microprocessor-based relay as equipment
protection functions:

a. Describe how the multifunction device is applied in the RAS.

b. Show the general arrangement and describe how the multi-function device is
labeled in the design and application, so as to identify the RAS and other device
functions.

c. Describe the procedures used to isolate the RAS function from other functions in the
device.

d. Describe the procedures used when each multifunction device is removed from
service and whether coordination with other protection schemes is required.

e. Describe how each multifunction device is tested, both for commissioning and
during periodic maintenance testing, with regard to each function of the device.

f. Describe how overall periodic RAS functional and throughput tests are performed if
multifunction devices are used for both local protection and RAS.

g. Describe how upgrades to the multifunction device, such as firmware upgrades, are
accomplished. How is the RAS function taken into consideration?

Other devices that are usually not considered multifunction devices such as auxiliary
relays, control switches, and instrument transformers may serve multiple purposes such
as protection and RAS. Similar concerns apply for these applications as noted above.

4. Documentation describing the System performance resulting from a single component
failure in the RAS, except for limited impact RAS, when the RAS is intended to operate. A
single component failure in a RAS not determined to be limited impact must not prevent
the BES from meeting the same performance requirements (defined in Reliability
Standard TPL-001-4 or its successor) as those required for the events and conditions for
which the RAS is designed. The documentation should describe or illustrate how the
design achieves this objective.

RAS automatic arming, if applicable, is vital to RAS and System performance and is
therefore included in this requirement.

Acceptable methods to achieve this objective include, but are not limited to the
following:

a. Providing redundancy of RAS components. Typical examples are listed below:

i.  Protective or auxiliary relays used by the RAS.
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ii. Communications systems necessary for correct operation of the RAS.
iii.  Sensing devices used to measure electrical or other quantities used by the RAS.
iv.  Station dc supply associated with RAS functions.

v.  Control circuitry associated with RAS functions through the trip coil(s) of the
circuit breakers or other interrupting devices.

vi. Logic processing devices that accept System inputs from RAS components or
other sources, make decisions based on those inputs, or initiate output signals
to take remedial actions.

b. Arming more load or generation than necessary such that failure of the RAS to drop
a portion of load or generation due to that single component failure will still result in
satisfactory System performance, as long as tripping the total armed amount of load
or generation does not cause other adverse impacts to reliability.

c. Using alternative automatic actions to back up failures of single RAS components.

d. Manual backup operations, using planned System adjustments such as Transmission
configuration changes and re-dispatch of generation, if such adjustments are
executable within the time duration applicable to the Facility Ratings.

5. Documentation describing the functional testing process.

RAS Retirement

The following checklist identifies important RAS information for each existing RAS to be
retired that the RAS-entity shall document and provide to the Reliability Coordinator for
review pursuant to Requirement R1.

1. Information necessary to ensure that the Reliability Coordinator is able to understand
the physical and electrical location of the RAS and related facilities.

2. A summary of technical studies and technical justifications, if applicable, upon which the
decision to retire the RAS is based.

3. Anticipated date of RAS retirement.

While the documentation necessary to evaluate RAS removals is not as extensive as for
new or functionally modified RAS, it is still vital that, when the RAS is no longer
available, System performance will still meet the appropriate (usually TPL) requirements
for the Contingencies or System conditions that the RAS had been installed to
remediate.
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Technical Justification for Attachment 2 Content

Reliability Coordinator RAS Review Checklist

Attachment 2 is a checklist provided to facilitate consistent reviews continent-wide for new or
functionally modified RAS prior to the RAS installation. The checklist is meant to assist the RC in
identifying reliability-related considerations relevant to various aspects of RAS design and
implementation.

Technical Justifications for Attachment 3 Content

Database Information
Attachment 3 contains the minimum information that the RC must consolidate into its database
for each RAS in its area.

1. RAS name.
e The name used to identify the RAS.
2. Each RAS-entity and contact information.

e Areliable phone number or email address should be included to contact each RAS-entity
if more information is needed.

3. Expected or actual in-service date; most recent (Requirement R3) RC-approval date; most
recent five full calendar year (Requirement R4) evaluation date; and, date of retirement, if
applicable.

e Specify each applicable date.

4. System performance issue or reason for installing the RAS (e.g., thermal overload, angular
instability, poor oscillation damping, voltage instability, under-/over-voltage, slow voltage
recovery).

e Ashort description of the reason for installing the RAS is sufficient, as long as the main
System issues addressed by the RAS can be identified by someone with a reliability
need.

5. Description of the Contingencies or System conditions for which the RAS was designed
(initiating conditions).

e A high level summary of the conditions/Contingencies is expected. Not all combinations
of conditions are required to be listed.

6. Corrective action taken by the RAS.

e Ashort description of the actions should be given. For schemes shedding load or
generation, the maximum amount of megawatts should be included.
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7. ldentification of limited impact® RAS.
e Specify whether or not the RAS is designated as limited impact.
8. Any additional explanation relevant to high-level understanding of the RAS.

e |If deemed necessary, any additional information can be included in this section, but is
not mandatory.

10 A RAS designated as limited impact cannot, by inadvertent operation or failure to operate, cause or contribute to BES
Cascading, uncontrolled separation, angular instability, voltage instability, voltage collapse, or unacceptably damped

oscillations.

Page 43 of 49



Supplemental Material

Rationale

Rationale for Requirement R1: Each Remedial Action Scheme (RAS) is unique and its action(s)
can have a significant impact on the reliability and integrity of the Bulk Electric System (BES).
Therefore, a review of a proposed new RAS or an existing RAS proposed for functional
modification or retirement; i.e., removal from service must be completed prior to
implementation or retirement.

Functional modifications consist of any of the following:
e Changes to System conditions or Contingencies monitored by the RAS
e Changes to the actions the RAS is designed to initiate

e Changes to RAS hardware beyond in-kind replacement; i.e., match the original
functionality of existing components

e Changes to RAS logic beyond correcting existing errors

e Changes to redundancy levels; i.e., addition or removal

To facilitate a review that promotes reliability, the RAS-entity must provide the reviewer with
sufficient details of the RAS design, function, and operation. This data and supporting
documentation are identified in Attachment 1 of this standard, and Requirement R1 mandates
that the RAS-entity provide them to the reviewing Reliability Coordinator (RC). The RC
(reviewing RC) that coordinates the area where the RAS is located is responsible for the review.
Ideally, when there is more than one RAS-entity for a RAS, the RAS-entities would collaborate
and submit a single, coordinated Attachment 1 to the reviewing RC. In cases where a RAS
crosses RC Area boundaries, each affected RC is responsible for conducting either individual
reviews or participating in a coordinated review.

Rationale for Requirement R2: The RC is the functional entity best suited to perform the RAS
review because it has the widest area operational and reliability perspective of all functional
entities and an awareness of reliability issues in any neighboring RC Area. This Wide Area
purview facilitates the evaluation of interactions among separate RAS as well as interactions
among RAS and other protection and control systems. Review by the RC also minimizes the
possibility of a conflict of interest that could exist because of business relationships among the
RAS-entity, Planning Coordinator (PC), Transmission Planner (TP), or other entities that are
likely to be involved in the planning or implementation of a RAS. The RC is not expected to
possess more information or ability than anticipated by their functional registration as
designated by NERC. The RC may request assistance to perform RAS reviews from other parties
such as the PC or regional technical groups; however, the RC will retain the responsibility for
compliance with this requirement.

Attachment 2 of this standard is a checklist the RC can use to identify design and

implementation aspects of RAS and facilitate consistent reviews for each submitted RAS. The
time frame of four full calendar months is consistent with current utility and regional practice;
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however, flexibility is provided by allowing the RC(s) and RAS-entity(ies) to negotiate a mutually
agreed upon schedule for the review.

Note: An RC may need to include this task in its reliability plan(s) for the NERC Regions(s) in
which it is located.

Rationale for Requirement R3: The RC review is intended to identify reliability issues that must
be resolved before the RAS can be put in service. Examples of reliability issues include a lack of
dependability, security, or coordination.

A specific time period for the RAS-entity to respond to the reviewing RC following identification
of any reliability issue(s) is not necessary because the RAS-entity wants to expedite the timely
approval and subsequent implementation of the RAS.

A specific time period for the RC to respond to the RAS-entity following the RAS review is also
not necessary because the RC will be aware of (1) any reliability issues associated with the RAS
not being in service and (2) the RAS-entity’s schedule to implement the RAS to address those
reliability issues. Since the RC is the ultimate arbiter of BES operating reliability, resolving
reliability issues is a priority for the RC and serves as an incentive to expeditiously respond to
the RAS-entity.

Rationale for Requirement R4: Requirement R4 mandates that an evaluation of each RAS be
performed at least once every five full calendar years. The purpose of the periodic RAS
evaluation is to verify the continued effectiveness and coordination of the RAS, as well as to
verify that, if a RAS single component malfunction or single component failure were to occur,
the requirements for BES performance would continue to be satisfied. A periodic evaluation is
required because changes in System topology or operating conditions may change the
effectiveness of a RAS or the way it impacts the BES.

RAS are unique and customized assemblages of protection and control equipment that vary in
complexity and impact on the reliability of the BES. In recognition of these differences, RAS can
be designated by the reviewing RC(s) as limited impact. A limited impact RAS cannot, by
inadvertent operation or failure to operate, cause or contribute to BES Cascading, uncontrolled
separation, angular instability, voltage instability, voltage collapse, or unacceptably damped
oscillations. The “BES” qualifier in the preceding statement modifies all of the conditions that
follow it. Limited impact RAS are not subject to the RAS single component malfunction and
failure tests of Parts 4.1.4 and 4.1.5, respectively. Requiring a limited impact RAS to meet these
tests would add complexity to the design with minimal benefit to BES reliability. See the
Supplemental Material for more on the limited impact designation.

The standard recognizes the Local Area Protection Scheme (LAPS) classification in WECC
(Western Electricity Coordinating Council) and the Type Ill classification in NPCC (Northeast
Power Coordinating Council) as initially appropriate for limited impact designation. A RAS
implemented prior to the effective date of PRC-012-2 that has been through the regional
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review processes of WECC or NPCC and is classified as either a Local Area Protection Scheme
(LAPS) in WECC or a Type lll in NPCC is recognized as a limited impact RAS upon the effective
date of PRC-012-2 for the purposes of this standard and is subject to all applicable
requirements.

For existing RAS, the initial performance of Requirement R4 must be completed within five full
calendar years of the effective date of PRC-012-2. For new or functionally modified RAS, the
initial performance of the requirement must be completed within five full calendar years of the
RAS approval date by the reviewing RC(s). Five full calendar years was selected as the maximum
time frame between evaluations based on the time frames for similar requirements in
Reliability Standards PRC-006, PRC-010, and PRC-014. The RAS evaluation can be performed
sooner if it is determined that material changes to System topology or System operating
conditions could potentially impact the effectiveness or coordination of the RAS. System
changes also have the potential to alter the reliability impact of limited impact RAS on the BES.
Requirement 4, Part 4.1.3 explicitly requires the periodic evaluation of limited impact RAS to
verify the limited impact designation remains applicable; the PC can use its discretion as to how
this evaluation is performed. The periodic RAS evaluation will typically lead to one of the
following outcomes: 1) affirmation that the existing RAS is effective; 2) identification of changes
needed to the existing RAS; or, 3) justification for RAS retirement.

The items required to be addressed in the evaluations (Requirement R4, Parts 4.1.1 through
4.1.5) are planning analyses that may involve modeling of the interconnected transmission
system to assess BES performance. The Planning Coordinator (PC) is the functional entity best
suited to perform this evaluation because they have a wide area planning perspective. To
promote reliability, the PC is required to provide the results of the evaluation to each impacted
Transmission Planner and Planning Coordinator, in addition to each reviewing RC and RAS-
entity. In cases where a RAS crosses PC boundaries, each affected PC is responsible for
conducting either individual evaluations or participating in a coordinated evaluation.

The previous version of this standard (PRC-012-1 Requirement 1, R1.4) states “... the
inadvertent operation of a RAS shall meet the same performance requirement (TPL-001-0, TPL-
002-0, and TPL-003-0) as that required of the Contingency for which it was designed, and not
exceed TPL-003-0.” Requirement R4 clarifies that the inadvertent operation to be considered
would only be that caused by the malfunction of a single RAS component. This allows security
features to be designed into the RAS such that inadvertent operation due to a single
component malfunction is prevented. Otherwise, consistent with PRC-012-1 Requirement 1,
R1.4, the RAS should be designed so that its whole or partial inadvertent operation due to a
single component malfunction satisfies the System performance requirements for the same
Contingency for which the RAS was designed.

If the RAS was installed for an extreme event in TPL-001-4 or for some other Contingency or
System condition not defined in TPL-001-4 (therefore without performance requirements), its
inadvertent operation still must meet some minimum System performance requirements.
However, instead of referring to the TPL-001-4, Requirement R4 lists the System performance
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requirements that the inadvertent operation must satisfy. The performance requirements listed
(Parts 4.1.4.1 — 4.1.4.5) are the ones that are common to all planning events PO-P7 listed in TPL-
001-4.

Rationale for Requirement R5: The correct operation of a RAS is important for maintaining the
reliability and integrity of the BES. Any incorrect operation of a RAS indicates that the RAS
effectiveness and/or coordination has been compromised. Therefore, all operations of a RAS
and failures of a RAS to operate when expected must be analyzed to verify that the RAS
operation was consistent with its intended functionality and design.

A RAS operational performance analysis is intended to: 1) verify RAS operation was consistent
with the implemented design; or 2) identify RAS performance deficiencies that manifested in
the incorrect RAS operation or failure of RAS to operate when expected.

The 120 full calendar day time frame for the completion of RAS operational performance
analysis aligns with the time frame established in Requirement R1 from PRC-004-4 regarding
the investigation of a Protection System Misoperation. To promote reliability, each RAS-entity is
required to provide the results of RAS operational performance analyses that identified any
deficiencies to its reviewing RC(s).

RAS-entities may need to collaborate with their associated Transmission Planner to
comprehensively analyze RAS operational performance. This is because a RAS operational
performance analysis involves verifying that the RAS operation was triggered correctly (Part
5.1.1), responded as designed (Part 5.1.2), and that the resulting BES response (Parts 5.1.3 and
5.1.4) was consistent with the intended functionality and design of the RAS. Ideally, when there
is more than one RAS-entity for a RAS, the RAS-entities would collaborate to conduct and
submit a single, coordinated operational performance analysis.

Rationale for Requirement R6: Deficiencies identified in the periodic RAS evaluation conducted
by the PC pursuant to Requirement R4, in the operational performance analysis conducted by
the RAS-entity pursuant to Requirement R5, or in the functional test performed by the RAS-
entity pursuant to Requirement R8, potentially pose a reliability risk to the BES. To mitigate
these potential reliability risks, Requirement R6 mandates that each RAS-entity develop a
Corrective Action Plan (CAP) to address the identified deficiency. The CAP contains the
mitigation actions and associated timetable necessary to remedy the specific deficiency. The
RAS-entity may request assistance with CAP development from other parties such as its
Transmission Planner or Planning Coordinator; however, the RAS-entity has the responsibility
for compliance with this requirement.

If the CAP requires that a functional change be made to a RAS, the RAS-entity will need to

submit information identified in Attachment 1 to the reviewing RC(s) prior to placing RAS
modifications in service per Requirement R1.
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Depending on the complexity of the identified deficiency(ies), development of a CAP may
require studies, and other engineering or consulting work. A maximum time frame of six full
calendar months is specified for RAS-entity collaboration on the CAP development. Ideally,
when there is more than one RAS-entity for a RAS, the RAS-entities would collaborate to
develop and submit a single, coordinated CAP.

Rationale for Requirement R7: Requirement R7 mandates each RAS-entity implement a CAP
(developed in Requirement R6) that mitigates the deficiencies identified in Requirements R4,
R5, or R8. By definition, a CAP is: “A list of actions and an associated timetable for
implementation to remedy a specific problem.” The implementation of a properly developed
CAP ensures that RAS deficiencies are mitigated in a timely manner. Each reviewing Reliability
Coordinator must be notified if CAP actions or timetables change, and when the CAP is
completed.

Rationale for Requirement R8: Due to the wide variety of RAS designs and implementations,
and the potential for impacting BES reliability, it is important that periodic functional testing of
a RAS be performed. A functional test provides an overall confirmation of the RAS to operate as
designed and verifies the proper operation of the non-Protection System (control) components
of a RAS that are not addressed in PRC-005. Protection System components that are part of a
RAS are maintained in accordance with PRC-005.

The six or twelve full calendar year test interval, which begins on the effective date of the
standard pursuant to the PRC-012-2 implementation plan, is a balance between the resources
required to perform the testing and the potential reliability impacts to the BES created by
undiscovered latent failures that could cause an incorrect operation of the RAS. Extending to
longer intervals increases the reliability risk to the BES posed by an undiscovered latent failure
that could cause an incorrect operation or failure of the RAS. The RAS-entity is in the best
position to determine the testing procedure and schedule due to its overall knowledge of the
RAS design, installation, and functionality. Functional testing may be accomplished with end-to-
end testing or a segmented approach. For segmented testing, each segment of a RAS must be
tested. Overlapping segments can be tested individually negating the need for complex
maintenance schedules and outages.

The maximum allowable interval between functional tests is six full calendar years for RAS that
are not designated as limited impact RAS and twelve full calendar years for RAS that are
designated as limited impact RAS. The interval between tests begins on the date of the most
recent successful test for each individual segment or end-to-end test. A successful test of one
segment only resets the test interval clock for that segment. A correct operation of a RAS
qualifies as a functional test for those RAS segments which operate (documentation for
compliance with Requirement R5 Part 5.1). If an event causes a partial operation of a RAS, the
segments without an operation will require a separate functional test within the maximum
interval with the starting date determined by the previous successful test of the segments that
did not operate.
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Rationale for Requirement R9: The RAS database is a comprehensive record of all RAS existing
in a Reliability Coordinator Area. The database enables the RC to provide other entities high-
level information on existing RAS that could potentially impact the operational and/or planning
activities of that entity. Attachment 3 lists the minimum information required for the RAS
database, which includes a summary of the RAS initiating conditions, corrective actions, and
System issues being mitigated. This information allows an entity to evaluate the reliability need
for requesting more detailed information from the RAS-entities identified in the database
contact information. The RC is the appropriate entity to maintain the database because the RC
receives the required database information when a new or modified RAS is submitted for
review. The twelve full calendar month time frame is aligned with industry practice and allows
sufficient time for the RC to collect the appropriate information from RAS-entities and update
the RAS database.
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Implementation Plan for PRC-012-2

Project 2010-05.3 Phase 3,0f Protection Systems:
Remedial Action Schemes' (RAS) \

Requested Approval
e PRC-012-2 — Remedial Action Schemes

Requested Withdrawals
e PRC-012-1 — Remedial Action Scheme Review Procedure

e PRC-013-1 — Remedial Action Scheme Database

e PRC-014-1 — Remedial Action Scheme Assessment

Requested Retirements
e PRC-015-1 — Remedial Action Scheme Data and Documentation

e PRC-016-1 — Remedial Action Scheme Misoperations

Applicable Entities
e Reliability Coordinator

e Planning Coordinator

e RAS-entity — the Transmission Owner, Generator Owner, or Distribution Provider that owns all or part
of a RAS

Background

On November 13, 2014, the NERC Board of Trustees approved revisions to the definition for Remedial
Action Scheme (“RAS”) and associated revisions to related Reliability Standards to consolidate that term
with the Glossary term “Special Protection System” (SPS).

In its February 3, 2015 petition to the Commission for approval of the definition of RAS and associated
Reliability Standards (“Petition”), NERC noted that, although PRC-012-0, PRC-013-0, and PRC-014-0 were
neither approved nor remanded by the Commission in Order No. 693 and were therefore not enforceable,
NERC revised these standards to account for the RAS definition revision and changed relevant version
numbers to reflect the change. Because of this change, NERC requested retirement of PRC-012-0, PRC-
013-0, and PRC-014-0, and provided, for informational purposes only, updated Reliability Standards PRC-
012-1, PRC-013-1, and PRC-014-1. In the same Petition, NERC requested retirement of PRC-015-0 and PRC-
016-0.1 and approval of Reliability Standards PRC-015-1 and PRC-016-1, again implementing changes
stemming from the revised definition of RAS.
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On June 18, 2015, the Commission issued a Notice of Proposed Rulemaking (NOPR) proposing to accept
the revisions to the RAS definition and associated standards, and on November 19, 2015, the Commission
issued a Final Order approving the RAS definition and associated standards.

General Considerations

Reliability Standard PRC-012-2 was developed to consolidate previously unapproved standards which
were designated by the Commission as “fill-in-the-blank” standards and to revise other RAS-related
standards. Reliability Standard PRC-012-2 also provides clear and unambiguous responsibilities to the
specific users, owners, and operators of the Bulk-Power System. Reliability Standard PRC-012-2 establishes
a new working framework between RAS-entities, PCs, and RCs, and this new framework will involve
considerable start-up effort. As such, implementation of Reliability Standard PRC-012-2 will occur over a
thirty six (36) month period after approval of the standard by applicable governmental authorities.

Limited Impact RAS

A RAS implemented prior to the effective date of PRC-012-2 that has been through the regional review
processes of WECC or NPCC and is classified as either a Local Area Protection Scheme (LAPS) in WECC or a
Type Il in NPCC is recognized as a limited impact RAS upon the effective date of PRC-012-2 and is subject
to all applicable requirements.

Effective Date

Where approval by an applicable governmental authority is required, Reliability Standard PRC-012-2 shall
become effective on the first day of the first calendar quarter that is thirty six (36) months after the
effective date of the applicable governmental authority’s order approving the standard, or as otherwise
provided for by the applicable governmental authority. Provisions concerning the initial performance of
obligations under Requirements R4, R8, and R9 are outlined below.

Where approval by an applicable governmental authority is not required, the standard shall become
effective on the first day of the first calendar quarter that is thirty six (36) months after the date the
standard is adopted by the NERC Board of Trustees, or as otherwise provided for in that jurisdiction.
Provisions concerning the initial performance of obligations under Requirements R4, R8, and R9 are
outlined below.

Requirement R4
For existing RAS, initial performance of obligations under Requirement R4 must be completed within five
(5) full calendar years after the effective date of PRC-012-2, as described above.

For new or functionally modified RAS, the initial performance of Requirement R4 must be completed within
five (5) full calendar years after the date that the RAS is approved by the reviewing RC(s) under Requirement
R3.

Implementation Plan for PRC-012-2
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Requirement R8
For each RAS not designated as limited impact, initial performance of obligations under Requirement R8
must be completed at least once within six (6) full calendar years after the effective date for PRC-012-2, as
described above.

For each RAS designated as limited impact, initial performance of obligations under Requirement R8 must
be completed at least once within twelve (12) full calendar years after the effective date for PRC-012-2, as
described above.

Requirement R9
For each Reliability Coordinator that does not have a RAS database, the initial obligation under
Requirement R9 is to establish a database by the effective date of PRC-012-2.

Each Reliability Coordinator will perform the obligation of Requirement R9 within twelve full calendar
months after the effective date of PRC-012-2, as described above.

Retirement of Existing Standards
The Reliability Standards for retirement shall be retired immediately prior to the effective date of PRC-012-
2 in the particular jurisdiction in which the standard is becoming effective.

Implementation Plan for PRC-012-2
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Justification Document
Project 2010-05.3 Phase 3 of Protection Systems: Remedial Action Sche;

This document provides the standard drafting team (SDT) justification for assignment of violation risk factors (VRFs) and violation-severity
levels (VSLs) for each requirement in PRC-012-2. Each requirement is assigned a VRF and a VSL. These elements support the determination of
an initial value range for the Base Penalty Amount regarding violations of requirements in FERC-approved Reliability Standards, as defined in
the Electric Reliability Organizations (ERO) Sanction Guidelines. The SDT applied the following NERC criteria and FERC Guidelines when
developing the VRFs and VSLs for the requirements.

NERC Criteria for Violation Risk Factors

High Risk Requirement

A requirement that, if violated, could directly cause or contribute to Bulk Electric System instability, separation, or a cascading sequence of
failures, or could place the Bulk Electric System at an unacceptable risk of instability, separation, or cascading failures; or, a requirement in a
planning time frame that, if violated, could, under emergency, abnormal, or restorative conditions anticipated by the preparations, directly
cause or contribute to Bulk Electric System instability, separation, or a cascading sequence of failures, or could place the Bulk Electric System
at an unacceptable risk of instability, separation, or cascading failures, or could hinder restoration to a normal condition.

Medium Risk Requirement

A requirement that, if violated, could directly affect the electrical state or the capability of the Bulk Electric System, or the ability to effectively
monitor and control the Bulk Electric System. However, violation of a medium risk requirement is unlikely to lead to Bulk Electric System
instability, separation, or cascading failures; or, a requirement in a planning time frame that, if violated, could, under emergency, abnormal,
or restorative conditions anticipated by the preparations, directly and adversely affect the electrical state or capability of the Bulk Electric
System, or the ability to effectively monitor, control, or restore the Bulk Electric System. However, violation of a medium risk requirement is
unlikely, under emergency, abnormal, or restoration conditions anticipated by the preparations, to lead to Bulk Electric System instability,
separation, or cascading failures, nor to hinder restoration to a normal condition.
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Lower Risk Requirement

A requirement that is administrative in nature and a requirement that, if violated, would not be expected to adversely affect the electrical
state or capability of the Bulk Electric System, or the ability to effectively monitor and control the Bulk Electric System; or, a requirement that
is administrative in nature and a requirement in a planning time frame that, if violated, would not, under the emergency, abnormal, or
restorative conditions anticipated by the preparations, be expected to adversely affect the electrical state or capability of the Bulk Electric
System, or the ability to effectively monitor, control, or restore the Bulk Electric System.

FERC Guidelines for Violation Risk Factors

Guideline (1) — Consistency with the Conclusions of the Final Blackout Report

The Commission seeks to ensure that Violation Risk Factors assigned to Requirements of Reliability Standards in these identified areas
appropriately reflect their historical critical impact on the reliability of the Bulk-Power System. In the VSL Order, FERC listed critical areas
(from the Final Blackout Report) where violations could severely affect the reliability of the Bulk-Power System:

e Emergency operations

e Vegetation management

e Operator personnel training

e Protection systems and their coordination

e Operating tools and backup facilities

e Reactive power and voltage control

e System modeling and data exchange

e Communication protocol and facilities

e Requirements to determine equipment ratings
e Synchronized data recorders

e Clearer criteria for operationally critical facilities

e Appropriate use of transmission loading relief.

Project 2010-05.3 Phase 3 of Protection Systems: Remedial Action Schemes
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Guideline (2) — Consistency within a Reliability Standard

The Commission expects a rational connection between the sub-Requirement Violation Risk Factor assignments and the main Requirement
Violation Risk Factor assignment.

Guideline (3) — Consistency among Reliability Standards

The Commission expects the assignment of Violation Risk Factors corresponding to Requirements that address similar reliability goals in
different Reliability Standards would be treated comparably.

Guideline (4) — Consistency with NERC’s Definition of the Violation Risk Factor Level

Guideline (4) was developed to evaluate whether the assignment of a particular Violation Risk Factor level conforms to NERC's definition of
that risk level.

Guideline (5) — Treatment of Requirements that Co-mingle More Than One Obligation

Where a single Requirement co-mingles a higher risk reliability objective and a lesser risk reliability objective, the VRF assignment for such
Requirements must not be watered down to reflect the lower risk level associated with the less important objective of the Reliability
Standard.

Project 2010-05.3 Phase 3 of Protection Systems: Remedial Action Schemes
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NERC Criteria for Violation Severity Levels
Violation Severity Levels (VSLs) define the degree to which compliance with a requirement was not achieved. Each requirement must have at
least one VSL. While it is preferable to have four VSLs for each requirement, some requirements do not have multiple “degrees” of

noncompliant performance and may have only one, two, or three VSLs.

VSLs should be based on NERC’s overarching criteria shown in the table below:

Lower VSL

Moderate VSL

High VSL

Severe VSL

The performance or product
measured almost meets the full
intent of the requirement.

The performance or product
measured meets the majority of
the intent of the requirement.

The performance or product
measured does not meet the
majority of the intent of the

requirement, but does meet

The performance or product
measured does not
substantively meet the intent of
the requirement.

some of the intent.

FERC Order of Violation Severity Levels
The FERC VSL guidelines are presented below, followed by an analysis of whether the VSLs proposed for each requirement in the standard
meet the FERC Guidelines for assessing VSLs:

Guideline (1) — Violation Severity Level Assignments Should Not Have the Unintended Consequence of Lowering the Current
Level of Compliance

Compare the VSLs to any prior levels of non-compliance and avoid significant changes that may encourage a lower level of compliance than
was required when levels of non-compliance were used.

Guideline (2) — Violation Severity Level Assignments Should Ensure Uniformity and Consistency in the Determination of
Penalties

A violation of a “binary” type requirement must be a “Severe” VSL.

Do not use ambiguous terms such as “minor” and “significant” to describe noncompliant performance.

Guideline (3) — Violation Severity Level Assignment Should Be Consistent with the Corresponding Requirement
VSLs should not expand on what is required in the requirement.
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Guideline (4) — Violation Severity Level Assignment Should Be Based on A Single Violation, Not on A Cumulative Number of

Violations

Unless otherwise stated in the requirement, each instance of non-compliance with a requirement is a separate violation. Section 4 of the
Sanction Guidelines states that assessing penalties on a per violation per day basis is the “default” for penalty calculations.

VRF Justifications for PRC-012-2, Requirement R1

VRF for Requirement R1 is Medium

NERC VRF Discussion

A medium VRF is appropriate for this requirement because failure of an entity to submit Attachment 1
information to the responsible Reliability Coordinator for review prior to placing a new or modified RAS in
service or retiring an existing RAS could introduce risks to the Bulk Electric System. However, a violation of
this requirement, because it is in a planning time frame, is unlikely, under emergency, abnormal, or
restoration conditions anticipated by the preparations, to lead to Bulk Electric System instability,
separation, or cascading failures, or to hinder restoration to a normal condition.

FERC VRF G1 Discussion

Guideline 1- Consistency
with Blackout Report

In the VSL Order, FERC identified twelve critical areas (from the Final Blackout Report) where violations
could severely affect the reliability of the Bulk-Power System. Requirement R1 relates to two of these
areas, specifically (i) protection systems and their coordination; and (ii) clearer criteria for operationally
critical facilities. Requirement R1 mandates that entities comply with a review process for new or modified
RAS or retirement of RAS. Among the elements of such reviews is the coordination between RAS and
other RAS and between RAS and protection and control systems. Requirement R1 also mandates that the
RAS-entity provide the Reliability Coordinator relevant RAS information regarding the design and
implementation for each new or functionally modified RAS.

FERC VRF G2 Discussion

Guideline 2- Consistency
within a Reliability Standard

This requirement does not use sub-requirements, so only one VRF was assigned. The VRF for this
requirement is consistent with others in the standard with regard to relative risk; therefore, there is no
conflict.

FERC VRF G3 Discussion

Guideline 3- Consistency
among Reliability Standards

This requirement is consistent with NERC Reliability Standard PRC-012-1, Requirement 1, Parts R1.1 —R1.5
which specifies attributes of the RRO process to review RAS (R1.1), provision of pertinent RAS data (R1.2),
dependability (R1.3) and security (R1.4) of design, and coordination with other RAS and protection
systems (R1.5), and has a Medium VRF.

FERC VRF G4 Discussion

A medium VRF is appropriate for this requirement because failure of an entity to submit Attachment 1
information to the responsible Reliability Coordinator for review prior to placing a new or modified RAS in
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VRF Justifications for PRC-012-2, Requirement R1

VRF for Requirement R1 is Medium

Guideline 4- Consistency service or retiring an existing RAS could introduce risks to the Bulk Electric System. However, a violation of
with NERC Definitions of this requirement, because it is in a planning time frame, is unlikely, under emergency, abnormal, or
VRFs restoration conditions anticipated by the preparations, to lead to Bulk Electric System instability,

separation, or cascading failures, or to hinder restoration to a normal condition.

FERC VRF G5 Discussion This requirement has only one reliability objective; therefore, does not co-mingle obligations.
Guideline 5- Treatment of
Requirements that Co-
mingle More than One

Obligation
VSLs for PRC-012-2, Requirement R1
Lower Moderate High Severe
N/A N/A N/A The RAS-entity failed to provide

the information identified in
Attachment 1 to each Reliability
Coordinator prior to placing a
new or functionally modified
RAS in service or retiring an
existing RAS in accordance with
Requirement R1.
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VSL Justifications for PRC-012-2, Requirement R1

FERCVSL G1

Violation Severity Level
Assignments Should Not
Have the Unintended
Consequence of Lowering
the Current Level of
Compliance

While this requirement is new, it incorporates the reliability objectives of PRC-012-1, Requirements R1.1 —
R1.5 which had four established Levels of Non-Compliance. The requirement is binary with only a Severe
VSL so there is no consequence of lowering the current level of compliance.

FERC VSL G2

Violation Severity Level
Assignments Should Ensure
Uniformity and Consistency
in the Determination of
Penalties

Guideline 2a: The Single
Violation Severity Level
Assignment Category for
"Binary" Requirements Is
Not Consistent

Guideline 2b: Violation
Severity Level Assignments
that Contain Ambiguous
Language

Guideline 2a: The language included in the Severe VSL is clear and unambiguous, thereby supporting
uniformity and consistency in the determination of similar penalties for similar violations.

Guideline 2b: N/A

FERCVSL G3

Violation Severity Level
Assignment Should Be
Consistent with the
Corresponding Requirement

The VSL uses similar language to that used in the associated requirement and is therefore consistent with
the requirement.
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FERC VSL G4

Violation Severity Level
Assignment Should Be Based
on A Single Violation, Not on
A Cumulative Number of
Violations

VSL Justifications for PRC-012-2, Requirement R1

The VSL is based upon a single violation, not a cumulative number of violations.
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VRF Justifications for PRC-012-2, Requirement R2

VRF for Requirement R2 is Medium

NERC VRF Discussion

A medium VRF is appropriate for Requirement R2 because failure of a Reliability Coordinator to perform
the RAS reviews and identify potential risks presented by the RAS could, under emergency, abnormal, or
restorative conditions anticipated by the preparations, directly and adversely affect the electrical state or
capability of the Bulk Electric System, or the ability to effectively monitor, control, or restore the Bulk
Electric System. However, a violation of this requirement, because it is in a planning time frame, is
unlikely, under emergency, abnormal, or restoration conditions anticipated by the preparations, to lead to
Bulk Electric System instability, separation, or cascading failures, or to hinder restoration to a normal
condition.

FERC VRF G1 Discussion

Guideline 1- Consistency
with Blackout Report

In the VSL Order, FERC identified twelve critical areas (from the Final Blackout Report) where violations
could severely affect the reliability of the Bulk-Power System. Requirement R2 relates to one of these
areas, specifically, protection systems and their coordination. Requirement R2 mandates that Reliability
Coordinators review the RAS to determine if a RAS avoids adverse interactions with other RAS and
protection and control systems.

FERC VRF G2 Discussion

Guideline 2- Consistency
within a Reliability Standard

This requirement does not use sub-requirements so only one VRF was assigned. The VRF for this
requirement is consistent with others in the standard with regard to relative risk; therefore, there is no
conflict.

FERC VRF G3 Discussion

Guideline 3- Consistency
among Reliability Standards

This requirement is consistent with NERC Reliability Standard PRC-014-1, Requirement R1, which is related
to the review of RAS.

FERC VRF G4 Discussion

Guideline 4- Consistency
with NERC Definitions of
VRFs

A medium VRF is appropriate for Requirement R2 because failure of a Reliability Coordinator to perform
the RAS reviews and identify potential risks presented by the RAS could, under emergency, abnormal, or
restorative conditions anticipated by the preparations, directly and adversely affect the electrical state or
capability of the Bulk Electric System, or the ability to effectively monitor, control, or restore the Bulk
Electric System. However, a violation of this requirement, because it is in a planning time frame, is
unlikely, under emergency, abnormal, or restoration conditions anticipated by the preparations, to lead to
Bulk Electric System instability, separation, or cascading failures, or to hinder restoration to a normal
condition.
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VRF Justifications for PRC-012-2, Requirement R2

VRF for Requirement R2 is Medium

FERC VRF G5 Discussion

Guideline 5- Treatment of
Requirements that Co-
mingle More than One
Obligation

This requirement has only one reliability objective; therefore, this requirement does not co-mingle
obligations.

VSLs for PRC-012-2, Requirement R2

Lower

Moderate

High

Severe

The reviewing Reliability
Coordinator performed the
review and provided the written
feedback in accordance with
Requirement R2, but was late by
less than or equal to 30 full
calendar days.

The reviewing Reliability
Coordinator performed the
review and provided the written
feedback in accordance with
Requirement R2, but was late by
more than 30 full calendar days
but less than or equal to 60 full
calendar days.

The reviewing Reliability
Coordinator performed the
review and provided the written
feedback in accordance with
Requirement R2, but was late by
more than 60 full calendar days
but less than or equal to 90 full
calendar days.

The reviewing Reliability

Coordinator performed the

review and provided the written

feedback in accordance with

Requirement R2, but was late by

more than 90 full calendar days.
OR

The reviewing Reliability
Coordinator failed to perform
the review or provide feedback
in accordance with Requirement
R2.
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FERCVSL G1

Violation Severity Level
Assignments Should Not
Have the Unintended
Consequence of Lowering
the Current Level of
Compliance

VSL Justifications for PRC-012-2, Requirement R2

While this requirement is new, it incorporates the reliability objectives of PRC-014-0, Requirement R1
which also had four established Levels of Non-Compliance. This requirement has VSLs comparable to the
established Levels of Non-Compliance in that requirement, so there is no consequence of lowering the
current level of compliance.

FERC VSL G2

Violation Severity Level
Assignments Should Ensure
Uniformity and Consistency
in the Determination of
Penalties

Guideline 2a: The Single
Violation Severity Level
Assignment Category for
"Binary" Requirements Is
Not Consistent

Guideline 2b: Violation
Severity Level Assignments
that Contain Ambiguous
Language

Guideline 2a: N/A

Guideline 2b: The language included in the VSLs is clear and unambiguous, thereby supporting uniformity
and consistency in the determination of similar penalties for similar violations.

FERC VSL G3

Violation Severity Level
Assignment Should Be
Consistent with the
Corresponding Requirement

The VSL uses similar language to that used in the associated requirement and is therefore consistent with
the requirement.
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FERC VSL G4

Violation Severity Level
Assignment Should Be Based
on A Single Violation, Not on
A Cumulative Number of
Violations

VSL Justifications for PRC-012-2, Requirement R2

The VSL is based upon a single violation, not a cumulative number of violations.
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VRF Justifications for PRC-012-2, Requirement R3

VRF for Requirement R3 is Medium

NERC VRF Discussion

A medium VRF is appropriate for this requirement because failure of a RAS entity to address the reliability
issues identified during the RC review before placing it into service could introduce risks to the BES that
could, under emergency, abnormal, or restorative conditions anticipated by the preparations, directly and
adversely affect the electrical state or capability of the Bulk Electric System, or the ability to effectively
monitor, control, or restore the Bulk Electric System. However, a violation of this requirement, because it
is in a planning time frame, is unlikely, under emergency, abnormal, or restoration conditions anticipated
by the preparations, to lead to Bulk Electric System instability, separation, or cascading failures, or to
hinder restoration to a normal condition.

FERC VRF G1 Discussion

Guideline 1- Consistency
with Blackout Report

In the VSL Order, FERC identified twelve critical areas (from the Final Blackout Report) where violations
could severely affect the reliability of the Bulk-Power System. Requirement R3 relates to one of these
areas, specifically protection systems and their coordination. Requirement R3 requires the RAS-entity to
address each identified reliability issue which includes the coordination between RAS and other RAS and
between RAS and protection and control systems.

FERC VRF G2 Discussion

Guideline 2- Consistency
within a Reliability Standard

This requirement does not use sub-requirements so only one VRF was assigned. The VRF for this
requirement is consistent with others in the standard with regard to relative risk; therefore, there is no
conflict.

FERC VRF G3 Discussion

Guideline 3- Consistency
among Reliability Standards

This requirement is consistent with NERC Reliability Standard PRC-015-0 Requirement R2 which requires
the entity to comply with the RRO procedure as defined in PRC-012-1 Requirement R1.

FERC VRF G4 Discussion

Guideline 4- Consistency
with NERC Definitions of
VRFs

A medium VRF is appropriate for this requirement because failure of a RAS entity to address the reliability
issues identified during the RC review before placing it into service could introduce risks to the BES that
could, under emergency, abnormal, or restorative conditions anticipated by the preparations, directly and
adversely affect the electrical state or capability of the Bulk Electric System, or the ability to effectively
monitor, control, or restore the Bulk Electric System. However, a violation of this requirement, because it
is in a planning time frame, is unlikely, under emergency, abnormal, or restoration conditions anticipated
by the preparations, to lead to Bulk Electric System instability, separation, or cascading failures, or to
hinder restoration to a normal condition.
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VRF for Requirement R3 is Medium

VRF Justifications for PRC-012-2, Requirement R3

FERC VRF G5 Discussion

Guideline 5- Treatment of
Requirements that Co-
mingle More than One
Obligation

This requirement has only one reliability objective; therefore, this requirement does not co-mingle

obligations.

VSLs for PRC-012-2, Requirement R3

Lower

Moderate

High

Severe

N/A

N/A

N/A

The RAS-entity failed to resolve
identified reliability issue(s) to
obtain approval from each
reviewing Reliability Coordinator
prior to placing a new or
functionally modified RAS in
service or retiring an existing
RAS in accordance with
Requirement R3.
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FERCVSL G1

Violation Severity Level
Assignments Should Not
Have the Unintended
Consequence of Lowering
the Current Level of
Compliance

VSL Justifications for PRC-012-2, Requirement R3

While this requirement is new, it incorporates the reliability objectives of PRC-015-0, Requirement R2
which has four established VSLs. This requirement is binary with only a Severe VSL so there is no
consequence of lowering the current level of compliance.

FERC VSL G2

Violation Severity Level
Assignments Should Ensure
Uniformity and Consistency
in the Determination of
Penalties

Guideline 2a: The Single
Violation Severity Level
Assignment Category for
"Binary" Requirements Is
Not Consistent

Guideline 2b: Violation
Severity Level Assignments
that Contain Ambiguous
Language

Guideline 2a: The language included in the Severe VSL is clear and unambiguous, thereby supporting
uniformity and consistency in the determination of similar penalties for similar violations.

Guideline 2b: N/A

FERCVSL G3

Violation Severity Level
Assignment Should Be
Consistent with the
Corresponding Requirement

The VSL uses similar language to that used in the associated requirement and is therefore consistent with
the requirement.

Project 2010-05.3 Phase 3 of Protection Systems: Remedial Action Schemes

VRF and VSL Justification Document

15




FERC VSL G4

Violation Severity Level
Assignment Should Be Based
on A Single Violation, Not on
A Cumulative Number of
Violations

VSL Justifications for PRC-012-2, Requirement R3

The VSL is based upon a single violation, not a cumulative number of violations.
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VRF Justifications for PRC-012-2, Requirement R4

VRF for Requirement R4 is Medium

NERC VRF Discussion

A medium VRF is appropriate for Requirement R4 because failure to perform the periodic evaluation could
allow RAS with diminished effectiveness to go undetected which could, under emergency, abnormal, or
restorative conditions anticipated by the preparations, directly and adversely affect the electrical state or
capability of the Bulk Electric System. However, a violation of this requirement, because it is in a planning
time frame, is unlikely, under emergency, abnormal, or restoration conditions anticipated by the
preparations, to lead to Bulk Electric System instability, separation, or cascading failures, or to hinder
restoration to a normal condition.

FERC VRF G1 Discussion

Guideline 1- Consistency
with Blackout Report

In the VSL Order, FERC identified twelve critical areas (from the Final Blackout Report) where violations
could severely affect the reliability of the Bulk-Power System. Requirement R4 relates to one of these
areas, specifically protection systems and their coordination. Requirement R4 mandates that entities
perform periodic evaluations of each RAS to ensure that changes in System conditions have not changed
the effectiveness of the RAS to mitigate the events or System conditions for which it was designed.
Requirement R4 incorporates all actions necessary to determine if a RAS avoids adverse interactions with
other RAS and protection and control systems

FERC VRF G2 Discussion

Guideline 2- Consistency
within a Reliability Standard

This requirement does not use sub-requirements so only one VRF was assigned. The VRF for this
requirement is consistent with others in the standard with regard to relative risk; therefore, there is no
conflict.

FERC VRF G3 Discussion

Guideline 3- Consistency
among Reliability Standards

This requirement is consistent with NERC Reliability Standard PRC-010-2, Requirement R3 which requires
the assessment of the effectiveness of UVLS Programs.

FERC VRF G4 Discussion

Guideline 4- Consistency
with NERC Definitions of
VRFs

A medium VRF is appropriate for Requirement R4 because failure to perform the periodic evaluation could
allow RAS with diminished effectiveness to go undetected which could, under emergency, abnormal, or
restorative conditions anticipated by the preparations, directly and adversely affect the electrical state or
capability of the Bulk Electric System. However, a violation of this requirement, because it is in a planning
time frame, is unlikely, under emergency, abnormal, or restoration conditions anticipated by the
preparations, to lead to Bulk Electric System instability, separation, or cascading failures, or to hinder
restoration to a normal condition.
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VRF Justifications for PRC-012-2, Requirement R4

VRF for Requirement R4 is Medium

FERC VRF G5 Discussion

Guideline 5- Treatment of
Requirements that Co-
mingle More than One
Obligation

This requirement has only one reliability objective; therefore, this requirement does not co-mingle
obligations.

VSLs for PRC-012-2, Requirement R4

Lower

Moderate

High

Severe

The Planning Coordinator
performed the evaluation as
specified in Requirement R4, but
was late by less than or equal to
30 full calendar days.

The Planning Coordinator
performed the evaluation as
specified in Requirement R4, but
was late by more than 30 full
calendar days but less than or
equal to 60 full calendar days.

The Planning Coordinator
performed the evaluation as
specified in Requirement R4, but
was late by more than 60 full
calendar days but less than or
equal to 90 full calendar days.

OR

The Planning Coordinator
performed the evaluation in
accordance with Requirement
R4, but failed to evaluate one of
the Parts 4.1.1 through 4.1.5.

The Planning Coordinator
performed the evaluation as
specified in Requirement R4, but
was late by more than 90 full
calendar days.

OR

The Planning Coordinator
performed the evaluation in
accordance with Requirement
R4, but failed to evaluate two or
more of the Parts 4.1.1 through
4.1.5.

OR

The Planning Coordinator
performed the evaluation in
accordance with Requirement
R4, but failed to provide the
results to one or more of the
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VSLs for PRC-012-2, Requirement R4

Lower

Moderate High Severe

receiving entities listed in Part
4.2.

OR

The Planning Coordinator failed
to perform the evaluation in
accordance with Requirement
R4.

FERCVSL G1

Violation Severity Level
Assignments Should Not
Have the Unintended
Consequence of Lowering
the Current Level of
Compliance

VSL Justifications for PRC-012-2, Requirement R4

While this requirement is new, it incorporates the reliability objectives of PRC-014-0, Requirement R1
which has four established Levels of Non-Compliance. This requirement has comparable VSLs so there is
no consequence of lowering the current level of compliance.

FERC VSL G2

Violation Severity Level
Assignments Should Ensure
Uniformity and Consistency
in the Determination of
Penalties

Guideline 2a: N/A

Guideline 2b: The language included in the Lower, Moderate, High, and Severe VSLs is clear and
unambiguous, thereby supporting uniformity and consistency in the determination of similar penalties for
similar violations.
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Guideline 2a: The Single
Violation Severity Level
Assignment Category for
"Binary" Requirements Is
Not Consistent

Guideline 2b: Violation
Severity Level Assignments
that Contain Ambiguous
Language

VSL Justifications for PRC-012-2, Requirement R4

FERCVSL G3

Violation Severity Level
Assignment Should Be
Consistent with the
Corresponding Requirement

VSL Justifications for PRC-012-2, Requirement R4

The VSL uses similar language to that used in the associated requirement and is therefore consistent with
the requirement.

FERC VSL G4

Violation Severity Level
Assignment Should Be Based
on A Single Violation, Not on
A Cumulative Number of
Violations

The VSL is based upon a single violation, not a cumulative number of violations.

Project 2010-05.3 Phase 3 of Protection Systems: Remedial Action Schemes

VRF and VSL Justification Document

20



VRF Justifications for PRC-012-2, Requirement R5

VRF for Requirement R5 is Medium

NERC VRF Discussion

A medium VRF is appropriate for Requirement R5 because failure to perform the RAS operational
performance analysis could allow RAS with diminished effectiveness to go undetected which could, under
emergency, abnormal, or restorative conditions anticipated by the preparations, directly and adversely
affect the electrical state or capability of the Bulk Electric System. However, a violation of this requirement,
because it is in a planning time frame, is unlikely, under emergency, abnormal, or restoration conditions
anticipated by the preparations, to lead to Bulk Electric System instability, separation, or cascading failures,
or to hinder restoration to a normal condition.

FERC VRF G1 Discussion

Guideline 1- Consistency
with Blackout Report

In the VSL Order, FERC identified twelve critical areas (from the Final Blackout Report) where violations
could severely affect the reliability of the Bulk-Power System. Requirement R5 relates to one of these
areas, specifically protection systems and their coordination. Requirement R5 mandates that entities
perform RAS operational performance analysis to verify that the RAS operation and the resulting System
performance was consistent with the Contingency events or System conditions for which it was designed.
Requirement R5 incorporates all actions necessary to identify coordination issues between RAS and other
RAS and between RAS and protection and control systems.

FERC VRF G2 Discussion

Guideline 2- Consistency
within a Reliability Standard

This requirement does not use sub-requirements so only one VRF was assigned. The VRF for this
requirement is consistent with others in the standard with regard to relative risk; therefore, there is no
conflict.

FERC VRF G3 Discussion

Guideline 3- Consistency
among Reliability Standards

This requirement is consistent with NERC Reliability Standard PRC-010-2, Requirements R4 which requires
evaluation of the UVLS Program performance during a voltage excursion event.

FERC VRF G4 Discussion

Guideline 4- Consistency
with NERC Definitions of
VRFs

A medium VRF is appropriate for Requirement R5 because failure to perform the RAS operational
performance analysis could allow RAS with diminished effectiveness to go undetected which could, under
emergency, abnormal, or restorative conditions anticipated by the preparations, directly and adversely
affect the electrical state or capability of the Bulk Electric System. However, a violation of this requirement,
because it is in a planning time frame, is unlikely, under emergency, abnormal, or restoration conditions
anticipated by the preparations, to lead to Bulk Electric System instability, separation, or cascading failures,
or to hinder restoration to a normal condition.
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VREF Justifications for PRC-012-2, Requirement R5

VRF for Requirement R5 is Medium

FERC VRF G5 Discussion

Guideline 5- Treatment of
Requirements that Co-
mingle More than One
Obligation

This requirement has only one reliability objective; therefore, does not co-mingle obligations.

VSLs for PRC-012-2, Requirement R5

Lower

Moderate

High

Severe

The RAS-entity performed the
analysis in accordance with
Requirement R5, but was late by
less than or equal to 10 full
calendar days.

The RAS-entity performed the
analysis in accordance with
Requirement R5, but was late by
more than 10 full calendar days
but less than or equal to 20 full
calendar days.

The RAS-entity performed the
analysis in accordance with
Requirement R5, but was late by
more than 20 full calendar days
but less than or equal to 30 full
calendar days.

OR

The RAS-entity performed the
analysis in accordance with
Requirement R5, but failed to
address one of the Parts 5.1.1
through 5.1.4.

The RAS-entity performed the
analysis in accordance with
Requirement R5, but was late by
more than 30 full calendar days.

OR

The RAS-entity performed the
analysis in accordance with
Requirement R5, but failed to
address two or more of the
Parts 5.1.1 through 5.1.4.

OR

The RAS-entity performed the
analysis in accordance with
Requirement R5, but failed to
provide the results (Part 5.2) to
one or more of the reviewing
Reliability Coordinator(s).
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VSLs for PRC-012-2, Requirement R5

Lower Moderate High Severe
OR

The RAS-entity failed to perform
the analysis in accordance with
Requirement RS

VSL Justifications for PRC-012-2, Requirement R5

FERC VSL G1 While this requirement is new, it incorporates the reliability objectives of PRC-016-0.1, Requirement R1,
Violation Severity Level and PRC-012-1, Requirement R1.7, which have four established Levels of Non-Compliance. This
Assignments Should Not requirement has comparable VSLs so there is no consequence of lowering the current level of compliance.

Have the Unintended
Consequence of Lowering
the Current Level of

Compliance
FERC VSL G2 Guideline 2a: N/A
Violation Severity Level Guideline 2b: The language included in the Lower, Moderate, High, and Severe VSLs is clear and

Assignments Should Ensure | unambiguous, thereby supporting uniformity and consistency in the determination of similar penalties for
Uniformity and Consistency | similar violations.

in the Determination of
Penalties
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Guideline 2a: The Single
Violation Severity Level
Assignment Category for
"Binary" Requirements Is
Not Consistent

Guideline 2b: Violation
Severity Level Assignments
that Contain Ambiguous
Language

VSL Justifications for PRC-012-2, Requirement R5

FERCVSL G3

Violation Severity Level
Assignment Should Be
Consistent with the
Corresponding Requirement

VSL Justifications for PRC-012-2, Requirement R5

The VSL uses similar language to that used in the associated requirement and is therefore consistent with
the requirement.

FERC VSL G4

Violation Severity Level
Assignment Should Be Based
on A Single Violation, Not on
A Cumulative Number of
Violations

The VSL is based upon a single violation, not a cumulative number of violations.
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VRF Justifications for PRC-012-2, Requirement R6

VRF for Requirement R6 is Medium

NERC VRF Discussion

A medium VRF is appropriate for this requirement because the failure of an entity to develop a Corrective
Action Plan allows identified risks due to a deficiency in a RAS to remain unmitigated which could, under
emergency, abnormal, or restorative conditions anticipated by the preparations, directly and adversely
affect the electrical state or capability of the Bulk Electric System, or the ability to effectively monitor,
control, or restore the Bulk Electric System. However, a violation of this requirement, because itisin a
planning time frame and Reliability Coordinators will mandate modified operating limits to maintain BES
reliability, is unlikely, under emergency, abnormal, or restoration conditions anticipated by the
preparations, to lead to Bulk Electric System instability, separation, or cascading failures, or to hinder
restoration to a normal condition.

FERC VRF G1 Discussion

Guideline 1- Consistency
with Blackout Report

In the VSL Order, FERC identified twelve critical areas (from the Final Blackout Report) where violations
could severely affect the reliability of the Bulk-Power System. Requirement R6 addresses one of these
areas, specifically protection systems and their coordination. CAPs establish mitigation plans and
timetable to address deficiencies that could cause adverse interactions between RAS and other RAS and
protection and control systems.

FERC VRF G2 Discussion

Guideline 2- Consistency
within a Reliability Standard

This requirement does not use sub-requirements so only one VRF was assigned. The VRF for this
requirement is consistent with others in the standard with regard to relative risk; therefore, there is no
conflict.

FERC VRF G3 Discussion

Guideline 3- Consistency
among Reliability Standards

This requirement is consistent with NERC Reliability Standard PRC-016-0, Requirements R2 and R3 which
require a RAS-owner take corrective actions to avoid future misoperations and provide documentation of
the corrective action plans to the RRO.

FERC VRF G4 Discussion

Guideline 4- Consistency
with NERC Definitions of
VRFs

A medium VRF is appropriate for this requirement because the failure of an entity to develop a Corrective
Action Plan allows identified risks due to a deficiency in a RAS to remain unmitigated which could, under
emergency, abnormal, or restorative conditions anticipated by the preparations, directly and adversely
affect the electrical state or capability of the Bulk Electric System, or the ability to effectively monitor,
control, or restore the Bulk Electric System. However, a violation of this requirement, because itisin a
planning time frame and Reliability Coordinators will mandate modified operating limits to maintain BES
reliability, is unlikely, under emergency, abnormal, or restoration conditions anticipated by the
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VREF Justifications for PRC-012-2, Requirement R6

VRF for Requirement R6 is Medium

preparations, to lead to Bulk Electric System instability, separation, or cascading failures, or to hinder
restoration to a normal condition.

FERC VRF G5 Discussion

Guideline 5- Treatment of
Requirements that Co-
mingle More than One
Obligation

This requirement has only one reliability objective; therefore, this requirement does not co-mingle
obligations.

VSLs for PRC-012-2, Requirement R6

Lower

Moderate

High

Severe

The RAS-entity developed a
Corrective Action Plan and
submitted it to its reviewing
Reliability Coordinator(s) in
accordance with Requirement
R6, but was late by less than or
equal to 10 full calendar days.

The RAS-entity developed a
Corrective Action Plan and
submitted it to its reviewing
Reliability Coordinator(s) in
accordance with Requirement
R6, but was late by more than
10 full calendar days but less
than or equal to 20 full calendar
days.

The RAS-entity developed a
Corrective Action Plan and
submitted it to its reviewing
Reliability Coordinator(s) in
accordance with Requirement
R6, but was late by more than
20 full calendar days but less
than or equal to 30 full calendar
days.

The RAS-entity developed a
Corrective Action Plan and
submitted it to its reviewing
Reliability Coordinator(s) in
accordance with Requirement
R6, but was late by more than
30 full calendar days.

OR

The RAS-entity developed a
Corrective Action Plan but failed
to submit it to one or more of its
reviewing Reliability
Coordinator(s) in accordance
with Requirement R6.

OR
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VSLs for PRC-012-2, Requirement R6

Lower

Moderate High Severe

The RAS-entity failed to develop
a Corrective Action Plan in

accordance with Requirement
R6.

VSL Justifications for PRC-012-2, Requirement R6

FERCVSL G1

Violation Severity Level
Assignments Should Not
Have the Unintended
Consequence of Lowering
the Current Level of
Compliance

While this requirement is new, it incorporates the reliability objectives of PRC-016-0, Requirements R2 and
R3, and has VSLs comparable to the established Levels of Non-Compliance in those requirements, so there
is no consequence of lowering the current level of compliance.

FERC VSL G2

Violation Severity Level
Assignments Should Ensure
Uniformity and Consistency
in the Determination of
Penalties

Guideline 2a: N/A

Guideline 2b: The language included in the Lower, Moderate, High, and Severe VSLs is clear and
unambiguous, thereby supporting uniformity and consistency in the determination of similar penalties for
similar violations.
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Guideline 2a: The Single
Violation Severity Level
Assignment Category for
"Binary" Requirements Is
Not Consistent

Guideline 2b: Violation
Severity Level Assignments
that Contain Ambiguous
Language

VSL Justifications for PRC-012-2, Requirement R6

FERCVSL G3

Violation Severity Level
Assignment Should Be
Consistent with the
Corresponding Requirement

VSL Justifications for PRC-012-2, Requirement R6

The VSL uses similar language to that used in the associated requirement and is therefore consistent with
the requirement.

FERC VSL G4

Violation Severity Level
Assignment Should Be Based
on A Single Violation, Not on
A Cumulative Number of
Violations

The VSL is based upon a single violation, not a cumulative number of violations.
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VRF Justifications for PRC-012-2, Requirement R7

VRF for Requirement R7 is Medium

NERC VRF Discussion

A medium VRF is appropriate for this requirement because failure of an entity to implement a Corrective
Action Plan allows identified risks due to a deficiency in a RAS to remain unmitigated which could, under
emergency, abnormal, or restorative conditions anticipated by the preparations, directly and adversely
affect the electrical state or capability of the Bulk Electric System, or the ability to effectively monitor,
control, or restore the Bulk Electric System. However, a violation of this requirement, because itisin a
planning time frame and Reliability Coordinators will mandate modified operating limits to maintain BES
reliability, is unlikely, under emergency, abnormal, or restoration conditions anticipated by the
preparations, to lead to Bulk Electric System instability, separation, or cascading failures, or to hinder
restoration to a normal condition.

FERC VRF G1 Discussion

Guideline 1- Consistency
with Blackout Report

In the VSL Order, FERC identified twelve critical areas (from the Final Blackout Report) where violations
could severely affect the reliability of the Bulk-Power System. Requirement R7 relates to one of these
areas, specifically protection systems and their coordination. Implemented CAPs address deficiencies that
could cause adverse interactions between RAS and other RAS and protection and control systems.

FERC VRF G2 Discussion

Guideline 2- Consistency
within a Reliability Standard

This requirement does not use sub-requirements so only one VRF was assigned. The VRF for this
requirement is consistent with others in the standard with regard to relative risk; therefore, there is no
conflict.

FERC VRF G3 Discussion

Guideline 3- Consistency
among Reliability Standards

This requirement is consistent with NERC Reliability Standard PRC-016-0, Requirements R2 and R3 which
require a RAS-owner take corrective actions to avoid future misoperations and provide documentation of
the corrective action plans to the RRO.

FERC VRF G4 Discussion

Guideline 4- Consistency
with NERC Definitions of
VRFs

A medium VRF is appropriate for this requirement because failure of an entity to implement a Corrective
Action Plan allows identified risks due to a deficiency in a RAS to remain unmitigated which could, under
emergency, abnormal, or restorative conditions anticipated by the preparations, directly and adversely
affect the electrical state or capability of the Bulk Electric System, or the ability to effectively monitor,
control, or restore the Bulk Electric System. However, a violation of this requirement, because itisin a
planning time frame and Reliability Coordinators will mandate modified operating limits to maintain BES
reliability, is unlikely, under emergency, abnormal, or restoration conditions anticipated by the
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VRF Justifications for PRC-012-2, Requirement R7

VRF for Requirement R7 is Medium

preparations, to lead to Bulk Electric System instability, separation, or cascading failures, or to hinder
restoration to a normal condition.

FERC VRF G5 Discussion This requirement has only one reliability objective; therefore, does not co-mingle obligations.
Guideline 5- Treatment of
Requirements that Co-
mingle More than One

Obligation
VSLs for PRC-012-2, Requirement R7
Lower Moderate High Severe
The RAS-entity implemented a N/A N/A The RAS-entity failed to
CAP in accordance with implement a CAP in accordance
Requirement R7, Part 7.1, but with Requirement R7, Part 7.1.

failed to update the CAP (Part
7.2) if actions or timetables
changed, or failed to notify (Part
7.3) each of the reviewing
Reliability Coordinator(s) of the
updated CAP or completion of
the CAP.
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FERCVSL G1

Violation Severity Level
Assignments Should Not
Have the Unintended
Consequence of Lowering
the Current Level of
Compliance

VSL Justifications for PRC-012-2, Requirement R7

While this requirement is new, it incorporates the reliability objectives of PRC-016-0, Requirement R2 and
has VSLs comparable to the established Levels of Non-Compliance in that requirement, so there is no
consequence of lowering the current level of compliance.

FERC VSL G2

Violation Severity Level
Assignments Should Ensure
Uniformity and Consistency
in the Determination of
Penalties

Guideline 2a: The Single
Violation Severity Level
Assignment Category for
"Binary" Requirements Is
Not Consistent

Guideline 2b: Violation
Severity Level Assignments
that Contain Ambiguous
Language

Guideline 2a: N/A

Guideline 2b: The language included in the Lower and Severe VSLs is clear and unambiguous, thereby
supporting uniformity and consistency in the determination of similar penalties for similar violations.

FERCVSL G3

Violation Severity Level
Assignment Should Be
Consistent with the
Corresponding Requirement

The VSL uses similar language to that used in the associated requirement and is therefore consistent with
the requirement.
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FERC VSL G4

Violation Severity Level
Assignment Should Be Based
on A Single Violation, Not on
A Cumulative Number of
Violations

VSL Justifications for PRC-012-2, Requirement R7

The VSL is based upon a single violation, not a cumulative number of violations.
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VRF Justifications for PRC-012-2, Requirement R8

VRF for Requirement R8 is High

NERC VRF Discussion

A High VRF is appropriate for this Requirement since failure to perform functional testing may allow latent
failures to persist in a RAS. These latent failures could result in an unintended operation or a failure to
operate, either of which could directly contribute to Bulk Electric System instability, separation, or a
cascading sequence of failures, or could place the Bulk Electric System at an unacceptable risk of
instability, separation, or cascading failures. For these reasons, the requirement meets the NERC criteria
for a High VRF.

FERC VRF G1 Discussion

Guideline 1- Consistency
with Blackout Report

In the VSL Order, FERC identified twelve critical areas (from the Final Blackout Report) where violations
could severely affect the reliability of the Bulk-Power System. Requirement R8 has interactions in three of
these areas, specifically (i) protection systems and their coordination, (ii) communication protocol and
facilities, and (iii) appropriate use of transmission loading relief. RAS interactions occur with protection
systems, utilize communication protocols and facilities for proper functioning, and are often used for
transmission loading relief.

FERC VRF G2 Discussion

Guideline 2- Consistency
within a Reliability Standard

This requirement does not use sub-requirements, so only one VRF was assigned. The VRF for this
requirement is consistent with others in the standard with regard to relative risk; therefore, there is no
conflict.

FERC VRF G3 Discussion

Guideline 3- Consistency
among Reliability Standards

This requirement is consistent with NERC Reliability Standard PRC-005-3, Requirement R3 which requires
the maintenance of Protection System Components and has a VRF of High.

FERC VRF G4 Discussion

Guideline 4- Consistency
with NERC Definitions of
VRFs

A High VRF is appropriate for this Requirement since failure to perform functional testing may allow latent
failures to persist in a RAS. These latent failures could result in an unintended operation or a failure to
operate, either of which could directly contribute to Bulk Electric System instability, separation, or a
cascading sequence of failures, or could place the Bulk Electric System at an unacceptable risk of
instability, separation, or cascading failures. For these reasons, the requirement meets the NERC criteria
for a High VRF.

FERC VRF G5 Discussion

Guideline 5- Treatment of
Requirements that Co-

This requirement has only one reliability objective; therefore, this requirement does not co-mingle
obligations.

Project 2010-05.3 Phase 3 of Protection Systems: Remedial Action Schemes

VRF and VSL Justification Document

33




VRF Justifications for PRC-012-2, Requirement R8

VRF for Requirement R8 is High

mingle More than One
Obligation

VSLs for PRC-012-2, Requirement R8

Lower

Moderate

High

Severe

The RAS-entity performed the
functional test for a RAS as
specified in Requirement R8, but
was late by less than or equal to
30 full calendar days.

The RAS-entity performed the
functional test for a RAS as
specified in Requirement R8, but
was late by more than 30 full
calendar days but less than or
equal to 60 full calendar days.

The RAS-entity performed the
functional test for a RAS as
specified in Requirement R8, but
was late by more than 60 full
calendar days but less than or
equal to 90 full calendar days.

The RAS-entity performed the
functional test for a RAS as
specified in Requirement R8, but
was late by more than 90 full
calendar days.

OR

The RAS-entity failed to perform
the functional test for a RAS as
specified in Requirement R8.
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VSL Justifications for PRC-012-2, Requirement R8

FERCVSL G1

Violation Severity Level
Assignments Should Not
Have the Unintended
Consequence of Lowering
the Current Level of
Compliance

While this requirement is new, it incorporates the reliability objectives of PRC-017-0, Requirements R1 and
R2, which had VSLs of Lower, Moderate, High, and Severe. This requirement has VSLs comparable to the
established VSLs so there is no consequence of lowering the current level of compliance.

FERC VSL G2

Violation Severity Level
Assignments Should Ensure
Uniformity and Consistency
in the Determination of
Penalties

Guideline 2a: The Single
Violation Severity Level
Assignment Category for
"Binary" Requirements Is
Not Consistent

Guideline 2b: Violation
Severity Level Assignments
that Contain Ambiguous
Language

Guideline 2a: N/A

Guideline 2b: The language included in the VSLs is clear and unambiguous, thereby supporting uniformity
and consistency in the determination of similar penalties for similar violations.
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FERC VSL G3

Violation Severity Level
Assignment Should Be
Consistent with the
Corresponding Requirement

VSL Justifications for PRC-012-2, Requirement R8

The VSL uses similar language to that used in the associated requirement and is therefore consistent with
the requirement.

FERC VSL G4

Violation Severity Level
Assignment Should Be Based
on A Single Violation, Not on
A Cumulative Number of
Violations

The VSL is based upon a single violation, not a cumulative number of violations.
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VRF Justifications for PRC-012-2, Requirement R9

VRF for Requirement R9 is Lower

NERC VRF Discussion

A Lower VRF is appropriate for this requirement because the failure of an entity to update the RAS
database, would not, under the emergency, abnormal, or restorative conditions anticipated by the
preparations, be expected to adversely affect the electrical state or capability of the Bulk Electric System,
or the ability to effectively monitor, control, or restore the Bulk Electric System.

FERC VRF G1 Discussion

Guideline 1- Consistency
with Blackout Report

In the VSL Order, FERC identified twelve critical areas (from the Final Blackout Report) where violations
could severely affect the reliability of the Bulk-Power System. Requirement R9 does not address any of the
identified areas; therefore, the FERC VRF G1 Discussion is not applicable.

FERC VRF G2 Discussion

Guideline 2- Consistency
within a Reliability Standard

This requirement does not use sub-requirements so only one VRF was assigned. The VRF for this
requirement is consistent with others in the standard with regard to relative risk; therefore, there is no
conflict.

FERC VRF G3 Discussion

Guideline 3- Consistency
among Reliability Standards

This requirement is consistent with PRC-010-2 Requirement R6 and PRC-006-1 Requirement R6, which
have an approved VRF of Lower.

FERC VRF G4 Discussion

Guideline 4- Consistency
with NERC Definitions of
VRFs

A Lower VRF is appropriate for this requirement because the failure of an entity to update the RAS
database, would not, under the emergency, abnormal, or restorative conditions anticipated by the
preparations, be expected to adversely affect the electrical state or capability of the Bulk Electric System,
or the ability to effectively monitor, control, or restore the Bulk Electric System.

FERC VRF G5 Discussion

Guideline 5- Treatment of
Requirements that Co-
mingle More than One
Obligation

This requirement has only one reliability objective; therefore, this requirement does not co-mingle
obligations.
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VSLs for PRC-012-2, Requirement R9

Lower Moderate High Severe
The Reliability Coordinator The Reliability Coordinator The Reliability Coordinator The Reliability Coordinator
updated the RAS database in updated the RAS database in updated the RAS database in updated the RAS database in
accordance with Requirement accordance with Requirement accordance with Requirement accordance with Requirement
R9, but was late by less than or | R9, but was late by more than R9, but was late by more than R9 but was late by more than 90
equal to 30 full calendar days. 30 full calendar days but less 60 full calendar days but less full calendar days.
than or equal to 60 full calendar | than or equal to 90 full calendar OR
days. days. The Reliability Coordinator failed
to update the RAS database in
accordance with Requirement

R9.
VSL Justifications for PRC-012-2, Requirement R9

FERC VSL G1 While this requirement is new, it incorporates the reliability objectives of PRC-013-0, Requirement R1 and
Violation Severity Level has VSLs comparable to the established Levels of Non-Compliance of that requirements, so there is no

Assignments Should Not consequence of lowering the current level of compliance.

Have the Unintended
Consequence of Lowering
the Current Level of
Compliance
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FERC VSL G2

Violation Severity Level
Assignments Should Ensure
Uniformity of Penalties
Guideline 2a: The Single
Violation Severity Level
Assignment Category for
"Binary" Requirements Is
Not Consistent

Guideline 2b: Violation
Severity Level Assignments
that Contain Ambiguous
Language

VSL Justifications for PRC-012-2, Requirement R9

Guideline 2a: N/A

Guideline 2b: The language included in the Lower, Moderate, High, and Severe VSLs is clear and

unambiguous, thereby supporting uniformity and consistency in the determination of similar penalties for

similar violations.

FERCVSL G3

Violation Severity Level
Assignment Should Be
Consistent with the
Corresponding Requirement

The VSL uses similar language to that used in the associated requirement and is therefore consistent with
the requirement.

FERC VSL G4

Violation Severity Level
Assignment Should Be Based
on A Single Violation, Not on
A Cumulative Number of
ViolationsFERC VSL G3

Violation Severity Level
Assignment Should Be
Consistent with the
Corresponding Requirement

The VSL is based upon a single violation, not a cumulative number of violations.The VSL uses similar
language to that used in the associated requirement and is therefore consistent with the requirement.
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Exhibit E

Mapping Document for PRC-012-2



NERC

I
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Mapping Document

Project 2010-5.3 Phase 3 of Protection Systems: Remedial Action Scherr

Reliability Standard: PRC-012-1

Existing Requirement in Reliability Standard

R1. Each Regional Reliability Organization with a
Transmission Owner, Generator Owner, or
Distribution Providers that uses or is planning to use
a RAS shall have a documented Regional Reliability
Organization RAS review procedure to ensure that
RAS comply with Regional criteria and NERC
Reliability Standards. The Regional RAS review
procedure shall include:

R1.1. Description of the process for submitting a
proposed RAS for Regional Reliability
Organization review.

R1.2. Requirements to provide data that describes
design, operation, and modeling of a RAS.

R1.3. Requirements to demonstrate that the RAS

shall be designed so that a single RAS
component failure, when the RAS was
intended to operate, does not prevent the
interconnected transmission system from
meeting the performance requirements
defined in Reliability Standards TPL-001-0,
TPL-002-0, and TPL-003-0.

Translation to New
Standard or Other Action

PRC-012-1 R.1.1:

Covered by Requirements R1,
R2 and R3

PRC-012-1 R.1.2:
Covered by Requirement R1,
Attachment 1

PRC-012-1R.1.3:

Covered by Requirement R1,
Attachments 1, Requirement
R2, Attachment 2 and
Requirement R4, Part 4.1.5

PRC-012-1 R.1.4:

Covered by Requirement R1,
Attachments 1, Requirement
R2, Attachment 2, and
Requirement R4, Part4.1.4

New or revised Requirement in Proposed
Reliability Standard PRC-012-2

R1. Prior to placing a new or functionally modified RAS in
service or retiring an existing RAS, each RAS-entity shall
provide the information identified in Attachment 1 for
review to the Reliability Coordinator(s) where the RAS is
located.

R2. Each Reliability Coordinator that receives Attachment
1 information pursuant to Requirement R1 shall, within
four full calendar months of receipt, or on a mutually
agreed upon schedule, perform a review of the RAS in
accordance with Attachment 2, and provide written
feedback to each RAS-entity.

R3. Prior to placing a new or functionally modified RAS in
service or retiring an existing RAS, each RAS-entity that
receives feedback from the reviewing Reliability
Coordinator(s) identifying reliability issue(s) shall resolve
each issue to obtain approval of the RAS from each
reviewing Reliability Coordinator.

R4. Each Planning Coordinator, at least once every five
full calendar years, shall:

RELIABILITY | ACCOUNTABILITY




Reliability Standard: PRC-012-1

Existing Requirement in Reliability Standard

Translation to New

Standard or Other Action

New or revised Requirement in Proposed

R1.4.

R1.5.

R1.6.

R1.7.

R1.8.

R1.9.

Requirements to demonstrate that the
inadvertent operation of a RAS shall meet
the same performance requirement (TPL-
001-0, TPL-002-0, and TPL-003-0) as that
required of the contingency for which it was
designed, and not exceed TPL-003-0.

Requirements to demonstrate the proposed
RAS will coordinate with other protection
and control systems and applicable Regional
Reliability Organization Emergency
procedures.

Regional Reliability Organization definition
of misoperation.

Requirements for analysis and
documentation of corrective action plans for
all RAS misoperations.

Identification of the Regional Reliability
Organization group responsible for the
Regional Reliability Organization’s review
procedure and the process for Regional
Reliability Organization approval of the
procedure.

Determination, as appropriate, of
maintenance and testing requirements.

PRC-012-1 R.1.5:

Covered by Requirement R1,
Attachments 1, Requirement
R2, Attachment 2 and
Requirement R4, Part 4.1.2

PRC-012-1 R.1.6:
Covered by Requirement R5

PRC-012-1 R.1.7:
Covered by Requirements R5
and R6

PRC-012-1R.1.8:
PRC-012-2 NERC Standards
Development Process

PRC-012-1 R.1.9:
Covered by Requirement R8

Reliability Standard PRC-012-2

4.1 Perform an evaluation of each RAS within its planning
area to determine whether:

4.1.1 The RAS mitigates the System condition(s) or
Contingency(ies) for which it was designed.

4.1.2 The RAS avoids adverse interactions with other
RAS, and protection and control systems.

4.1.3 For limited impact RAS, the inadvertent
operation of the RAS or the failure of the RAS to
operate does not cause or contribute to BES
Cascading, uncontrolled separation, angular
instability, voltage instability, voltage collapse, or
unacceptably damped oscillations.

4.1.4 Except for limited impact RAS, the possible
inadvertent operation of the RAS, resulting from any
single RAS component malfunction satisfies all of the
following:

4.1.4.1 The BES shall remain stable.
4.1.4.2 Cascading shall not occur.

4.1.4.3 Applicable Facility Ratings shall not be
exceeded.

4.1.4.4 BES voltages shall be within post-
Contingency voltage limits and post-
Contingency voltage deviation limits as

Mapping Document
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Reliability Standard: PRC-012-1

Translation to New New or revised Requirement in Proposed
Standard or Other Action Reliability Standard PRC-012-2

Existing Requirement in Reliability Standard

established by the Transmission Planner and the
Planning Coordinator.

4.1.4.5 Transient voltage responses shall be
within acceptable limits as established by the
Transmission Planner and the Planning
Coordinator.

4.1.5 Except for limited impact RAS, a single
component failure in the RAS, when the RAS is
intended to operate does not prevent the BES from
meeting the same performance requirements
(defined in Reliability Standard TPL-001-4 or its
successor) as those required for the events and
conditions for which the RAS is designed.

4.2 Provide the results of the RAS evaluation including
any identified deficiencies to each reviewing
Reliability Coordinator and RAS-entity, and each
impacted Transmission Planner and Planning
Coordinator.

R5. Each RAS-entity, within 120 full calendar days of a
RAS operation or a failure of its RAS to operate when
expected, or on a mutually agreed upon schedule with its
reviewing Reliability Coordinator(s), shall:

5.1 Participate in analyzing the RAS operational
performance to determine whether:
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Reliability Standard: PRC-012-1

Translation to New New or revised Requirement in Proposed
Standard or Other Action Reliability Standard PRC-012-2

Existing Requirement in Reliability Standard

5.1.1 The System events and/or conditions
appropriately triggered the RAS.

5.1.2 The RAS responded as designed.

5.1.3 The RAS was effective in mitigating BES
performance issues it was designed to address.

5.1.4 The RAS operation resulted in any
unintended or adverse BES response.

5.2 Provide the results of RAS operational performance
analysis that identified any deficiencies to its
reviewing Reliability Coordinator(s).

R6. Each RAS-entity shall participate in developing a
Corrective Action Plan (CAP) and submit the CAP to its
reviewing Reliability Coordinator(s) within six full
calendar months of:

e Being notified of a deficiency in its RAS pursuant to
Requirement R4, or

e Notifying the Reliability Coordinator of a deficiency
pursuant to Requirement R5, Part 5.2, or

¢ |dentifying a deficiency in its RAS pursuant to
Requirement R8.

R8. Each RAS-entity shall participate in performing a
functional test of each of its RAS to verify the overall RAS

Mapping Document
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Reliability Standard: PRC-012-1

Translation to New New or revised Requirement in Proposed

SR (e IEmEE 1 RETE R SEne el Standard or Other Action Reliability Standard PRC-012-2

performance and the proper operation of non-Protection
System components:

° At least once every six full calendar years for all
RAS not designated as limited impact, or

° At least once every twelve full calendar years
for all RAS designated as limited impact

R2. The Regional Reliability Organization shall provide Retired P81 N/A
affected Regional Reliability Organizations and NERC
with documentation of its RAS review procedure on
request (within 30 calendar days).

Reliability Standard: PRC-013-1

Existing Requirement in Reliability Standard Translation to New. New or r_evi_s_ed Requirement in Proposed
Standard or Other Action Reliability Standard PRC-012-2
R1. The Regional Reliability Organization that has a PRC-013-1 R1: R9. Each Reliability Coordinator shall update a RAS
Transmission Owner, Generator Owner, or Covered by Requirement R9 database containing, at a minimum, the information in
Distribution Provider with a RAS installed shall Attachment 3 at least once every twelve full calendar
maintain a RAS database. The database shall PRC-013-1 R1.1, R1.2, R1.3: months.
include the following types of information: Covered by Requirement R9,
Attachment 3

Mapping Document
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Reliability Standard: PRC-013-1

Translation to New New or revised Requirement in Proposed
Standard or Other Action Reliability Standard PRC-012-2

Existing Requirement in Reliability Standard

R1.1. Design Objectives — Contingencies and
system conditions for which the RAS was
designed,

R1.2. Operation — The actions taken by the RAS in
response to Disturbance conditions, and

R1.3. Modeling — Information on detection logic
or relay settings that control operation of
the RAS.

R2. The Regional Reliability Organization shall provide to | Retired P81 N/A
affected Regional Reliability Organization(s) and
NERC documentation of its database or the
information therein on request (within 30 calendar
days).

Reliability Standard: PRC-014-1

Translation to New New or revised Requirement in Proposed
Standard or Other Action Reliability Standard PRC-012-2

Existing Requirement in Reliability Standard

R1.The Regional Reliability Organization shall assess the | PRC-014-1 R1: R4. Each Planning Coordinator, at least once every five
operation, coordination, and effectiveness of all RAS | Covered by Requirement R4 full calendar years, shall:
installed in its Region at least once every five years

Mapping Document
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Reliability Standard: PRC-014-1

Translation to New New or revised Requirement in Proposed
Standard or Other Action Reliability Standard PRC-012-2

Existing Requirement in Reliability Standard

for compliance with NERC Reliability Standards and

) T 4.1 Perform an evaluation of each RAS within its planning
Regional criteria.

area to determine whether:

4.1.1 The RAS mitigates the System condition(s) or
Contingency(ies) for which it was designed.

4.1.2 The RAS avoids adverse interactions with other
RAS, and protection and control systems.

4.1.3 For limited impact RAS, the inadvertent
operation of the RAS or the failure of the RAS to
operate does not cause or contribute to BES
Cascading, uncontrolled separation, angular
instability, voltage instability, voltage collapse, or
unacceptably damped oscillations.

4.1.4 Except for limited impact RAS, the possible
inadvertent operation of the RAS, resulting from any
single RAS component malfunction satisfies all of the
following:

4.1.4.1 The BES shall remain stable.
4.1.4.2 Cascading shall not occur.

4.1.4.3 Applicable Facility Ratings shall not be
exceeded.

4.1.4.4 BES voltages shall be within post-
Contingency voltage limits and post-
Contingency voltage deviation limits as

Mapping Document
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Reliability Standard: PRC-014-1

Translation to New New or revised Requirement in Proposed
Standard or Other Action Reliability Standard PRC-012-2

Existing Requirement in Reliability Standard

established by the Transmission Planner and the
Planning Coordinator.

4.1.4.5 Transient voltage responses shall be
within acceptable limits as established by the
Transmission Planner and the Planning
Coordinator.

4.1.5 Except for limited impact RAS, a single
component failure in the RAS, when the RAS is
intended to operate does not prevent the BES from
meeting the same performance requirements
(defined in Reliability Standard TPL-001-4 or its
successor) as those required for the events and
conditions for which the RAS is designed.

4.2 Provide the results of the RAS evaluation including
any identified deficiencies to each reviewing
Reliability Coordinator and RAS-entity, and each
impacted Transmission Planner and Planning
Coordinator.

R2. The Regional Reliability Organization shall provide PRC-014-1 R2: R4. Each Planning Coordinator, at least once every five
either a summary report or a detailed report of its Covered by Requirement R4 | full calendar years, shall:
assessment of the operation, coordination, and
effectiveness of all RAS installed in its Region to 4.1 Perform an evaluation of each RAS within its planning
affected Regional Reliability Organizations or NERC area to determine whether:

on request (within 30 calendar days).

Mapping Document
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Reliability Standard: PRC-014-1

Translation to New
Standard or Other Action

Existing Requirement in Reliability Standard

New or revised Requirement in Proposed

Reliability Standard PRC-012-2

4.1.1 The RAS mitigates the System condition(s) or
Contingency(ies) for which it was designed.

4.1.2 The RAS avoids adverse interactions with other
RAS, and protection and control systems.

4.1.3 For limited impact RAS, the inadvertent
operation of the RAS or the failure of the RAS to
operate does not cause or contribute to BES
Cascading, uncontrolled separation, angular
instability, voltage instability, voltage collapse, or
unacceptably damped oscillations.

4.1.4 Except for limited impact RAS, the possible
inadvertent operation of the RAS, resulting from any
single RAS component malfunction satisfies all of the
following:

4.1.4.1 The BES shall remain stable.
4.1.4.2 Cascading shall not occur.

4.1.4.3 Applicable Facility Ratings shall not be
exceeded.

4.1.4.4 BES voltages shall be within post-
Contingency voltage limits and post-
Contingency voltage deviation limits as
established by the Transmission Planner and the
Planning Coordinator.

Mapping Document
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Reliability Standard: PRC-014-1

Translation to New New or revised Requirement in Proposed
Standard or Other Action Reliability Standard PRC-012-2

Existing Requirement in Reliability Standard

4.1.4.5 Transient voltage responses shall be
within acceptable limits as established by the
Transmission Planner and the Planning
Coordinator.

4.1.5 Except for limited impact RAS, a single
component failure in the RAS, when the RAS is
intended to operate does not prevent the BES from
meeting the same performance requirements
(defined in Reliability Standard TPL-001-4 or its
successor) as those required for the events and
conditions for which the RAS is designed.

4.2 Provide the results of the RAS evaluation including
any identified deficiencies to each reviewing
Reliability Coordinator and RAS-entity, and each
impacted Transmission Planner and Planning
Coordinator.

R3. The documentation of the Regional Reliability PRC-014-1 R3: R4. Each Planning Coordinator, at least once every five
Organization’s RAS assessment shall include the Covered by Requirement R4 | full calendar years, shall:

following elements:
4.1 Perform an evaluation of each RAS within its planning

PRC-014-1 R3.1 - R3.4: area to determine whether:

Covered by Requirement R4

R3.1. Identification of group conducting the assessment

and the date the assessment was performed. 4.1.1 The RAS mitigates the System condition(s) or

R3.2. Study years, system conditions, and contingencies Contingency(ies) for which it was designed.

analyzed in the technical studies on which the PRC-014-1 R3.5: )
Covered by Requirement R6

Mapping Document
Project 2010-05.3 Phase 3 of Protection Systems (RAS) 10




Existing Requirement in Reliability Standard

Reliability Standard: PRC-014-1

Translation to New
Standard or Other Action

New or revised Requirement in Proposed

assessment is based and when those technical
studies were performed.

R3.3. Identification of RAS that were found not to
comply with NERC standards and Regional
Reliability Organization criteria.

R3.4. Discussion of any coordination problems found
between a RAS and other protection and control
systems.

R3.5. Provide corrective action plans for non-compliant
RAS.

Reliability Standard PRC-012-2

4.1.2 The RAS avoids adverse interactions with other
RAS, and protection and control systems.

4.1.3 For limited impact RAS, the inadvertent
operation of the RAS or the failure of the RAS to
operate does not cause or contribute to BES
Cascading, uncontrolled separation, angular
instability, voltage instability, voltage collapse, or
unacceptably damped oscillations.

4.1.4 Except for limited impact RAS, the possible
inadvertent operation of the RAS, resulting from any
single RAS component malfunction satisfies all of the
following:

4.1.4.1 The BES shall remain stable.
4.1.4.2 Cascading shall not occur.

4.1.4.3 Applicable Facility Ratings shall not be
exceeded.

4.1.4.4 BES voltages shall be within post-
Contingency voltage limits and post-
Contingency voltage deviation limits as
established by the Transmission Planner and the
Planning Coordinator.

4.1.4.5 Transient voltage responses shall be
within acceptable limits as established by the
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Reliability Standard: PRC-014-1

Translation to New
Standard or Other Action

Existing Requirement in Reliability Standard

New or revised Requirement in Proposed

Reliability Standard PRC-012-2

Transmission Planner and the Planning
Coordinator.

4.1.5 Except for limited impact RAS, a single
component failure in the RAS, when the RAS is
intended to operate does not prevent the BES from
meeting the same performance requirements
(defined in Reliability Standard TPL-001-4 or its
successor) as those required for the events and
conditions for which the RAS is designed.

4.2 Provide the results of the RAS evaluation including
any identified deficiencies to each reviewing Reliability
Coordinator and RAS-entity, and each impacted
Transmission Planner and Planning Coordinator.

R6. Each RAS-entity shall participate in developing a
Corrective Action Plan (CAP) and submit the CAP to its
reviewing Reliability Coordinator(s) within six full
calendar months of:

e Being notified of a deficiency in its RAS pursuant to
Requirement R4, or

* Notifying the Reliability Coordinator of a deficiency
pursuant to Requirement R5, Part 5.2, or

e Identifying a deficiency in its RAS pursuant to
Requirement R8.
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Reliability Standard: PRC-015-1

Existing Requirement in Reliability Standard

Translation to New
Standard or Other Action

New or revised Requirement in Proposed
Reliability Standard PRC-012-2

R1. The Transmission Owner, Generator Owner, and
Distribution Provider that owns a RAS shall maintain
a list of and provide data for existing and proposed
RAS as specified in Reliability Standard PRC-013-1
R1.

PRC-015-1 R1:

Covered by Requirement R1,
Attachment 1

R1. Prior to placing a new or functionally modified RAS in
service or retiring an existing RAS, each RAS-entity shall
provide the information identified in Attachment 1 for
review to the Reliability Coordinator(s) where the RAS is
located.

R2. The Transmission Owner, Generator Owner, and
Distribution Provider that owns a RAS shall have
evidence it reviewed new or functionally modified
RAS in accordance with the Regional Reliability
Organization’s procedures as defined in Reliability
Standard PRC-012-1_R1 prior to being placed in
service.

PRC-015-1 R2:

Covered by Requirements R1,
Attachment 1; R2,
Attachment 2; and R3

R1. Prior to placing a new or functionally modified RAS in
service or retiring an existing RAS, each RAS-entity shall
provide the information identified in Attachment 1 for
review to the Reliability Coordinator(s) where the RAS is
located.

R2. Each Reliability Coordinator that receives Attachment
1 information pursuant to Requirement R1 shall, within
four full calendar months of receipt, or on a mutually
agreed upon schedule, perform a review of the RAS in
accordance with Attachment 2, and provide written
feedback to each RAS-entity.

R3. Prior to placing a new or functionally modified RAS in
service or retiring an existing RAS, each RAS-entity that
receives feedback from the reviewing Reliability
Coordinator(s) identifying issue(s) shall resolve each issue
to obtain approval of the RAS from each reviewing
Reliability Coordinator.

R3. The Transmission Owner, Generator Owner, and
Distribution Provider that owns a RAS shall provide

Retired P81

N/A
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Reliability Standard: PRC-015-1

Existing Requirement in Reliability Standard Translation to New New or revised Requirement in Proposed
Standard or Other Action Reliability Standard PRC-012-2

documentation of RAS data and the results of
Studies that show compliance of new or functionally
modified RAS with NERC Reliability Standards and
Regional Reliability Organization criteria to affected
Regional Reliability Organizations and NERC on
request (within 30 calendar days).

Mapping Document
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Existing Requirement in Reliability Standard

Reliability Standard: PRC-016-1

Translation to New

New or revised Requirement in Proposed

R1. The Transmission Owner, Generator Owner, and
Distribution Provider that owns a RAS shall analyze
its RAS operations and maintain a record of all
misoperations in accordance with the Regional RAS
review procedure specified in Reliability Standard
PRC-012-1_R1.

Standard or Other Action

PRC-016-1 R1:
Covered by Requirement R5

Reliability Standard PRC-012-2

R5. Each RAS-entity, within 120 full calendar days of a
RAS operation or a failure of its RAS to operate when
expected, or on a mutually agreed upon schedule with its
reviewing Reliability Coordinator(s), shall:

5.1 Participate in analyzing the RAS operational
performance to determine whether:

5.1.1 The System events and/or conditions
appropriately triggered the RAS.

5.1.2 The RAS responded as designed.

5.1.3 The RAS was effective in mitigating BES
performance issues it was designed to address.

5.1.4 The RAS operation resulted in any
unintended or adverse BES response.

5.2 Provide the results of RAS operational performance
analysis that identified any deficiencies to its
reviewing Reliability Coordinator(s).

R2. The Transmission Owner, Generator Owner, and
Distribution Provider that owns a RAS shall take
corrective actions to avoid future misoperations.

PRC-016-1 R2:
Covered by Requirements R6
and R7

R6. Each RAS-entity shall participate in developing a
Corrective Action Plan (CAP) and submit the CAP to its
reviewing Reliability Coordinator(s) within six full
calendar months of:

Mapping Document
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Existing Requirement in Reliability Standard

Translation to New
Standard or Other Action

Reliability Standard: PRC-016-1

New or revised Requirement in Proposed

Reliability Standard PRC-012-2
e Being notified of a deficiency in its RAS pursuant to
Requirement R4, or

* Notifying the Reliability Coordinator of a deficiency
pursuant to Requirement R5, Part 5.2, or

¢ Identifying a deficiency in its RAS pursuant to
Requirement R8.

R7. Each RAS-entity shall, for each of its CAPs developed
pursuant to Requirement R6:

7.1 Implement the CAP.

7.2 Update the CAP if actions or timetables
change.

7.3 Notify each reviewing Reliability Coordinator if
CAP actions or timetables change and when the
CAP is completed.

R3. The Transmission Owner, Generator Owner, and
Distribution Provider that owns a RAS shall provide
documentation of the misoperation analyses and
the corrective action plans to its Regional Reliability
Organization and NERC on request (within 90
calendar days).

PRC-016-1 R3:
Covered by Requirements R5,
R6, and R7, Attachment 1

R5. Each RAS-entity, within 120 full calendar days of a
RAS operation or a failure of its RAS to operate when
expected, or on a mutually agreed upon schedule with its
reviewing Reliability Coordinator(s), shall:

5.1 Participate in analyzing the RAS operational
performance to determine whether:

5.1.1 The System events and/or conditions
appropriately triggered the RAS.

Mapping Document
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Reliability Standard: PRC-016-1

Translation to New New or revised Requirement in Proposed
Standard or Other Action Reliability Standard PRC-012-2

Existing Requirement in Reliability Standard

5.1.2 The RAS responded as designed.

5.1.3 The RAS was effective in mitigating BES
performance issues it was designed to address.

5.1.4 The RAS operation resulted in any
unintended or adverse BES response.

5.2 Provide the results of RAS operational
performance analysis that identified any deficiencies
to its reviewing Reliability Coordinator(s).

R6. Each RAS-entity shall participate in developing a
Corrective Action Plan (CAP) and submit the CAP to its
reviewing Reliability Coordinator(s) within six full
calendar months of:

e Being notified of a deficiency in its RAS pursuant to
Requirement R4, or

e Notifying the Reliability Coordinator of a deficiency
pursuant to Requirement R5, Part 5.2, or

e |dentifying a deficiency in its RAS pursuant to
Requirement R8.

R7. Each RAS-entity shall, for each of its CAPs developed
pursuant to Requirement R6:

7.1 Implement the CAP.
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Reliability Standard: PRC-016-1

Translation to New New or revised Requirement in Proposed
Standard or Other Action Reliability Standard PRC-012-2

Existing Requirement in Reliability Standard

7.2 Update the CAP if actions or timetables
change.

7.3 Notify each reviewing Reliability Coordinator if
CAP actions or timetables change and when the
CAP is completed.
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Question & Answer for PRC-012-2

The Project 2010-05.3 Phase 3 of Special Protection Systems: Remedial Action Schemes (RAS) standard
drafting team (SDT) developed this Question & Answer document to explain the key concepts
incorporated into Reliability Standard PRC-012-2.

1.

Why is the Remedial Action Scheme (RAS) review assigned to the

Reliability Coordinator?

NERC Reliability Standards require accountability; consequently, they must be applicable to
specific users, owners, and operators of the Bulk-Power System. The NERC white paper suggested
Reliability Coordinators (RCs) and Planning Coordinators (PCs) for RAS-review responsibility. The
SDT considered the suggestion and ultimately chose the Reliability Coordinator because of the RC
has the widest possible view of the System of any operating or planning entity. Some Regions
have as many as 30 PCs for one RC while other Regions or other System footprints have a single
PC and RC for the same area. Overall, there are 16 RCs and approximately 80 PCs in North
America. The large RC geographic oversight will minimize fragmentation of the regional reviews
currently administered by the Regions and promote continuity.

The RCis the best-suited functional entity to perform the Remedial Action Scheme (RAS) review
because the RC has the widest area reliability perspective of all functional entities and an
awareness of reliability issues in neighboring RC Areas. The Wide Area purview better facilitates
the evaluation of interactions among separate RAS, as well as interactions among RAS and other
protection and control systems. The selection of the RC also minimizes the possibility of a conflict
of interest that could exist because of business relationships among the RAS-entity, Planning
Coordinator, Transmission Planner, or other entities involved in the planning or implementation
of a RAS. The RC is also less likely to be a stakeholder in any given RAS and can therefore maintain
objective independence.

The RC is not expected to possess more information or ability than anticipated by their functional
registration as designated by NERC. The NERC Functional Model is a guideline for the
development of standards and their applicability and does not contain compliance requirements.
If Reliability Standards address functions that are not described in the model, the Reliability
Standard requirements take precedence over the Functional Model. For further reference, please
see the Introduction section of NERC’s Reliability Functional Model, Version 5, November 2009.
The RC may request aid in RAS reviews from other parties such as the Planning Coordinator(s) or
regional technical groups; however, the RC retains responsibility for compliance with the
requirement.

Why is the five year evaluation of Requirement R4 assigned to the
Planning Coordinator?

Requirement R4 states that an evaluation of each RAS must be done at least once every five full
calendar years to verify the continued effectiveness and coordination of the RAS, its inadvertent
operation performance, and the performance for a single component failure. The items that must
be addressed in the evaluations include: 1) RAS mitigation of the System condition(s) or event(s)
for which it was designed; 2) RAS avoidance of adverse interactions with other RAS and with
protection and control systems; 3) the impact of inadvertent operation; and 4) the impact of a
single component failure. The evaluation of these items involves modeling and studying the
interconnected transmission system, similar to the planning analyses performed by PCs.
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3. Why is the Planning Coordinator not required to perform an annual

evaluation of RAS performance?

TOP-1-3 Requirement R13 requires Balancing Authorities (BA) and Transmission Operators (TOP)
to perform operational reliability assessments (e.g., real time contingency analysis (RTCA), day-
ahead, seasonal) that include data describing new or degraded RAS. In addition, IRO-005-4
requires RCs to share any pertinent data, such as data from RAS, with potentially affected BAs
and TOPs. Operating horizon assessments that include RAS are already required by other
standards, so an additional requirement duplicating that effort is not necessary.

TPL-001-4 Requirement R2 also requires TPs and PCs to perform annual planning assessments of
the near-term transmission planning horizon. Requirement R2 Part 2.7.1 acknowledges that new,
modified, or removed RAS may be part of a corrective action plan (CAP) used to fulfill Table 1
performance requirements. Short-term (annual) planning horizon assessments are already
required by the TPL-001-4 standard, including RAS, so an additional requirement duplicating that
effort is not necessary.

4. Why do RAS need to be reviewed and approved by a group other
than the RAS-entity?

RAS are unique and customized assemblages of protection and control equipment. As such, they
have a potential to introduce reliability risks to the Bulk Electric System (BES) if not carefully
planned, designed, and installed. A RAS may be installed to address a reliability issue or to
achieve an economic or operational advantage, and could introduce reliability risks that may not
be apparent to the RAS-entities. An independent review and approval is an objective and
effective means of identifying risks and recommending RAS modifications when necessary.

5. What is required for RAS “single component failure” and why?
The existing PRC-012-1 Requirement 1 R1.3 states “Requirements to demonstrate that the RAS
shall be designed so that a single RAS component failure, when the RAS was intended to operate,
does not prevent the interconnected transmission system from meeting the performance
requirements defined in Reliability Standards TPL-001-0, TPL-002-0, and TPL-003-0.” If a RAS is
installed to satisfy the performance requirements of a NERC Reliability Standard, it is necessary
that its operation, under the conditions and events for which it is designed to operate, be
ensured in the operational realm as well as in the planning realm. Requirement R4, Part 4.1.5 and
Attachment 1 of PRC-012-2 reaffirms this objective by stating: “a single component failure in the
RAS, when the RAS is intended to operate, does not prevent the BES from meeting the same
performance requirements (defined in Reliability Standard TPL-001-4 or its successor) as those
required for the events and conditions for which the RAS was designed.”

Acceptable methods for achieving this BES performance objective include the following:
e Providing redundancy of RAS components listed below:
0 Protective or auxiliary relays used by the RAS
Communications systems necessary for correct operation of the RAS
Sensing devices used to measure electrical quantities used by the RAS

Station dc supply associated with RAS functions

O O O O

Control circuitry associated with RAS functions through the trip coil(s) of the circuit
breakers or other interrupting devices
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0 Computers or programmable logic devices used to analyze information and provide RAS
operational output

e Arming more load or generation than necessary such that failure of the RAS to drop a portion
of load or generation would not be an issue if tripping the total armed amount of load or
generation does not cause other adverse impacts to reliability.

e Using alternative automatic actions to back up failures of single RAS components.

e Manual backup operations, using planned System adjustments such as transmission
configuration changes and re-dispatch of generation if such adjustments are executable
within the time duration applicable to the facility ratings.

When a component failure occurs, the resulting BES performance will depend on what RAS
component failed and how critical it is to the functions of the RAS. This risk can only be evaluated
on an individual basis through the review process.

Within the RAS review process of PRC-012-2, there is a provision that RAS can be designated as
“limited impact” if the RAS cannot, by inadvertent operation or failure to operate, cause or
contribute to BES Cascading, uncontrolled separation, angular instability, voltage instability,
voltage collapse, or unacceptably damped oscillations. A RAS implemented prior to the effective
date of this standard that has been through the regional review processes and designated as
Type Il in NPCC or Local Area Protection Scheme (LAPS) in WECC will be recognized as limited
impact. When appropriate, new or functionally modified RAS implemented after the effective
date of this standard will be designated as limited impact by the Reliability Coordinator during
the RAS review process. Limited impact schemes are not subject to the single component failure
aspect of Requirement R4, Part 4.1.5.

6. What is required for RAS “inadvertent operation” and why?
The possibility of inadvertent operation of a RAS during System events and conditions that are
not intended to activate its operation must be considered. The existing PRC-012-1 Requirement
1, R1.4 states that the inadvertent operation of a RAS shall meet the same performance
requirement (TPL-001-0, TPL-002-0, and TPL-003-0) as that required of the contingency for which
it was designed and not exceed TPL-003-0. The drafting team clarified that the inadvertent
operation to be considered would only be caused by the malfunction of a single RAS component.
It is therefore possible to design security against inadvertent operation into the RAS logic and
hardware such that a malfunction of any one RAS component would be unable to cause a RAS
inadvertent operation, or might limit inadvertent operation of a RAS in part.

The intent of Requirement R4, Part 4.1.4 is to require a RAS to be designed so that its whole or
partial inadvertent operation due to a single component malfunction does not prevent the
System from meeting the performance requirements for the same contingency for which the RAS
was designed. If the RAS was installed for an extreme event in TPL-001-4 or for System conditions
not defined in TPL-001-4, inadvertent operation must not prevent the System from meeting the
performance requirements specified in Requirement R4, Parts 4.1.4.1 —4.1.4.5, which are the
performance requirements common to all planning events PO—P7.

Within the RAS review process of PRC-012-2, there is a provision that RAS can be designated as
“limited impact” if the RAS cannot, by inadvertent operation or failure to operate, cause or
contribute to BES Cascading, uncontrolled separation, angular instability, voltage instability,
voltage collapse, or unacceptably damped oscillations. A RAS implemented prior to the effective
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date of this standard that has been through the regional review processes and designated as
Type Il in NPCC or LAPS in WECC will be recognized as limited impact. When appropriate, new or
functionally modified RAS implemented after the effective date of this standard will be
designated as limited impact by the Reliability Coordinator in conjunction with the RAS review
process. Limited impact schemes are not subject to the single component malfunction aspect of
Requirement R4, Part 4.1.4.

7. What is meant by RAS adverse interaction or coordination with

other RAS and protection and control systems?

RAS are complex schemes that typically take actions to trip load or generation or reconfigure the
System. Many RAS depend on sensing specific System configurations to determine whether they
need to arm or take action. Though unusual, overlapping actions among RAS would have the
potential to result in Cascading unless they were coordinated. Similarly, RAS operation can
change System configuration and available fault duty, which can affect coordination with distance
relay overcurrent (“fault detector”) supervision and ground overcurrent protection. A third
coordination example is RAS operational timing that must coordinate with automatic reclosing on
a faulted line. Many RAS are intended to mitigate post-Contingency overloads. A short
coordinating delay up to a few seconds is required to avoid initiating action until a System Fault
can be detected and cleared by Protection System action. A delay of several minutes may be
acceptable as long as it is compatible with the thermal characteristics of the overloaded
equipment.

8. Why are RAS classifications not recognized in the standard?
RAS classification was suggested in the SPCS-SAMS report as a means to differentiate the
reliability risks between planning and extreme RAS for continuity with PRC-012-1 R1.3; however,
the standard drafting team concluded the classification is unnecessary. The distinction between
planning and extreme RAS is captured in Requirement R4, Part 4.1.5 and Attachment 1, item 111.4
of PRC-012-2 that relates to single component failure; consequently, there is no need to have a
formal classification for this purpose.

Similarly, the standard drafting team concluded that the SPCS-SAMS distinction between
significant and limited RAS was unnecessary for the purpose of maintaining continuity with PRC-
012-1, and problematic due to the difficulty of drawing a universally satisfactory delineation in
generally worded classification criteria. Within the RAS review process of PRC-012-2, there is a
provision that RAS can be designated as “limited impact” if the RAS cannot, by inadvertent
operation or failure to operate, cause or contribute to BES Cascading, uncontrolled separation,
angular instability, voltage instability, voltage collapse, or unacceptably damped oscillations. A
RAS implemented prior to the effective date of this standard that has been through the regional
review processes and designated as Type Il in NPCC or LAPS in WECC will be recognized as
limited impact. When appropriate, new or functionally modified RAS implemented after the
effective date of this standard will be designated as limited impact by the Reliability Coordinator
in conjunction with the RAS review process.

Some Regions classify RAS to prescribe RAS design and review requirements specific to the
Region. Avoiding RAS classifications in the proposed standard makes it possible to retain Regional
Entity classifications and associated criteria without overlap and confusion.
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9. What constitutes a functional modification of a RAS?
A functional modification to a RAS consists of any of the following:
* Changes to System conditions or contingencies monitored by the RAS
® Changes to the actions the RAS is designed to initiate
® Changes to RAS hardware beyond in-kind replacement; i.e., match the original functionality of
existing components
* Changes to RAS logic beyond correcting existing errors
¢ Changes to redundancy levels (addition or removal)

RAS retirement or removal is a form of RAS functional modification. A RAS-entity must submit the
RAS data specified in the “RAS Retirement” section of Attachment 1.

The following are examples of RAS functional changes:
1. Replacement of a RAS field device if the replacement requires changes in device custom logic.

2. Changes to the telecommunication infrastructure or communication facility, such as the
replacement of a T1 multiplexor that carries RAS communication when such changes may be
important to the timing of a RAS.

3. The addition or removal of mitigation actions within a RAS component.

4. The addition or removal of contingencies or System conditions for which a RAS was designed
to operate.

5. Changes to the RAS design to account for station bus configuration changes.
The following examples are not considered RAS functional changes:

1. The replacement of a failed RAS component with an identical component, or a component
that uses the same functionality as the failed component.

2. Afirmware upgrade of a RAS component if the change does not require changes in the RAS
implementation logic.

The Supplemental Material section of Reliability Standard PRC-012-2 also includes several
additional examples of RAS changes that do and do not constitute functional modifications.
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Order No. 672 Criteria

In Order No. 672, the Commission identified a number of criteria it will use to analyze
Reliability Standards proposed for approval to ensure they are just, reasonable, not unduly
discriminatory or preferential, and in the public interest.! The discussion below identifies these
factors and explains how the revisions reflected in proposed Reliability Standard has met or
exceeded the criteria.

1. Proposed Reliability Standards must be designed to achieve a specified reliability
goal and must contain a technically sound means to achieve that goal.?

The proposed Reliability Standard PRC 012-2, attached as Exhibit B, achieves specific
reliability goals using sound methods to achieve those goals. The purpose of proposed
Reliability Standard PRC 012-2—Remedial Action Schemes is “to ensure that Remedial Action
Schemes (“RAS”) do not introduce unintentional or unacceptable reliability risks to the Bulk
Electric System (“BES”).” Proposed Reliability Standard PRC 012-2 accomplishes its goal by
establishing requirements for Reliability Coordinators (“RC”), Planning Coordinators (“PC”),
and RAS-entities to manage RAS connected to the BES by reviewing, evaluating, analyzing,
testing, and addressing issues associated with each RAS.

Existing effective Reliability Standards require RAS owners to collect data regarding each of
their RAS, analyze RAS operations, and take corrective actions to avoid misoperations.
However, reliability would be improved by instituting requirements on affected entities to
periodically review and maintain RAS and to collect relevant information about each RAS.

Proposed Reliability Standard PRC-012-2 would accomplish these goals by ensuring (i) that the

! Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the
Establishment, Approval, and Enforcement of Electric Reliability Standards, Order No. 672, FERC Stats. & Regs. |
31,204, order on reh’g, Order No. 672-A, FERC Stats. & Regs. 131,212 (2006).

2 Order No. 672 at PP 321, 324.



RC, as the entity with a widest area perspective, reviews and approves each RAS before placing
the RAS into operation, (ii) that affected entities periodically review, test, and evaluate each
RAS, and (iii) that the RC maintains a database of each RAS in its RC area. By using a defense-
in-depth approach, the proposed Reliability Standard improves the reliability of the BES.

2. Proposed Reliability Standards must be applicable only to users, owners, and
operators of the Bulk Power System, and must be clear and unambiguous as to what
is required and who is required to comply.®

The proposed Reliability Standard is applicable only to users, owners, and operators of the
Bulk Power System and is clear and unambiguous as to what is required and who is to comply,
in accordance with Order No. 672. The proposed Reliability Standard applies to the Reliability
Coordinator, Planning Coordinator, and RAS entities.* The proposed Reliability Standard
clearly states who is required to comply with the standard and what is required, in accordance
with Order No. 672.

3. A proposed Reliability Standard must include clear and understandable
consequences and a range of penalties (monetary and/or non-monetary) for a
violation.®

The Violation Risk Factor (“VRF”) and Violation Severity Level (“VSL”) for the proposed
Reliability Standard comport with NERC and Commission guidelines related to their assignment.
The assignment of the severity level of each VSL is consistent with the corresponding
Requirement and will ensure uniformity and consistency in the determination of penalties. The
VSLs do not use any ambiguous terminology, thereby supporting uniformity and consistency in

the determination of similar penalties for similar violations. For these reasons, the proposed

8 Order No. 672, at PP 322, 325.

4 Section 4 of PRC-012-2 explains that a RAS-entity is “the Transmission Owner, Generator Owner, or
Distribution Provider that owns all or part of a RAS.”

5 Order No. 672 at P 327.



Reliability Standard includes clear an understandable consequences in accordance with Order
No. 672.

4. A proposed Reliability Standard must identify clear and objective criterion or
measure for compliance, so that it can be enforced with consistence and with no
preference.®

The proposed Reliability Standard contains Measures that support each Requirement by
clearly identifying what is required to demonstrate compliance and how the Requirement will be

enforced. The Measures are as follows:

M1. Acceptable evidence may include, but is not limited to, a copy of the Attachment
1documentation and the dated communications with the reviewing Reliability Coordinator(s)
in accordance with Requirement R1.

M2. Acceptable evidence may include, but is not limited to, dated reports, checklists, or
other documentation detailing the RAS review, and the dated communications with the RAS-
entity in accordance with Requirement R2.

M3. Acceptable evidence may include, but is not limited to, dated documentation and
communications with the reviewing Reliability Coordinator that no reliability issues were
identified during the review or that all identified reliability issues were resolved in
accordance with Requirement R3.

M4. Acceptable evidence may include, but is not limited to, dated reports or other
documentation of the analyses comprising the evaluation(s) of each RAS and dated
communications with the RAS entity(ies), Transmission Planner(s), Planning Coordinator(s),
and the reviewing Reliability Coordinator(s) in accordance with Requirement R4.

M5. Acceptable evidence may include, but is not limited to, dated documentation
detailing the results of the RAS operational performance analysis and dated communications
with participating RAS-entities and the reviewing Reliability Coordinator(s) in accordance
with Requirement R5.

M6. Acceptable evidence may include, but is not limited to, a dated CAP and dated
communications among each reviewing Reliability Coordinator and each RAS-entity in
accordance with Requirement R6.

M7. Acceptable evidence may include, but is not limited to, dated documentation such as
CAPs, project or work management program records, setting sheets, work orders,
maintenance records, and communication with the reviewing Reliability Coordinator(s) that

6 Order No. 672 at P 327.



documents the implementation, updating, or completion of a CAP in accordance with
Requirement R7.

M8. Acceptable evidence may include, but is not limited to, dated documentation
detailing the RAS operational performance analysis for a correct RAS segment or an end-to-
end operation (Measure M5 documentation), or dated documentation demonstrating that a
functional test of each RAS segment or an end-to-end test was performed in accordance with
Requirement R8.

M9. Acceptable evidence may include, but is not limited to, dated spreadsheets, database
reports, or other documentation demonstrating a RAS database was updated in accordance
with Requirement RO.

The above Measures work in coordination with the respective Requirements to ensure that
the Requirements will each be enforced in a clear, consistent, and non-preferential manner

without prejudice to any party.

5. Proposed Reliability Standards should achieve a reliability goal effectively and
efficiently — but do not necessarily have to reflect “best practices” without regard
to implementation cost or historical regional infrastructure design.’

Proposed Reliability Standard PRC 012-2 achieves the reliability goals effectively and
efficiently in accordance with Order No. 672. The proposed Reliability Standard improves
reliability by instituting oversight measures for RAS, thus creating a continent-wide RAS
program to improve communications and security associated with these devices. The proposed
Reliability Standard will also establish a new working framework between RAS-entities, PCs,
and RCs that establishes clear responsibilities and results in a new efficient system that prevents
risks to the reliability of the Bulk Power System.

6. Proposed Reliability Standards cannot be “lowest common denominator,” i.e.,

cannot reflect a compromise that does not adequately protect Bulk-Power System
reliability. Proposed Reliability Standards can consider costs to implement for

smaller entities, but not at consequences of less than excellence in operating system
reliability.®

7 Order No. 672, at P 328.
8 Order No. 672, at PP 329-330.



The proposed Reliability Standard does not reflect a “lowest common denominator”
approach. To the contrary, the proposed standard represents significant benefits for the
reliability of the Bulk Power System because it institutes Requirements that will lead to a
decrease in risk to the BES through review, testing, evaluations, and improvements to RAS. In
doing so, the proposed Reliability Standard does not sacrifice excellence in operating system
reliability for costs associated with implementation of the Reliability Standard.

7. Proposed Reliability Standards must be designed to apply throughout North
America to the maximum extent achievable with a single Reliability Standard while
not favoring one geographic area or regional model. It should take into account
regional variations in the organization and corporate structures of transmission
owners and operators, variations in generation fuel type and ownership patterns,
and regional variations in market design if these affect the proposed Reliability
Standard.®

The proposed Reliability Standard applies throughout North America and does not favor one

geographic area or regional model.

8. Proposed Reliability Standards should cause no undue negative effect on
competition or restriction of the grid beyond any restriction necessary for
reliability.°

The proposed Reliability Standard has no undue negative effect on competition nor results in

any unnecessary restrictions.

9. The implementation time for the proposed Reliability Standard is reasonable.!

The proposed effective date for the standard is just and reasonable and appropriately balances

the urgency in the need to implement the standard against the reasonableness of the time allowed

o Order No. 672, at P 331.

10 Order No. 672, at P 332. As directed by section 215 of the FPA, FERC itself will give special attention to
the effect of a proposed Reliability Standard on competition. The ERO should attempt to develop a proposed
Reliability Standard that has no undue negative effect on competition. Among other possible considerations, a
proposed Reliability Standard should not unreasonably restrict available transmission capability on the Bulk-Power
System beyond any restriction necessary for reliability and should not limit use of the Bulk-Power System in an
unduly preferential manner. It should not create an undue advantage for one competitor over another.

1 Order No. 672, at P 333.



for those who must comply to develop necessary procedures, software, facilities, staffing or other
relevant capability. NERC proposes an effective date for PRC-012-2 on the first day of the first
calendar quarter that is thirty-six (36) months after the effective date of the applicable regulatory
approval. The proposed implementation period is designed to allow sufficient time for the
applicable entities to make any changes in their staffing or internal processes necessary to
implement the proposed review, evaluation, and testing procedures. The proposed effective date
is explained in the proposed Implementation Plan, attached as Exhibit C.

10. The Reliability Standard was developed in an open and fair manner and in
accordance with the Commission-approved Reliability Standard development
process.!?

The proposed Reliability Standard was developed in accordance with NERC’s Commission
approved, ANSI-accredited processes for developing and approving Reliability Standards.*3
Exhibit H includes a summary of the standard development proceedings, and details the
processes followed to develop the Reliability Standard. These processes included, among other
things, multiple comment periods, pre-ballot review periods, and balloting periods. Additionally,

all meetings of the standard drafting team were properly noticed and open to the public.

11. NERC must explain any balancing of vital public interests in the development of
proposed Reliability Standards.*

NERC has not identified competing public interests regarding the request for approval of the
proposed Reliability Standard PRC 012-2. No comments were received that indicated the
proposed Reliability Standard conflict with other vital public interests.

12. Proposed Reliability Standards must consider any other appropriate factors.®

12 Order No. 672, at P 334.

13 See NERC Rules of Procedure, Section 300 (Reliability Standards Development) and Appendix 3A
(Standard Processes Manual).

14 Order No. 672, at P 335.

15 Order No. 672, at P 323.



No other factors relevant to whether the proposed Reliability Standard PRC 012-2 are just

and reasonable were identified.
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Summary of Development History

The development record for proposed Reliability Standard PRC-012-2 is summarized
below.

l. Overview of the Standard Drafting Team

When evaluating a proposed Reliability Standard, the Commission is expected to give
“due weight” to the technical expertise of the ERO.! The technical expertise of the ERO is
derived from the standard drafting team selected to lead each project in accordance with Section
4.3 of the NERC Standards Process Manual.? For this project, the standards drafting team
consisted of industry experts, all with a diverse set of experiences. A roster of the standard
drafting team members is included in Exhibit I.

1. Standard Development History

A. Standards Authorization Request Development

On February 12, 2014, NERC submitted a Standard Authorization Request (“SAR”) to
the NERC Standards Committee (“SC”) to revise the NERC Glossary definition for Special
Protection System (“SPS”) and to revise or develop SPS-related Reliability Standards. The SC
authorized the posting of the SAR for Project 2010-05.2 on February 12, 2014, and NERC
posted the SAR for a 30-day comment period from February 18, 2014 through March 19, 2014.
NERC later divided the work anticipated by the SAR for Project 2010-05.2 into two phases,
Project 2010-05.2 and Project 2010-05.3, to address NERC Glossary definition revisions ahead

of developing a Reliability Standard for planning, coordination, and design of Remedial Action

Schemes (“RAS”).
! Section 215(d)(2) of the Federal Power Act; 16 U.S.C. § 824(d)(2) (2012).
2 The NERC Standard Processes Manual is available at

http://www.nerc.com/comm/SC/Documents/Appendix 3A StandardsProcessesManual.pdf.



http://www.nerc.com/comm/SC/Documents/Appendix_3A_StandardsProcessesManual.pdf

B. Unofficial Comment Period
Proposed Reliability Standard PRC-012-2 was posted for an initial comment period from

April 30, 2015 through May 20, 2015.2

C. First Posting - Comment Period and Initial Ballot

After the unofficial comment period, the first official draft of proposed Reliability
Standard PRC-012-2 was posted for a 45-day public comment period from August 20, 2015,
through October 5, 2015, with an initial ballot and non-binding poll held from September 25,
2015, through October 5, 2015. Several documents were posted with the first draft, including the
Implementation Plan for Reliability Standard PRC-012-2, an associated Question and Answer
Document, the Mapping Document for PRC-012-2, and the Violation Risk Factor and Violation
Severity Level Justification Document. There were 60 responses, including comments from
approximately 155 different people, and approximately 104 different companies representing
nine of the ten Industry Segments.* The initial ballot reached quorum at 83.96% of the ballot
pool and received votes of approval from 48.11% of the voters.

D. Second Posting — Comment Period and Additional Ballot

Proposed Reliability Standard PRC-012-2 was posted for a 45-day formal comment
period from November 25, 2015, through January 8, 2018, with an additional parallel 10-day
ballot and Non-binding Poll held from December 30, 2015, until January 8, 2016. Updated
versions of the associated Implementation Plan, Question and Answer Document, Mapping

Document, and the Violation Risk Factor and Violation Severity Level Justification Document

8 NERC, Survey Report, Project 2010-05.3 (May 20, 2015) available at
http://www.nerc.com/pa/Stand/Prjct201005_3Rmdial ActnSchmsPhase3ofPrtctnSystmsDL/2010-

05.3_Phase_3 of%?20Protection_Systems RAS_Comments_Received Report_05272015.pdf.

4 NERC, Consideration of Comments, Project 2010-05.3 (Nov. 25, 2015), available at
http://www.nerc.com/pa/Stand/Prjct201005_3Rmdial ActnSchmsPhase3ofPrtctnSystmsDL/2010-05_3 RAS PRC-
012-2_Consideration_of Comments 11252015 final.pdf.



http://www.nerc.com/pa/Stand/Prjct201005_3RmdialActnSchmsPhase3ofPrtctnSystmsDL/2010-05_3_RAS_PRC-012-2_Consideration_of_Comments_11252015_final.pdf
http://www.nerc.com/pa/Stand/Prjct201005_3RmdialActnSchmsPhase3ofPrtctnSystmsDL/2010-05_3_RAS_PRC-012-2_Consideration_of_Comments_11252015_final.pdf

were also posted with the second draft. There were 46 responses, including comments from
approximately 150 different people from approximately 98 different companies representing nine
of the ten Industry Segments.> The additional ballot reached quorum at 83.39% of the ballot
pool and received votes of approval from 60.39% of the voters.

E. Third Posting — Comment Period and Additional Ballot

Proposed Reliability Standard PRC-012-2 was posted for a 45-day formal comment
period from February 3, 2016, through March 18, 2016, with an additional parallel ballot held
from March 9, 2016 through March 18, 2016. Updated versions of the associated
Implementation Plan, the Question and Answer Document, Mapping Document, Violation Risk
Factor and Violation Severity Level Justification Document, and Unofficial Comment Form
were also posted with the third draft. There were 43 sets of responses, including comments from
approximately 41 different people, approximately 39 companies representing eight of the
Industry Segments.® The additional ballot reached quorum at 75.55% of the ballot pool and
received votes of approval from 78.87% of the voters.

F. Final Ballot

Proposed Reliability Standard PRC-012-2 was posted for a 10-day final ballot period
from April 20, 2016, through April 29, 2016. The proposed Reliability Standard received
adequate votes for approval, reaching quorum at 81.19% of the ballot body and receiving votes

of approval from 80.36% of the voters.’

5 NERC, Consideration of Comments, Project 2010-05.3 (Feb. 3, 2016), available at
http://www.nerc.com/pa/Stand/Prjct201005 3RmdialActnSchmsPhase3ofPrtctnSystmsDL/2010-05 3 RAS PRC-
012-2_C_of C 02032016.pdf.

6 NERC, Consideration of Comments, Project 2010-05.3 (Apr. 20, 2016), available at
http://www.nerc.com/pa/Stand/Prjct201005_3Rmdial ActnSchmsPhase3ofPrtctnSystmsDL/2010-

05.3 RAS_Comments_Received Report 03222016.pdf.

7 NERC, Standards Announcement, Project 2010-05.3, available at
http://www.nerc.com/pa/Stand/Prjct201005_3Rmdial ActnSchmsPhase3ofPrtctnSystmsDL/2010-05.3 PRC-012-
2_FB_Results_ Word_Announce_05032016.pdf.



http://www.nerc.com/pa/Stand/Prjct201005_3RmdialActnSchmsPhase3ofPrtctnSystmsDL/2010-05_3_RAS_PRC-012-2_C_of_C_02032016.pdf
http://www.nerc.com/pa/Stand/Prjct201005_3RmdialActnSchmsPhase3ofPrtctnSystmsDL/2010-05_3_RAS_PRC-012-2_C_of_C_02032016.pdf
http://www.nerc.com/pa/Stand/Prjct201005_3RmdialActnSchmsPhase3ofPrtctnSystmsDL/2010-05.3_RAS_Comments_Received_Report_03222016.pdf
http://www.nerc.com/pa/Stand/Prjct201005_3RmdialActnSchmsPhase3ofPrtctnSystmsDL/2010-05.3_RAS_Comments_Received_Report_03222016.pdf
http://www.nerc.com/pa/Stand/Prjct201005_3RmdialActnSchmsPhase3ofPrtctnSystmsDL/2010-05.3_PRC-012-2_FB_Results_Word_Announce_05032016.pdf
http://www.nerc.com/pa/Stand/Prjct201005_3RmdialActnSchmsPhase3ofPrtctnSystmsDL/2010-05.3_PRC-012-2_FB_Results_Word_Announce_05032016.pdf

G. Board of Trustees Adoption
Proposed Reliability Standard PRC-012-2 was adopted by the NERC Board of Trustees

on May 5, 2016.
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Project 2010-05.3 Phase 3 of Protection Systems: Remedial Action Schemes (RAS)

Related Files | 2010-05.2 Phase 2 of Protection Systems

Status
Final ballots for PRC-012-2 — Remedial Action Schemes and the Revised Definition of "Special Protection System" concluded 8 p.m. Eastern, Friday, April 29, 2016. The voting results can be accessed via the
links below. The standard and definition will be submitted to the Board of Trustees for adoption and then filed with the appropriate regulatory authorities.

Background

In early 2011, NERC staff decided to divide Project 2010-05: Protection Systems into phases. Phase 1 addressed the Misoperations of Protection Systems and was adopted by the NERC BOT on August 14, 2014. Phase 2
revised the definition of Remedial Action Scheme (RAS) and was adopted by the NERC BOT on November 13, 2014. Phase 3 is intended to address all aspects of RAS and Special Protection Systems (SPS) contained in the
RAS/SPS-related Reliability Standards.

In FERC Order No. 693 (dated March 16, 2007), the Commission identified PRC-012-0, PRC-013-0, and PRC-014-0 as “fill-in-the-blank” standards and did not approve or remand them because they are applicable to the
Regional Reliability Organizations (RROs), assigning the RROs the responsibility to establish regional procedures and databases, and to assess and document the operation, coordination, and compliance of RAS/SPS. The
deference to regional practices precludes the consistent application of RAS/SPS-related Reliability Standard requirements. Although there is no FERC directive associated with Phase 3; this project will consider
recommendations from the joint report, Special Protection Systems (SPS) and Remedial Action Schemes (RAS): Assessment of Definition, Regional Practices, and Application of Related Standards, issued by the System
Analysis and Modeling Subcommittee (SAMS) and System Protection and Control Subcommittee (SPCS), as well as from the joint FERC-NERC inquiry of the September 2011 Southwest Blackout Event.

Standard(s) affected - PRC-012-1, PRC-013-1, PRC-014-1, PRC-015-1, PRC-016-1

Purpose/Industry Need
RAS/SPS are designed to detect predetermined System conditions and automatically take corrective actions to protect the reliability and integrity of the Bulk Electric System; consequently, the NERC Reliability Standards
pertaining to these schemes should provide clear and unambiguous performance expectations and reliability benefits.

To accomplish this, the Phase 3 drafting team will correct the applicability of the fill-in-the-blank standards by assigning the requirement responsibilities to the specific users, owners, and operators of the Bulk-Power
System; and will revise the RAS/SPS-related standards that address the:

e planning, coordination, and design of RAS/SPS,

e review, assessment, and documentation of RAS/SPS,

e analysis of RAS/SPS operation(s) and/or failure(s) to operate and corrective actions,

e testing of RAS/SPS, and maintenance of any non-protection system components used.
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SAR Information

Industry Need (What is the industry problem this request is trying to solve?):

The existing NERC Glossary of Terms definition for a Special Protection System (SPS) or, as used in the
Western Interconnection, a Remedial Action Scheme (RAS), lacks the clarity and specificity necessary for
consistent identification and classification of protection schemes as SPS or RAS across the eight NERC
Regions, leading to inconsistent application of the related NERC Reliability Standards.

In FERC Order No. 693 (dated March 16, 2007), the Commission identified three of the SPS-related
standards (PRC-012-0, PRC-013-0, and PRC-014-0) as fill-in-the-blank standards because they are
applicable to the Regional Reliability Organizations (RROs). Consequently, the Commission did not
approve or remand them, rendering them neither mandatory nor enforceable.

This project also addresses, in part, four recommendations related to identification and coordination of
SPS from the joint FERC-NERC inquiry of the September 2011 Southwest Blackout Event.
NOTE: Detailed information is included in the NERC Planning Committee report “Special Protection

Systems (SPS) and Remedial Action Schemes (RAS): Assessment of Definition, Regional Practices, and
Application of Related Standards” Revision 0.1 — April 2013.

Purpose or Goal (How does this request propose to address the problem described above?):

1) Establish a definition of an SPS that provides the specificity needed to consistently identify and
classify protection schemes as SPS or RAS across all eight NERC Regions, thereby promoting the
consistent application of the NERC Reliability Standards related to SPS.

2) Correct the applicability of the NERC Reliability Standards related to SPS by assigning
responsibilities to the specific users, owners, and operators of the Bulk-Power System rather than
the RROs.

3) Develop continent-wide standards to address all aspects of SPS, including but not limited to, the:
e planning, coordination, and design of SPS,

e review, assessment, and documentation of SPS,

e operational considerations for monitoring, status notification, and response to failures,
e analysis of SPS operations, and defining and reporting of SPS misoperations,

e testing of SPS and maintenance of non-protection system components used in SPS.

Identify the Objectives of the proposed standard’s requirements (What specific reliability deliverables
are required to achieve the goal?):

Successful implementation of a modified SPS definition and revised SPS standards will improve Bulk-




SAR Information

Power System reliability by providing continent-wide consistency in the identification and classification
of SPS and the application of NERC Reliability Standards related to SPS.

Brief Description (Provide a paragraph that describes the scope of this standard action.)

The project will develop a revised definition of SPS or RAS, as well as standards that address the:

e review of new or modified SPS,

e annual assessments of SPS in transmission planning studies,
e periodic comprehensive SPS assessments,

e analysis and reporting of SPS misoperations,

e maintenance, testing and operational aspects of SPS.

Detailed Description (Provide a description of the proposed project with sufficient details for the
standard drafting team to execute the SAR. Also provide a justification for the development or revision
of the standard, including an assessment of the reliability and market interface impacts of implementing
or not implementing the standard action.)

The SDT will revise the definition of SPS to provide the clarity and specificity necessary for consistent
identification and classification of protection schemes as SPS or RAS across the eight NERC Regions.

The SDT will revise or retire the six existing SPS standards:

e PRC-012-0 Special Protection System Review Procedure

e PRC-013-0 Special Protection System Database

e PRC-014-0 Special Protection System Assessment

e PRC-015-0 Special Protection System data and Documentation

e PRC-016-0.1 Special Protection System Misoperations

e PRC-017-0 Special Protection System Maintenance and Testing
The SDT will correct the applicability in PRC-012-0, PRC-013-0, and PRC-014-0 by assigning the
requirements to the specific users, owners, and operators of the bulk power system.
The SDT will combine appropriate requirements from PRC-012-0, PRC-013-0, PRC-014-0, and PRC-015-0
into a Reliability Standard The new standard will provide specific requirements for:

e review of new or modified SPS;

e annual assessments of SPS in transmission planning studies;
e periodic comprehensive SPS assessments;

design of SPS; and
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e coordination of SPS with other SPS, UFLS, UVLS, and Protection Systems.

Due to the significant difference between Protection Systems and SPS, the subject of SPS misoperation
is not addressed in the revision of Reliability Standard PRC-004. This SDT will develop a definition for SPS
misoperation and revise PRC-016-0.1. The new Reliability Standard will provide specific requirements
for the analysis of SPS operations and reporting of SPS misoperations.

The SDT will address the complexity of maintaining and testing SPS, as well as the maintenance and
testing of non-Protection System components used in SPS in a Reliability Standard. This SDT will
coordinate with the PRC-005-4 SDT to prevent any overlaps or gaps in coverage.

The SDT also will consider operational considerations for monitoring, status notification, and response
to failures of SPS; and, if necessary, modify other related standards.

The SDT will retire requirements that are administrative in nature that are not necessary for reliability of
the Bulk-Power System, or that are superseded by other requirements; i.e., the new Reliability
Standards will qualify as steady-state.

No market interface impacts are anticipated.

Reliability Functions

The Standard will Apply to the Following Functions (Check each one that applies.)

. L Conducts the regional activities related to planning and operations, and
Regional Reliability . o . . o

[] o ot coordinates activities of Responsible Entities to secure the reliability of
rganization
& the Bulk Electric System within the region and adjacent regions.

Responsible for the real-time operating reliability of its Reliability
& Reliability Coordinator | Coordinator Area in coordination with its neighboring Reliability
Coordinator’s wide area view.

Integrates resource plans ahead of time, and maintains load-
|X| Balancing Authority interchange-resource balance within a Balancing Authority Area and
supports Interconnection frequency in real time.

Ensures communication of interchange transactions for reliability
[ ] Interchange Authority | evaluation purposes and coordinates implementation of valid and
balanced interchange schedules between Balancing Authority Areas.




Reliability Functions

X

Planning Coordinator

Assesses the longer-term reliability of its Planning Coordinator Area.

]

Resource Planner

Develops a >one year plan for the resource adequacy of its specific loads
within a Planning Coordinator area.

X

Transmission Planner

Develops a >one year plan for the reliability of the interconnected Bulk
Electric System within its portion of the Planning Coordinator area.

Transmission Service
Provider

Administers the transmission tariff and provides transmission services
under applicable transmission service agreements (e.g., the pro forma
tariff).

Transmission Owner

Owns and maintains transmission facilities.

Transmission
Operator

Ensures the real-time operating reliability of the transmission assets
within a Transmission Operator Area.

Distribution Provider

Delivers electrical energy to the End-use customer.

Generator Owner

Owns and maintains generation facilities.

Generator Operator

Operates generation unit(s) to provide real and reactive power.

Purchasing-Selling
Entity

Purchases or sells energy, capacity, and necessary reliability-related
services as required.

Market Operator

Interface point for reliability functions with commercial functions.

OO O XXX XX O

Load-Serving Entity

Secures energy and transmission service (and reliability-related services)
to serve the End-use Customer.

Reliability and Market Interface Principles

Applicable Reliability Principles (Check all that apply).

X

1. Interconnected bulk power systems shall be planned and operated in a coordinated manner
to perform reliably under normal and abnormal conditions as defined in the NERC Standards.

[]

The frequency and voltage of interconnected bulk power systems shall be controlled within

defined limits through the balancing of real and reactive power supply and demand.

X

Information necessary for the planning and operation of interconnected bulk power systems

shall be made available to those entities responsible for planning and operating the systems




Reliability and Market Interface Principles

reliably.
4. Plans for emergency operation and system restoration of interconnected bulk power systems
shall be developed, coordinated, maintained and implemented.
5. Facilities for communication, monitoring and control shall be provided, used and maintained
for the reliability of interconnected bulk power systems.
Personnel responsible for planning and operating interconnected bulk power systems shall be
trained, qualified, and have the responsibility and authority to implement actions.
7. The security of the interconnected bulk power systems shall be assessed, monitored and
maintained on a wide area basis.
8. Bulk power systems shall be protected from malicious physical or cyber attacks.

O X O] X| X

Does the proposed Standard comply with all of the following Market Interface Enter
Principles? (yes/no)
1. A reliability standard shall not give any market participant an unfair competitive Yes
advantage.
2. Arreliability standard shall neither mandate nor prohibit any specific market Yes
structure.
3. A-reliability standard shall not preclude market solutions to achieving compliance Yes
with that standard.
4. A reliability standard shall not require the public disclosure of commercially
sensitive information. All market participants shall have equal opportunity to Yes

access commercially non-sensitive information that is required for compliance
with reliability standards.

Related Standards

Standard No. Explanation

IRO-005-3.1a The SDT may decide not to change this standard, but the SDT should keep the
standard in mind since it contains potentially overlapping requirements.

PRC-001-1.1 The SDT may decide not to change this standard, but the SDT should keep the
standard in mind since it contains potentially overlapping requirements.

PRC-005-2 The SDT may decide not to change this standard, or subsequently approved
versions, but the SDT should keep the standard in mind to avoid any gaps or
overlap between this standard and PRC-017-1.




Related Standards

Related SARs

SAR ID Explanation

Regional Variances

Region Explanation

ERCOT

FRCC

MRO

NPCC

RFC

SERC

SPP

WECC
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Unofficial Comment Form
Project 2010-05.2 — Special Protection Systems (Phase 2 of Protectlon
Systems) — SAR

Please DO NOT use this form for submitting comments. Please use the electronic form to submit
comments on the Standard Authorization Request (SAR). The electronic comment form must be
completed by 8 p.m. ET March 19, 2014.

If you have questions please contact A.LMcMeekin@nerc.net via email or by telephone at 404-446-9675.
The project page may be accessed by clicking here. (Please insert link to new project page)

Background Information

In early 2011, NERC staff decided to divide the approved project for Protection System Misoperations into
two phases. Phase 1 of Project 2010-05 is addressing Misoperations of Protection Systems; the project
began in April, 2011 and is ongoing. Project 2010-05.2 Special Protection Systems is Phase 2 of Protection
Systems and will address all aspects of Special Protection Systems including misoperations of SPS. In FERC
Order No. 693 (dated March 16, 2007), the Commission identified PRC-012-0, PRC-013-0, and PRC-014-0
as “fill-in-the-blank” standards and did not approve or remand them because they are applicable to the
Regional Reliability Organizations (RROs); consequently, they are not mandatory or enforceable. This
project proposes to correct the applicability by assigning responsibilities to the specific users, owners, and
operators of the Bulk-Power System. The existing NERC Glossary of Terms definition for a Special
Protection System (SPS) or Remedial Action Scheme (RAS), as used in the Western Interconnection, lacks
the clarity and specificity necessary for consistent identification and classification of protection schemes
as SPS or RAS across the eight NERC Regions. This leads to inconsistent application of the SPS-related
Reliability Standards. At the request of the NERC Standards Committee, the Planning Committee directed
the System Protection and Control Subcommittee (SPCS) to research this issue. The SPCS authored the
attached report and provided a draft definition of SPS for consideration in the standards development
process. This project proposes to establish a definition for SPS that provides the needed specificity to
promote the consistent application of the NERC Reliability Standards related to SPS. This project also
proposes to address, in part, four recommendations related to identification and coordination of SPS from
the joint FERC-NERC inquiry of the September 2011 Southwest Blackout Event. There is no FERC directive
associated with the SPS project: however, this project is being coordinated with Project 2008-02 UVLS,
which does have an associated directive in P 1509 of Order No. 693 to modify PRC-010-0. These projects
are linked because the proposed definition for Special Protection Systems must be written relative to the
proposed definition of UVLS Program.

RELIABILITY | ACCOUNTABILITY
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Questions
You do not have to answer all questions. Enter comments in simple text format. Bullets, numbers, and

special formatting will not be retained.

1. Do you have any specific questions or comments relating to the scope of the proposed SAR?

|:| Yes
|:| No

Comments:

2. If you are aware of the need for a regional variance or business practice that should be considered
with this phase of the project, please identify it here.

[ ]Yes
[ ]No

Comments:

3. If you have any other comments on this SAR that you haven’t already mentioned, please provide
them here:

Comments:

RELIABILITY | ACCOUNTABILITY
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NERC’s Mission

The North American Electric Reliability Corporation (NERC) is an international regulatory authority established to enhance
the reliability of the bulk power system in North America. NERC develops and enforces Reliability Standards; assesses
adequacy annually via a ten-year forecast and winter and summer forecasts; monitors the bulk power system; and
educates, trains, and certifies industry personnel. NERC is the electric reliability organization for North America, subject to
oversight by the U.S. Federal Energy Regulatory Commission (FERC) and governmental authorities in Canada.!

NERC assesses and reports on the reliability and adequacy of the North American bulk power system, which is divided into
eight Regional areas, as shown on the map and table below. The users, owners, and operators of the bulk power system
within these areas account for virtually all the electricity supplied in the U.S., Canada, and a portion of Baja California Norte,
México.

NERC Regional Entities

FRCC
Florida Reliability
Coordinating Council

SERC
SERC Reliability Corporation

MRO SPP RE

Midwest Reliability Southwest Power Pool
Organization Regional Entity

NPCC TRE

Northeast Power

T Reliability Enti
Coordinating Council SR A7 Eids7

Note: The highlighted area between SPP RE and RFC WECC o
SERC  denotes overlapping Regional area ReliabilityFirst Corporation Weste'rn E'|e‘3t|'|C|tV '
boundaries. For example, some load serving Coordinating Council

entities participate in one Region and their
associated transmission owner/operators in
another.

! As of June 18, 2007, the U.S. Federal Energy Regulatory Commission (FERC) granted NERC the legal authority to enforce
Reliability Standards with all U.S. users, owners, and operators of the bulk power system, and made compliance with those
standards mandatory and enforceable. In Canada, NERC presently has memorandums of understanding in place with
provincial authorities in Ontario, New Brunswick, Nova Scotia, Québec, and Saskatchewan, and with the Canadian National
Energy Board. NERC standards are mandatory and enforceable in Ontario and New Brunswick as a matter of provincial law.
NERC has an agreement with Manitoba Hydro making reliability standards mandatory for that entity, and Manitoba has
recently adopted legislation setting out a framework for standards to become mandatory for users, owners, and operators
in the province. In addition, NERC has been designated as the “electric reliability organization” under Alberta’s
Transportation Regulation, and certain reliability standards have been approved in that jurisdiction; others are pending.
NERC and NPCC have been recognized as standards-setting bodies by the Régie de I'énergie of Québec, and Québec has the
framework in place for reliability standards to become mandatory. NERC's reliability standards are also mandatory in Nova
Scotia and British Columbia. NERC is working with the other governmental authorities in Canada to achieve equivalent
recognition.
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Executive Summary

The existing NERC Glossary of Terms definition for a Special Protection System (SPS or, as used in the Western
Interconnection, a Remedial Action Scheme or RAS) lacks clarity and specificity necessary for consistent identification and
classification of protection schemes as SPS or RAS across the eight NERC Regions, leading to inconsistent application of the
related NERC Reliability Standards. In addition, three of the related standards (PRC-012-0, PRC-013-0, and PRC-014-0) were
identified by FERC in Order No. 693 as fill-in-the-blank standards and consequently are not mandatory and enforceable.

NERC Standards Project 2010-05.2, Phase 2 of Protection Systems: SPS and RAS, will modify the current standards and
definitions related to SPS and RAS. The NERC Standards Committee has identified that prior to initiating a project to address
these issues, additional research is necessary to clearly define the problem and recommend solutions for consideration. A
request for research was submitted by the Standards Committee on January 9, 2012 (see Appendix D). The Planning
Committee had already approved a joint effort by the System Analysis and Modeling Subcommittee (SAMS) and System
Protection and Control Subcommittee (SPCS) % on June 8, 2011 (see Appendix E) which includes issues identified in the
request for research. This report addresses all issues identified in the scope of the joint SAMS and SPCS project as well as
the Standards Committee request for research; upon approval by the Planning Committee the report should be forwarded
to the Standards Committee to support Project 2010-05.2.

This report includes recommendations for a new definition of SPS and revisions to the six SPS-related PRC standards. A
strawman definition is provided that eliminates ambiguity in the existing definition and identifies 13 types of schemes that
are not SPS, but for which uncertainty has existed in the past based on experience within the Regions. The report also
recommends that SPS should be classified based on the type of event to which the SPS responds and the consequence of
misoperation. Classification of SPS facilitates standard requirements commensurate with potential reliability risk. Four
classifications are proposed.

This report provides recommendations to address FERC concerns with PRC-012-0, PRC-013-0, and PRC-014-0, which assign
requirements to Regional Reliability Organizations. Recommendations are made to reassign requirements to specific users,
owners, and operators of the bulk power system to remedy this situation.

Project 2010-05.2 should consolidate the requirements pertaining to review, assessment, and documentation of SPS into
one standard that includes continent-wide procedures for reviewing new or modified SPS, for assessing existing SPS in
annual transmission planning assessments, and for periodic comprehensive SPS assessments. The project also should revise
requirements pertaining to analysis and reporting of SPS misoperations in a revision of standard PRC-016-0.1. Due to the
significant difference between protection systems and SPS, the subject of SPS misoperations should not be included in a
future revision of PRC-004. Given the scope of work and need for drafting team members with different subject matter
expertise it may be appropriate to sub-divide Project 2010-05.2 to address review, assessment and documentation of SPS
separately from analysis and reporting of misoperations. This report also provides recommendations for Standards
Committee consideration that are outside the scope of Project 2010-05.2. These additional recommendations pertain to
maintenance and testing and operational aspects of SPS.

’The original scope of work involved the SPCS and the predecessor of SAMS, the Transmission Issues Subcommittee (TIS).
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Introduction

Problem Statement

The existing NERC Glossary of Terms definition for a Special Protection System (SPS or, as used in the Western
Interconnection, a Remedial Action Scheme or RAS) lacks clarity and specificity necessary for consistent identification and
classification of protection schemes as SPS or RAS across the eight NERC Regions, leading to inconsistent application of the
related NERC Reliability Standards. In addition, three of the related standards (PRC-012-0, PRC-013-0, and PRC-014-0) were
identified by FERC in Order No. 693 as fill-in-the-blank standards and consequently are not mandatory and enforceable.

NERC Standards Project 2010-05.2, Phase 2 of Protection Systems: SPS and RAS, will modify the current standards and
definitions related to SPS and RAS. The NERC Standards Committee has identified that prior to initiating a project to address
these issues, additional research is necessary to clearly define the problem and recommend solutions for consideration.

Background

NERC Definitions
The existing NERC Glossary of Terms defines an SPS and RAS as:

Special Protection System (Remedial Action Scheme)

An automatic protection system designed to detect abnormal or predetermined system conditions, and take corrective
actions other than and/or in addition to the isolation of faulted components to maintain system reliability. Such action
may include changes in demand, generation (MW and Mvar), or system configuration to maintain system stability,
acceptable voltage, or power flows. An SPS does not include (a) underfrequency or undervoltage load shedding or (b)
fault conditions that must be isolated or (c) out-of-step relaying (not designed as an integral part of an SPS). Also called
Remedial Action Scheme.

In this document, use of the term SPS in general discussions and proposals for future definitions and standards apply to
both SPS and RAS. Specific references to existing practices within Regions use the term SPS or RAS as appropriate for that
Region.

The NERC Glossary of Terms defines a Protection System as:

Protection System

e  Protective relays which respond to electrical quantities,

e Communications systems necessary for correct operation of protective functions
e Voltage and current sensing devices providing inputs to protective relays,

e Station dc supply associated with protective functions (including batteries, battery chargers, and non-battery-
based dc supply), and

e Control circuitry associated with protective functions through the trip coil(s) of the circuit breakers or other
interrupting devices.

Inclusion of the words “protection system” in the term Special Protection System has raised questions whether this is an
intentional reference such that SPS are a subset of Protection Systems. Use of protection system (lower case) within the SPS
definition identifies that SPS are not Protection Systems. While SPS may include the same types of components as
Protection Systems, SPS are not limited to detecting faults or abnormal conditions and tripping affected equipment. SPS
may, for example, effect a change to the operating state of power system elements to preserve system stability or to avoid
unacceptable voltages or overloads in response to system events. There are many reasons for implementing an SPS; for
example, an SPS can be implemented to ensure compliance with the TPL Reliability Standards, to mitigate temporary
operating conditions or abnormal configurations (e.g., during construction or maintenance activities), or in instances where
system operators would not be able to respond quickly enough to avoid adverse system conditions.
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Introduction

A second area in which the existing SPS definition lacks clarity is the actions that are characteristics of SPS. The actions listed
in the definition are broad and may unintentionally include equipment whose purpose is not expressly related to preserving
system reliability in response to an event. Inclusion of any system taking “corrective action other than ... isolation of faulted
components to maintain system reliability” could be deemed to include equipment such as voltage regulators and switching
controls for shunt reactive devices. This inclusion would then make these elements subject to single component failure
considerations (sometimes referred to as redundancy considerations), coordination, reporting, and maintenance and
testing requirements that may be required in the NERC Reliability Standards related to SPS.

This report proposes a revised definition of SPS to address these issues. Development of the proposed definition considered
other definitions, common applications, and existing practices regarding classification of SPS.

NERC Reliability Standards
The NERC Reliability Standards contain six standards in the protection and control (PRC) series that specifically pertain to
SPS.

e  PRC-012-0: Special Protection System Review Procedure

e  PRC-013-0: Special Protection System Database

e  PRC-014-0: Special Protection System Assessment

e  PRC-015-0: Special Protection System Data and Documentation

e PRC-016-0.1: Special Protection System Misoperations

e PRC-017-0: Special Protection System Maintenance and Testing
Three of these standards are not mandatory and enforceable because FERC identified them as fill-in-the-blank standards in
Order No. 693, Mandatory Reliability Standards for the Bulk-Power System. These standards assign the Regional Reliability
Organizations responsibility to establish regional procedures and databases, and to assess and document the operation,
coordination, and compliance of SPS. The deference to regional practices, coupled with lack of clarity in the definition of
SPS, preclude consistent application of requirements pertaining to SPS. This report provides recommendations that may be

implemented through the NERC Reliability Standards Development Process to consolidate the standards and provide
greater consistency and clarity regarding requirements.
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Chapter 1 — SPS Definition

Considerations for a Revised Definition

Other Definitions in Industry
Several IEEE papers3 define a similar term to SPS: System Integrity Protection System (SIPS). Adopting the SIPS definition is
not appropriate because it is more inclusive than NERC'’s definition:

“The SIPS encompasses special protection system (SPS), remedial action schemes (RAS), as well as other system
integrity schemes, such as underfrequency (UF), undervoltage (UV), out-of-step (00S), etc.””

NERC applies special consideration to UF and UV load shedding schemes in the Reliability Standards and considers OOS
relaying in the context of traditional protection systems. Thus, SIPS is not an appropriate term for use in the Reliability
Standards, and a new definition of SPS is more appropriate.

Common Application of SPS in Industry

Most SPS are used to address a range of system issues including stability, voltage, and loading concerns. Less common
applications include arresting sub-synchronous resonance and suppressing torsional oscillations. Actions taken by SPS may
include (but are not limited to): system reconfiguration, generation rejection or runback, load rejection or shedding,
reactive power or braking resistor insertion, and runback or fast ramping of HVdc.

SPS are often deployed because the operational solutions they facilitate are substantially quicker and less expensive to
implement than construction of transmission infrastructure. Permanent SPS have been implemented in some cases where
the cost associated with system expansion is prohibitive, construction is not possible due to physical constraints, or
obtaining permits is not feasible. In other cases temporary SPS have been implemented to maintain system reliability until
transmission infrastructure is constructed; or when a reliability risk is temporary (e.g., during equipment outages) and the
expense associated with permanent transmission upgrades is not justified.

The deployment of SPS adds complexity to power system operation and planning:

“Although SPS deployment usually represents a less costly alternative than building new infrastructure, it carries
with it unique operational elements among which are: (1) risks of failure on demand and of inadvertent activation;
(2) risk of interacting with other SPS in unintended ways; (3) increased management, maintenance, coordination
requirements, and analysis complexity."5

Subsequent sections of this report consider these three operational elements and provide recommendations regarding how
they should be addressed in the NERC Reliability Standards. A summary of the number of schemes identified as SPS or RAS
by Region is provided below.

Table 1: Overview of SPS by Region®

Region Total Number Region Total Number
FRCC 20 SERC 20
MRO 36 SPP 6
NPCC 117 TRE 24
RFC 47 WECC 192

* One noteable reference, Madani, et al, “IEEE PSRC Report on Global Industry Experiences with System Integrity Protection
Schemes (SIPS),” IEEE Trans. on Power Delivery, Vol. 25, Oct. 2010.

* Ibid.

> McCalley, et al, “System Protection Schemes: Limitations, Risks, and Management”, PSERC Publication 10-19, Dec 2010.

® Numbers for 2011 obtained from data reported in the NERC Reliability Metric ALR6-1.

NERC | Special Protection Systems (SPS) and Remedial Action Schemes (RAS) | April 2013
8 of 48



Chapter 1 — SPS Definition

Classification of SPS Types

Three regions classify SPS according to various criteria, including the type of event the SPS is designed to address as well as
the ability of the SPS to impact on a local versus wide-area reliability. The following information describes how NPCC, WECC
and TRE classify SPS. Please note that examples of regional practices are provided for illustration throughout this document,
but are not necessarily best practices or applicable to all Regions. Also in this context, what constitutes local versus wide-
area varies among Regions and is not based on the NERC glossary term Wide Area, which is specific to calculation of
Interconnection Reliability Operating Limits (IROL).7

NPCC
Type | — A Special Protection System which recognizes or anticipates abnormal system conditions resulting from design
and operating criteria contingencies, and whose misoperation or failure to operate would have a significant adverse
impact outside of the local area. The corrective action taken by the Special Protection System along with the actions
taken by other protection systems are intended to return power system parameters to a stable and recoverable state.

Type Il — A Special Protection System which recognizes or anticipates abnormal system conditions resulting from
extreme contingencies or other extreme causes, and whose misoperation or failure to operate would have a significant
adverse impact outside of the local area.

Type Il — A Special Protection System whose misoperation or failure to operate results in no significant adverse impact
outside the local area.

The following terms are also defined by NPCC to assess the impact of the SPS for their classification:

Significant adverse impact — With due regard for the maximum operating capability of the affected systems, one or
more of the following conditions arising from faults or disturbances, shall be deemed as having significant adverse
impact:

a. system instability;

b. unacceptable system dynamic response or equipment tripping;

c. voltage levels in violation of applicable emergency limits;

d. loadings on transmission facilities in violation of applicable emergency limits;

e. 