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1. Introduction
[bookmark: _Toc449440627][bookmark: _Toc449520643][bookmark: _Toc449520661][bookmark: _Toc449520698][bookmark: _Toc449520838][bookmark: _Toc449520911][bookmark: _Toc450119955][bookmark: _Toc450120143][bookmark: _Toc451241011][bookmark: _Toc453592308][bookmark: _Toc455059272][bookmark: RequestEIDMUserIDPassword][bookmark: _Toc421614930]Multi-Factor Authentication (MFA) is a security mechanism that is implemented to provide an extra layer of security such as a security code, when logging in with your User ID and Password.
Registered CMS portal users who wish to access a CMS MFA-protected application will be directed through the MFA registration process.
During the MFA registration process, the CMS EIDM system requires registration of a phone or computer to add an additional level of security to a user’s account. The user is given five options from which to select, to complete the registration process:
· Smart Phone: Users can download VIP access software on their smart phone/tablet. The user must enter the alphanumeric Credential ID that is generated by the VIP access client. The user will then enter the Security Code generated by the VIP client.
· Computer: Users can download VIP access software on their computer. The user must enter the alphanumeric Credential ID generated by the VIP access client. The user will enter the Security Code generated by the VIP client.
· Short Message Service (SMS): Users can use the SMS option to have their Security Code texted to their phone. The user must enter a valid phone number. The phone must be capable of receiving text messages. Carrier charges may apply.
· Interactive Voice Response (IVR): The user can select the IVR option to receive a voice message containing their Security Code. The user must provide a valid phone number and (optional) phone extension.
· E-mail: Users can select the E-mail option to receive an E-mail containing the Security Code required at login. The E-mail address on the user’s profile will be used. 
Note:	Delays in E-mail transmission, spam filters, and other issues outside the user’ control can make this the least desirable option to receive a security code.
1. User Instructions
To gain access to a CMS MFA protected application, follow these steps
	Step
	Action

	Step 1
	If you select a CMS MFA Protected application, you will first be directed to the Multi-Factor Authentication Information page. 
Select Next, to begin the MFA Registration process. 
[image: ]

	Step 2
	To make your account more secure, you will be directed to the Register Your Phone, Computer, or E-Mail page. 
Select the MFA Device Type you wish to register from the drop-down menu.
[image: ]
Notes:
For VIP Client: Enter the Credential ID generated by the VIP Access client.
For Text: You will be asked to enter a valid phone number to receive your Security Code.
For Interactive Voice Response (IVR): Enter the phone number and (optional) extension that will be used during login to obtain the Security Code. The extension may begin with any one of the following: asterisks‘*’; period ‘.’; comma ‘,’; pound ‘#’, followed by numeric 0 to 9. For example: 4885554444, 1112.
	, (comma) Creates a short delay of approximately 2 seconds;
	. (period) Creates a longer delay of approximately 5 seconds;
	*(asterisks) Used by some phone systems to access an extension; and
	# (pound/hash) Used by some phone systems to access an extension.
You may use a comma if you are not sure of the special character supported by your company’s phone system.
For E-mail: The E-mail on your profile will be used to send the Security Code required at login.

	Step 2a
	Using the VIP Client
Follow these steps to use the VIP Access Client:
1. Depending on the registration option you select, download the VIP Access software from the URL provided on the Register Your Phone or Computer page.
2. Once downloaded, select the VIP Access Icon on your desktop to activate the VIP Access window.
3. Select the lcon next to the Credential ID to copy the alphanumeric code. 
[image: Using the VIP Client
Follow these steps to use the VIP Access Client:

Depending on the registration option you select, download the VIP Access software from the URL provided on the Register Your Phone or Computer page.

Once downloaded, Click on the VIP Access Icon on your desktop to activate the VIP Access window.

Click the lcon next to the Credential ID to copy the alphanumeric code. 
]
Place your cursor on the Credential ID field of the Register Phone or Computer page and right click to insert the Credential ID.

	Step 3
	Enter the credentials of the device (VIP Client shown) and a short description in of the device in the MFA Device Description field. Then select Next to submit your registration.
[image: ]

	Step 4
	After submitting the registration, a message will be displayed that you have successfully registered your device. Select Next to continue the role request process.
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Step-by-Step Instructions for User Logins Using MFA
These instructions demonstrate the login process for users who have MFA configured in their profile. Please follow each step listed below unless otherwise noted.
	Step
	Action

	Step 1
	Go to https://portal.cms.gov/ and select Login to CMS Secure Portal on the CMS Enterprise Portal.
Note:	The CMS Enterprise Portal supports the following browsers: Internet Explorer 11, Firefox, Chrome, and Safari.
[image: ]

	Step 2
	Read the Terms and Conditions page and select I Accept to continue.
[image: ]

	Step 3
	Enter your User ID and select Next.
[image: ]

	Step 4
	Enter your Password, select an MFA Device Type from the drop-down, enter the Security Code, and select Log In.
Note:	The ‘Security Code’ for the ‘e-mail’ and ‘One-Time Security Code’ options expires after 30 minutes. The ‘Security Code’ for the other MFA device types expires after 10 minutes. If you are unable to enter the code within the period, you will need to request a new one.
If you do not have access to your registered MFA device, please refer to the ‘User Login’ QRG for step-by-step instructions on how to register an MFA Device.
[image: ]

	Step 4a
	If you select Phone/Tablet/PC/ Laptop as the ‘MFA Device Type’, enter the VIP Access software’s ‘Security Code’ as the MFA Security Code and select Log In.
[image: ]
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	Step 4b
	If you select Text Message – Short Message Service (SMS), Interactive Voice Response (IVR), or e-mail as the ‘MFA Device Type,’ select Send to receive the code on the selected MFA device type. 
Enter the code in the Security Code field and select Log In.
[image: ]

	Step 4c
	If you select One-Time Security Code as the ‘MFA Device Type,’ enter the code you receive either in the e-mail sent to your registered e-mail address via the ‘Unable to Access Security Code?’ link or from your Application Help Desk in the Security Code field and select Log In.
[image: ]

	Step 5
	Once you are successfully authenticated, your session will begin.
[image: ]
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Multi-Factor Authentication Information

To protect your privacy, you will need to add an additional level of security to your account. This will entail successfully registering your
Phone, Computer or E-mail, before continuing the role request process.
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To continue this process, please select ‘Next'
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You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more information about the options.

7 Phone/Tablet/PC/Laptop
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7 Text Message Short Message Service (SMS)
The SMS option will send your Security Code directly to your mobile device via text message. This option requires you to provide a ten (10) digits U.S. phone number
for a mobile device that is capable of receiving text messages. Carrier service charges may apply for this option.

¥ Interactive Voice Response (IVR)

The IVR option will communicate your Security Code through a voice message that will be sent directly to your phone. The option requires you to provide a valid ten
(10) digits U.S. phonenunbetand(Omuoeans&onma\vaﬂbeuseddunngbgnmouznme&:umycwe The extension may begin with any one of the
following: asterisks™ ; period " ; comma"," ; pound '# followed by numeric 0 to 9. For example: 4885554444, 1112.
Toaccasmmmmmemermwwﬂed&cumycmemmebgmpage Carrier service charges may apply for this option.

v E-mail
The E-mail address on your profile will be used when registering for Multi-Factor Authentication (MFA) using E-mail option. When logging into a secure application,
your Security Code that is required at the login page will be e-mailed to the e-mail address on the profile.

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log back

into try again.
‘Select the MFA Device Type thatyou want to use for logging info
i )/ Your sepkcation. below.
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Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra
layer of protection to your user name and password.

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more
information about the options.

> Phone/Tablet/PC/Laptop
> Text Message Short Message Service (SMS)
> Interactive Voice Response (IVR)

&> E-mail
Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts

please log out, then log back in to try again.
Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
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You have successfully registered your Phone/Computer/E-mail to your user profile. Please select ‘Next' to continue with your role request





image6.png
CMS.QOV |Enterprlse Portal Home | AU OVS | Newproom | Ao | @ teo S FACS | ) Ems | L Bog
Centers for Medicare & Medicaid Services Laam sbut your trcars ot [ smcueg |

Health Care Qualty improvement System  Provider Resources.

CMS Potal > Welcome to CMS Portal

CMS Secure Portal

The CMS Enterprise Portal is a gateway To Jog into the CMS Portal 8 CMS user
‘sccount s required.
being offered to allow the public to access a

number of systems related to Medicare \ ogin to CMS Secure
Advantage, Prescription Drug, and other \ - Portal

me to CMS Enterprise Portal _

CMS programs.

T e B T
e o e e e

E 12
Forgot Password?
New User Registration




image7.PNG




image8.PNG
e |t | s | @ o i | 2 |

CMS.goV [enterrse porta

)




image9.PNG
—
et coe et 0 ot o g

Ta e St o, o o P, G, ko 3ty At Ao () dce
oy e e, € Do e o b
e

e i b e Sty G, 0 iy o Un i oo ey Coe ok T i sk il b rced sy
r s o ey e, 104 Tt o e e s bt e Sy o i o
e e e e ey e 100 s 93 s 1 o 15 s nd S

B T e p——

ey e ity ode i o i e ok Y s G T Sty G ot o e 1A
e e .

et g s A G

i LT —
e g o e P b s bt TS A St

-
QUTI——

- :--S\Zl

pr—
Jre————
e





image10.PNG
< VIP Access

Credential D

o
i

Symatec.
Viidstons.
1D Protection





image11.PNG
Password:

MFA Device Type: [Phone/TabsuPCiLaptop
The Securty Code for the Phone/TabieUPC/Laptop wil expie in 10 minutes.

— s coser 108
- GErTED

Eoraor Passwora?
‘Unsbie to Access Secursy Code?
Reqister MEA Devce





image12.PNG
L — 1

MFA Device Type: [Ineractie Voke Response (IVR) ar...)
‘The Secury Code for the Interactve Voie Response (IVR) wl expire n 10 minutes.

o T a—
- e

Eorcot Possuorg?
Unabieto Access Secusy Coce?
Fecister WEA Deviee





image13.PNG
Password:

MFA Device Type: |One- Time Secury Code
‘The Securiy Code for the One.- Time Securty Code wl expire in 20 minutes.

) sccurity Code: 3211 |

- GEITED GIZZED

Forgot Passwors?
Unable to Access Securty Code?
MFA Devie





image14.png
@ Portal He

CMS
-gov

&FAQs B Print (3 LogOut  Welcome Marry S

Enterprise Portal

CMS Portal > My Portal

—

Use the link below to request access to Systems/Applications

The Enterprise Portal combines and displays content and forms from multiple applications, supports users
with navigation and cross-enterprise search tools, supports simplified sign-on, and uses role-based access
‘and personalization to present each user with only relevant content and applications. The vision of the
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