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1. Introduction

Multi-Factor Authentication (MFA) is a security mechanism that is implemented to provide an extra
layer of security such as a security code, when logging in with your User ID and Password.

Registered CMS portal users who wish to access a CMS MFA-protected application will be directed
through the MFA registration process.

During the MFA registration process, the CMS EIDM system requires registration of a phone or computer
to add an additional level of security to a user’s account. The user is given five options from which to
select, to complete the registration process:

e Smart Phone: Users can download VIP access software on their smart phone/tablet. The user
must enter the alphanumeric Credential ID that is generated by the VIP access client. The user
will then enter the Security Code generated by the VIP client.

e Computer: Users can download VIP access software on their computer. The user must enter the
alphanumeric Credential ID generated by the VIP access client. The user will enter the Security
Code generated by the VIP client.

¢ Short Message Service (SMS): Users can use the SMS option to have their Security Code texted
to their phone. The user must enter a valid phone number. The phone must be capable of
receiving text messages. Carrier charges may apply.

¢ Interactive Voice Response (IVR): The user can select the IVR option to receive a voice message
containing their Security Code. The user must provide a valid phone number and (optional)
phone extension.

e E-mail: Users can select the E-mail option to receive an E-mail containing the Security Code
required at login. The E-mail address on the user’s profile will be used.

Note: Delays in E-mail transmission, spam filters, and other issues outside the user’ control can make
this the least desirable option to receive a security code.

2. User Instructions

To gain access to a CMS MFA protected application, follow these steps

Step Action

If you select a CMS MFA Protected application, you will first be directed to the Multi-
Factor Authentication Information page.

Select Next, to begin the MFA Registration process.

~ My Access Request New Application Access
&= View and Manage My - B
proiil Screen reader mode Off | Accessibility Settings

Step 1 () Request New Applcation = i - )
Access Multi-Factor Authentication Information
v Requests

@ My Pendng Requests
To protect your privacy, you will need to add an additional level of security to your account. This will entail successfully registering your
Phone, Computer or E-mail, before continuing the role request process

To continue this process, please select ‘Next'

| GIZED | aZED
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Step ‘ Action
To make your account more secure, you will be directed to the Register Your Phone,
Computer, or E-Mail page.
Select the MFA Device Type you wish to register from the drop-down menu.

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra layer of protection to your
user name and password.

You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more information about the options.
7 PhonelTablet/PC/Laptop

To use the Validation and |D Protection (VIP) access software on your phone, you must download the VIP Access software to your phone, if you do not already have it
Select the following link -https://m vip symantec com/home.v

To use VIP access software on your computer, you must download the VIP Access software, if you do not already have it. Select the following link
-https://idprotect vip. symantec_com/desktop/download.v

7 Text Message Short Message Service (SMS)
The SMS option will send your Security Code directly to your mobile device via text message. This option requires you to provide a ten (10) digits U.S. phone number
for a mobile device that is capable of receiving text messages. Carrier service charges may apply for this option.

7 Interactive Voice Response (IVR)
The VR option will communicate your Security Code through a voice message that will be sent directly to your phone. The option requires you to provide a valid ten
(10) digits U.S. phone number and (Optional) extension that will be used during login to obtain the Security Code. The extension may begin with any one of the
following: asterisks™ ; period " ; comma ;" ; pound ‘# followed by numeric 0 to 9. For example: 4885554444, 1112
To access the application you must enter the provided Security Code on the login page. Carrier service charges may apply for this option

v E-mail
The E-mail address on your profile will be used when registering for Multi-Factor Authentication (MFA) using E-mail option. When logging into a secure application
your Security Code that is required at the login page will be e-mailed to the e-mail address on the profile

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts please log out, then log back

in to try again
Select the MFA Device Type that you want to use for logging into
il MFA T want to/  your spplicstion. u below.
Step 2 - MFA Device Typq: ET=IZY IS S |

G
Notes:

For VIP Client: Enter the Credential ID generated by the VIP Access client.

For Text: You will be asked to enter a valid phone number to receive your Security Code.

For Interactive Voice Response (IVR): Enter the phone number and (optional) extension
that will be used during login to obtain the Security Code. The extension may begin with
;s pound ‘#’, followed by

k0,

any one of the following: asterisks'*’; period ‘.’; comma
numeric 0 to 9. For example: 4885554444, 1112.

, (comma) Creates a short delay of approximately 2 seconds;
. (period) Creates a longer delay of approximately 5 seconds;
*(asterisks) Used by some phone systems to access an extension; and
# (pound/hash) Used by some phone systems to access an extension.

You may use a comma if you are not sure of the special character supported by your
company'’s phone system.

For E-mail: The E-mail on your profile will be used to send the Security Code required at
login.
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Step Action

Using the VIP Client

Follow these steps to use the VIP Access Client:

1. Depending on the registration option you select, download the VIP Access
software from the URL provided on the Register Your Phone or Computer
page.

2. Once downloaded, select the VIP Access Icon on your desktop to activate the
VIP Access window.

3. Select the Icon next to the Credential ID to copy the alphanumeric code.

Step 2a = VIP Access

Credential ID

Security Code |
92021 5 S

Symantec.
Validation &
ID Protection

Place your cursor on the Credential ID field of the Register Phone or Computer page
and right click to insert the Credential ID.

Enter the credentials of the device (VIP Client shown) and a short description in of the

device in the MFA Device Description field. Then select Next to submit your
registration.

Register Your Phone, Computer, or E-mail

Adding a Security Code to your login also known as Multi-Factor Authentication (MFA) can make your login more secure by providing an extra
layer of protection to your user name and password

‘You can associate the Security Code to your profile by registering your phone, computer or E-mail. Select the links below to find out more
information about the options
> Phone/Tablet/PC/Laptop
Step 3 > Text Message Short Message Service (SMS)
L Interactive Voice Response (IVR)
& E-mail

Please note that you are only allowed two attempts to register your MFA device. If you are unable to register your device within two attempts
please log out, then log back in to try again

Select the MFA Device Type that you want to use to login to secure applications from the dropdown menu below.
- MFA Device Type: |Phone/Tsblet/PC/Lsptop

Enter the alphanumeric code thaf
- Credential ID: VSHM87282813

- MFA Device Description: | My Laptop|

- () =
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Step ‘ Action

After submitting the registration, a message will be displayed that you have successfully
registered your device. Select Next to continue the role request process.

ati
- Register Your Phone, Computer, or E-mail

Step 4

You have successfully registered your Phone/Computer/E-mail to your user profile. Please select ‘Next' to continue with your role request
sts

(@)
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3. Step-by-Step Instructions for User Logins Using MFA

These instructions demonstrate the login process for users who have MFA configured in their profile.
Please follow each step listed below unless otherwise noted.

Step ‘ Action
Go to https://portal.cms.gov/ and select Login to CMS Secure Portal on the CMS
Enterprise Portal.
Note: The CMS Enterprise Portal supports the following browsers: Internet Explorer 11,
Firefox, Chrome, and Safari.
CMS-QOV Enterprise Portal Home | AbowtCMS | Newssoom | Ahive | € Help 8 FADS | MI (1 Prieg
Centers for Medicare & Medicaid Services Leam about your heathears ootions | SEnChe
Health Care Quality Improvement System Provider Resources
CMS Portal > Welcome to CMS Portal
Step 1

Welcome to CMS Enterprise Portal

CMS Secure Portal

To log into the CMS Portal a CMS user
account is required.

8 Login to CMS Secure
Portal

Forgot User ID?
Forgot Password?

The CMS Enterprise Portal is a gateway / -
being offered to allow the public to access a '

number of systems related to Medicare J

Advantage, Prescription Drug, and other Ly /-(/
CMS programs.

New User Registration

Y/
/,
T o - e
innovaion Caniar | MLss | Mcu | PECO | Quasly Reporing | caxc
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Action

Read the Terms and Conditions page and select | Accept to continue.
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Enter your User ID and select Next.

o | ancscns | tssro | anves | O end raze | L s | L e

CMS.QD\J | Enterprise Portal

Centers for MedCare & Medicas] Senmias

o CMS Enterprise Portal
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Action

Enter your Password, select an MFA Device Type from the drop-down, enter the
Security Code, and select Log In.

Note: The ‘Security Code’ for the ‘e-mail’ and ‘One-Time Security Code’ options expires
after 30 minutes. The ‘Security Code’ for the other MFA device types expires after
10 minutes. If you are unable to enter the code within the period, you will need to
request a new one.

If you do not have access to your registered MFA device, please refer to the ‘User
Login’ QRG for step-by-step instructions on how to register an MFA Device.

Welcome to CMS Enterprise Portal

Enter Secuity Code

A security code is requed to complete yeur lagin.

To retneve 5 Secunty Code, plesse select the Phone, Computer, or E-mrad that you regestered & your Mulbi-Factor Authenbcation (MFA) dewioe
when you engnaly regeested access, fram the MFA Dence Type dropdomn mena below,

Whan entering the Secunty Code pleats enter it promgthy 52 the code will exgerd in & ghort pansd of b,

Unabee to Access Secwrity Code?

If you are wrsble bo scoets & Security Code, you may use the ‘Unable To Acoess Security Code™ link. To use this link you will be directed swary
from this page. For security purpeses, you wil Be prompted to answer your challenge questions before the Secunty Code i genersied, The
secanty code will be sent to the email address in your profile. Yo will be required b login agan with your User 10, Password and Secunity
Code.

You may also call your Application Welpdesk to obian a Security Code,

After you receve the Securdty Code using thes link or from your Halp Desk, you meast select "One Time Secunty Code’ aption from the MF
Desce Type dropdown menu

Heed 1o Reginter an MFA Dewice T

I wou haree nat regrabered an MFS dewce and would hke o 85 28 naw, you My wie e Regster MRS Dewse bok. For sedunty purpodel you
will by prometed 13 login sgan and aniwer your challengs guettions Belens registenng an MFA drate.

# Paiword:

# MFA Daace Type: | Selest MFA Davice Type Ll
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Step Action

If you select Phone/Tablet/PC/ Laptop as the ‘MFA Device Type’, enter the VIP Access
software’s ‘Security Code’ as the MFA Security Code and select Log In.
= VIP Access

" Credential ID 0
VSHM49586924

Security Code 022| |

533515/ ¢

Symantec.
Validation &
Step 4a ID Protection
Pasawiord: [seessssess
MFA Device Type: | Phone/Tablet/PC/Laptop .

The Security Code for the Phones/Tablet™C/Laptop will expire in 10 minutes

- Security Code: 31082

Forgdt Passsgong ™

Unable to Access Security Code?

Ragmter MF& Devics

If you select Text Message - Short Message Service (SMS), Interactive Voice Response
(IVR), or e-mail as the ‘MFA Device Type,’ select Send to receive the code on the
selected MFA device type.

Enter the code in the Security Code field and select Log In.

MFA Device Type: | Interactive Voice Response (IVR v

Step 4b

The Security Code for the Interactive Voice Response ([VR) will expire in 10 minutes.

W ity Code: [312455
— e

Forgot Paseword?

Unable to Access Security Code?

Register MFA Device
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Step ‘

Step 4c

Action

If you select One-Time Security Code as the ‘MFA Device Type,’ enter the code you
receive either in the e-mail sent to your registered e-mail address via the ‘Unable to
Access Security Code?’ link or from your Application Help Desk in the Security Code field
and select Log In.

Password: e

MFA Device Type: One- Time Ssecurity Code -
The Security Code for the One- Time Security Code will expire in 320 minutes,

) security Code: 234211
- I———

Forgot Password?

Unable to Access Security Code?

Reagister MFA Davice

Step 5

Once you are successfully authenticated, your session will begin.

@ Portal Help & FAGs & Print [ Log Out Welcome Marry Smith + [l

CMS
.gov

Enterprise Porfal

MyPortal HIOS FFSDCS ¥

CMS Portal > My Portal

T T——

Use the link below to request access to Systems/Applications

The Enterprise Portal combines and displays content and forms from multiple applications, supports users

with navigation and cross-enterprise search tools, supports simplified sign-on, and uses role-based access ]

and personalization to present each user with only relevant content and applications. The vision of the

Enterprise Portal is to provide "one-stop shopping” capabilties to improve customer experience and
satisfaction Contact Help Desk

Application Access Master Data Management Help Desk For MDM support please contact
MDM Support by email at MDMSupport@maricom com
There are several ways to manage access to applications in The hours of operation are 6:00 AM — 6:00 PM Easter Standard Time
the CMS Enterprise Portal B Monday to Friday.
A
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