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Paperwork Reduction Act
The public reporting burden to complete this information collection is estimated at 1 minutes per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and the completing and reviewing the collected information.  The collection of information is voluntary.  An agency may not conduct or sponsor, and a person is not required to respond to a collection of information unless it displays a currently valid OMB control number and expiration date.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to DHS/NPPD/CS&C/NCCIC/US-CERT, 245 Murray Lane, SW, Mail Stop 0640, Arlington, VA 20598-0640 ATTN: PRA [OMB Control No. 1670-NEW].     
Malware Analysis Submission Form
https://www.malware.us-cert.gov/MalwareSubmission/pages/submission.jsf
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By subnitting msluare artifacts to the Departeent of Homeland Security's (065)
United States Computer Energency Readinese Team (US-CERT), submitter sgrees fo
the allovin

Submitter requests that onS provide snslysis snd varnings of thrests o and
Vilnerabilities of its systems, as well 35 mitigation strategies 35
appropriste.

Submitter has obtsined the dts, including sny slectronic communicstions, and
52 disclosing 3t fo o5 consistent with s11 applicable laus and regulations.

Submitter acknouledges that DAS's analysis is for the purpose of identifying 3
Linited range of theats and vulnerabilities. Submitter understands that ors
makes no warranty that information provided by OWS will detect or mitigate any
particular threst or vulnerability.

Submitter agrees that the U.S. Government, its officers, contractors, and
exployees are not lizble or otheruise rasponsible for any damage resulting from
the implenentation of any guidance provided.

Submitter understands that OHs may retsin data submitted to 3t and use it,
alone or in conbination with other dats, to incresse its situstional awarencss
and understanding of cybersecurity threats; that OHS may share data subnitted
%0 it uith other cybersecurity centers in the Us Governaent; that DWS may, from
tine to tine, derive from submittes data cartain indicators of malicious
activity relited to cybersecurity, including but not Linited to Intrnet
Protocol (1p) addresses, domain nanes, file names and hash/digest values; and
that oHS may issue warnings to the public about the malicious nature of such
indicators, in 3 way that is not attributable to submitter.
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privacy act statesent;

Authority: 5 U.5.C. § 301 and 44 U.5.C § 3101 authorize the collection of this
Snformstion.

purpose: The prirary purpose for the collection of this inforastion is o allow
the Departaent of Hoseland Security o contact you regarding your request.

Routine Uses: The inforsation collected may be disclosed 35 generally permitted
under 5 U..C. § 552a(b) Of the Privacy Act of 1972, 35 amended. This includes
using the information a5 necessary and authorized by he routine uses published
in DRS/ALL-082 - Departasnt of Momeland Securicy (DHS) Nsiling and otner Licte
Systen tovesber 25, 2003, 75 FR 71655,

Disclosure: providing this inforsstion i veluntary, housver, failurs o provide
thic information will prevent oM from contacting you in the event tnere are
auestions regarcing your raquest.
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