USDA Forest Service – Financial Information Security Request Form – FS-6500-214
This document contains screen shots of the process a user would follow to obtain access to the FMMI financial system that USDA uses.
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User verifies taking mandatory computer security awareness training within the last year and can read the Burdon and Non-Discrimination Statements prior to clicking on Next Page.
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User puts in their “Lotus Shortname”, which is their active directory log on ID, and the form is auto populated with information from the Lotus Domino employee directory database.  User verifies information and adds any data that is not included and click Next Page.  If they do not have a Lotus Shortname, they can manually fill out the form, and click Next Page.
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The user selects which system that they need to be added to, need to modify their current access in or need to be deleted from.  They include their user ID if they know it, and then select Next Page.
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The user, in the case of FMMI, selects the type of role they need, approving, or non-approving, and then selects the profile they need.  Information on the various systems access types is available on the Forest Service’s Albuquerque Service Center, Budget and Finance, System Security page.  After they select the needed role and profile, they click on Next Page.
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The user has the opportunity to make any special requests they may have, and then click on Next Page.
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The user reads the Statement of Personal Responsibilities.
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The user continues to read the Statement of Personal Responsibilities and Agrees or does not Agree, and clicks Next Screen.  If they do not agree, their request is discarded.
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The user verifies their supervisor’s name, and adds their telephone number, and clicks Finish.
[bookmark: _GoBack]
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The finished form is displayed, with the Request ID included.  The user clicks on the “Click here to Print” link in the top left corner, to print a hard copy of the form for them to sign and have their supervisor sign.  The hard copy form (displayed on the following 2 pages) is then faxed to the Forest Service’s Albuquerque Service Center Budget and Finance’s Security group, who will log the fax as being received and who will do the requested action as long as signatures are present.  These forms are then maintained electronically for audit purposes.

Form as printed by user. [image: ]
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POSS Access o Safeguard the information to which you have access at all times.

Special Requests + Obtain your supervisor's uritten approval prio to taking any FS sensitive information home or otherwise away from the offce. The supervisor's approval must identify the
Security Rules business necessity for removing such information from the FS faciy.

Agreement + Adhere to the secusity policies and procedures when approva s granted to take sensitive information home or away from the office.

2. The system s intended for official government use only. At al times, users are expected to behave in an ethical, technically proficient, informed, and trustworthy manner.

i
i
i
i 3. The system may not be used for commercial purposes, forfinancial gain, orin support of “for profit” non-government activities. Users may not access, research, or change any account,
‘ e, orrecord not required o perform their official duties.

4. The govemment reserves the right to monitor the activities of any user and/or any machine connected to the Forest Service nefwork. Allusers of the systems are required to participate
in the Forest Service wide annual security training and read and adhere to security information pertaining to the financial system hardware and software

5. The FS financial systems and the infommation contained within are the property of the federal govemment. The Forest Service owns the data stored on these systems, including all
‘messages and information, even those deemed personal.

6.No datamay be transmitted on the system that is more sensitive than the level for which that system has been approved. Do not send or store govemment information on 2 commercial
email site.

| 7. Information that was obtained via FS Financial Systems may not be divulged outside of govemment channels without the espress, written permission of the system owner. Do not use
sensitive information for equipment of program test purposes. Vendors should be escorted 2nd monitored while performing maintenance duties. 4

| $. Any activity that would discredit the agency, including, but not limited to, seeking, transmitting, collecting, or storing defamatory, discriminatory, sesually explici, abscene, harassing, or
intimidating messages or material, is prohibited. Suspected incidents of improper or inappropriate use of FS systems/equipment are Subject to disciplinary action which may include loss of
user, disciplinary or adverse actions, criminal penalty, andor financial liability.

9. Any activity that violates federal laws for infomation protection (e.g., hacking, phishing, spamming, etc) s prohibited. Viotations will be fumed over to the appropriate federal law
enforcement organization for prosecution.

10.FS user accounts are provided solely for the use of the individual for whom they were created. Passwords or any other authenfication mechanism should never be shared or stored any
place easily accessible. Sharing of user accounts is grounds for teminating system access. Password distributions and refreshment must be done securely. If stored, a password may not
be stored in a clear-text or readable format and cannot be stored on a commercial emailsite.

11.Per FS Policy, financial systems have the following password format requirements:
Passwords must be atleast alphanumeric characters in length, and contain a mix of three of the following four character types:

English upper case leter (A, B, C, etc)
English lower case leter (s b, ¢, ) |
Special character,including {1[], (<, %15%", 21", ~ L @85, %. 4 & %, % =

Arabic umber (. 1,2, 5, )

12. Passwords cannot be any of the following:

Dictionary words or common names, such as Betty, Fred, Rover
Portions of associated account names, for example, user ID, login name

Consecutive character strings, such as abedef, 123456

‘Simple keyboard pattems, such as asdfgh, qwerty

Generic passwords, such as 2 password consisting of a variation of the word

“password” (¢.g., P@ssword1) -
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13. Passwords must be changed every 90 days at a minimum. Users must change thei password i there is cause fo believe that their password is known by someon else. Password and
fogin information should never be incorporated into automatic scripts or routines. Users must log off/sign off or close the active browser window if they g0 to lunch, go on break, or
othersise leave the room where the application is located.

14 Password may not be reused. Password history will prevent users from using the same password from previous password changes.
15. After three invalid password attempts, the user account will be locked. The user must visit the appropriate Help Desk in person for identification verification and to ulock the account.
16. The information owner must approve and authorize the employee's level of access in writing via documented account management procedures.

17. The unauthorized acquisition, use, reproduction, transmission, or distrbution of any controlled information including computer software and data, that includes privacy information,
copyrighted, rademarked or materal with other intellectual property ights (beyond fair use), pre-public release information such as economic indicators, proprietary data, or expart
controlled software or datais profibited. All use of copyrizhted software must comply with copynight laws and license agreements. Users are prohibited from instaling or using
unauthorized software on Forest Service equipment. FS financial system users may not use freeware, shareware or public domain software on Forest Service computers, without their
supervisor's permission and without scanning it for vinuses. Users must comply with local offce palicy on the use of antivial Software.

18 Remote off-site (e.g., diakin) access to  computer system must be approved and authorized in writing by the appropriate management authority and the system owner.
19. Authorized users do not have 2 right, nor should they have an espectation, of privacy while using any govemment office equipment at any time.

20. Only devices that are fomally certiied and approved by the system owner shll be connected to systems on the FS nefwork. At no time should personally-owned equipment be
connected to the system. Users may not move equipment or exchange system components without prior authorization functions and manager's approval. Users must also agree to protect
Forest Service from hazards such as liquids, food, smoke, staples, paper cips, etc. Magnetic media must be protected from exposure to elecirical cuments, exteeme temperatures, bending,
fuids, smoke, tc

21. Any secuity problems or password compromises must be reported immediately to the senior agency information security manager in accordance with the goveming agency policy on
seporting incidents. Users should never assume that someone else has already reported an incident. The tisk of an incident going unreported far oufweighs the possibility that an incident
is reported more than once.

22, Federalfaw provides for punishment under Title 18, U.S. Code, including a fine and up to 10 years in jailfor the first offense for anyone who comits any of the following violations:

Knowingly accesses an information system without authorization, or exceeds authorized access, and obtains information that requires protection against unauthorized disclosure.
Intentionally, without authorization, accesses 2 govemment information system and impacts the govemment's operation, including availabilit of that system.

Intentionally accesses a govemment infommation system without authorization, and alters, damages, or destroys information therein.

Prevents authorized use of the system or accesses a govemment infonmation system without authorization, or exceeds authorized access, and obtains anything of value.

23. When the user no longer has a legitimate need to access the system, the user must notiy the infomation owner immediately in wriing so that access can be teminated.

©No
the “Finish” button will cause the data from this Form {o be entered info the ASC B&F IT Security database and the eniire form to be displayed to you for printing. The format for
lprinting assumes one inch margins. Please checkthe Page Setup in your browser before printing to insure the margins are set correctly.

Previous Page | Next Page
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PRIVACY ACT NOTICE
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