TAB 1 - APACS milCloud home page

GEIFIED

Wou are accessing a S, Government (USG) Infor mation System (I5) that is provided lor WSG- authorized
use only.

By using this 15 (which includes any device attached w this 15), you consent ta the fellowing conditions:

Thie USGE routinely intesoepts and monitars communicstions on this 15 for purposes including, but roet limived Lo,
penetration Lesting, COMSED manitoring, network aperations and delense, perscrnel misconduct {FH), law
enforcament (LE), end coumtarintelBgence {C1) investigations,

At ary time, the USG may inspect and seize data stored on this 15,

= Communications using, or data stored on, this 15 are not prvate, are suljedt (o routing manitaring, interception,
and search, and may be disdosed ar used for any USGE authorized purpossa.

# This [S includes security measures {e_g., authentication and access cantrols) ta pratect USE interasts - nat far
your persanal benefit or privacy.

* Matwithstanding the abowe, using this [S does not constitute consent to PM, LE or CI investigative searching ar
monanng of the content of privileged communicatiors, or work praduct, related ta personal represantation or
services by attorneys, psychatherapists, or clergy, and their assistants, Such communications and work groduct
are private and confidential, See User Agreement far detaits,

L1 agree ta the tarms of the User Agreermsent

| Agosgt

Tab 2 - APACS milCloud User Agreement



Aircraft and Personnel Automated Clearance System (APACS) User Agreement

STANDARD MANDATORY NOTICE AND CONSENT PROVISION

By acknowledging this decument, wou consent that when you access Deparoment of Defense (DaD) infermation
Systems:

* You are authorizing APACS to collect, use. maintain, and share personally identifiable information (PIT) with the
appropriate travel clesrance organizations, See prvagy SO STETEMENT.

* Vou are suthorizing APACS to reuse any previously collected PII as necessary.

* You are authorizing ARALCS to wse all PII that was not initially described in the privacy act statemant,

You are accessing a ULS. Government [USG) infermation system [I5) (which includes any deviee amached 1o this

information lg,r.ﬂm'n% that is provided for U.5. Gowernment-authorized use only.

You consant to the fellowing conditions:

» The U.5. Government routinely intercapts and monitors communications an this information system far
purposes incuding, but not limited to, penetration testing, communications security [COMSEC
menitoring. network gperations and defense, personnel misconduct (PM), law enforcement [LE), and
counterintelligance (1) nvestigations.

At any time. the U5, Government may inspact and seize data stored on this information system.
Communications using, or data stored on, this information system are not private, are subject 1o routine
monitoring, interception, and search, and may be disclosed or used for any U.5. Government-authorized

R,

'i"’:ir:infurm-ﬁnn system includes security measures [e.g., authentication and access controls] ta protect
U.5. Govermment interests—-nat for your personal banefit or privacy.

Netwithsranding the abave, using an infarmation system doss pet constitute consent o persannel
misconduct, law enforcement, or counterintelligence investigative searching or monitaring of the content
aof privileged communictions or data (Including work preduct) that are related to personal represantation
ar services by sttorneys, peychotherapists, or clergy, end their aasistants, Under these circumatances,
such communications and wark product are private and confidential, as further explained below:

= Mething in this User Agresmant shall be interpretad to limit the user's consent te, of In any ather
vty restrick or affect. any .5, Government actions for purposes of network administration,
cparation, protection, or defenss. or for communications security. This includes all communications
and data on an information systern, regardiess of any applicable privilege or confidentialiny.

» The user consents to interception/capture and seizure of ALL communications and data for any
autharized purpose (inchading personnel misconduct. law enforcement. or counterinelbgence
imvestigation). However, consent ko intaroaption,'capture or ssizure of communications and datas is
not consent to the use of privileged commanications or data for personnal misconduct. law
enforcement, or counterimteligence investigation against any party and doss not negate any
applicable privilege or confidentiality that otherwise applies.

* whather any particular communication or data qualfies for the protection of a privilege, or is
covered by & duty of confdentiality, is determined in accordance with established legal standards
and Dol policy. Users are strangly encouraged to seek personal legal counsal on such matters prior
o using an infermation system IF the user intends to rely on the protections of a privilege or
eonfidentisliey.

» Usaers should take reasocnable steps to identify such communications or data that the user asserts
are pratected by any such privilege or cenfidendality, However, the user's identification or assarton
of & privi or confidentiality i= not sufficient to create such protection where none exists under
Eael I-sh legal standards and DoD palicy.

= A user's failure to ke reasonable steps 1o identify such r_nm-'nm-caunns or datz as privileged ar
coenfidential does not waive the privilege or :nnﬁdlrrtlabry such protections otherwise exst under
established legal standards and DoD policy. However, in such cases the U.5. Government is
sutharized to take reasonable actions to identify such communication or data as being subject o a
privilege or confidentiality, and such actions do not negate any applicable privilege or
eonfidantislity.

» Thesa conditions preserve the confidentiality of the communication or data, and the legal
protections regarding the use and disclesure of privileged information. and thus such
communications and dats sre private and canfidential. Further, the U.5. Gavernment shall tale all
reasonatls measures to protect the content of captured seized pri'.'illg-nd commuenications and data
to ensure they are appropriately protected,

+ In cases when the user has conserted to content searching or monitaring of communications or data for
personngl misconduct, law enforcement. or courtenintalligence imestigative searching. (i.e.. for all
communications and data ather tham privileged communications or daea that are related vo persanal
representation or services by attorneys, psychotherapists, or clergy, and their assistants), the U.5.
Gowernment may. selely at its discretion and in accordance with Dol policy, elec o apply 2 privilege or
ather restriction on the 1.5, Government's otherwise-puthorized uss or discloswre of such information.
All of the above conditions apply regardless of whether the access or use of an information system
includes the deplay of a Notice and Consent Banner ["banner”). Whan a banner i used. the banner
functions to remind the user of the conditions that are set in this User Agresment, regardless
whether the banner describes these condidons in full detail or provides a summary of such conditions, and
regardiess of whether the banner expreasly references this User Agresment,
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Privacy Act Statement

Aunthority: 10 U.5.C. 3013, Secratany of the Army; 10 U.5.C. 5013, Secratany of the Navy; 10 U.5.C. 8013,
Sacretary of the Air Force; 22 U.5.C. 4801, Findings and purpose; 22 U.5.C. 4802, Resgonsibilicy of Secretary of Stane;
and 22 U.5,C, 4805, Ceoperation of other Federal Agencies; Public Law 93-399, Ornnibus Diplemnatic Security and
Antiterrorism Act af 1986; Department of Defense Directive $500.54E, Dol Farsign Clearance Pragram; Cal Directive
5400.11, Privacy Program; MIST.S0.800-55rd, Sacurity and Privacy Contrals far Fede=ral Information Systems and
{rganizations; Privacy Act of 1974,

PI]I:"][!EE: This system is a web-based application operated by the U.5. &ir Force doe to the Secretary af the Air Faroe
being designated a5 the Departrent of Defense (D0D) Execitive Agent for the Dol Foreign Clearance Pregram. It is
designed to aid DoD missien planners, aircraft operstors and Dol persannel in meeting hest nation aircraft diplomatic
and persannel travel clearance requirements cutlined in the Dol Foreign Clearance Guide. APACE provides requesting,
apprawing, and monitaring arganizations {i.e., country dearance approvers at U5, Embassies, Geographical Combatant
{Lommands {GLC) theater clearanoe appravers, and Offics of the Seoatany of Defense [(050) specizl area dearance
APPrOwWers) acoess ta a common, centralized, and secure database that contains all the mformation required tao
pracess/approwe fareign travel clearances.

Routine Use: Congressional Inguiries Disclosure Reuting se: Disclesure from a system of records maintzined by a
Lol Component may be made to a congressional afficz from the record of an individual in responses ta an inquiry from
the congressional office made at the request of that individual.

Discloswre of Information 1o the General Serdices Administration Pouting Use: A recerd from a system of records
maintained by a DoD Companent may be disclesed &5 5 routine uwse to the General Services Adrinistration For the
purpess af racords managament inspactions conducted under autharity of 44 LL5.C, 2904 and 2905,

Discloswre of Information to the Natienal Archives and Recesds Administration Pautine Use: A recesd Frem a systern of
recards maintained by a DoD Componant may be disdosed as a routing use to the National Archives and Records
Adrninssreation for the purpose of records management mspections condiscted under authorty of 44 ULS,C, 2004 and
2906,

Disclosure: Ussr disdasure of P is valunkary. However, failurs ta furnish the requestad infarmation may result in
denzal of aircraft andfar personnel travel clearance requests.

System of Records Notice: Fo11 AF A3 B DeD - Dal Foreign Clearance Pragram Records (January 03, 2012, 77
FR &4},

User Consent to Collection and Disclosure of Personally Identifiable Information (FIX)

APACS collects Persomally [dentifiable Infarmation (PI1). By using this system, the user consents to the collection, wes,
maintenaros, dissemination and retention of PIL AT PII collectad, us=d, maintained, disseminated and retained by
APACS is used only for the identfication of user accounts, for the processng of aircrafc and persconed travel requests
and for generating reparts to approver organizatians. PID may be viewsd by 2l roles involved in the stated purposes
abiewve, including system administrators and sofoware developars within the capacity of raublashaoting and issue
resalutian, &l P i safeguarded in 3 manner corsistent with the NIST.SP.200-5204 and Dol Directive 540011,
Frivacy Program. Fublic disclesure of PIDig in accerdance with the Privacy Act of 1974,

Tab 4 - APACS milCloud Login Page



D ot use bookmarksonkmarked URL webpages be atcess ARACS
U B MOst réadant version of APALS by chiari et brosser historyicacha than ted is
hitgs:/fapacs
Pleass contact local [T Degartment if assista

ce iz needed deering browser hishorg'cache

APACS does not send uskolicited e-mails to users. I you receive unsolicited e-mails, do met “dsck™ on any
provided URL link(s). IT you ekt to go to the site, typs the URL into our | Browser indtesd. Howering your
wlnhruurﬂm LIRL Before clicking will allow you o see the actes] IFRL destination, In light of onag:

Dol cyber secarity concerns. users should be aware of potentisl e-mail spoafing fraud attempts seaking
unau-hﬂiznd ccess 1o protected data oF providing mabcious credential harvesting UL laks is an efort to
aibtain credentisly, Tf the &-mail does not appear hg'iimm delete it If you have any geestions or
concerns, please contack your approprists TA persoanel,

iges Prisacy &1 STabemant
Welcome to the Sign in to APACS
Aircraft and :
Uisername: |
Personnel Password: |
Automated Clearance i

System (APACS)

Need Login dxsistance?
Use APACS Bo creabe, review
and submit your Aircraft and
Personnel travel requests CAC Sign in to APACS
CAC Signin
Haad CAC Looin Assistanig?

MNew Accounts & Help
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& | hops.//Apace milchou. mil/apacs a0 acsenietiomd =apscilagn D - B s aracs

fes Toals Hels g

ZIRE IS
Refer to the following websites for the [atest list of countries where the Zika virus is presant:
hetp:ftravel state. gowcontenty passpartsfen/go/ Zika. htmnl
hittp f faveewe . od e gavy zikay findex. htrnl

Get Help Using APACE:

funcrafl Requesiar Help . Bemonne Bequester Help . Help

Release Update:
The latest release of APACS reludes the Toliowing erhancements:

+ Cverall application enhancement to achiove compliance with RISA Security Technical
Implementatan Guides [STIG)

+ Crverall application enhancemant to achieve compliance with DISA Burp Scan Web
Vulnarability Repost

= PFraventing cross-ste request forgery (CSAF)

» Addressed path-relative stylesheat [C53) imparts

Ta view previous and latest list of fixes, enhancements and new features of APACS click an
v

AccessibilingSectlon 508

The LS, Department of Deferse is committed fo making ils electronic and informaton technologies
accessible 1o individuals wath disabiltes in accerdance with Sechion 508 of the Rehabillation Act {29 U5 C
& T84}, a2 armended i 1885 < Cauton-hip N, sccess-board. govithe-boardSawslrehabiilation-act-of-
1873508 > . Send feedback or concems related to the accessibilty of s webste 10:
DelSection508osd.mil < Caution-maite DeCSemenS08E0osd. mil = . For mane nfomation about Section
508, pleaze visi the DaD Section 508 websile < Cauton-hiipdodcio.defensa gowToDSection 508 as0e > |
Last Updates: Q2082013

System of Records Notice (S0RN);

Tao view the DeD Foreign Clearance Program - Systam of Reconds Maotice [SORM) click here,
Office of Managemant and Budget [OMB):

OB 0703000 {Ferding )

Tab 6 - APACS milCloud Traveler Notes (PIl Requirements - Netherlands)

Travelor Assignments: Country Aarival Departure
[ Hetherlands 15:16:20 Now 207 TEAI W 2017
MWarne [Last, First M Canagory: e =
Eendun — Chogse One — ~ e G — Choose One — &~
FRarkSatng Highast Ranins O
Cownlry of Ctizenshig: ot ks °
Security Dlesrance: o Organization °
IASS: o Wession Training Requinemanis:
]
AT L 1 Training: a® 1SGPAER: u® I
] [rrp-bi-cid)
SERE Training: Fetharlangs
v (1) Paespant rumber o the Do 1D number [Fraveler hates k
e 2) Dt 01 b |
130 Cadl phiona daunizar of AdvantsLaad a3ant
14} Fax number fior urit being isied
fod Travelr | Canced
n "

Tab 7 - APACS milCloud Security Clearance Requirement (Netherlands)



T ler
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Hame {Last, First Wi Catrgoey: OD-MILITARY ]
Byrica: — O £98 — v e i — Chose One — ~
FeankFating: Higvest Rarked O
Courtry of Citmenship Jok Tithe:
Sarurity Chearance: (o ot erierecin P ek Goes il vabGate e SeCUrRY SIarance nor coss f ashortoe

S ek 10 € e EATSESN O SRCLIG falitiiel M Fiapuiied 07 il Wiial, SECLAY CHISTANCE
AR aTipeLabon AR LIPAT] o oihar

L LT Samatin Izt (531 st

suport @niicinabed Foreran bawel LA witn Dol 5105 1, Vo 3. -]
AT Lawel 1 Training: = ISOPREF: =
! ing & 9
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Add Traveler | Cancel



