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PRIVACY IMPACT ASSESSMENT (PIA)    
PRIVACY IMPACT ASSESSMENT
PRESCRIBING AUTHORITY:  DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance".  Complete this form for Department of Defense (DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use, and/or disseminate personally identifiable information (PII) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S. military facilities internationally.  In the case where no PII is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to system.
PRESCRIBING AUTHORITY:  DoDI 5400.16
SECTION 1: PII DESCRIPTION SUMMARY (FOR PUBLIC RELEASE) 
  SECTION 1: PII DESCRIPTION SUMMARY (FOR PUBLIC RELEASE) 
  a.  The PII is: (Check one.  Note: foreign nationals are included in general public.)
  b.  The PII is in a: (Check one)
  e.  Do individuals have the opportunity to object to the collection of their PII?
 e.  Do individuals have the opportunity to object to the collection of their PII?
     (1) If "Yes," describe the method by which individuals can object to the collection of PII.
     (1) If "Yes," describe method by which individuals can object to the collection of PII.
     (2) If "No," state the reason why individuals cannot object to the collection of PII. 
     (2) If "No," state the reason why individuals cannot object to the collection of PII. 
  f.  Do individuals have the opportunity to consent to the specific uses of their PII?
 f.  Do individuals have the opportunity to consent to the specific uses of their PII?
     (1) If "Yes," describe the method by which individuals can give or withhold their consent.
     (1) If "Yes," describe the method by which individuals can give or withhold their consent.
     (2) If "No," state the reason why individuals cannot give or withhold their consent.
     (2) If "No," state the reason why individuals cannot give or withhold their consent.
  g.  When an individual is asked to provide PII, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided.  (Check as appropriate and 
       provide the actual wording.)
 g.  When an individual is asked to provide PII, a Privacy Act Statement (PAS) or a Privacy Advisory must be provided.  (Check as appropriate and  provide the actual wording.)
  h.  With whom will the PII be shared through data exchange, both within your DoD Component and outside your Component?  (Check all that apply) 
 h.  With whom will the PII be shared through data exchange, both within your DoD Component and outside your Component?  (e.g., other DoD  Components, Federal Agencies)?  (Check all that apply) 
  i.  Source of the PII collected is: (Check all that apply and list all information systems if applicable)
 i.  Source of the PII collected is: (Check all that apply and list all information systems if applicable)
  j. How will the information be collected?  (Check all that apply and list all Official Form Numbers if applicable)
 j. How will the information be collected?  (Check all that apply and list all Official Form numbers if applicable)
  k.  Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?  
 
   A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that 
   is retrieved by name or other unique identifier.  PIA and Privacy Act SORN information must be consistent.
   If "Yes," enter SORN System Identifier  
SORN System Identifier
   SORN Identifier, not the Federal Register (FR) Citation.  Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/
   Privacy/SORNs/
             or
 SORN Identifier, not the Federal Register (FR) Citation.Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/   Privacy/SORNs/
    If a SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency     Division (DPCLTD).  Consult the DoD Component Privacy Office for this date
  l. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority      for the system or for the records maintained in the system?
 l. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority for
    the system or for the records maintained in the system?
       (2)  If pending, provide the date the SF-115 was submitted to NARA.
   n. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control
       Number?
 
       Contact the Component Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to
       collect data from 10 or more members of the public in a 12-month period regardless of form or format. 
n. Does this DoD information system or electronic collection have an active and approved OMB Control Number?
SECTION 2:  PII RISK REVIEW
SECTION 2:  PII RISK REVIEW
   a.  What PII will be collected (a data element alone or in combination that can uniquely identify an individual)? (Check all that apply) 
    a.  What PII will be collected (a data element alone or in combination that can uniquely identify an individual)? (Check all applicable) 
   If the SSN is collected, complete the following questions.
 
   (DoD Instruction 1000.30 states that all DoD personnel shall reduce or eliminate the use of SSNs wherever possible.  SSNs shall not be used in spreadsheets,
   hard copy lists, electronic reports, or collected in surveys unless they meet one or more of the acceptable use criteria.)
 
         (1)  Is there a current (dated within two (2) years) DPCLTD approved SSN Justification on Memo in place? 
If the SSN is collected, complete the following questions.
         (4)  Has a plan to eliminate the use of the SSN or mitigate its use and or visibility been identified in the approved SSN Justification request? 
 
                If "Yes," provide the unique identifier and when can it be eliminated?
                If "No," explain. 
(4)  Has a plan to eliminate the use of the SSN or mitigate its use and or visibility been identified in the approved SSN Justification request? 
   b. What is the PII confidentiality impact level2?
     b. What is the PII confidentiality impact level2?
1The definition of PHI involves evaluating conditions listed in the HIPAA. Consult with General Counsel to make this determination.
2Guidance on determining the PII confidentiality impact level, see Section 2.5 “Categorization of PII Using NIST SP 800-122.” Use the identified PII confidentiality impact level to apply the appropriate Privacy Overlay low, moderate, or high.  This activity may be conducted as part of the categorization exercise that occurs under the Risk Management Framework (RMF).  Note that categorization under the RMF is typically conducted using the information types described in NIST Special Publication (SP) 800-60, which are not as granular as the PII data elements listed in the PIA table. Determining the PII confidentiality impact level is most effective when done in collaboration with the Information Owner, Information System Owner, Information System Security Manager, and representatives from the security and privacy organizations, such as the Information System Security Officer (ISSO) and Senior Component Official for Privacy (SCOP) or designees.
1For The definition of PHI involves evaluating conditions listed in the HIPAA. Consult with General Counsel to make this determination.
   c.  How will the PII be secured?
   c.  How will the PII be secured?
         (1) Physical Controls.  (Check all that apply)
       (1) Physical controls.  (Check all that apply)
         (2) Administrative Controls.  (Check all that apply)
 (2) Administrative Controls.  (Check all that apply)
         (3) Technical Controls.   (Check all that apply)     
(3) Technical Controls.   (Check all that apply)     
SECTION 3: RELATED COMPLIANCE INFORMATION
SECTION 3: RELATED COMPLIANCE INFORMATION
   a. Is this DoD Information System registered in the DoD IT Portfolio Repository (DITPR) or the DoD Secret Internet Protocol Router Network   
       (SIPRNET) Information Technology (IT) Registry or Risk Management Framework (RMF) tool3?
   a. Is this DoD Information System (IS) registered in the DITPR or the DoD Secret Internet Protocol Router Network (SIPRNET) Information Technology (IT) Registry or Risk Management Framework (RMF) tool3?
   b.  DoD information systems require assessment and authorization under the DoD Instruction 8510.01, “Risk Management Framework for DoD 
        Information Technology”. 
 
        Indicate the assessment and authorization status:
b.  DoD information systems require assessment and authorization under the DoD Instruction 8510.01, “Risk Management Framework for DoD Information Technology”.
   c.  Does this DoD information system have an IT investment Unique Investment Identifier (UII), required by Office of Management and Budget (OMB)
        Circular A-11?       
    c.  Does this DoD information system have an IT investment Unique Investment identifier (UII), required by Office of Management and Budget (OMB) Circular A-11?       
         If "Yes," Enter UII 
 If unsure, consult the component IT Budget Point of Contact to obtain the UII 
3Guidance on Risk Management Framework (RMF) tools (i.g., eMASS, Xacta, and RSA Archer) are found on the Knowledge Service (KS) at https://rmfks.osd.mil.
3Guidance on Risk Management Framework (RMF) tools (i.g., eMASS, Xacta, and RSA Archer) are found on the Knowledge Service (KS) at https://rmfks.osd.mil.
SECTION 4:  REVIEW AND APPROVAL SIGNATURES
 
Completion of the PIA requires coordination by the program manager or designee through the information system security manager and privacy representative at the local level.  Mandatory coordinators are: Component CIO, Senior Component Official for Privacy, Component Senior Information Security Officer, and Component Records Officer. 
SECTION 4:  REVIEW AND APPROVAL SIGNATURES
 
Publishing:  Only Section 1 of this PIA will be published. Each DoD Component will maintain a central repository of PIAs on the Component's public Web site.
                     DoD Components will submit an electronic copy of each approved PIA to the DoD CIO at: osd.mc-alex.dod-cio.mbx.pia@mail.mill.
 
                     If the PIA document contains information that would reveal sensitive information or raise security concerns, the DoD Component may restrict the 
                     publication of the assessment to include Section 1.
Publishing
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Armed Forces Health Surveillance Branch, Public Health Division, J3
From Federal employees and/or Federal contractors
 Existing DoD Information System
The Defense Medical Surveillance System (DMSS) supports a systematic collection, analysis, interpretation, and reporting of standardized, population-based data for the purposes of characterizing and countering medical threats to a population's health, well-being and performance. The Armed Forces Health Surveillance Branch (AFHSB), which operates the DMSS, routinely publishes summaries of notifiable diseases, trends of illnesses of special surveillance interest, and field reports describing outbreaks and case occurrences.  The information is released in summary fashion on a recurring basis in the Medical Surveillance Monthly Report (MSMR), the principal vehicles for disseminating medical surveillance information of broad interest to the DoD community. Through DMSS, the Armed Forces Health Surveillance Branch provides the sole link between the DoD Serum Repository (DoDSR) and other databases. The DoDSR is the largest repository of its kind in the world.

Types of personal information collected include demographic data; medical and disability information; and military and employment records.   This information is collected on members of the U.S. Armed Forces and beneficiaries of the Military Health Care system (e.g., dependents,  retirees and/or their dependents, active duty, reservist, and  national guard personnel) for the purposes of conducting routine health surveillance on these military associated populations.

The primary reason for the data collection is for mission-related use to support the Public Health Surveillance Program.  Essentially, the data is used to determine causes of disease and disability among military and military-associated populations and to produce actionable information to protect the health of the force.  It is also used to track the effect of interventions to improve or protect health.  
No
No
PII is collected from the following:  
  - Defense Manpower Data Center (DMDC)
  - Defense Health Services Systems (DHSS) Program Office                                    
  - Defense Health Information Management System (DHIMS) Program Office
  - Service specific systems and databases  

Information obtained from systems and databases is sent via the AFHSB secure FTP server.  It is then manually entered into DMSS.
Yes
General Records Schedule 2.7, Item 060: medical surveillance records
Destroy 30 years after employee separation or when the Official Personnel Folder (OPF) is destroyed, whichever is longer.
No
No
Yes
DMSS contains DoDID and can accept DoDID from any of its sources in place of SSN.
Moderate
Collection:  Information is collected from existing systems and transmitted to the AFHSB using SFTP servers.  To access the servers, personnel must first log in using CAC and public key infrastructure (PKI) procedures. 
Use/Retention/Processing:  New information is not created (although storage in DMSS does represent an additional site where information is stored).  Access to the data for use requires CAC/PKI login, a separate password to access the data.  Access to the data is restricted to organizational personnel that must have access to the data to meet operational requirements.  Personnel that do not have this need do not have access to the drives where the information is stored. Personnel with access to the data sign a confidentiality statement and must first undergo Information Assurance Awareness, HIPAA, Privacy Act and other data security training.  Data that is not maintained on servers is encrypted and USB ports and other methods of extracting data from the system have been disabled except for on terminals for select supervisory individuals.
Disclosure:  Information is only released in accordance with the DMSS System of Records Notice (SORN) and Privacy Act/HIPAA requirements.  Requests for information require a written request by the individual, an operational requirement from a duly constituted military authority, and/or approval from a military IRB/HURC.  Such requests and any releases of information are tracked permanently in a customized application.  Only senior organizational military or governmental civilian personnel are authorized to transmit information.  These personnel have undergone Information Assurance Security Officer (IASO) training and follow appropriate transmission requirements when releasing information.  Contractors prepare and analyze the data.  The IASO is the Contracting Officer's Representative (COR) for these contracts and has ensured appropriate language was included in the contracts.  
Destruction:  Data that are no longer required to meet mission requirements are destroyed in accordance with DoD IA guidance.
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	1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME: Defense Medical Surveillance System (DMSS)
	 2. DOD COMPONENT NAME: Defense Health Agency
	3. PIA  APPROVAL DATE: 
	(2) If an assessment and authorization is not using RMF, indicate the projected transition date.: 
	         If "Yes," UII : The information in DMSS is not collected directly from individuals.  DMSS receives information from existing electronic systems and databases.  
	         If "Yes," UII : The information in DMSS is not collected directly from individuals.  DMSS receives information from existing electronic systems and databases. 
	         If "Yes," UII : 1
	         If "Yes," UII : 1
	         If "Yes," UII : 1
	         If "Yes," UII : 0
	         If "Yes," UII : 1
	         If "Yes," UII : 0
	         If "Yes," UII : 0
	         If "Yes," UII : 0
	         If "Yes," UII : A0040-5a DASG
	         If "Yes," UII : No information is collected on members of the public.
	         If "Yes," UII : The information is needed for data matching across multiple systems.  DMSS receives information from many DoD data systems which rely on SSN for matching. DMSS is also required to feed information related to medical readiness by individual identifier to DMDC and service medical readiness tracking systems.  
	         If "Yes," UII : AFHSB utilizes the minimum personally identifying information necessary to perform authorized surveillance requirements in the conduct of its mission.
	         If "Yes," UII : Breaches involving Personally Identifiable Information (PII) are potentially hazardous to both individuals and organizations. Individual harm may include identity theft, embarrassment, or financial loss. Organizational harm may include a loss of public trust, legal liability, or remediation costs. Privacy risks associated with the SSNs collected in DMSS is limited by granting access to only authorized individuals based on their respective position and need to know. DMSS access is limited to users who are screened and approved utilizing least privilege principles with the employee's supervisor determining the level of access.  The DMSS is a database application so there is no inherent printing or viewing of SSN.  Public access to the DMSS application/data is not permitted.  

	         If "Yes," UII : UII: 000000077 
	Low: Headquarters, Defense Health Agency (DHA), Medical Protection System (MEDPROS), Army Human Resources Command 
	Low: Defense Manpower Data Center
US Department of the Navy (Navy Central HIV System)
Navy Medical Readiness Reporting System (MRRS))
	Low: Veterans Health Administration 
	Low: A DSAA with Unissant , Inc exists for the transfer of PII and PHI from TMA to AFHSB contractors in order to process and maintain the data within DMSS enabling AFHSB to conduct its surveillance mission.  Cherokee Nations Technology / General Dynamics Information Technology are also contract staff of the AFHSB and access tot he DMSS data is necessary for their analytic support to AFHSB as addressed within the Comprehensive Health Surveillance Contract.  Contract Language: Privacy and Security of Protected Health Information. IAW DOD 6025.18R “Department of Defense Health Information Privacy Regulation” the Contractor meets the definition of Business Associate.  Therefore, a Business Associate Agreement (BAA) is required to comply with both the Health Insurance Portability and Accountability Act (HIPAA) Privacy and Security regulations. This clause serves as that agreement whereby the Contractor agrees to abide by all applicable HIPAA Privacy and Security requirements regarding health information as defined in this clause, and DOD 6025.18R, as amended.  
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	Paper: 0
	Paper: 0
	Information Sharing - System to System: 0
	Other: 0
	Other: 1
	Other: 0
	Other: 0
	Command Access Card (CAC)      Yes: 1
	 b. No: 
	m.  Authority to collect information.: 10 U.S.C. 136, Under Secretary of Defense for Personnel and Readiness; 10 U.S.C. 3013, Secretary of the Army, 10 U.S.C. 8013, Secretary of the Air Force, 10 U.S.C. 5013, Secretary of the Navy; DoD Instruction 1100.13, Surveys of DoD Personnel; DoD Directive 6490.02, Comprehensive Health Surveillance; DoD Instruction 6490.3, Deployment Health; DoD Instruction 6485.01, Human Immunodeficiency Virus; DoD Directive 1404.10, Civilian Expeditionary Workforce, and E.O. 9397 (SSN)
	High: 
	Cipher Locks: 1
	Closed Circuit TV (CCTV): 1
	Combination Locks: 0
	Identification Badges: 1
	Key Cards: 1
	Safes: 1
	Security Guards: 1
	If "Other," describe how the PII will be secured.: The system is not operated at more than one site.
	If "Other," describe how the PII will be secured.: Backups of the data occur daily and the encrypted tapes are stored off-site in a secure locked fire-proof file cabinet.  There are no "users" of the systems and therefore no user-manual exists.  Data is accessed through Statistical Analysis Systems (SAS) software via a secure connection to the DMSS Oracle database with all access sessions captured in an automated audit log.  All data is reveived electronically from other existing DoD systems; no data entry occurs.  PII (i.e., demographic) data is validated across data sources using the Defense Manpower Data Center as the authoritative personnel data source. 
	If "Other," describe how the PII will be secured.: Role-based access, Limited remote access, Restrictive rights/privileges for users.

The system hosts no web site accessible to the public.
	Backups Secured Off-site: 1
	 Encryption of Backups : 1
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