PRIVACY IMPACT ASSESSMENT (PIA)
PRESCRIBING AUTHORITY: DoD Instruction 5400:16, "DoD Privacy Impact Assessment (PIA) GUJdance" Compiete this form for Depal‘tment of Defense

and/or digseminate perscnally idenitifiable information (Pil) about members of the public, Federal emp!oyees contractors, or forelgn nationals employed at'U.S.

military facilities intéfnationally. | the case where no Pl is collected, the PIA will setve as a coriclusive determination that privacy requirements do not apply to
system.

1, DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

(DcD) information systems or electronic collections of information. {referred to as an "electronic collecllon" for the. purpose of this form) that collect, maintain, use.

Purchased Care Operations System (PCOS) — TRICARE Encounter Data (TEDR)

2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:

Defense Health Agency

SECTION 1: PILDESCRIPTION SUMMARY (FOR PUBLIC RELEASE)
a. The Pl is: (Check one. Note: foreign nalionals aré inciuded in general piblic.)

[[1 From members of the genetal public [71  From Federal employees and/ar-Federal contractors

| of the genral public and Federal employees-and/or . . o
[R] [0 Doth mempers of the.general public and Federsl smployees andia™ [ Not Collected fif checked procsed fo Section 4)

b. The Pll is.in a: {Check ong}

{_] New Dob Information System [] New Electronic Celiection
Existing DaD Information System [] Existing Electronic Coflection
[] sianificantly Modified DoD: Information Systern

c. Describe the purpose of this Dol inforimation system.or electronic.collection and describe the types of persona[ information about individuals
collected in the system.

TRICARE Encounter Data (1 ED) 15 the core collection. point Tor Military Health System (MHS) purchased
care claim.related data. Health care providers submit claims to insurancé carriers for paynients of services
rendered to TRICARE benefictaries, The cdtriers then electronically transmit their ¢laims payiment
information to TRICARE using TED. (Note: TED is'not allowed to replace dita in an individual's record. The
system can not make determinations:about beneficiaries or employees using this data.)

TED receives data [je_sulﬁn_g: from purchased care encoutters from -mi'l'ilar_y personnel, 'dqpen_dents; and
tetifees.

Personally identifiable infortnation (PI1}-and protected health irformation (PHT)-cotlected in this systen
include:

Personal-.descriptors, ID nuinbers, health information, and life information.

Defense Health Agency (DHA) owns the requirements to the system. MHS operates the sysiem. The sites

accessing the system will be located at Managed Care Support Contractors (MCSCs) operations and DHA
locations,

d. Why is the Pll collected andi‘or what is the intended use of the PII? (e.'g,_, ve.r.fﬁ_&;arfcn, identification, authent;‘c:aﬁ;’;_-n, data maltching, mfss:‘omre.‘a?ed use,
administrative use)

The selected PIL/ PHI is collected in TED because it'is the mihinium amount of P / PHI required to
éfficiently and effectively process-a purchase care claim. The P / PHI colfected aliows TED to be the
global MHS industry leader in purchased care claims data records pmcessmg_), and have one of the fastest

claims processing cycles in the health care industry, The intended use of PIL/ PHI collected is to ensure that the following mission-related
_ g_(_}a]s for TED and
MHS are met:

» Claims are tracked immediately after subinission

»Payments claims:are validated within thrée days

« Claims reimbursement is glaranteed to-be faster and more:efficiént
« Electronie claiims processing is streamlined

~ Claims acceptance is automated

- Claims processing takes hours instead of days
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e. Do individuals. have the opportunity to object to the collection of their PII? [[] Yes E:] No
(1) If "Yes," describe the méthod by which individuals ¢an object to the collecticn of PII,-

(2) if "No,” stale the reason why individuals cannot object to the collection of PII.

TED 1s Tiot the Tnitial ‘point of coliection of PLIL/ PHI from individuals; therefore, individuals donof have the
opportunity te objéet to the collection of their PI / PHI.

The initial point of collection for-this system is the Health. Care Provider, Health Care Providers submit
claims to insurance carriers for payments of services rendered to TRICARE beneficiaries. The carriers then
e]ectronically transmit their claims payvment information to TRICARE, using TED.

i Do individuals have the opporiunity to consent to the specific uses of their Pil? |:] Yes No
(1Y¥"Yes,” desciibe the method by which individuals can give or wiibhoid their congent.

{2 If "No," state the reason why individuals cannot give or withhold their consent,

TED s nof the Initial pomt of collection of P/ PHTTrom mdividuals; therefore mdividuals do riot have the
opporiunity to consent to the specific uses of their P11/ PHI.

Th_li_fi..l}itiii_] point of coliection 'fo‘r this sysiem. is the Health Care Provider. Health Care Providers submit
claims to insurance.carricrs for payments of services rendered to TRICARE beneficiaries. The caitiers then
'elec{mmcally transmit their ¢laims payment inforination to TRICARE, using TED.

g. When an individual is asked to provide PH, a Privacy Act Statement {PAS) andfor a Privacy Adwsory must be prowded (Check as appropna!e and
pmwde the aclual wording.}

[  Privacy-Act Statement [1 erivacy Advisory [¥] Mot Applicable

PCOS TED is.a system of records that collects  personally identifiable in[orniation (P11} through
system 10 system transfers only. Becatse the system does not colléct PIT directly from individuals, a
Privacy Act Statement is nof required.

TED is not the initial point of collection of P11/ PHT from individuals; The initial poml of collection for
this system is ihe Health Gare Provider.

h. With whom will the Pll be shared through data exchange, béth within your DoD Compenent and outside your Comiponent? (Check all that apply)

_ Within the DoD Component Specify. | DHA

Claim miormatlon reqmred for fraud and abuse HtIgation
will be shared by the

DHA Program Ititegrity (P1) Office with thé Defense

_ Criminal [nvestigative

Other Dob Components Specify. |Services (DCIS')' for legal/litigation purposes and with the
Defense Information Systems Agency (DISA) for

system administration purposes. '

Note: all DISA coniractors have secret clearances.

7] Other Fedaral Agencies Specify. |

'[J state and'Local Agencies: Specify: |
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Planned S Systeins International (FSI) and General. Dynanics
‘Infermation Technology
(GDIT)

The:Contractor shall establish appropriate administrative,
technical, and physical _
safeguards to protect any and all Government clata, o ensure:
the confidentiality,
integrity, and availability of sovernmerit data: The
contraclor shall ensure that data’
‘which containg PHI.js continuously protected ffom
unauthorizéd access, use, '
gf“‘fn“:"r f}":f’;ﬁ‘ ";‘fm”tr’cfcfg; a’;:c?%?”? 529 "?:’ngage in modification, or disclosure. The. contractor shall comply
[ Cinvans, 10, 822941, Priveoy act Nofiionton, 522568 Speciy. |with all previously stated o
Privacy Act,.and FAR 38,105 aré-ingiided in the contract) requirements for HIPAA, Persennel Security, Elecironic
' Security, and Physical
Security,

{Note: tier 3 fontractors are tequired fo undergo the DHSS
pérsonnel security process
and have annudlly refreshed DD Form 2875 on file.)

All contracts.contain fanguage which.require the contractor
to comply with the HIPAA

Privacy Rule and the HIPAA Security Rule. In addition, the
‘tonfractor is required to

comply with the Privacy Act of 1974, as amended.

1 Other fe.g.. commercial providers, colfeges}. Speécify, ]

i. Source of the Pl collected is: (Check all that apply and list aff information systems if applicable}

Individuals X} Databases

|X] Existing DoD Information Systems IX] Commercial Systems.

E] Other Federal information Systems

Professional and institutional health ¢are providers, MCSCS and other hea[th insurance: plans. (mcludmg workers
compensation).

j- How will the information bie coliected? (Check all that.apply and list aff Official Form Numbers if applicable)
[} Emall

D_ Face-to-Face Contact

[} Fax

Information Sharihg'- ‘System to System

71 Other (if Other, enter the.information in the box below)

Ofﬁci_éll Form (Ehte_r_- Form Number(g} in the box below)
‘Paper

Telephione Interview

uinfuln

Website/E-Form

.Intormatlon Sharmg fmm Sy%tcm -to- ‘%y%tem ~TE D collects and chstnbuteq information-via'a dedicated
collection environment (i.e., feed nedes). All feeds are transmitted using a combination of mechanisms
including. Secure Sheil (SSI]) f Secure File Transfer Protocol (SFTP), and Connect ; Direct.

[External partners use the Enterprisé Infrastructure Program Office (EL) / DISA Business to Business’

{B2B) gateway lo encrypt Wide Area Network (WAN) transfers. Internal paitners (within the DoD /

Defenise Information Systerns Network (DISN)) tise.the MHS Virtual Private Network {VPN) to encrypt

WAN transfers. Data transmissions-outside of these-Internet Protocol Security (IPsec) VPNs use SFTP

‘or Connect : Directs

k. Does this DoD information syster or-electfonic collection require a Privacy Act System of Records Notice (SORN)?-

A Privacy Act SORN fs required i the information system or electionic collection containg information about U:8. ditizens or lawful permangnt U.S, residents that
is retrisved by name or other unique identifier. PIA and Privacy Act- SORN information. must be consistent:

] Yes [Jno
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If “Yes," enter SORN System Identifier [EDHA (4 T !:

SORN Identifier, not the.Federal: Register (FR) Citation. Consult the DoD Gomponent Privacy Office for additional iriformation or hitp://dpcld. defense gov/
Privacy/SORNs/
or

If a SORN has not yet baen published in the.Fedeéral Register, enter date of submission for approval to Defense Privacy; Givil Liberties, and Transparency
Division {DPCLTD). Consult the DoD Component Privacy Office for this date”

If "No,” explain why the SORN is riot required in accordance with DoD Reégulation 5400.11-R: Depanment of Defense Privady Program.

I. What is the National Archives and Records Administration {NARA) approved pending or general records schedule (GRS} disposition author:ty
tor the system of for the records maintained in the system?

{1) NARA Job Number or General-Records Schedule Authority. |

{2) if pending, provide thé-date the SF-115 was submitted to NARA, |

(3) Retention Instructions.

TED is currently in the Opci‘atio_lié and Support phase of the system development fife cycle.

Collection / Processing - TED coliects and distributes information via 2 dedicated collgction environmerit (i.e.,
feed nodes).-All feeds are transmitted using a-combination of mechanisms ncluding SSH / SFTP, and Connect
Direct.

Use / Disclosure ~ Only privileged users can access the information, which is classified as For Official Use Only
(EQUQ). FOUO /ST may be disseminated within DoD Components and between officials of the DoD
Components-and DoD contractors; consuliants, and grantees as necessary in the conduct of official business.
FQUO / 8t may also be released to officials in other depamnents and agencies of the Executive-and Judicial
branches in performance of a valid-government functien. TED follows the DHSS policy regarding miagking /
labeling. Each part of‘electrically transmitted: messages containing FOUG mformat]on shall be marked
appropriately.

Retention 7 Destruction - This systern of records will be-maintained according 1o the rétention and disposition requirements for PCOS data
which is the 911-01.3 TRICARE Contractor Claims Records record series number

in the OSD Records: Disposition Scheduie (AI-15): Close out.at end of the calendar year in-which created; hold

or-site 6.additional yedrs,

m. What is the authority to collect information? A Federal law or Executl\fe Order must aulhar:ze the collection and maintenance of a system of -
records. ForPH.not collected or maintained in a system of records, the collection or thaintenance of the PIl must be necessary to-discharge the
requirements of a statue or Executive Order.

QR thrs system has a Privacy Act SORN, the authorifies in thls PIA and the existing Prwacy Act SORN shoutd be Similar

(2) f A SORN does.not apply, cité the® aulhonty forthis DoD informatfon system or electronic-collection to coirecl use, maintain andlor disseminate PIL
{If muftipte autharities are cited, provide all that appiy).
{a) Cite the specific provisions of the statute and/or EQ that authorizes the operation of the system and the collection of PIi.

(k) If direct statutory authonty oran Executwe Order does not exist, mdlrect statutory-authority may be mted if the authoraty requires the
operation of administration of & program, the exicution of which. will require the-collection and maintenance of a systeimn of records.

(c) ifdirect or indirect authority does not'exist, DoD Components can use theirgeneral statutory grants of authority (“mternal housekeeplng 1as
the primary authority. The requirement, directive, or instruction implementing the statute withir! the DoB Component must be identified.

IO U.S.C. Chapter 55, Medical and Dental Care; 38 U.5.C. Chapter 7, Hospital, Nursing Home, -
Doniciliary, and Medical Care; 32 CFR Part 199, Civilian Health and Medical Program of the Umfmmed
Services (CHAMPUS), Health [nf;urance Portability and Accountability Act (HIPAA) Privacy and: Security
Rules: and £.0..9397 (SSN), as amended.

‘ni. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget {OMB} Gantral
Numbey?
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Contact the Component Information Management Control Difficer or DoD Clearance Ocer for this Information, This- number indicates dMB approvat to,
collect data ffom-10. or more meémbers of the. public in-a 12-imonthrperiod regardless of form or format.:

[J ves No  [[] Pending

(1) #"Yes," list &l applicable OMB Controf Numbérs, eollection fittes, and expiration dates.

(2} if "No," explain why OME approval is not required in accordance with Dob Manual 8910 o1, Volymie 2, " DoD Information Collactions Manual:
Procedures for DoD Public Information Collestions.”

{3) If "Pending,” provide the date for the 60 and/er 30.day notice and the Federal Register citation.
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SECTION 2; Pl RISK REVIEW.

a. What PIl will be collectéd (a data efement alohe orin Combination that can uriguely idéntify-an individual}? (Check alf that apply)

_Biometri(;s- X{ Birth Date Child Information
Citizenship Disabiiity Information [] D6D 1D Number
Driver's License Education Information [:] Emergency Centact

‘Gender/Gender |dentification
Legal Status
Medical Information

Financiai Information
Law Enforcement. Information
Marital Status-

Employment Information
Home/Cell Phone
Mailing/Home Address-

Ed)
Military Records Mqther's Middle/Maiden Name Name(s}
Official Duty Address Official Duty Telephone Phone: [] other D Number
Pasgsport Informatiori Personal E-mail Addréss B Phiote
Pldce of Birth Position/Title [:] Protected Health Information (PHI)"
Race/Ethnicity Rank/Grade ] Reiigious Preference
Records Security- Informaition Social Security Nuimber (88N) (Full or in any

L1 O CGROOOR:CO0
X O COOO0RCOC0OR

Work E-mall Address. if Other; enter the information in the box below

person idcnl_iﬁm_:r‘(Spc‘Jnspr), Pcrson Namg (Patient), Person [den’tiﬁer.(Patient}, Patigat
ldentifier {DoD), DEERS Identifier (Patient).

if the 85N is collected; complete the following questions.

(DoD Instruction 1000.30 states that all Dol personnel shall rediice or efimiinate the uss of SSNs wherever possible. SSNS shalf not e used in spréadshieets,
hard copy lists, efectronic reports, or colfected in surveys unless they meet one or more of the acceptable use criteria.)

(1) 1s there a current (dated within two (2) years) DPCLTD approved SSN Justification.on Memo In place?

[X] Yes [ No
_ If*Yes," provide the-signatory and date approval. If “No," explain why'thea_'e fs no SSN Justification Memo.
Pending

12). Describe theapproved accepitable.use i accordance with DoD Instriction 1000.30 “Reduction.of Social Security Number (SSNJ Use within Dal".

&3] Desc_ribe'-_the_-mitigation efforts to redice the use including visibility and printing of SSN in"aceordance with Dol instructoin: 1000.30, "Reduction of
‘Sociak Security Number (SSN) Use withih DaD”,

{4}. Has a plan to eliminate the use of the SEN or mitigate its use and or visibility béen idéntified in the approved SSN:justification request?

If"Yes,"” provide the uniquix identifier and when can'it be eliminated?
If "No," expiain.

(Jyes [INe

b. What is the PIl confidentiality impact level®? []Low [] Moderate [X] High

The detinifion of PH invlves evalizating conditions listed in the HIPAA -Gonsult with Génersl Gounssl 1o make tiis determination

szda.noe En'determiining the-Plt confidentiality impact level, s6& Séetion 25 ‘Categurlzatrm of Pl Using NIST 5P 800-922." Use the identifed PI| canfidentiality impact tavel to - apply the appropfiaie Privacy Dvertay.
v, ‘mindarate, of high. This acflvny may be conducted as part af the caiegonzalmn sxkerdise thal ooours under the Risk Mariagernsnt Framewnrk {RIMF). Nofd that.caleporization under the RMF i$ typically
conducted uting e information lypas descriped in MIST Spécial Publication {SP} 800-60; which are not as granutar ag the PIFdata efements fisted in the PIA table. Determining the Pli oonfidentility impact levet is
most-effective when dong in coltaboration with the: Information Owner, Iniarmation. Systam Qwnar, Infarmation Sysiem Securily fanager. and representallves ‘fraim the seeurity and privacy organizalions, s.ch as the.
Ilnfnrrnatlnn System Securily Officer (1550) and Senior Comperent Officiat for Privacy {SCOP) of designeas.
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€. How will thie Pil be secured?
() Phiysical Controls. (Gheck-ail that appiy}
' @ Cipher Locks
. Combination Locks
[x] KeyCards
‘Security Guards

Closed Circuit TV (CCTV)

Identification Badges

Safes.

If Other, enter the information in the box bgilow

EEHE

TED has extensive physical security controls in place to prevent unauthorized access or accidental
loss, 1o the har dware and software ‘components within. The physmal facilifies housing and suppotting
TED are sufficient to protect sensitive information and to mitigate.the risks identified per the- physw'ﬂ
secutity risk analysis.

TED 1s housed at the Defense Enterprise Computing Center Detachment {DECCD) in Oklahoma City,

OK. Entry to this facility is controlled by an Access Control System (ACS) using proximity ¢ard

teaders. During riormal duty hoiirs, the DECCDs access contral staff {ocated at the lobby securify

desk process all visitors. Entry is-also controlled for the computer room and classified open storage area. All entry / exit points are locked.
and controlled by the ACS:

All external doors are alarmed and-cannected ta the ACS. Ong internal room is.approved for open
_gtorage_for classified material { processing and is alarmed with.motion sensors, all connegted ta the
ACS. During normal business hours access control staff man the: lobby security desk.

Access control stafl inaintain the eniry access list, check: badges, and issue VIP, visitoz, and
permanent badges. Al persons with unescorted access will iave a badge issued by DECCH. A
visitor-cleared badge will be issued to persons with unescorted access thal have forgotten their badge.
A visitor-uncleared badge will be issued to all visitors-who do not have a clearance. These visitors will
be escorted at all times. The local Commander or Security Manager can designate free zones for

‘greas under constriction, and persomiiel with access 10 these areas that do nothave a clearance will
wear an uncleared visitor badge. Escort is required beyond these. fiee zone areas.

All'packages enlering into DECCD areé inspected by the access control staff for possible bambs.

Akceess control staff conduct daily inspections of the builkding for suspicious activity. Thie Security
Police Office receiving a phone call frém the access control staff will immédiately notify all post and
patrols.and furnish them with all available information, If suspicious activity is observed; the immediate
area is sealed off by base patrols or the installation eniry exit points may be blocked. Sealing off the
installation is normally done in incidents with a hl;,h probability of obtaining.suspect or vehicle
descriptions. After entry and exit points.are blocked, an on scene asséssment must be made by the
responding police force. This assessiment is made within.a few minutes after notification.

(2) Adminisirative Coritrols. (Check all that apply)

Backups Secured Ofi-site

Encryption of Backups.

Methods to Enstre Only Authorized Personinet Access te Pl
Pe_ﬁodi_c Security Audits

Reguiar Menitoring-&f Users' Security Practices

If Other, entar thé information in the box bélow

el 1 <] {51 <1 3

TED has extensive adininistrative security controls in placé o preventunduthorized acoess.or
dccidentdl Joss to the-hardware and software confiporients within the environment.

SDD is using DISA's Symantec NetBackup as its Backup-and Recovery Strategy. Symantec NetBackup:is a high-performance data
protection application. Its-architecture is designed for large and complex distributed camputing environments. NetBackup provides scalable
storage servers (master and miedia ser vers} that can be conf gured for network bBackup, récovery, archivin & and file migration services.
TED provides the data to be backed up with its schedule; DISA encrypts the data prior to storing it to tape.

DISA performs daily incremental and weekly full backups of the SDD Applications processing. Unlfess specified otherwise by the SDD
Project Manager, the following backup retentions will apply: daily increméntal backups —two weeks, weekly full backups - five weeks.
Daily incremental backups afe intended for local recovery use and will not be stored off-site, Weekly full backups are intended for remote
disaster récaver use and will be maintained off-site for the duration of the retention period. Failed backup processing will be reported on a
daily basis to the applicable System Administrator for reso]ution and restarted as required.

Backup and retention of audit trails or other data which must be retained for time periods n excess of the standard DISA process.indicated
aboye are detailed in the SDD Project specific questions which.appear-at the end of this section and within Section 2.7.3.
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Procedures are in place fo assure the appropriate physical and technical proteetion of the backup and Testoration hardware, firmware, and
software, such as router tables, compilers, and other security-telated system software. Per Defense Information Systéms Agency (DISA)
Enterprise Information Services (E18) Service Level Agreement (SLA) this Cybersecurity control is shared. DISA is responsible for
ensuring ali.devices are maintained within coim puter rgow floors; which reguire badge/Persondl Tdentification Numbet (PIN) access.
‘Symantec NetBackup is used for the DISA operatlng enviromments. Network devices are-backed up using the defined DISA policy. DISA
performs datly incremental and weekly fail backups that are encrypted of the Defense Health Services System (SDD) processing
environmerits which include Production and Prdduction Test. DISA maintaing a contractual relationship with lron Mountain for storage-
and protection of back-ups. Mount points have been setup and storage allocated to per form backups via NetBackup for the application
sérversand database servers.

As contractually provided: for by-the DISA (EIS) Service Level Agreement (SLA) 2014, DISA is.responsible for estab]:shm;,, miaintaining,
and executing robust backup-and restore procedures on behalf of all SDD APPLICATIONS servers staged within the Défense Enterprise’
Computing Center Detachment (DECC), San Antonio env ironment. At minimuiii, DISA performs daily incremental backups ‘and weekly
full backups of all SDD APPLICATIONS seivers housed in Defense Information Systems Agency (DISA) Défense Enterprise Compuiting
Center (DECC) in 3326 Genéral Hudnell Drive; Sair Antoriio, TX 78226. Additional backups of SDD-APPLICATIONS sérvers in'the:
DECC, San Antonio envirenient are also provided by DISA, on-an‘as necessary basis. DISA stores the recovery media used to backup
SDD APPLICATHONS data in the DECC, Sair Antonio envirenment off-site at the. Tron Mountain facility 11300 Partnership Drive Suite D,
Oklahoma City; Oklahoma 73131,

Auditing is done at S, Database and Apphtalmn level. At each level, all successful/unsuccessful attempts are tracked and documented,
TED auditing is enforced by the ALX operating system and is focused at recording system Jevel events and aindividual users, ‘including the
date and fime the event occurs. The audit function is configured to:

Create, maintain, and protect from modification or unauthorized access or destruction, an audit trajl of dccessto objects.jt protects;

limit @ccess to the audit trail Hmit to only those persorinel authorized access 16 such data; include in the audit record the oiigin (e:g.s
terminal ID) of the request for identification and authentication; include in the avdit record the name of the object-when an object is entered
into a user’s address space or when an object is deleted; conf’gur{: the audit process so that the actions of one or more users be selectively
audited based on individual identity; and record and ensure that the audit.record identifies the following for each recorded events:

+ Use of identification and authentication mechanisms.

. [ntroducn on'of objects into a user’s-address space (e.g. , file open, program initjation).

« Deletion of abijects.

» Actions taken by computer operators and system administrator and/or system security officers, and other relative secur ity events.

* Date and time of the event.

+ User,

« Type of event.

» Success (or Tailure) of the event.

Withih the TED DECC; Oklahoma City and San Antonio environments, DISA, consistent with. its- assigned security responsibilities in the
DISA-MHS SLA, maintains all ' TED audit records and. conducts ‘regular manual reviews OFeperahng system audit-trails on TED servers for
inappropriate. or unusual activity. DISA uses automated tools to facilitate the generation of veports and analysis based on audit records.
DISA stdffdls_o performs daily and weekly backups of all TED audit records-on external media, as required by DISA- MHS SLA and
AU-9(2) Protection of Audit Information, Audit Backup On Separate Physical Systems / Components) control in DoDF 8510:1.

Within the TED DECC. Oklahoma. City and San Antonio-envirenments, TED Tier II1 vendor (ABSi) condacts daily manual reviews of
application and database-level audit trails on TED servers for inappropriate or unusual activity. Examination. of audit trails by TED Tier 11
venidor encompasses all instances of Informatica, Business Objects, and IBM DB2 incorporated into the Purchased Care OperatingSystems
(PCOS) acereditation boundary.

TED User Group personnel receive compater based training scenarios that take the following form and for some systems 1is required prior to
being é,rantecl a system-account. These training scenarios are initiated through the: SDD Web Portal,. self-paced and, on:a system basis, may
be geared to the Level of Access specific to the job résponsibilities for their position.

TED. systems training is currently initiated and conducted through the SDD Web Portal. The: training available presently through the SDD
Web Portal will migrate to. MHS Learn urider 4 schedule to be determined by SDD leadership.

Required security training for all TED.systenis account Holders is condueted and maintained through the SDD Web Portal, This training
icludes the following: .

« Security Awareness Training prior to granting of a TED account request, _

'+ Security Awareness Refresher fraining within one year from the account activation date and yearl y thereafier until the account holder’s
access expires,

~Required reading of the SDD. Rules of Behavior (ROB).

Thete is no. user’s manual for TED. There is no process in place for periodic review of Pil contained in the-system to ensure data integrity,
-availability, accuracy, and relevancy. If the data processed passes all of the-edits in place, the.data integrity Should be iritact. No further
verification is currently done.
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{3) Technical Controls. (Check ail that apply)

[ Biometrics Common Access Card (CAC) DeD Public Key Infrastructure Certificates
IX] Encryption of Data at Rest. Encryption-of Data in Transit Exfernal Certificate Authority Ceriificates
[X] Firewall Intrusion Detettion System (IDS) [] Least Privilege-Access '

[[] Role-Based Access Controls: [} Used Only for Privileged (Elevated Roles) User Identification and Password

[X] virtual Private Network (VPN} {X]' if Other, eriter the information in the box below

TED has extensive technical security contrals inplace to prevent unauthorized access or accidental
loss to the hardware-and software components within the environment.

A facility penetration testing process is in'p]ace that in¢ludes periodic; unanndunced attempts.to

penetrate key computing facilities. Unless there is an overriding technical ot opérational roblem,

‘warkstation screen-lock functionality is associated with cach workstation. When activated, the screen-lock funetion places an unclassified
patiernonto the entire screen.of the workstation, totally hiding

what was previously visible on the screen. Such a capability is enabled cither by explicit user action or

after a specified period of woikstation inactivity (e.g.. 15 minutes). Once the workstation screen-lock

software is activated, access to the workstation reqmres knowledge of a-unique authenticator. A

screen lock function.is not considered a substitute for logging out.

d. What additional measures/safeguards have been put in place to-address privacy risks for this information system or electronic: collectlon?

The privacy tisks associated with PIT/ PHI collected include the mishandling of P11 / PHI by authorized users of the
systenn,

To mitigate these:risks, PIL/ PHI in TED is -p_ro_t_(—:c'ted.with appropriate physical, technical, and administrative
safeguards to-ensureits continuing confidentizlity, integrity, and availability in accordance with the Eealth
Insurance Portability and Accountability Act (HIPAA) Privacy and Secirrity Rules.

Fhe privacy rights of béneficiaries and employees will be protected by ensuring access is only granted to.authorized
users.who-are requiréd to have a.sponsar to fulfill the standard Defense Health Services Systems (DHSS) procedures
for gaining access to application data and functionality. Ptoper paperwork (DI Form 2875, System Autliorization
Access Request) is processed and. \retted beforc access-is granted to the:systen.
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