PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.18, "0oD Privacy Impact Assessment (P4} Guidance®. Complete this form for Depariment of Defense
(Dol information systems or electronic collections of information (refemed fo as an "elecironic collecSion”™ for the purpose of this form) that collect, maintain, use,
andior disseminate personally identifiable infoomation (P} about members. of the public, Federal employees, contractors, or foreign nationals employed at U.S.
militany faclties intemationally. In the case where no Pllis cobected, the PLA will senve as a conclusive determination that privacy reguirements: do not apply to
SySiEmL.

1. DOD INFORMATION SYSTEMIELECTROMIC COLLECTION NAME:

|AirqueFam.il_-.r Integrated Results & Statistical Tracking (AFFIRST) System

2. DOD COMPONENT NAME: 3. FlA. APPROVAL DATE:

[United States Air Force E |

a. The Plis: (Check ane. Node: forsign nationals are included in genersd pubiic. )

[7] From memiers of the general pubfic [] From Federal employees andior Federal contractors
lilEmhﬂlmbHsufﬂEgaﬂa]mhlnaﬂFedemlenﬂuyeesmd!ﬂr [ MotCal | i . o Section 4)

b. The Pllis in a: (Gheck one)

[[] Mew DoD information Sysiem

[T Significantty Modified Dol Information System

c. Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals
collected in the system.

To compile mformafion on clienf's vizits to enable the Cenfer to refer clients to the appropriate suppert actnaty, Le., Mental Health Chnie,

Chaplain, A Force Aid, efc. Information 15 compiled for statistical reporting to base, major commands, Headquarters Unifed States fAar

Foree, Department of Defense, Office of Secretary of Defense (05D and Congress. Reports and for program plannimg and evaluation.

Parsonal demographic mformation (1e., Name, DOD TN, Orgamization, Office Symbol, Marital status, ete) and serice delirery information

1s colletectad.

Mew Elecironic Collection
Exisfing Elecironic Collection

L]
[x]

d. Why is the Pll collected andior what is the intended use of the PII? (e.g., verification, identification, authenfication, dafa matching, mission-refated use,
nistaive )

Venfication, identification and A&FRC mussion-related wse. The data elements being captured are importantmecessary for obtaming an
accurate pichure/lustory of customer needs m order to help determine the best cowrse of action(s) to meet all identified neads to ensure a
lugh level of missionfamily readiness and resihency. In addition, data captured m, and reported from AFFIRST provides vital mformation
oconceming effactiveness of A&FRC services that 1s used by local A&FRCs and their MATCOM, Operations/Atrstaff Policy counferparts to
help deternume futmre direction and emphasis of services to obtain optioeum mossion/fammly readmess.

e Do individuals have the opportunity to object to the collection of their PII? & Yes [] Mo

(1) F™¥es,” describe the method by which individuals can object to the collection of PIL

{2} i "Mo,” stale the reason why individuals cannot object to the collection of P11
AEFRLC sfaff provide a Statement of Understanding (500U o advise customers that the mformaton provided 15 voluntary and provides the
consequences of choosmg not to provide requested information. The Awr Force rules for aceessing records and for contesting contents and

appealmg mitial agency determumations are published mn Air Force Instuchion 33-332, Aw Force Prvacy and Crnl Liberties Program; 32
CFE part 806b; or may be obtained from the system mranager.

f. Do individuals have the opportunity to consent to the specific uses of their PII? X Yes [ Mo

{1} F"¥es,” describe the method by which indivduals can give or withhold their consent.

{2} F"Mio,” state the reason why individuals cannot give or withhold their consent.

prowide a Statement of Understandimg (S0TT) to advise costomers that the mformation prosnded 15 voluntary and provades
the consequences of choosmg not to provide requested mformation. Indmnduals seeking to determme whether thes system of records
contams information on themsalves should address written mouiries to the system manzper, or the mstallation Airman and Family Centar.
Official mailing addresses are published as an appendix to the Aw Force’s compilation of systems of records notices. Proof of identity such
as an frmed Forces Identification Card Commen Access Card will be ired for personal visits.
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a- MEnaninﬁ:hdisiﬂmdtupnﬁthFiaﬁiaqMShM{PﬂjaH!wa Privacy Advisory must be provided. (Check as appropriate and
provide the aciual wording.)

[X] Privacy Act Statement [] Privacy Advisory [] Mot Apphcable
[AUTHOFITY FOF MATNTENARNCE OF THE SYSTEL:

10US.C. 8013, Secretary of the Air Force; Aw Force Instruction 36-3009, Airman and Family Readiness Centers; and E O 9397 (S5N), as
amendad.

PURPOSE(S):

Teo maintaim a record of customer service data determining the effactrvensss of Anrman and Family Feadmess Center activities and services
and provide reports reflecting mmpact of services on mizsion and fanuly readiness to leadership. Also used as 2 management tool for
statistical analyzis, ttacking, reporting, evaluztmg program effectiveness, and conducting research.

ROUTINE USES OF EECORDS MAINTAINED IN THE SYTEM, INCLUDING CATEGORIES OF USERS AND THE PURPOSES OF
SUCH USES: In addrtion to those disclosures generally permutted under 5 1.5.C. 552a(b) of the Privacy Act of 1974, these records
contamed therem may be specifically disclosed outside the DoD) as a routine use pursuant to 5 U.5.C. 552a(b)(3) as follows:

Congrassional Inquiries Disclosure Foutine Usa: Disclosure from a system of records mamtained by a Dol Component may be made to 2
congreszional office from the record of an individual in responss to zn maquiry from the congres=ional office mads at the request of that
individual.

Data Breach Remediation Puposes Foutme Use: A record from a system of records mamtained by a Component may be disclosed to
appropriate agencies, entittes, and persons when (1) The Component suspects or has confirmed that the secuity or confidentiality of the
information in the system of records has been comprommsed; (2) the Component has deternuned that as a result of the suspected or confirmed!
compromise thers iz a nisk of harm to economac or property interests, identity theft or frand, or hamm to the secunty or mtegnity of this
system or other systems or programs (whether mamtained by the Component or another agency or entity) that rely upon the compronvised
infoemation; and (3) the disclosure made to such agencies, entities. and persons 15 reasonably necessary to assist m connection with the
Components efforts to respond to the suspected or confirmed compromise and prevent, mimimize, or remedy such harm.

System of Records Notice: FO36 AFPC Z. Air Force Family Intesyated Results and Statistical Tracking (AFFIRST)

h. With whom will the Pl ke shared through data exchange, both within your Dol Component and outside your Component? [Check all that apply)

Within the Dol Compenent Speciy. | |
Other DoD Components Spacify. | |
{Orher Federal Agencies Specy. | |

Coniractor (Name of confractor and describe fthe language in
the condracf thaf safeguards Pl Include whether FAR privacy

O O O0OoOooO

clauses, ie., 52.224-1 Privacy Act Notification, 52 224-2, Speciy.

Privacy Act, and FAR 29,105 s included in the confract)

Other (e.g., commercial providers, colleges). Speciy. |
i Source of the Pil collected is: (Check all that apply and list all information systems # applicable)
[® Individuals [] Databases

[[] Other Federal Informaticn Systems

Manual keying m of customer demographic and servies delivery infeoomation. Additicnally electromically via a Memorandum of A greement
(MOA) with the Defenze Manpower Data Center (DMDC) for use of their Real-Tmme Broker (RTB) Wab service that allows updating of
AFFIEST customer record demographic data.

DD FORM 2930, JUN 20417 FREVIOUS EDITION 1S OBSOLETE. AEUCear  Page2ci8




§. Howr will the information be collected? {Check aff that apply and i &l Official Form Numbers if spplizable)

[¥ Emal [[] Official Form (Enter Fom Mumber(s) in the box below)
[x] Face-to-Face Contact |x| Paper

[ Fax [x] Telephone interview

[ Information Sharing - System to System [[] Website/E-Form

[[] Other {if Other, enfer the infarmation in the box below)

k. Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORN is required if the information system or elecironic collection contains information about LS. citzens or lawiul permanent LS. residents that]
is refriewed by name or other unique identifier. PLA and Privacy Act SORN information must be consisient.

[ Yes Dﬂn
If “¥es,” enter SORN System Identifier  [FO36 AFPC 2 |

SORM Identifier, not the Federal Register (FR) Citafion. Consult the Do Component Privacy Office for additional information or http:/idpeld defense.gow!
Privacy/SORNS!
or

If a S0RN has not yet been published in the Federal Register, enter date of submission for al to Defense Privacy. Civil LiberSies, and Transparency
Division (DPCLTD). Consult the DoD Component Privacy Office for this date ﬂ

If"Mo,” explain why the SORM is not required in accordance with Dol Regulation 5400.11-R: Depariment of Defense Privacy Program.

L. What is the Mational Archives and Records Administration (MARA) approved, pending or general records schedule (GRS) disposition authority for
the system or for the records maintained in the system?

(1) NARA Job Number or General Records Schedule Authority. [ T36-0TRE0200 |

(2) ¥ pending. provide the date the SF-115 was submitted o NARA. [~ |

{3) Retention Instrucfions.

Electromic Fecords are destroved after one vear or when no longer needed whichever 1z later. Electronic records are destroved by erasing,
deletmg, or overnTiing.

m. What is the authority to collect information? A Federal law or Executive Order must authorize the collection and maintenance of a system of
records. For Pl not collected or maintained in a system of records, the collection or maintenance of the Pl must be necessary to discharge the
requirements of a statue or Executive Order.

(1) K this sysiem has a Privacy Act S0RN, the authorities in this PIA and the existing Privacy Act S0RM should be similar.
(2) i a SORN does not apply, cite the auihority for this Dol information systemn or electronic coliection to colect, use, maintain andior disseminate PIL
{If muifiple authorities are cited, provide all that apply).

(a) Cite the specific provisions of the statute andfor EQ that authorizes the operation of the system and the collection of PIL

(b} If direct statutory authority or an Executive Order does not exdst, indinect statutory authority may be cited if the autharity requires the
or a program, require maintenance of a
operation or administration of the execution of which will the collection and mainten of a system of records.

{c]lfdredurlm:imctajmrtjrduesrd exist, DoD Components can use their general statutory grants of authonty (internal housekeeping™) as
the primary authority. The requirement, direciive, or instruction mplementing the statute within the DoD Component must be identified.

10 Uited States Code (U5.C) 013, Secretary of the Aw Force: powers and duhes; delegation by, as mmplemented by Air Force Instruction
36-3009, Anrman and Family Feadmess Centers; and Executive Order (E./0.) 9397 (Social Security Number - 55N, as amended

n. Dees this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Conirol
Number?

Caontact the Component Information Management Control Officer or DoD Clearance Officer fior this information. This number indicates OMB approval fo
collect data from 10 or more members of the public in a 12-month pericd regandless of form or format.
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[] es [] Mz [x] Pending

(1) If "Yes.” list all appScable OMB Control Nurmbers. collecSion tiles, and expiration dates.

(2) If "Mo.” explain why OMB approval is not required in accordance with Dol Manual B210.01, Violurme 2, " DoD Information Collections Manual:
Procedures for Dol Public Information Collections.”

{3} I "Pending,” provide the date for the 80 andior 20 day notice and the Federal Register citation.

’IPP[RFI’GMB Control Mumber: 0701-0070 Submutted renewal m Mar 2017, Awarting approval of renewal.
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SECTION 2: Pl RISK REVIEW
a What Pll will be collected (3 dafa slement slone or in combination thaf can uniquely identily an individusl) ? (Gheck al that apply)

[ Biometrics [¥X] Birth Date [%] Child Informaticn

[ Citizenship [[] Disabdity Information [%] DoD ID Mumber

[T Driver's License [[1 Educaticn Information [] Emengency Contact

[[] Employment information [¥| Financial Infarmaticn [¥| Gender/Gender kentification

[x] HomelCel Phone [[] Law Enforcement Information [[] Legal Statws

[x] Mailing'Home Address [x] Marital Status [[] Medical Informaticn

[] Military Recards [] Mcthers Middie/Maiden Name [%| Mameis)

[[] oOfficial Duty Address [x] oOfficial Duty Telephone Phone [[] other ID Number

[] Passport Information [%| Personal E-mail Address [] Phato

[[] Place of Birth [[] PositionTite [ Protected Health Information (PHI)*
[[] Race/Ethnicity [X] RankiGrade [[] Refigious Preference

I R [ Security Inf ) mﬁ&mwm{ﬁﬂ}fﬁﬂwhmy
[¥] Work E-mail Address [¥] [ Other, enter the information in the box below

Ome of the ASFRC core programs (per AFT 36-3009, Armman and Famly Readiness Center) 15 Personal Fmanecial Management. Fmanecial
service data 15 limited to information needed to complete 2 mutually agresabls spending/action plan to meet customer finaneial goals. All
bt last four of S5 13 masked m the system.

I the S5M is collected, complete the following guestions.

(Dol Instruchon 1000.30 states that all DolD personmel shall reduce or eliminate the use of 55Ns wherever possible. 55N shall not be used in spreadsheets,
hard copy Fsfs, electronic reparts, or collecfed in sunveys unfess they meef one or more of the acceplabfe use orifens )

{1) Is there a current (dated within two (2] years) DPCLTD approved SSN Justification on Memo in place?

%] ¥es  [] No
F"Yes,” prmﬂdelnﬁ&glﬁ:l]randda‘hewmal l'hb. E:q:lmvd'ryﬂ'ﬂ'esnuESHJustﬁ:ahmﬂmn

mmnmlnnttedtﬂﬂﬂﬂm 11 Aug 2017 ﬁ:rrﬁna]pmnﬁmg."mal

(2) Describe the approved accepiable use in accordance with Dol Instruction 1000.30 *Reduction of Social Security Number (S5N) Lise within Dol
G5 uses for legacy system imierfaces described m DROLI 10003 30, Enclosure ¥, Para 2.c(11).

(3} Describe the mitigation efforts fo reduce the use including visibility and printing of 55N in accordance with DoD Instrucion 1000.30, “Reduction of
Social Security Number (S5M) Use within Dol

We are working towards transifion to the DODID as the system prmary record 1dentifier vs. the 55N

{4) Has a plan o eliminate the use of the S5N or mitigate its use and or visibility been ideniified in the approved 55N Justification requesi?

i ™Yes,” provide he unique idendifier and when can it be eliminated?
I "Mo,” explain.

[x] Yes [ Mo
S5N. Can be eliminated in approxmmately 18 menths.

b What is the Pll confidentiality impact level®? [] Low [¥] Moderate [ ] High
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Emmummmmm-thHm Congsh with Ganenal Counssl 1o msks this delamisalion

= i this Pl y impact bvenl, saa Section 2 5 Cabegortzation of Pl Using NIST 5P 8001 22" L tha kusifed Pl confidesiiakly impact eval o apply e appropioie Privesy Ovalay
s, rachararie, o high mmmrumm-muummumuwummwmm NﬂhﬁﬂuwﬂhmFim
jrondectod using T infommation types described in MIET Bpecial Pebbeation [5F) 80080, which s not e gransler as ihe Pl dris elesaenis lsted bs it PIA tabe. Detarmising fa Pl gt el i
mmmuuhmmuhmu_.mmmlwwmmuw.mmp_dmumh-wmmdmnqnmanu
rifoemation Systam Securky Oflcer 3500 sad Basior Componiat Ofizial for Priveey [S00F] o designoes.

. How will the Pll be secured?
(1) Physical Controls. (Gheck aif that apply)

[X| CipherLocks [X  Closed Circuit TV (CCTV)
[%] Combinaticn Locks [ Identification Badges
[X] KeyCards [x] Safes
[®] Securty Guands [[]  fOther, enter the information in the box below
{2) Administrative Controls. [Gheck ai that apply)
[x] Backups Secured Off-site
[¥] Encryplion of Backups
[X] Methods to Ensure Only Authorized Personnel Access o PII
[X] Perindic Security Audits
[¥]  Regular Monitoring of Users' Security Practices
[]  tOther, enter the information in the box below
{3) Technical Controls.  (Check all thaf appiy)
[ Biometrics [X] Command Access Card (CAC) [¥X] DoD Public Key Infrastructure Cariificates
(%] Encrypticn of Data at Rest [%] Encryption of Data in Transit [ External Certificate Autharity Certificates
[x| Firewal [[] Intrusicn Detection System {IDS) [3] Least Privilege Access
[X] RoleBasad Access Controls [[] Usad Only for Privileged (Elevated Roles) [X] User Identification and Password
[X] Virtual Private Network (VPN) [] IFCther, enter the information in the box below

d. What additional measures/safeguards have been put in place to address privacy risks for this information system or electronic collection?

AEFRC staffs and MATCOMHQ Operztions/Policy counterparts, System Administrators and DeveloperContractor (Developer' Contractor
dnnutmremﬂisasamathuufm hltm]lperfu:mmhb‘emdmadn‘esj’stmnmnﬁmmﬂ ufﬂmmmdsdahbﬁse{m—mdmg,
permuissions based on system role, semd].rpmtum]s and correlating interface hmitations to visibility of only what 15 needed to perform
assizned duties. Web access via secure SSL (HTTPS) commection and enforcement of need-to-know principle.

DO FORM 2930, JUN 2017 PREVICLS EDITION 15 DESOLETE. AEMDesgear  Pape BofB



SECTION 3: RELATED COMPLIANCE INFORMATION

a. Is this DoD Information System registered in the DoD IT Portfolio Repository (DNTPR) or the DoD Secret Internet Protocol Router Network
{SIPRMET) Information Technology (IT) Registry or Risk Management Framework (RMF) tool*?

[X] ‘es, DITFR DITPR Sysiem kdentification Mumber BO5T
[ ‘es SIPRMET SIPRNET Identification Number [
[M] ‘Yes RMFtool RMF tool Identification Murmer 559
[[] MNo

IF "N~ explain.

b. DoD information systems require assessment and authorization under the Dol Instruction 8310.01, “Risk Management Framework for DoD

Information Technology™.

Indicate the assessment and authorization status:
[X] Authorization to Operate (ATC) Daie Granted:
[1 ATOwith Conditions Date Granted [ |
[[] Denial of Authorization to Operate (DATO) Dste Granted [ |
[ inderm Authorization to Test (IATT) Date Granted: |:|

(1) if an assessment and authorization is pending. indicate the type and projecied date of completion.

{2) if an assessment and authorization is not using RMF, indicate the projecied fransition date.

c. Does this DoD information system have an IT investment Unique Investment Identifier (U, required by Office of Management and Budget (OMB)
Circular A-117

®] Yes [ | Mo
I "¥es,” Entar LI |mmummxm If unisure, consult the component IT Budget Point of Contact to obtain the Ul
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Complefion of fhe P4 requires coordinsdion by the program manager or designee fhrough fhe information system secunily manager and privacy represeniative af
Component Records Officer.
a. Frogram Manager or | patrick 1. Woodwarth (1) Title Data & Resource Manager
(2) Organization | AFPC/DPFF e 210-565-3280
{#) DM 665-3280 {5) E-mai address | patrick woodworthigs.af mil
: - Diginly simod by
(8) Date of Review | 01/26/18 {7) Signature W GGDEGE“TH-P‘““T %mﬁﬂmmmm
|RICK.I.I.11 11943546 28 K. o o osonm o507
b. Other Official o be
used at Component | Diavid B Belval (1) Title Dawvid B Belval
discretion)
{2) Organizaion AFPC/DFCC Bk 210-565-3203
i4) DEM 665-1203 {5} E-mail address | david belval 2(@ms. af mil
_ BELVAL DAVID.R o8 vt S Rosesr 1007
{8) Daste of Review {7} Signature AVl , f 10007
OBERT 1007397530 2720 = s 101908 0500
¢. Other Official (fo be
used st Component | TUAN NIEVES (1) Title HQ AFPC FOIA/PA POLICY OFFICER
discrefion)
{2) Organizafion HQ AFPC/DSME (3) Work 210-565-3576
{4) DSM 665-3576 {5) E-mail address | juzn nieves, 5(fns.af mil
{8) Date of Review {7) Signat N-'I:E""E 5 I[JAN H'.[EV.EE-J'[EAN;IC.]]E!M!
P C.1132704992 Sgemsons
o icroy (1 Tite
{2) Organizafion ARk
{4) DM {5) E-mail address
[
{8) Date of Review {7} Signature
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e. Component Records
Officer
(2) Organization
(4) D5MN

{8) Date of Review

f. Component Senior
Information Security
Officer or Designee
MName

{2) Crganization

(1] Title

3] Work
Telephone

{5) E-mail address

{7} Signature

{1} Title

{3) Work
Telephene

{5} E-rrail address

{8) Date of Review: {7} Signature
a Sem:_)t [:mpumnt
SO o Daneacy {1) Title
L {3) Work
{2} Organization Telephona
(4) SN {5} E-mail address
{8) Date of Review {7} Signature
h. Component CI0
Reviewing Official {1} Title
Name
. Work
{2} Organization 3 e
(4) DSH {5} E-mail address
{8) Date of Review {7} Signature

[Publishing: Only Section 1 of this PLA will be published. Each DeD Component will maintain a central repositony of PlAs on the Component's public Web site.
Dol Components will submit an electronic copy of each approved PIA to fhe DeD CIO at: osd me-alex dod-cio.miba

piag@maimill.

If the P1A document contains informaiion that would reveal sensitive information or raise security concems, the Dol Component may restrict the
publication of the assessment 1o include Secton 1.
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