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Question
Question
Answer
Answer
1
Question 1
OPDIV:
OPDIV:
2
Question 2
PIA Unique Identifier:
PIA Unique Identifier:
2a
Question 2a
Name:
Name:
3
Question 3
The subject of this PIA is which of the following?
The subject of this PIA is which of the following?
3a
Question 3 a
Identify the Enterprise Performance Lifecycle Phase of the system.
Identify the Enterprise Life-Cycle Phase of the system:
3b
Question 3 b
Is this a FISMA-Reportable system?
Is this a FISMA Reportable system?
4
Question 4
Does the system include a Website or online application available to and for the use of the general public?
Does the system include a Website or online application available to and for the use of the general public?
Question 4 Comments
Question 4 Comments
5
Question 5
Identify the operator.
Identify the operator:
6
Question 6
Point of Contact (POC):
Point of Contact (POC):
Question 6 Comments
Question 6 Comments
7
Question 7
Is this a new or existing system?
Is the system/collection a new or existing system?
8
Question 8
Does the system have Security Authorization (SA)?
Does the system have Security Authorization (SA)?
Question 8 Comments
Question 8 Comments 
8a
Question 8 a
Date of Security Authorization
Date of Security Authorization
8b
Question 8 b
Planned Date of Security Authorization
Planned Date of Security Authorization
8c
Question 8 c
Briefly explain why security authorization is not required
Briefly explain why security authorization is not required
9
Question 9
Indicate the following reason(s) for updating this PIA. Choose from the following options.
Indicate the following reason(s) for updating this PIA. Choose from the following options.
Question 9 Comments
Question 9 Comments
10
Question 10
Describe in further detail any changes to the system that have occurred since the last PIA.
Describe in further detail any changes to the system that have occurred since the last PIA.
Question 10 Comments
Question 10 Comments
11
Question 11
Describe the purpose of the system.
Describe the purpose of the system.
Question 11 Comments
Question 11 Comments
12
Question 12
Describe the type of information the system will collect, maintain (store), or share. (Subsequent questions will identify if this information is PII and ask about the specific data elements.)
Describe the type of information the system will collect, maintain (store), or share (Subsequent questions will identify if this information is PII and the specific data elements.)
Question 12 Comments
Question 12 Comments
13
Question 13
Provide an overview of the system and describe the information it will collect, maintain (store), or share, either permanently or temporarily.  
Provide an overview of the system and describe the information it will collect, maintain (store), or share, either permanently or temporarily.  
Question 13 Comments
Question 13 Comments
14
Question 14
Does the system collect, maintain, use or share PII? 
The term "personally identifiable information" refers to information which can be used to distinguish or trace an individual's identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother's maiden name, etc."
Does the system collect, maintain, use or share PII? 
Question 14 Comments
Question 14 Comments
15
Question 15
Indicate the type of PII that the system will collect or maintain.
Indicate the type of PII that the system will collect or maintain.
Question 15 Comments
Question 15 Comments
16
Question 16
Indicate the categories of individuals about whom PII is collected, maintained or shared.
Indicate the categories of individuals about whom PII is collected, maintained or shared.
Question 16 Comments
Question 16 Comments
17
Question 17
How many individuals' PII is in the system?
How many individuals' PII is in the system?
Question 17 Comments
Question 17 Comments
18
Question 18
For what primary purpose is the PII used?
For what primary purpose is the PII used?
Question 18 Comments
Question 18 Comments
19
Question 19
Describe the secondary uses for which the PII will be used (e.g. testing, training or research)
Describe the secondary uses for which the data will be used (e.g. testing, training or research)
Question 19 Comments
Question 19 Comments
20
Question 20
Describe the function of the SSN.
Describe the function of the SSN.
Question 20 Comments
Question 20 Comments
20a
Question 20 a
Cite the legal authority to use the SSN.
Examples of legal authorities include United States Code, Executive Orders, Code of Federal Regulations, or Presidential Directives. The Privacy Act does not provide authority to collect SSNs, but rather may govern handling of the SSNs in the event SSNs are required data elements.
Cite the legal authority to use the SSN.
21
Question 21
Identify legal authorities governing information use and disclosure specific to the system and program.
Identify legal authorities governing information use and disclosure specific to the system and program
Examples of legal authorities include  United States Code, Executive Orders, Code of Federal Regulations, and Presidential Directives. The Privacy Act does not provide authority to collect PII, but rather may govern handling of the PII in the event PII data elements are required.
Question 21 Comments
Question 21 Comments
22
Question 22
Are records on the system retrieved by one or more PII data elements?
Are records on the system retrieved by one or more PII data elements?
Question 22 Comments
Question 22 Comments
22a
Question 22 a
Identify the number and title of the Privacy Act System of Records Notice (SORN) that is being used to cover the system or identify if a SORN is being developed.
Question 22 a. Identify the number and title of the Privacy Act System of Records Notice (SORN) that is being used to cover the system or identify if a SORN is being developed.
23 
Question 23
Identify the sources of PII in the system.
Identify the sources of PII in the system.
Directly from an individual about whom the information pertains 
Question 23. Identify the sources of PII in the system. Directly from an individual about whom the information pertains 
Government Sources
Question 23. Identify the sources of PII in the system. Government Sources
Non-Government Sources
Question 23. Identify the sources of PII in the system. Non-Government Sources
Question 23 Comments
Question 23 Comments
23a
Question 23 a
Identify the OMB information collection approval number and expiration date.
Identify the OMB information collection approval number and expiration date.
24
Question 24
Is the PII shared with other organizations?
Is the PII shared with other organizations?
Question 24 Comments
Question 24 Comments
24a
Question 24 a
Identify with whom the PII is shared or disclosed and for what purpose.
Identify with whom the PII is shared or disclosed and for what purpose.
24b
Question 24 b 
Describe any agreements in place that authorizes the information sharing or disclosure (e.g. Computer Matching Agreement, Memorandum of Understanding (MOU), or Information Sharing Agreement (ISA)).
24c
Question 24 c
Describe the procedures for accounting for disclosures
Describe the procedures for accounting for disclosures
25
Question 25
Describe the process in place to notify individuals that their personal information will be collected.  If no prior notice is given, explain the reason.
Describe how individuals are provided notice prior to the collection of PII. If notice is not provided, explain why not.
Question 25 Comments
Question 25 Comments
26
Question 26
Is the submission of PII by individuals voluntary or mandatory?
Is the submission of PII by individuals voluntary or mandatory?
Question 26 Comments
Question 26 Comments
27
Question 27
Describe the method for individuals to opt-out of the collection or use of their PII.  If there is no option to object to the information collection, provide a reason.
Describe the method for individuals to object to the collection or use of their PII or describe why individuals cannot object.
Question 27 Comments
Question 27 Comments
28
Question 28
Describe the process to notify and obtain consent from the individuals whose PII is in the system when major changes occur to the system (e.g., disclosure and/or data uses have changed since the notice at the time of original collection). Alternatively, describe why they cannot be notified or have their consent obtained.
Describe the process to notify and obtain consent from the individuals whose PII is in the system when major changes occur to the system (e.g., disclosure and/or data uses have changed since the notice at the time of original collection). Alternatively, describe why they cannot be notified or have their consent obtained.
Question 28 Comments
Question 28 Comments
29
Question 29
Describe the process in place to resolve an individual's concerns when they believe their PII has been inappropriately obtained, used, or disclosed, or that the PII is inaccurate. If no process exists, explain why not.
Describe the process in place to resolve an individual's concerns when they believe their PII has been inappropriately obtained, used, or disclosed, or that the PII is inaccurate. If no process exists, explain why not.
Question 29 Comments
Question 29 Comments
30
Question 30
Describe the process in place for periodic reviews of PII contained in the system to ensure the data's integrity, availability, accuracy and relevancy. If no processes are in place, explain why not.
Describe the process in place for periodic reviews of PII contained in the system to ensure the data's integrity, availability, accuracy and relevancy. If no processes are in place, explain why not.
Question 30 Comments
Question 30 Comments
31
Question 31
Identify who will have access to the PII in the system and the reason why they require access.
Identify who will have access to the PII in the system and the reason why they require access.
Question 31 Comments
Question 31 Comment
32
Question 32
Describe the procedures in place to determine which system users (administrators, developers, contractors, etc.) may access PII.
Describe the procedures in place to determine which users may access PII
Question 32 Comments
Question 32 Comments
33
Question 33
Describe the methods in place to allow those with access to PII to only access the minimum amount of information necessary to perform their job.
Describe the methods in place to allow those with access to PII to only access the minimum amount of information necessary to perform their job.
Question 33 Comments
Question 33 Comments
34
Question 34
Identify training and awareness provided to personnel (system owners, managers, operators, contractors and/or program managers) using the system to make them aware of their responsibilities for protecting the information being collected and maintained.
Identify training and awareness provided to personnel (system owners, managers, operators, contractors and/or program managers) using the system to make them aware of their responsibilities for protecting the information being collected and maintained.
Question 34 Comments
Question 34 Comments
35
Question 35
Describe training system users receive (above and beyond general security and privacy awareness training).
Describe training system users receive (above and beyond general security and privacy awareness training).
Question 35 Comments
Question 35 Comments
36
Question 36
Do contracts include Federal Acquisition Regulation and other appropriate clauses ensuring adherence to privacy provisions and practices?
Do contracts include clauses ensuring adherence to privacy provisions and practices?
Question 36 Comments
Question 36 Comments
37
Question 37
Describe the process and guidelines in place with regard to the retention and destruction of PII. Cite specific records retention schedules.
Describe the process and guidelines in place with regard to the retention and destruction of PII. Cite specific records retention schedules.
Question 37 Comments
Question 37 Comments
38
Question 38
Describe, briefly but with specificity, how the PII will be secured in the system using administrative, technical, and physical controls. 
Describe, briefly but with specificity, how the PII will be secured in the system using administrative, technical, and physical controls. 
Question 38 Comments
Question 38 Comments
39
Question 39
Identify the publicly-available URL:
Identify the publicly-available URL:
Question 39 Comments
Question 39 Comments
40
Question 40
Does the website have a posted privacy notice?
Does the website have a posted privacy policy?
Question 40 Comments
Question 40 Comments
40a
Question 40 a
Is the privacy policy available in a machine-readable format?
Is the privacy policy available in a machine-readable format?
41
Question 41
Does the website use web measurement and customization technology?
Does the website use web measurement and customization technology?
Question 41 Comments
Question 41 Comments
41a
Question 41 a
Select the type of website measurement and customization technologies is in use and if it is used to collect PII. (Select all that apply)
Select the type of website measurement and customization technologies is in use and if it is used to collect PII. (Select all that apply)
Technologies	
Question 41 a. Technologies
Collects PII?
Question 41 a. Collects PII?
42
Question 42
Does the website have any information or pages directed at children under the age of thirteen?
Does the website have any information or pages directed at children under the age of thirteen?
Question 42 Comments
Question 42 Comments
42a
Question 42 a
Is there a unique privacy policy for the website, and does the unique privacy policy address the process for obtaining parental consent if any information is collected?
Is there a unique privacy policy for the website, and does the unique privacy policy address the process for obtaining parental consent if any information is collected?
43
Question 43
Does the website contain links to non- federal government websites external to HHS?
Does the website contain links to non-federal government websites external to HHS?
Question 43 Comments
Question 43 Comments
43a
Question 43 a
Is a disclaimer notice provided to users that follow external links to websites not owned or operated by HHS?
Is a disclaimer notice provided to users that follow external links to websites not owned or operated by HHS?
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy. 
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy. 
Reviewer Questions
Reviewer Questions
Answer
Answer
1
Reviewer Question 1
Are the questions on the PIA answered correctly, accurately, and completely?
Are the questions on the PIA answered correctly, accurately, and completely?
Reviewer Notes
Reviewer Notes
Question 1 Comments
Reviewer Question 1 Are the questions on the PIA answered correctly, accurately, and completely? Comments 
2
Reviewer Questions 2
Does the PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities?
Does the PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities?
Reviewer Notes
Reviewer Notes
Question 2 Comments
Reviewer Question 2 Does the PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities? Comments 
3
Reviewer Question 3
Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors?
Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors?
Reviewer Notes
Reviewer Notes
Question 3 Comments
Reviewer Question 3  Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors? Comments 
4
Reviewer Questions 4
Does the PIA appropriately describe the PII quality and integrity of the data?
Does the PIA appropriately describe the PII quality and integrity of the data?
Reviewer Notes
Reviewer Notes
Question 4 Comments
Reviewer Question 4 Does the PIA appropriately describe the PII quality and integrity of the data? Comments 
5
Reviewer Question 5
Is this a candidate for PII minimization?
Is this a candidate for PII minimization?
Reviewer Notes
Reviewer Notes
Question 5 Comments
Reviewer Question 5 Is this a candidate for PII minimization? Comments 
6
Reviewer Question 6
Does the PIA accurately identify data retention procedures and records retention schedules?
Does the PIA accurately identify data retention procedures and records retention schedules?
Reviewer Notes
Reviewer Notes
Question 6 Comments
Reviewer Question 6 Does the PIA accurately identify data retention procedures and records retention schedules? Comments 
7
Reviewer Questions 7
Are the individuals whose PII is in the system provided appropriate participation?
Are the individuals whose PII is in the system provided appropriate participation?
Reviewer Notes
Reviewer Notes
Question 7 Comments
Reviewer Question 7 Comments 
8
Reviewer Questions 8
Does the PIA raise any concerns about the security of the PII?
Does the PIA raise any concerns about the security of the PII?
Reviewer Notes
Reviewer Notes
Question 8 Comments
Reviewer Question 8 Does the PIA raise any concerns about the security of the PII? Comments 
9
Reviewer Questions 9
Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be?
Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be?
Reviewer Notes
Reviewer Notes
Question 9 Comments
Reviewer Question 9 Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be? Comments 
10
Reviewer Question 10
Is the PII appropriately limited for use internally and with third parties?
Is the PII appropriately limited for use internally and with third parties?
Reviewer Notes
Reviewer Notes
Question 10 Comments
Reviewer Question 10 Is the PII appropriately limited for use internally and with third parties? Comments 
11
Reviewer Question 11
Does the PIA demonstrate compliance with all Web privacy requirements?
Does the PIA demonstrate compliance with all Web privacy requirements?
Reviewer Notes
Reviewer Notes
Question 11 Comments
Reviewer Question 11 Does the PIA demonstrate compliance with all Web privacy requirements? Comments 
12
Reviewer Question 12
Were any changes made to the system because of the completion of this PIA?
Were any changes made to the system because of the completion of this PIA?
Reviewer Notes
Reviewer Notes
Question 12 Comments
Reviewer Question 12 Were any changes made to the system because of the completion of this PIA? Comments 
General Comments
General Comments
10.0.0.0.20110715.1.847530
Unknown
No
No
Agency
Existing
No
Yes
Yes
No
Voluntary
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
No
	CurrentPage: 
	PageCount: 
	Save_Button: 
	Acceptable Values: Transition, Draft, Review, Redraft,  TPWATransition, TPWADraft, TPWAReview, TPWARedraft: 
	PIAFormNumber_TextField: 0923-0047
	PIADateField1: 2018-06-04
	Question_1_TextBox: NCEH/ATSDR
	Question_2_TextBox: 0923-13BZ (0923-0047)
	Question_2a_TextBox: NCEH/ATSDR Extension for “Generic Clearance for the Collection of Qualitative Feedback on Agency Service Delivery” 
	GSS: 
	MajorApplication: 
	MinorAppStandAlone: 
	MinorAppChild: 
	ElectronicInfoCollection: 
	Unknown: 
	Question_3a_DropDownList: Implementation
	Yes: 
	No: 
	Q4Comments: 
	Agency: 
	Contractor: 
	PIA_POC_Title_TextField: NCEH/ATSDR PRA Contact
	PIA_POC_Name_TextField: Stephanie Davis
	PIA_POC_Org_TextField: NCEH/ATSDR Office of Science
	PIA_POC_Email_TextField: sgd8@cdc.gov
	PIA_POC_Phone_TextField: 770-488-3676
	Q6Comments: 
	New: 
	Existing: 
	Q8Comments: 
	Question_8a_DateField: 
	Question_8b_DateField: 
	NACheckBox: 1
	Question_8c_TextField: The GenICs collected under this generic clearance do not use a dedicated IT system. Each GenIC will have a dedicated system manager who will be responsible for security authorization for the GenIC within the appropriate program. System managers might use a new system or one that is already authorized (e.g., Tracking - NEPHTN). 
	PIAValidation: 1
	SigSysMgmt: 0
	Anonymous: 0
	AltInCharacter: 0
	NewPubAccess: 0
	NewInteragency: 0
	InternalFlow: 0
	Conversion: 0
	ComSources: 0
	Q9Other: Paperwork Reduction Act Clearance request for an extension of an existing PRA approval (OMB Control No. 0923-0047; exp. date 12/31/2018)
	Q9Comments: 
	Question_10_TextField: Not applicable
	Q10Comments: 
	Question_11_TextField: In 2011, OMB worked with all Federal agencies to create an expedited process for information collections that focus on the awareness, understanding, attitudes, preferences, or experiences of customers or other stakeholders (e.g., delivery partners, co-regulators, or potential customers) relating to existing or future services, products or communication materials. The Service Delivery process allows agencies to submit such collections directly to OMB without posting in the Federal Register, since these agencies will have already created a generic clearance for these types of collections. The collection can then be quickly approved, unless OMB identifies any problems, and if so, they will notify the agency within five business days of submission. See OMB memo M-11-26.In the past, NCEH/ATSDR did not have a ready expedited way to seek customer feedback. Some programs sought the standard PRA clearance, which often took 12 months or more before their data collections could begin. Based on these experiences, many programs decided the effort was not worth doing. They often chose not to seek customer feedback for product improvement. Sometimes, they limited their respondents to 9 or fewer, which diminished the quality of the results. With the advent of the Service Delivery mechanism, NCEH/ATSDR programs have recognized the value and time savings offered by this relatively simple mechanism. To date, NCEH/ATSDR has used this mechanism for 28 GenICs with plans for more in 2018.In order to work continuously to ensure that our programs are effective, meet our customers’ needs, and make good use of taxpayer dollars, NCEH/ATSDR seeks to extend the PRA clearance for this generic clearance to collect qualitative feedback on our service delivery.  This generic clearance is available for all NCEH/ATSDR Offices, Divisions, and programs. The programs use the feedback gained to improve customer experience with our products.Qualitative feedback means information that provides useful insights on perceptions and opinions, but are not statistical surveys that yield quantitative results that can be generalized to the population of study. NCEH/ATSDR will collect, analyze, and interpret information gathered through this generic clearance to identify strengths and weaknesses of current services and make improvements in service delivery based on feedback.  The solicitation of feedback will target areas such as:  timeliness, appropriateness, accuracy of information, courtesy, efficiency of service delivery, and resolution of issues with service delivery.   Responses will be assessed to plan and inform efforts to improve or maintain the quality of service offered to the public.
	Q11Comments: 
	Question_12_TextField: If appropriate, agencies will collect information electronically and/or use online collaboration tools to reduce burden. Small business or other small entities may be involved in these efforts but the Agency will minimize the burden on them of information collections approved under this clearance by sampling, asking for readily available information, and using short, easy-to-complete information collection instruments.  No questions will be asked that are of a personal or sensitive nature.  The types of collections that this generic clearance covers include, but are not limited to:•  Customer comment cards/complaint forms. These can be small index card surveys distributed at conferences and worksgroups.•  Small discussion groups. These are accompanied with moderator guides to set the stage and to keep the discussion on topic.•  Focus Groups of customers, potential customers, delivery partners, or other stakeholders. These are accompanied with moderator guides similar to small discussion group activities.•  Cognitive laboratory studies, such as those used to refine questions or assess usability of a website. These can be in the form of a website survey that seeks customer preferences between Option A or Option B. The results helps NCEH/ATSDR to understand how the customer perceives the messages and to improve the way the messages are conveyed.•  Qualitative customer satisfaction surveys (e.g., post-transaction surveys; opt-out web surveys). NCEH/ATSDR may set up post-meeting surveys at community meetings (paper-based, telephone, or web-based) to understand how the community engagement process was received.•  In-person observation testing (e.g., website or software usability tests). Data gathered under this mechanism are typically collected for internal use only for product improvement and are not shared.
	Q12Comments: 
	Question_13_TextField: Under this generic clearance, all collections must fit the approved scope. NCEH/ATSDR will only submit a collection for approval under this generic clearance if it meets the following conditions:   •  Information gathered will be used only internally  for general service improvement and program management purposes and is not intended for release outside of the agency;•  Information gathered will not be used for the purpose of substantially informing influential policy decisions;•  Information gathered  will yield qualitative information; the collections will not be designed or expected to yield statistically reliable results or used as though the results are generalizable to the population of study; •  The collections are voluntary;•  The collections are low-burden for respondents (based on considerations of total burden hours, total number of respondents, or burden-hours per respondent) and are low-cost for both the respondents and the Federal Government;•  The collections are non-controversial and do not raise issues of concern to other Federal agencies;•  Any collection is targeted to the solicitation of opinions from respondents who have experience with the program or may have experience with the program in the near future; and•  While our GenICs do not generally collect PII. the PRA clearance does, however, allow for the collection of PII.  With the exception of information needed to provide remuneration for participants of focus groups and cognitive laboratory studies, personally identifiable information (PII) is collected only to the extent necessary and is not retained.  Specific PII will be identified in each GenIC submitted for review. Of note, the Supporting Statement A does not address the collection of SSN, and we do not anticipate ever needing it.Programs are required to submit a GenIC request form titled "“Generic Clearance for the Collection of Routine Customer Feedback” (OMB Control Number: 0923-0047)," along with their data collection forms. These documents are reviewed by various offices and then submitted to OMB via ROCIS.
	Q13Comments: 
	Q14Comments: 
	SSNCheckBox: 0
	DOBCheckBox: 1
	NameCheckBox: 1
	PhotoCheckBox: 0
	DLNCheckBox: 0
	BiometricCheckBox: 0
	MMNameCheckBox: 0
	VehicleCheckBox: 0
	EmailCheckBox: 1
	AddressCheckBox: 1
	PhoneCheckBox: 1
	MedRecCheckBox: 0
	MedNotesCheckBox: 0
	FinAcctCheckBox: 0
	CertsCheckBox: 0
	LegalDocCheckBox: 0
	EduRecCheckBox: 0
	DeviceIDCheckBox: 0
	MilStatusCheckBox: 0
	EmpStatusCheckBox: 0
	ForeignActCheckBox: 0
	PaaNumCheckBox: 0
	TaxIDCheckBox: 0
	Q15Other1: Email of Organizational Representative
	Q15Other2: Name of an Organization (e.g., state/local health department/federal agency
	Q15Other3: Phone Number of Organizational Representative
	Q15Other4: Name of Organizational Representative
	Q15Other5: I
	Q15Comments: 
	EmpCheckBox: 1
	PubCitizensCheckBox: 1
	BusPartnerCheckBox: 1
	VendorCheckBox: 0
	PatientsCheckBox: 1
	Q16Other_TextField: If a confidentiality pledge is deemed useful and feasible, the Agency will only include a pledge of confidentiality that is supported by authority established in statute or regulation, that is supported by disclosure and data security policies that are consistent with the pledge, and that does not unnecessarily impede sharing of data with other agencies for compatible confidential use.  If the agency includes a pledge of confidentiality, it will include a citation for the statute or regulation supporting the pledge.
	Q16Comments: 
	Question_17_DropDownList: 5,000-9,999
	Q17Comments: 
	Question_18_TextField: NCEH/ATSDR typically uses community contact lists, cooperative agreement awardees lists, state/local health department business information, and other customer lists to solicit service delivery feedback. These can be individuals or organizations that use materials, fact sheets, guidance methods, or websites provided for the public.
	Q18Comments: 
	Question_19_TextField: NCEH/ATSDR may use this mechanism to pilot new or to test existing web content, fact sheets, and other documents for comprehension, customer preferences, etc. 
	Q19Comments: 
	Question_20_TextField: Although not excluded from allowable PII under this generic clearance, to date, SSN has not been collected under this generic clearance. We anticipate this will not be needed in the future.
	Q20Comments: 
	Question_20a_TextField: ‘‘Comprehensive Environmental Response, Compensation, and Liability Act of 1980’’ as amended by ‘‘Superfund Amendments and Reauthorization Act of 1986’’ (42 U.S.C. 9601, 9604); and the ‘Resource Conservation and Recovery Act of 1976’’ as amended in 1984 (42 U.S.C. 6901). Other authorities typically used include, but which may not grant express authority to collect SSN include: Public Health Service Act, Section 301, ‘‘Research and Investigation,’’ (42 U.S.C. 241); Sections 304, 306, and 308(d), which discuss authority to maintain data and to provide assurances of confidentiality for health research and related activities (42 U.S.C. 242b, 242k, and 242m(d)); and Section 361, '‘Quarantine and Inspection, Control of Communicable Diseases,’’ (42 U.S.C.264).
	Question_21_TextField: Executive Order 12862 directs Federal agencies to provide service to the public that matches or exceeds the best service available in the private sector.
	Q21Comments: 
	Q22Comments: 
	Q22Published1: 09–20–0136, ‘‘Epidemiologic Studies and Surveillance of Disease Problems, HHS/ CDC/NCID
	Q22Published2: 09–20–0113, ‘‘Epidemic Investigation Case Records, HHS/CDC/NCID
	Q22Published3: 09–19–0001, ‘‘Records of Persons Exposed or Potentially Exposed to Toxic or Hazardous Substances, HHS/ATSDR
	InProgressCheckBox: 0
	InPersonCheckBox: 1
	HardCopyCheckBox: 1
	OnlineCheckBox: 1
	DirectOtherCheckBox: 1
	WithinOPDIVCheckBox: 1
	OtherOPDIVCheckBox: 1
	StateCheckBox: 1
	ForeignCheckBox: 1
	OtherFedCheckBox: 0
	GovOtherCheckBox: 1
	PublicCheckBox: 1
	ComDataCheckBox: 0
	PubMediaCheckBox: 0
	PrivateSectorCheckBox: 1
	NGOtherCheckBox: 1
	Q23Comments: 
	Question_23a_TextBox: OMB Control No. 0923-0047; exp. date 12/31/2018
	Q24Comments: 
	OtherFedTextField: Purpose
	StateLocalTextField: Purpose
	PrivateTextField: Purpose
	WithinHHSCheckBox: 0
	StateLocalCheckBox: 0
	PrivateCheckBox: 0
	WithinHHSTextField: Purpose
	Question_24b_TextBox: Each program submitting a GenIC will create its own MOU or ISA as needed or required.
	Question_24c_TextBox: Disclosures are accounted for according to the referenced SORNs. Disclosures not accounted for in the SORNs will be managed and the procedures established by the system manager. Typically, this will be a manual process where the program keeps track in a spreadsheet.
	Question_25_TextBox: PII from members of the public is gathered at community meetings with the understanding that the agency would like to contact them in the future or from contact lists of requests for NCEH/ATSDR assistance/materials/resources. Business contact information for state/local/federal agencies comes from existing sources (workgroups, collaborations, and partnerships; awardee information; internet).
	Q25Comments: 
	Voluntary: 
	Mandatory: 
	Q26Comments: 
	Question_27_TextBox: Individuals may opt out of agency requests for customer feedback by not providing contact information at public meetings. They may also opt out of the individual GenIC by not responding, consenting, or by stated refusal. 
	Q27Comments: 
	Question_28_TextBox: Each GenIC to be collected under this generic clearance is a one-time collection. Customers are generally provided fact sheets and/or consent information about the data collection to decide if they will participate in the GenIC. As written documentation of consent is not generally required, customers are instructed to proceed with the survey or focus group if they consent to participate without a signed consent form. Customers are typically not recontacted after the information collection is complete and will not get individual results back from NCEH/ATSDR. Therefore, these one-time lists of participants for each GenIC are generally maintained only for the period of time it takes to complete the GenIC. However, should there be a change in the way their information is used, the program with the approval of the system manager will recontact the customers to inform them of these changes before their identities are delinked from the data. It should be noted that changes to the data collection instrument itself will require a resubmission of the GenIC and a new data collection must be approved.Findings will be used for general service improvement, but are not for publication or other public release.  
	Q28Comments: 
	Question_29_TextBox: Individuals can notify the Project Director/Program Manager, who will/can notify the appropriate system manager in writing.  The system manager will in turn report the potential incident to the CDC Security Incident Response Team and the Privacy Officer.  The security manager will serve as the POC to resolve the individual's concerns.
	Q29Comments: 
	Question_30_TextBox: Each NCEH/ATSDR program submitting a GenIC will have a designated system manager who will determine the necessity and regularity of processes for periodic reviews. 
	Q30Comments: 
	AdminReason: On rare occasion, program staff may share this information with administrators to resolve issues.
	DevReason: It is unlikely that developes will need to have access to PII. They can use the 
	UserReason: Typically the program staff conduct the collections, analyze the data, and utilize the results to improve their products and services. 
	UsersCheckBox: 1
	AdminsCheckBox1: 1
	DevsCheckBox: 0
	ContractorsCheckBox: 1
	OthersReason: 
	OthersCheckBox: 0
	ContractorsReason: At times, NCEH/ATSDR may use contractors to conduct the collections from customers.
	Q31Comments: 
	Question_32_TextBox: Authorized Users:  A database security package is implemented on CDC’s IT systems to control unauthorized access to the system. Attempts to gain access by unauthorized individuals are automatically recorded and reviewed on a regular basis. Each NCEH/ATSDR program submitting a GenIC will have a designated system manager who will assure that access to records is granted to only a limited number of physicians, scientists, statisticians, and designated support staff of ATSDR or its contractors, as he or she authorizes to accomplish the stated purposes for which the data in this system have been collected. A list of authorized users will be maintained by the system manager.
	Q32Comments: 
	Question_33_TextBox: System managers will implement access controls on share drives such that only designated staff may access PII. All other staff may have access controls to de-linked files only.
	Q33Comments: 
	Question_34_TextBox: The NCEH/ATSDR ISSO may assist the programs to develop project-specific Rules of Behavior guidelines and agreements for staff designated to access files. System managers continuously monitor system activities to ensure compliance with security requirements.
	Q34Comments: 
	Question_35_TextBox: System managers are responsible for training staff assigned to specific projects. These managers typically work within and are responsible for divisions, branches, and programs.
	Q35Comments: 
	Q36Comments: 
	Question_37_TextBox: SORN 09–19–0001: ATSDR records are retained and disposed of in accordance with the ATSDR Comprehensive Records Control Schedule (B–371). Current procedures allow the system manager to keep the records for 20 years unless needed for further study. Registry records will be actively maintained as long as funding is provided for by legislation. Retention periods vary depending on the type of record. Source documents for computer tapes or disks are disposed of when no longer needed in the study as determined by the system manager, and as provided in the signed consent form, as appropriate. Records may be transferred to a Federal Records Center for storage when no longer needed for evaluation or analysis. Disposal methods include the paper recycling process, burning or shredding hard copy records, and erasing computer tapes and disks.SORN 09–20–0113: NCEH records are retained and disposed of in the following way: Records are retained and disposed of in accordance with the CDC Records Control Schedule. Records are maintained in agency for four years. Disposal methods include erasing computer media, burning or shredding paper materials or transferring records to the Federal Records Center when no longer needed for evaluation and analysis. Records destroyed by paper recycling process when 20 years old, unless needed for further study.SORN 09–20–0136: NCEH records are retained and disposed of in the following way: Records are retained and disposed of in accordance with the CDC Records Control Schedule. Record copy of study reports are maintained in agency from two to three years in accordance with retention schedules. Source documents for computer are disposed of when no longer needed by program officials. Personal identifiers may be deleted from records when no longer needed in the study as determined by the system manager, and as provided in the signed consent form, as appropriate. Disposal methods include erasing computer tapes, burning or shredding paper materials or transferring records to the Federal Records Center when no longer needed for evaluation and analysis. Records are retained for 20 years; for longer periods if further study is needed.
	Q37Comments: 
	Question_38_TextBox: Administrative Controls: NCEH/ATSDR and contractor employees who maintain records are instructed in specific procedures to protect the security of records, and are to check with the system manager prior to making disclosure of data. When individually identified data are being used in a room, admittance at either ATSDR or contractor sites is restricted to specifically authorized personnel. Appropriate Privacy Act provisions are included in contracts, and the ATSDR Project Director, contract officers, and project officers oversee compliance with these requirements. Upon completion of the contract, all data will be either returned to ATSDR or destroyed, as specified by the contract.Technical Controls: Protection for computerized records on the CDC Network includes programmed verification of valid user identification code and password prior to logging on to the system, mandatory password changes, limited log-ins, virus protection, and user rights/file attribute restrictions. Password protection imposes user name and password log-in requirements to prevent unauthorized access. Each user name is assigned limited access rights to files and directories at varying levels to control file sharing. There are routine daily backup procedures and secure off-site storage is available for backup files. Knowledge of passwords is required to access systems which are limited to users obtaining prior supervisory approval. When possible, a backup copy of data is stored at an offsite location and a log kept of all changes to each file and all persons reviewing the file. Selected safeguards will be applicable to specific elements of the system, as appropriate. Additional safeguards may also be built into the program by the system analyst as warranted by the sensitivity of the specific data set.Physical Controls: Questionnaires, log books, and other source data are maintained in locked cabinets in locked rooms, and security guard service in buildings provide personnel screening of visitors. Access to facilities is controlled by a cardkey system. Access to computer rooms is controlled by a cardkey and security code (numeric keypad) system. Computer rooms are protected by an automatic sprinkler system, numerous automatic sensors (e.g., water, heat, smoke, etc.) are installed, and a proper mix of portable fire extinguishers is located throughout the computer room. The system is backed up on a nightly basis with copies of the files stored off site in a secure fireproof safe. Computer workstations, lockable personal computers, and automated records are located in secured areas.
	Q38Comments: 
	Question_39_TextBox: 
	Q39Comments: 
	Q40Comments: 
	Q41Comments: 
	WebBeaconsCheckBox: 0
	WebBugsCheckBox: 0
	SessionCookiesCheckBox: 0
	PersistentCookiesCheckBox: 0
	Q41aOtherTextField: 
	Q42Comments: 
	Q43Comments: 
	RQ1Notes_TextBox: 
	RQ1Comments_TextBox: 
	RQ2Notes_TextBox: 
	RQ2Comments_TextBox: 
	RQ3RN_TextBox: 
	RQ3Comments_TextBox: 
	RQ4RN_TextBox: 
	RQ4Comments_TextBox: 
	RQ5RN_TextBox: It was not discussed.
	RQ5Comments_TextBox: 
	RQ6RN_TextBox: 
	RQ6Comments_TextBox: 
	RQ7RN_TextBox: 
	RQ7Comments_TextBox: 
	RQ8RN_TextBox: 
	RQ8Comments_TextBox: 
	RQ9RN_TextBox: 
	RQ9Comments_TextBox: 
	RQ10RN_TextBox: 
	RQ10Comments_TextBox: 
	RQ11RN_TextBox: 
	RQ11Comments_TextBox: 
	RQ12RN_TextBox: 
	RQ12Comments_TextBox: 
	RQGeneralComments_TextBox: In general, our GenICs do not collect PII. The PRA clearance does allow for the collection of PII, however. For that reason, we have checked the boxes in Q15 to indicate potential types of PII that our programs may use. Specific PII will be identified in each GenIC submitted for review. The Supporting Statement A does not address the collection of SSN, and we do not anticipate ever needing it.
	PIAOPDIVSignatureField: 
	PIAHHSSignatureField: 



