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1.

Registration

This document describes the process to submit a request for user registration for access to the
Child Support Portal.

Figure 1-1: Welcome to Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME FAQ CONTACT US

Welcome to the Child Support Portal

QCSE's Child Support Portal provides a secure Infemet portal for states, tribes, employers, insurers, financial insfitulions and other authorized users to send and receive vital information concerning child
support cases. To leam about what applications are available fo you, and to log into the Portal, click on your user role belovr.

Employers

Employers may use the Portal to provide
information about employees who are eligible
to receive a lump sum payment, have
terminated employment, provide contacts and
addresses and other information about their
company. Multistate employers may register to
identify the state where all newly and rehired
employees will be reported. All of the
information provided is shared with child

support agencies.
GO>

International

Authorized child support workers from other
countries may use the Portal to access the
Intergovernmental Reference Guide (IRG) for
State and Trial Child Support Profile
Questions, as well as State, Tribal, OCSE, and
International contact information

Go>

Federal Agencies

Authorized federal agencies and research
partners may use the Portal fo securely
exchange files with OGSE. If your federal
agency has recently gained connectivity to the
Portal, you will need fo register to create an
account.

OCSE

Authorized OCSE staff may use the Portal fo
access an amay of resources and services for
authorized business purposes.

GO>

Financial Institutions

Mulistate financial institutions and transmitters
may use the Portal to exchange information
with OCSE for the Multistate Financial
Institution Data Match Program. You may also
use the Portal o update your contact
information.

States

The Portal provides registered users access fo
the Infergovemmental Reference Guide,
Access and Visitation Reporting, Data Access
for Research, and State Statistical Reporting
Service applications. If you are a child support
professional, contact your state administrator
1o access the Portal.

60>

Insurers

Insurers may use the Portal to aceess the
Debt Inquiry Service application to provide
child support agencies with information about
claimants or beneficiaries who are eligible fo
receive lump sum payments.

Tribes

The Portal provides registered tribal child
support caseworkers and managers online
access lo the Federal Case Registry,
Department of Defense, and other federal
agency locate information. You may register
only after your tribe provides OC SE with
the required agresments.

GO>

NOTE: The Child Support Portal is a secured system that can only be accessed by authorized users. It is not for child support case participants or the public. To leam more about the federal Office of
Child Support Enforcement, or o get help with your case, please see our website

OFFICE OF CHILD SUPPORT ENFORCEMENT

Gica of tha Adrintstasion for i

Privacy Policy | Accessibility

Help Desk
() 1-800-258-2738
& csponal@acthhs.gov

Note: Figure 1-1 shows the header and footer for all CSP screens. The header

may contain additional links (e.g., Logout, Comments, FAQ, Contact Us,
Print, Portal Home). The footer may contain additional links (e.g., Office of
Child Support Enforcement, Privacy Policy, Accessibility, Help Desk email

address).

We excluded the headers and footers from many of the screen images to

improve the readability of this document.

Part 6: General Pages
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Chart 1-1 describes the functions available from the Welcome to Child Support Portal page,
including in the header and footer.

Chart 1-1: Welcome to Child Support Portal

Link Description

Portal Home Indicates this is the Home Page for the Portal

FAQ Displays the FAQs for security

Contact Us Displays the Help Desk Contact Page, which lists the contact
phone number and e-mail address for the Portal Administrator and
applications on the Portal

User Affiliations There are eight affiliations: Employers, Federal Agencies,
Financial Institutions, Insurers, International, OCSE, States, and
Tribes.
The user selects the affiliation they want to register for. A list of
functions for the selected affiliation display.

Office of Child Support Opens a new web page with details about the Office of Child

Enforcement Support Enforcement.

Privacy Policy Displays the Child Support Portal Privacy Policy

Accessibility Opens a new web page with details on the Administration for
Children and Families’ (ACF) commitment to making its websites
accessible to the widest possible audience, including the disabled
and impaired.

Help Desk Lists the contact information for the Help Desk

GO The user clicks GO under the user role they are registering for to
view a list functions for the role selected. All roles navigate to This
Portal Page Is For You If. The registration form is not role-specific
at this point.

Users click one of the user affiliations or Go to navigate to the This Portal Page Is For You If,

Figure 1 -2.

The description to the left will list the functions the user may be able to perform, depending on

the affiliation chosen.
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Figure 1-2: This Portal Page Is For You If

Offce of Ghild Support Enforcement  “fx) Ghild Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

Home /| OCSE

This Portal Page Is For You If Register or Log In
You are an OCSE staff member ?Hd hav,g b?en advised to register and log in through this site fo NEW USERS - If you are a new user, Register to create an account and request access to
26253 ONG 0F Mofe of e following applcations: applications, Once you have registered, you will have fo Log In lo activate your account

* Access and Visitation Reporting applicati
* Debt Inquiry Service appiication

* DoD Entillement application

* e-IWO application

* Employer Services application

+ eTemm application

* FCR Misidentified Participant application
+ FCR Query application

* Federal Gollection and Enforcement appl
* Inergovarnmental Reference Guids

* Locate application

* MSFIDM application

+ Self-Assessment application

+ State Plan application

on LOG IN - If you are a registered user, Log In to access your applications or fo aciivate your
count.

New User

Helpful Information

&Term Documentation and Procedures ®

USER GUIDE @
lication

+ State Stalistical Reporting Service application

* Voluntary Collections application

Help Desk

Monday - Friday: 8:00 A M.-5:00 PM ET  (£)1-800.258-2736 3% csportal@act hhs gov

OFFICE OF CHILD SUPPORT ENFORGEMENT Privacy Policy | Accessibilty Help Desk

() 1-800-2582736
= csportal@acthhs.gov

Chart 1-2 describes the functions available from This Portal Page Is For You If page.

Chart 1-2: This Portal Page Is For You If

Link

Description

This Portal Page Is For You
If

Displays a list of functions available to the user role you selected.

New User

Opens the Child Support Portal User Registration page

Log In

Opens the Child Support Portal Log In page.

Helpful Information

Displays links to documents or websites that may be helpful in
using the Portal.
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OFFICE OF CHILD SUPPORT ENFORGEMENT

Figure 1-3: Child Support Portal User Registration (Step 1)

Ofice of Child Support Enforcement  f5) Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

Child Support Portal User Registration

Registration Steps

1) Enter User Affiiation

Employer
2) Request Access to Senvices Federal Agancy

Financial Institution
3) Personal Information Insurer

International
OCSE

Enter User Affiliation

4) Enter Security Information
States
Tribe

Privacy Policy | Accessibilty Help Desk
(© 1-800-258-2736
= csportal@act hhs gov.

Click Enter User Affiliation to select an affiliation from the a list of affiliations. (In this
example, we chose OCSE.)

Depending on the affiliation selected, a new section with sub-groups may appear, requesting
additional information.
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Figure 1 -4 displays if OCSE is selected.

Figure 1-4: Child Support Portal User Registration (Step 2)
Office of Child Support Enforcement  }sy Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME FAQ CONTACT US

Child Support Portal User Registration

Registration Steps Enter User Affiliation
2) Request Access to Services.
3) Personal Information Enter OCSE Sub-Group Information

4) Enter Security Information - Select OCSE Sub.group

Regional Support Staff
Technical Support Staff

OFFICE OF CHILD SUPPORT ENFORCEMENT Privacy Policy | Accessibilty Help Desk
A Offcs of ha Admiisiratan for Ghidien & Farises (&) 1-800-258-2735
X csportal@act hhs.gov

Chart 1 -3 describes the functions available from the Enter User Affiliation page.

Chart 1-3: Enter User Affiliation

Link Description

Enter User Affiliation Opens a list of user affiliations

Enter OCSE Sub-Group In this OCSE example, select Regional or Technical Support Staff
Information Selections available for other affiliations, will vary from the example
(See next row.)

Sub-Groups for Other e Employer, Insurer, and Financial Institution: FEIN
Affiliations (Information e Federal Agency: Agency name

requested for the other user |  Tyibe: Tribe name

types) ¢ International: Country name

e State: State name

Part 6: General Pages 5 April 16, 2018
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After making selections from the affiliation list, the page expands to display a list of functions
under Request Access to Services.

Figure 1-5: Child Support Portal User Registration (Step 3)

Child Support Portal User Registration

Registration Steps
1) Enter User Affiliation
2) Request Access to Services
3) Personal Information

4) Enter Security Information

Enter User Affiliation

OCSE v

Enter OCSE Sub-Group Information
* Select OCSE Sub-group

Technical Support Staff v

Request Access to Services

[ Enter and submit program data about Access and Visitation (AV) services to OCSE.(Access and Visitation)

[] Allaws a secure path for a user 1o upload their input fles and download the responses for Data Access (Data Access Research)

[ view or enter information about debtors who are eligible to receive a payout (Debt Inquiry )

[] Request monthly entitiement payment information for active and reservist service members. (DoD Entitiement)

[] Send and receive child support documents and UIFSA forms electronically (Elecfronic Document Exchange)

[ Employer Information Updates

[ Enter information about your including addresses, information and contacts and report child support

terminations and/or lump sum payout information that will be sent to child support agencies. Access the multistate employer registry to provide
information about your company and ta idenify a single stale to report all new hire information. (Employer Reporiing)

[ Report an incorrect participant SS to avoid receiving erronecus information from the FCR.(FCR Misidentified Parficipant)

[ Request FCR case and participant information in your state o in another state. Tribes do not have cases on the FCR and may only view cases
in anther tribunal (FCR Query)

[ Upload and dovinload federal offset files and documents.(Federal Callection and Enforcement)

[ Upload insuranc claim files for the IM program. (Insurance Match)

[] View state and tribal policy and contact information, OCSE contact information, and Intenational Foreign Reciprocating and Foreign Treaty
contact information. States and fribes may also administer content for profile questions and revise contact information. (Intergovernmental
Reference Guide)

[ nitiate locate requests from the NDNH and FPLS external locate sources(Locate)

[ Update profile contact and preference informatian, and view the status of inquiry and response files (Multistate Financial Institufion Data Match)

[ The Office of Audit Data Exchange (Office O Audit Data Exchange)

[ Allows users to query information on the debior file, withdrav and certify Passports, and submit a passport denial emergency/special request
(Passport Denial)

Click the functions you want to access.
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Complete the required fields for personal information and work location. (Required fields have
asterisks.)

Figure 1-6: Child Support Portal User Registration (Step 4)

[ Seif-Assessment System is a software application used by the OCSE Division of Performance and Statistical Analysis (DPSA) staff to track

Registration Steps OGSE Selt-Assessment Reports and Regional Review Reports submitted annually by state and regional offices. (Self-Assessment)
1) Enter User amiation [ States may submit their State Plans and OCSE may review and approve State Plans.(State Plan)

[ Access state semi-annual reports and monthly New Hire and Multi-State Employer Registry reports (State Statistical Reporting System)
3) Personal Information [ Record collection information provided by the States(Voluntary Collections)
4 Enter Security Information [ Search employer information in the NDNH and identity employers that participate in e-IWO_(eEmployer)

Enter Personal Information and Work Location

* First Name i * Last Name:

* Address Line 1 Address Line 2 Address Line 3

* City * State *Zip Code Zip Code Ext
-Select- v

* Phone Number Phone Ext * E-mail Address

“ My FEIN Where do| find this?  * Access Code

For aditional security, the system wil ask you o provide an access code each ime you log info
the portal. You can elect fo receive the access code via voice or text message

* My Employer Name Where do | find this? Ifyou elect to use text message, you must select your service provider. If you do not see your

senvice provider in the list, please contact the Portal Help Desk

At the end of the registration process, the system will ask you fo verify the phone successfully

*Last 4 of SSN received the call
® Voice O Text
* Date of Birth * Phone Number Phone Ext:

Complete the Access Code section. For increased security, OCSE requires users to enter an
access code each time they log in. Users have a choice of a Voice option — a phone call, or a Text
option — a text message on your cell phone.

Part 6: General Pages 7 April 16, 2018
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Combplete the required fields for Security Information.

Figure 1-7: Child Support Portal User Registration (Step 5)

4) Enter Security Information

Enter Security Information

* Create User ID

* Create Password

Enter Security Questions
Security Question 1

In what city did you meet your spouselsignificant other?

Security Question 2

What is your favorite animal?

Security Question 3

What is your pet's name?

Security Question 4

Who was your childhood best friend?

Security Question 5

What is your favorite restaurant?

glfﬂ[lE [lf CHILD S!l?l’qul' ENFORCEMENT Privacy Policy | Accessibilty

* Confirm User

* Confirm Pass:

* Answer 1

* Answer 2

* Answer 3

* Answer 4

* Answer 5

word

Help Desk
(©) 1-800-258-2736
= csportal@act hhs gov

Click Submit to submit registration and display Figure 1-8.
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Figure 1 -8 displays a summary of information and allows the user to request an access code,
and then confirm information.

Figure 1-8: Child Support Portal User Registration (Step 6)

User Affiliation & Services Requested
OC SE Technical Suppart Suaff
sarvices Requestad

+ Employer Reparting
+ DCSE Emplayer Admin

. Du:r: SN and Query by Gase ID and State

+ Administraion actiites, Maintain FAGS, Issue broadcasts for FCR Query
Personal Information
Mame: Cheryl Stachinski
Address Line 1. 123 Test Lane

Addrees Ling 2
Addrass Ling 3

City, Stata Baimaee, MD
zip coua Fult 12333

Country: usa

E-mall Anarsss: cheryl stachinski@esp. ssa gov
Pnons Humber - Extension: 1234567899

Last 4 of S5 111

FEN: 121458789

Empioysr Name: Leidas

Data ot Birtn: o7rienaTs

Access Code

Access Devics: Phane Veice

Phons Humber: 443-454-5797

Phone Ext:

Security Information

usar io: CSPOCSET

Security Questions

Verify Access Control

The system will ask you 4 verdy that the phe Registration page eanpacts sucessshlly.

revidel, When prompted, enier the phane PIN eade displayed

Click Phone Verification to receive a call to enter a PIN.

After successful verification, Figure 1 -9 displays. As part of two-factor authentication, the
system sends an email or text message with an access code to the media device selected on the
Child Support Portal User Registration page, Figure 1 -6. The user must enter the access code to
complete the registration process.
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Figure 1-9: Child Support Portal User Registration Review (Step 7)

Child Support Portal User Registration: Review

User Affiliation & Services Requested

OCSE Techrical Support Staff
services Requested

= Emgloyer Reparting
+ DESE Employer Admin

» FCR Ouery
+ Cuery by SSH and Query by Case 1D and Stase

+ Adeministration activities, Maintain FAQs, lssue broatk

Personal Information

Hame:
Address Line 12

Addrass Line 2:

Address Line 3:

Clty, State

Zip Code Full:

Country:

E-mall Address:

Phone Humber - Extenalon:
Lastd of $5H:

FEIN:

Empioyar Heme:

Data of Birth:

Access Code
Accesa Devics:
Phone Humber:
Phane Ext

Security Information

User ki

Security Questions

casts for FER Query

the Usar Registration page connacts

cheryl stachiinskiBosp.s=a gav
1234567039

111

123456768

Leidos

O7HBHATS

Fhone Voice:
443-454-5707

CSPOCSE!

assiuly.

e you provided, When prampted, enter the phane PIN code dispiayed

Retum to Make Ghanges

Click Confirm to navigate to the User Confirmation to receive verification that the registration is

complete. Figure 1 -10 displays.

Click Return to Make Changes if any information needs to be updated.
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Figure 1-10 shows the system verified the user successfully submitted the registration.

Figure 1-10: Child Support Portal User Registration Request Submitted

oies o T cni sup

CHILD SUPPORT PORTAL

PORTALHOME | FA@ CONTACTUS

Child Support Portal User Registration Request Submitted

== |

UF(-F\LBF-%EH'LQS&WEET‘ENFUHGWENT Pivacy Policy | Accessibisly Help Dssk

© 15002582738
csportali@act bhe gov

Click Welcome to navigate to the Welcome to the Child Support Portal page.

This concludes this part of the registration. The Help Desk will email the user an access code, so
the user can complete the activation process and log into the Portal.
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2.

Activation

The user Portal again clicks a user affiliation to open the This Page Is For You If page.

Figure 2-11:

Office: of Ghild Support Enforcement ")) Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

Home /| OCSE

This Portal Page Is For You If

This Portal Page Is For You If

Register or Log In

“ou are an OCSE staff member and have been advised to register and log in through this site to NEW USERS - f you are a new user, Register fo create an account and request access fo

access one or mors of the following applications:
+ Access and Visitation Reporting application
+ Debt Inquiry Service application
+ DoD Entitiement appiication
* eWO application
+ Employer Services application
+ eTem application
* FCR Misidentified Participant application
+ FCR Query application
+ Federal Collection and Enforcement application
+ Intergovernmental Reference Guide
+ Locate application
+ MSFIDM application
+ Self-Assessment application
+ State Plan application
+ State Statistical Reporting Service application

* Voluntary Collections application

Help Desk

Monday - Friday: :00 A M. -5:00 PM.ET (&) 1-500-256-2736

OFFICE OF CHILD SUPPORT ENFORCEMENT

applicatiens. Once you have registered, you will have to Log In to activate your account.

LOG IN - If you are a registered user, Log In fo access your applications o fo activate your
account.

New User

Helpful Information

&Term Documentation and Procedures B
USER GUIDE @
& csportal@ach.hhs.gov
Privacy Policy | Accessibility Help Desk

() 1-800-258-2736
% csporial@act hhs gov

Click Log In to open the Login Certification page.
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Figure 2-2 shows the Login Certification page displayed when logging into the system.

Office of Child Support

Figure 2-12: Login Certification

Enforcement ‘) Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

Home / Financial Institutions | Login Certification

Login Certification

“fou are accessing a U.S. Govemment information system. This information system is provided for U.S. Govemment-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as wiell as civil and criminal penatties.

By using this information system, you un
* lunderstand that | may

+ 1 agree that | am responsible for al actions taken with my account

and consent to the following:

formation,

* lunderstand that OCSE may ban me from the use of these services if OCSE determines or suspects ihat there has been misuse of the services.

* I'am aviare that any person wha knowingly and willingly makes any represantation to falsely obtain information from OCSE records and/or intends to deceive

OGSE as fo the true identity of an individual could be punished by a fine of imprisonment, of both

* | am authorized to do business on behalf of my tribe, employer or client

+ | understand OCSE will use this information for employment verification purposes.

* lunderstand that OCSE will maintain and use the informatien 1 provide to verify my identity and my relationship to tribe/employer and | consent to the use of my

information for this purpose.

* I nave no expectation of privacy for any personal or unafficial transaction conducted using this govemment equipment. At any time, and for any laviful

Govemment purpose, the government may monftor, intercept, and search and seize any communication of data transmitted or stored on this information system

+ Any communication or data transmitted or stored on this information system may be disclased or used for any lawful Government purpose.

By checking | Accept’ you certify that you have read, understeod, and agree o the terms of this agreement.
M 1Aceept
® Login using User ID: Forg L
cspocset| X
O Login using PIV card (Insert PV card) @
OFFICE OF CHILD SUPPORT ENFORCEMENT Privacy Policy | Accessibilty Help Desk
o Ol Ao o Creen A P

(© 1-800-258-2736
X csportal@actihs. gov

Click the check box to accept the terms of agreement.

Enter your User ID, and

then click Enter.

Chart 2-1 describes the functions available from the Login Certification page.

Chart 2-4: Login Certification

Element

Description

I Accept

Checking the box certifies that the user agrees to the terms of
agreement

Login using User ID

Allows the user to access the Portal by entering a user ID

Forgot User ID?

Opens the Forgot User ID page

Login using PIV card

Allows the user to access the Portal using a PIV card (internal
users only)
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Chart 2-4: Login Certification

Element Description

I Provides extra information about PIV card access

(Information Link)

Click Enter to open the User Activation page.
Figure 2-3 shows the page for completing account activation.

Figure 2-13: User Activation

Office of Chikd Support Enforcement  “J5) Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FA@ CONTACT US

User Activation

For User ID: cspocse1
* Activation Code

* Password Forgo/Change Password?
* Email

* In what city did you meet your spouse/significant other?
* What is your favorite animal?

* What is your pet's name?

*Who was your childhood best friend?

*What is your favorite restaurant?
Submit Cancel
glﬂﬂf BEPH“'D‘ S!]PPJ]ABT ENFORCEMENT Privacy Policy | Accessibilty Help Desk

© 1-800-258-2736
2 csportal@acthhs.gov

Chart 2-2 describes the functions available from the User Activation page.

Chart 2-5: User Activation

Element Description

User ID Displays a system-generated user ID

Part 6: General Pages 3

April 16, 2018




OCSE O&M and Continuous Improvements User Screen Flow
System Framework Version 4.0
OMB Contol No.: 0970-0370 Expires: xx/Xx/XxxXx

Chart 2-5: User Activation

Element Description
Activation Code Allows the user to enter the activation code received from the
Portal
Password Allows the user to enter a password

Forgot/Change Password Opens the Forgot/Change Password page to reset the password

Challenge Questions Requires the user to answer the questions

Click Submit to open the Activation Confirmation page, Figure 2 -14.
Figure 2-4 shows a confirmation that the user’s account is now activated.

Figure 2-14: Activation Confirmation

Office of Chid Support Enforcement ") Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME |FAQ (CONTACT US

Activation Confirmation

The syste: ‘your password every 60 days. You may login to the Chid
‘Support Portal by clicking Welcome button

OFFICE OF CHILD SUPPORT ENFORCEMENT Privacy ol | Accessibity Help Desk
pd L L Qo527
X csportal@acf hhs.gov

Click Welcome to open the Welcome to the Child Support Portal page.
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3.

Login

Figure 3-1 shows the page used to initiate logging in by clicking Log In.

Figure 3-15: This Portal Page Is For You If

Office: of Ghild Support Enforcement ")) Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

Home /| OCSE

This Portal Page Is For You If
You are an OCSE staff member and have been advised to register and log in through this site to
access one or more of the following applications:

+ Access and Visitation Reporting application

+ Debt Inquiry Service application

*+ DoD Entitiement application

*+ eIWO appiication

*+ Employer Services application

+ eTemm appiication

+ FCR Misidentified Participant application

+ FCR Query application

* Federal Collection and Enforcement application

* Intergovernmental Reference Guide

* Locate application

* MSFIDM application

* Self-Assessment application

+ State Plan application

* State Statistical Reporting Service application

* Voluntary Collections application

Help Desk

Monday - Friday: 5:00 AM. - 500 PM.ET () 1-800-258-2736 2% csportal@act hhs.oov

OFFICE OF CHILD SUPPORT ENFORCEMENT

Privacy Policy | Accessibility

Register or Log In
NEW USERS - If you are a new user, Register to create an account and request access to
applications. Onee you have registered, you will have to Leg In to activate your account.

LOG IN - If you are a registered user, Log In fo access your applications o fo activate your
account.

New User

Helpful Information
&Term Documentation and Procedures B

USER GUIDE @

Help Desk
() 1-800-258-2736
% csporial@act hhs gov
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Figure 3-16: Login Certification
Office of Child Support Enforcement ‘) Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

Home / Financial Institutions | Login Certification

Login Certification
‘fou are accessing a U.S. Government information system. This information system is provided for U 5. Government-authorized use only.
Unauthorized or improper use of this system may result in discipinary action, as well as civil and criminal penalties.
By using this information system, you understand and consent 1o the following:

* lunderstand that | may be subject to penalties if | submit fraudulent information.

+ l agree that | am responsible for all actions taken with my acc
+ | understand that OCSE may ban me from the use of these services if OCSE defermines or suspects that there has been misuse of the services.

* I'am aviare that any person wha knowingly and willingly makes any represantation to falsely obtain information from OCSE records and/or intends to deceive
OGSE as fo the true identity of an individual could be punished by a fine of imprisonment, or both

* l'am authorized to do

+ lunderstand OCSE wi

* lunderstand that OCSE will maintain and use the informatien 1 provide to verify my identity and my relationship to tribe/employer and | consent to the use of my
information for this purpose.

* I have no expectation of privacy for any persenal of unofficial transaction conducted using this government squipment. At any time, and for any lavful
Govemment purpose, the government may monftor, intarcept, and search and seize any communication of data transmittsd or stored on this information systsm

+ Any communication or data transmitted or stored on this information system may be disclased or used for any lawful Government purpose.

By checking 'l Accept’ you certify that you have read, understood, and agree to the terms of this agreement.

M 1Aceept
® Login using User ID: Forgot User ID?
cspocset| X
© Login using PIV card (Insert PV card) @
OFFICE OF CHILD SUPPORT ENFORCEMENT Privacy Policy | Accessibiity Help Desk
o Ol Ao o Cren A P

(© 18002582736
X csportal@actihs. gov

Chart 3-1 describes the functions available on the Login Certification page.

Chart 3-6: Login Certification

Element Description

I Accept Check the box to agree to the terms of the agreement

Log In using User ID Allows the user to access the Portal using a user ID

Forgot User ID? Opens the Forgot User ID screen

Login using PIV card Allows user to access the Portal using a PIV card (internal users)

i Provides extra information concerning PIV card access

(Information Icon)

Click Enter to open the Login page.
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Figure 3-3 shows the Login page when the user elected to receive an access code via text..

Figure 3-17: Login — via Text
“F) Child Support Portal

CHILD SUPPORT PORTAL

Office of Child Suppert Enforcement

PORTAL HOME

Login

Welcome, cspocset
You must enter the PIN below into your phone to continue

* Password ForgoliChange Password?

* In what city did you meet your spouseisignificant other?

*Your phone pin code is: 245239

OFFICE OF CHILD SUPPORT ENFORCEMENT Privacy Policy | Accessibiity Help Desk
RS ) 18002582736
& csportal@act s gov
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Figure 3 -18 shows the Login page when the user elected to receive an access code via voice.

Figure 3-18: Login — via Voice

e @ nhttps;//fplstestacthhs.gov:4432/auth/login o-ac (2 Portal Bookmarks @ CSP - Login

Ty cui

CHILD SUPPORT PORTAL

PORTAL HOME

Login

Welcome, cspocsel

You must have your access code from your cellphone to continue.

* Password Forgot/Change Password?

*In what city did you meet your spouselsignificant oter?

OFFEOFCHLD SIPIRT EORGENER

10:03 AM

Chart 3-2 describes the functions available from the Login page.

[SR=LEy ] 4/9/2018

Chart 3-7: Login

Element

Description

Password

Enter a password

Forgot/Change Password?

Opens the Forgot/Change Password page

Challenge Question

Enter an answer to the challenge question

Access Code

Enter the access code received via email or text (chosen during

registration)

Enter your password, answer the challenge question, enter an access code received via voice or

text, and then click Login.
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Figure 3-3 shows the Child Support Portal Home page.

Figure 3-19: Child Support Portal Home Page

Office of Child Suppert Enforcement @ Child Support Portal Welcome Jane Doe
cHILD SUPPURT Pu RTAI. ‘. Broadcast Messages @) the ability to display multiple: broadcast messages 1o users R
Secured Enviranment

Welcome to the Child Support Portal T St *

The Child Support Portal provides an array of resources and services to OCSE staff to assist them Coming Soon...Update information about your
ortal

in their work ‘company on the portal
. . Child support agencies wil
Youmay view the applications you have access o by clicking an the —Select Application— tabin
rm ia 2 o oy « - receive the updates, reducing misdirected mail and calls >
the navigation bar abave.

to your company.
* bold test

ese

Helpful Informaticn Calendar VIEW Quick Links
eTemm Test B Eterm Link
QUICK document ® OCSE Insurance Match Program Fact Sheet
QUICK Test B Office of Child Support Enforcement
Test Only v ] QUICK Map

Quick Test

State Regional Map
OFFICE OF CHILD SUPPORT ENFORCEMENT Privacy Policy | Accessinilty Help Desk
A Ofion o i Adrmszasen for Crcren . Faries

() 1-800-255-2736
= csportal@act hs gov

Chart 3-3 describes the functions available from the Child Support Portal Home page.

Chart 3-8: Child Support Portal Home Page

Element Description
Welcome <User Name> User can update their account profile
Broadcast Messages Messages of interest for users of all affiliations on the Portal, such

as availability, maintenance, changes, and the like

Secure Home Indicates that this is the Portal Home Page

Select Application Select an application for which you have privileges
FAQ Frequently Asked Questions about the Portal
Contact Us Displays the Help Desk Contact information
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Chart 3-8: Child Support Portal Home Page

Element

Description

In the Spotlight

Information about new items or events on the Portal

Helpful Information

Documents provided for further information

Calendar

Displays events of interest to users

Quick Links

Links provided for reference
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4. Profile Updates

Figure 4-1 shows the page displayed when the user selects Profile Update from the left menu on
the Child Support Portal Home page.

Figure 4-20: Profile Update

* e e fkd

Update Personal Information and Work Location

“Fhons Numbsr * E-mall Asdrecs

443.333.1734| ®

* ddrace Lins 1

123 Tesi

ity
Tast

Update Security Information

Securty Questions
Bsourity Question 1

I what oty did youw meel your spousslsignilican offwer?

Esourlty Guestion 2
What is your favorBe animal 7

Who was your chidhood best friend?

Baouwrity Guestion &

What is your favorBe resiaumni? restaurant

& Volos

* Phons Mumbesr * Bansis Frowider

2434545797 ATET

Rizsrazeriber iy wirify o oomnasclvily whaen maddng changes 1o the scoess method indmation.

mr,,ummmw

i 1RGN YOUT RO0ESS CO0E and Upaaln o enty T inomian.

Ender your aosecs pode
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Chart 4-1 displays the information a user can update.

Chart 4-9: Profile Update

Element

Description

Update Personal Information
and Work Location Section

Displays the user’s personal and location information

Update Security Information
Section

Displays the challenge questions the user selected and the
responses the user provided

User Access Control Section

Displays access code choices of voice or text used for two-
factor authentication

Request Click to request an access code

Update Click to save and confirm the account update

Reset Click to reset any unsaved updated information

Cancel Click to cancel the transaction and open the Welcome to Child

Support Portal page

Inactivate Account

Click to disable the account
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Figure 4-2 shows the Profile Update Confirmation page displayed when a user updates their
account.

Figure 4-21: Profile Update Confirmation

Profile Update Confirmation

Profile Update Confirmation

° Profile is updated

Your profile has been updated successfully.

Click Clese to return to the Welcome to Child Support Portal page
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5. Credential Management
Figure 5 -22 displays the Login Certification page.

Figure 5-22: Login Certification

Offce of Child Support Enforcement  “J Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

Home / Financial Institutions | Login Certification

Login Certification
“ou are accessing a U.S. Government information system. This informatian system is provided for U.S. Government-authorized use only.
Unauthorized or improper use of this system may resut in disciplinary action, as well as civil and criminal penalties.
By using this information system, you understand and consent to the following:
* I understand that | may be subject to penalties if | submit fraudulent information.
+ I agree that | am responsible for all actions taken with my account
* I understand that OCSE may ban me from the use of these services if OCSE delermines or suspects that there has been misuse of the services.

+ 1:am aware that any person wha knowingly and willingly makes any representation to falsely obtain information from OGSE recards andior intends o deceive
OGSE s 1o the trus identity of an individual could be punished by a fine or imprisonment, or both

+ 1 am authorized to do busin half of my tribe, employer or ciient

* lunderstand OCSE will use this information for employment verification purposes.

* lunderstand that OCSE will maintain and use the informatien 1 provide to verify my identity and my relationship to tribe/employer and | consent to the use of my
informatian for this purpose.

* I have no expectation of privacy for any persenal of unofficial transaction conducted using this government squipment. At any time, and for any lavful
Govemment purpose, the government may monitor, intercept, and search and seize any communication or data transmitted or stored on this information system

+ Any communication or data transmitted o stored on this information system may be disclased or used for any lawful Government purpose

By checking I Accept’ you certify that you have read, understood, and agree to the terms of this agreement.

™ 1Aceept
® Login using User ID:
cspocset| X
O Login using PIV card (Insert PV card) @
OFFICE OF CHILD SUPPORT ENFORCEMENT Privacy Policy | Accessibity Help Desk
o Ol Ao o Creen A P

(© 1-800-258-2736
= csportal@act ihs gov

Chart 5-1 describes the functions that are available from the Login Certification page.

Chart 5-10: Login Certification

Element Description

I Accept Click to certify the user agrees with the terms of the agreement

Login using User ID Allows the user to access the Portal with a user ID

Forgot User ID? Opens the Forgot User ID screen

Login using PIV card Allows the user to access the Portal using a PIV card (internal
users only)

i (Information Icon) Provides extra information about PIV card access

Enter Click to enter the login information
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Chart 5-10: Login Certification

Element

Description

Cancel

Click to return to the This Portal Page Is For You If page

Click I Agree checkbox to accept the terms of the agreement.

Click Forgot User ID?

Figure 5-2 displays the Forgot User ID page.

e @ nttps;//ocsptest.achhs.gov:4432/csp/home,

Figure 5-23: Forgot User ID

userid O ~ @ & || (2 Portal Bookmarks (@ CSP - Forgot User ID

ipport Enforcement 5y Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ  CONTACT US

Forgot User ID

UPPORT ENFORCEMENT Privacy Policy | Accessibility Help Desk
Chirans Famis (©) 1-800-258-2736
X csportal@acthhs.gov

10:39 AM

DRI B 000

Chart 5-2 describes the functions available from the Forgot User ID page.

Chart 5-11: Forgot User ID

Element Description
Email Address Enter an email address to request the user ID
Re-enter Email Address Re-enter the email address to confirm it

Click Submit to open the Credential Management — Forgot User ID Confirmation page.
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Figure 5-3 displays the confirmation that the system sent the ID to the user’s email account.

Figure 5-24: Credential Management — Forgot User ID Confirmation

- x
e @ nhttps;//ocsptestacthhsgov4432/csp/home/confirmation O ~ @& & (2 Portal Bookmarks (@ CSP - Confirmation > @
Offce of Child Support Enforcement Y5y Child Support Portal
CHILD SUPPORT PORTAL

PORTAL HOME | FAQ  CONTACT US

Forgot User ID Confirmation

‘ @ craivass

uccessfully. ‘

Your userld has been sent to your email account

You may proceed to the Child Support Portal by dlicking the Welcome button.

EFJEL[;E V!}]Lcﬂ"_l] SU"EF%T" ENFUREEMENT Privacy Policy | Accessibility Help Desk

(©) 1-800-258-2736
= csportal@act hhs gov

10:40 AM

DB gm0

Click Welcome to open the Welcome to the Child Support Portal page.
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Figure 5-25: Login — Forgot/Change Password

Office of Child Support Enforcement 5 Child Support Portal

CHILD SUPPORT PORTAL

Login

Welcome, tribalad .

You must enter the PIN below into your phone to continue.

o Your password has expired. Click Forgo/Change Password? fo create a new password.
Attempting to lag in with your expired credentials will direct you 1o change your password.

* Password ForgotiChange Passviord?
* What is your favorite animal?

* Your phone pin code is: 299926

OFFICE OF CHILD SUPPORT ENFORCEMENT Privacy Policy | Accessibilty Help Desk
kOl i o i o Coldor . P ) 1-800-256.2735
= csportal@act hhs.gov

Chart 5 -12 describes the functions available from the Login — Forgot User ID page.

Chart 5-12: Login - Forgot/Change Password

Element Description
Login Guide Opens screen that provides information on completing the Login
Process
Password Enter password

Forgot/Change Password? |Opens the Forgot/Change Password page

Challenge Question Answer the challenge question

Access Code/ Entes a temporary access code received via an e-mail or text
Your phone pin code is: message received from the Portal.

Logon Click to enter information to access portal
Clear Click to clear data entered
Cancel Click to navigate to Welcome to the Child Support Portal
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Click Login to authenticate the password, challenge question answer, and access code.

Click Resend Code to have the system send a new code.
Figure 5 -26 displays the page to request a password reset.
Figure 5-26: Forgot/Change Password

e @ nttps://ocsptest.act s gov4432/csp/home/change-passw O + @ C [/} Portal Bookmarks (2 CSP - Forgot/Change Passw. <

Office of Child Support Enforcement ‘Yz Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ  CONTACT US

Forgot/Change Password

‘ o Enter your email address to change your password ‘

OFFICE OF CHILD SUPPORT ENFORCEMENT Privacy Policy | Accessibilty Help Desk
A Ofico of o Admaistas soen & Fais (©) 1-800-258-2736
X csportal@act hhs.gov

1036 AM
DR B 000

Chart 5 -13 describes the functions available from the Forgot/Change Password page.

Chart 5-13: Login Forgot/Change Password

Element Description

User ID Displays a system-generated user ID

Email Enter email address

Enter an email address for access to a password reset page, and then click Submit to open the
Forgot/Change Password — Challenge Questions page.
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Figure 5 -27 displays a page for the user to answer challenge questions.

Figure 5-27: Forgot/Change Password — Challenge Questions

e @ nhttps;//ocsptestacthhs.gov4432/csp/homey/verify-security- O ~ @ (2 Portal Bookmarks (& CSP - Forgot/Change Passw. @
Offce of Child Support Enforcement Y5y Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ  CONTACT US

Forgot/Change Password

‘ @  Prease answer the following questions set up during registration ‘

*In what city did you meet your spouselsignificant other?
*What i your favorite animal?

*What s your pet's name?

*Who was your childhood best friend?

*What is your favorite restaurant?

OFFICE OF CHILD SUPPORT ENFORCEMENT Privacy Policy | Accessiblty Help Desk
Anfice o it orCkren Faies © ra00-256.2736

= csportal@act hhs gov

1052 AM
o Do B 4/9/2018

Answer the challenge questions, and then click Submit to open the Forgot/Change Password —

Reset Password page.
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Error: Reference source not found shows the reset password page.

Figure 5-28: Forgot/Change Password — Reset Password

e @ nttps://ocsptestact hhs gov:4432/csp/home/update-passwc O ~ @ € |73 portal Bookmarks (2 CSP - Forgot/Change Passw. @

Office of Child Support Enforcement ‘Yz Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ  CONTACT US

Forgot/Change Password

‘ o Please enter and confirm your new password. ‘

* Create Password:

* Confirm Password:

OFFICE OF CHILD SUPPORT ENFORCEMENT Privacy Policy | Accessibilty Help Desk
A Ofice o no Rdmstason for Crcven s Faes. (©)1:800-258273%
= csportal@act hhs gov

11:00 AM
0B g1

Chart 5 -14 describes the functions available on the Forgot/Change Password — Reset Password

page.

Chart 5-14: Forgot/Change Password (Reset Password)

Element Description
Create Password Allows the user to enter a new password
Confirm Password Allows the user to confirm the new password

Click Submit to open the Change Password Confirmation page.
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Figure 5 -29 confirms the password change.

Figure 5-29: Change Password Confirmation

e @ nttpsy//ocsptest acthhs govi4432/csp/nome/confirmation O ~ @ & |[(2) Portal Bookmarks: (& CSP - Confirmation 5 @
Offce of Child Support Enforcement Y5y Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ  CONTACT US

Change Password Confirmation

‘ @ Pessvordis changed ‘

Your password has been changed successfully

You may proceed to the Child Support Portal by dlicking the Welcome button.

Welcome

OFFICE OF CHILD SUPPORT ENFORCEMENT Piivacy Policy | Accessibilty Help Desk
An Offic o he Admiisiratonfor Chidren & Famiies (©) 1-800-258-2736
X csportal@acf hhs.gov

120 PM

= o B om0

Click Welcome to open the Welcome to the Child Support Portal page.
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6. General Pages
Figure 6-1 displays the timeout warning message.

Figure 6-30: Timeout Warning

2 https://ocsptestacthns.gov:4432/ - CSP - Timeeut Warning - Internet Explorer - X

CHILD SUPPORT PORTAL

Timeout Warning

about to time out. As a security precauti

e timed out after 15 minutes of inactivity
If you would like to continue the session, click the Continue button

If you would like to terminate the session, click the Continue button and logout.

OFFICE OF CHILD SUPPORT ENFORCEMENT

1121 AM

B 0000

Click Continue to refresh the session, close the browser, and return to the previously displayed
page.
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Figure 6-2 displays the Session Timed Out message. After receiving this message, the user must
log in again.

Figure 6-31: Session Timed Out

e @ https://ocsptestact hhs.gov4432/csp/session-timeout £ - & & | 2 portal Bookmarks (& CSP - Session Timeout g

CHILD SUPPORT PORTAL

Session Timed Out

ee thy

ted out. You must start over isplayed on the

ot saved has bes

To contact the Help Desk for assistance:

Help Desk Availabilty:
Monday - Friday
800 AM. - 500 PM. ET

Help Desk Phone: 1-800-258-2736
Help Desk E-mail: csportal@ac hhs gov

Click 'Welcome' to return to the OCSE's Child Support Portal Welcome Page.

Welcome

OFFICE OF CHILD SUPPORT ENFORCEMENT

1126 AM

w Jax B 4/9/2018

Click Welcome to open the Welcome to Child Support Portal page.
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Figure 6-3 displays an example of a system error.

Figure 6-32: System Error

Office of Child Support Enforcement ﬁ Child Support Portal

CHILD SUPPORT PORTAL

Secured Enviromnment
@ Error - Locate - NDNH Request

An Error occurred while processing your request. You must start over to see the information displayed on the
screen again. Any information entered on the screen that was not saved has been lost. Any information changed
on the screen that was not saved will revert to its previous values.

The following information can assist the Help Desk in tracking the cause of the error:

Error Code: 410

Error Message: General Fault Code Error

Please have the following information available when contacting the Help Desk.

To contact the Help Desk for assistance:

Help Desk Hours: Monday - Friday 8:00 A.M. - 5:00 P.M. ET
Help Desk Phone: 800-258-2736

Help Desk Email: csportal@acf.hhs.gov

Click 'Home' to return to the Portal Home Page.

Home

04/09/2018 14:02:08 EDT

Click Home to open the Welcome to the Child Support Portal page.
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Figure 6-4 displays a message that the system locked the account because of the number of
invalid login attempts. The user must contact the Help Desk to unlock.

Figure 6-33: Account Locked (Credential Management and Activation Pages)

Office of Child Support Enforcement ‘)5 Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME

Login

Welcome, cspocse1 .

You must have your access code from your cellphone to continue.

@) Excesded number of invalid login attempts. Your account has been locked. Gontact the HelpDesk

* Password Forgot/Change Password?
* What is your pet's name?

* Access Code:

OFFICE OF CHILD SUPPORT ENFORCEMENT Privacy Policy | Accessibilty Help Desk
An Offca of the Adrinitaton for Chiden & Fanves (€) 1-800-258-2736
& csportal@act.hhs.gov

Click Welcome to open the Welcome to Child Support Portal page.

Enter your password, answer the challenge question, and enter an access code, and then click
Login.
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Figure 6-5 displays the FAQ page, displaying the answers to frequently asked questions about
the Portal.

Figure 6-34: Frequently Asked Questions

CHILD SUPPORT PORTAL

Frequently Asked Questions

ACUOENT LA s

LOGIN

cas e ar Feraly

RECIS A 1ION

OFFICE OF CHILD SUPPORT ERFORCEMENT
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Chart 6-5 describes the functions available from the Frequently Asked Questions page.

Chart 6-5: Frequently Asked Questions

Element Description
Category List Click a category, and the system displays the section
Top of Page Returns to the top of the page

Figure 6-6 displays the Contact Us information for the Portal Help Desk.

Figure 6-35: Contact Us

=) CSP - Contact Us - Internet Explarer — [} X

CHILD SUPPORT PORTAL

Contact Us

Child Support Portal Help Desk

Phone: 1-800-258-2736
Email: csportal@act hhs gov

Help Desk Availability

Monday - Friday
8:00 AM. - 5:00 P.M.ET
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Figure 6-7 shows the security alert message if the user’s system has an issue with the site
security.

Figure 6-7: Security Alert — User Accepts Certificate

r R

Security Alert §|

chatiged by others. Howewer, there iz a problam with the zite's
zecurity certificate.

Infarmation you exchange with this zite cannot be viewed or
=

& The security certificate was issued by a company you have
ot chozen o bust. Wiew the cerificate to determing whether
ol want to truzt the certifying autharity.

o The security certificate date is valid.

a The security certificate has a valid name matching the name
of the page you are tying to wiew.

Do you want to proceed?

[ Tes l [ Mo ] [View Certificate

Click Yes to open the Welcome to Child Support Portal.
Click No to cancel the current operation.

Click View Certificate to open the certificate information.
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Figure 6-8 shows the message a user sees before disabling their account.

Figure 6-8: Disable Account Message

Update Security Information

Security Questions

Security Question 1

In what city did you meet your spouse/significant other? other

Security Question 2 * Answer 2

What is your favorite animal? animal

Security Question 3 * Answer 3

What is your pet's name? pet

Security Question 4

Who was| pMessage from webpage

Security Qy

What is ¥ o This will inactivate your account and terminate this session. Once

the account is inactivated, you will have to re-register to use the
portal. Click "'OK" to inactivate your account or ‘Cancel’ to return.

User A¢

O voice

* Phone Number * Service Provider

443-454-5797 ATET

to verify the dvity when making changes 1o the access method information

Verify your access method.

When texting, enter your access code and update to verify the information.

Enter your access code

Update Inactivate Account

Click OK to disable the user’s account.

The Paperwork Reduction Act of 1995(Pub.L. 104-13)
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Public reporting burden for this collection of information is estimated to average 0.15 hours,
per response, including the time for reviewing instructions, gathering and maintaining the
data needed, and reviewing the collection of information. An agency may not conduct or
sponsor, and a person is not required to respond to, a collection of information, unless it
displays a currently valid OMB control number.
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