Security Self Assessment Template 2018 Clearance Version

Annual Self-Assessment Template Completion Guidance

Template last updated on: March 6, 2014

The annual self-assessment template was developed to support FIPS 199 categorization for MODERATE impact systems. The
controls in the template are compliant with the National Institute of Science and Technology (NIST) Special Publication (SP) 800-53
Revision 4, including errata changes through April 2013.

Disclaimer: As of the date this template was revised; NIST has not yet issued a final NIST Special Publication 800-53A associated
with the Revision 4 controls. Consequently, the column that describes NIST 800-53A Assessment Steps Used may be outdated.

Information System Security Officers (ISSOs) may conduct their 2014 annual self assessments using NIST Special Publication 800-53
Revision 3 controls. ISSOs are encouraged, however, to use the NIST 800-53 Revision 4 template.

Assessment of Controls:

ISSOs need not assess “common” controls, nor do they need to assess the common portion of a “hybrid” control. ISSOs should focus
their review on “system-specific” controls and the system-specific portion of a “hybrid” control. The ISSO is responsible for determining
\whether a control is actually common, system-specific or hybrid for the given application/system under review.

Note: For systems external to Federal Student Aid general support system (VDC) - the general support system common
controls need to be evaluated as part of the annual self assessment.

OMB Approved Form 1845-0134
Expiration Date In Clearance

PRA Burden Statement

According to the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless such
collection displays a valid OMB control number. The valid OMB control number for this information collection is 1845-0134. Public
reporting burden for this collection of information is estimated to average 316 hours per response, including time for reviewing
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection
of information. The obligation to respond to this collection is mandatory (428(c) of the Higher Education Act of 1965, as amended). If
you have comments or concerns regarding the status of your individual submission of this form/application/survey, please contact the
FSA Technology Office at FSA_GAsecurity@ed.gov directly.

[Assessment Template Column Descrjptions

Column Name Field Completion Instructions [Description

Security Control Information

NIST Security Control Number No updates required NIST SP 800-53 Revision 4 Control ID
Security Control Name No updates required Name of security control

The NIST designated priority codes: PO, P1, P2 or P3 and
the baseline allocation for the appropriate system
categorization. NIST recommends using the priority codes
Priority / Baseline Allocation No updates required when making sequencing decisions on control
implementations. Baseline allocation is the minimum set
of security controls and associated enhancements that
should be implemented for a given categorization.

Describes the security controls and the enhancements
that are applicable at the template's specified
categorization. These are pulled directly from NIST SP
800-53 Revision 4.

Security Control and Enhancements No updates required

Identifies whether the control is common, hybrid, system
level or not applicable. Any controls that are generally
Security Control Type Verified by Assessor / ISSO common for systems at the VDC are marked as such in
the template, however this type should always be verified
by the 1ISSO.

Control Assessment Information

Last date the control was assessed - either by self-

Last Date Security Control Assessed |Entered by Assessor assessment or security authorization (SA)

Assessor Information Entered by Assessor Documents the assessor name, role and emalil
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Control Assessment Information

Assessed Security Control
Effectiveness

Entered by Assessor

Choose from the following:
1. Satisfied: Control is implemented and operating
effectively, no issue founds

2. Partially satisfied: Part of the control is met, but some
issues were found; issues found described in
"Findings/Deficiencies Found" column

3. Not satisfied: The control is not implemented or
operating effectively; issues found described in
"Findings/Deficiencies Found" column

4. Not applicable: The control is not applicable to this
system; justification for status included in "Scoping
Guidance/Risk Based Decision Justification" column.

5. Risk-based decision not to implement: The control
was not implemented due to a risk-based decision; details
on OVMS ID and Accepted Risk documentation
developed included in "Scoping Guidance/Risk Based
Decision Justification" column.

Findings / Deficiencies Found

Entered by Assessor

Describes the issues found when assessing the control.
Should list details of issues found in sampling, scans,
documentation or screen shots.

Scoping Guidance / Risk Based
Decision Justification

Entered by Assessor

Describes the justification for the control being identified
as not applicable or the justififcation that was made for the
control to not be implemented based on a risk-based
decision. Risk based decisions should be supported by
Accepted Risk documentation.

NIST 800-53A Assessment Steps Used

Modified by Assessor if additional
steps used

Lists the assessment steps to be used to verify the
imlementation status and implementation effectiveiness of
each control. Verbiage is pulled from latest version (as of
template last update date) of NIST SP 800-53 A.

Assessment Evidence

Entered by Assessor

Describes the evidence gathered and reviewed by the
assessor in testing the control. Assessor should include:
1. Any documentation or scans reviewed, such as the
SSP, procedures or Qualys scans

2. Description of samples obtained, such as review of a
user account creation to verify following procedures

3. Description of any screen shots, such as screen shots
obtained after testing audit log contents

Template Date 2018 Clearance



Page 3

Security Self Assessment Template Rev. 4 Compliant Moderate 2018 Clearance

Security Control Information

Control Assessment Information

id | Risk -Based D

NIST Security Security Control Priority | Security Control Lsa:;ubr?&e JSsess0r Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AC-1.1 Examine organizational records or documents to determine if access
control policy and procedures: (i) exist; (ii) are documented; (iii) are disseminated
Control: The organization: to appropriate elements within the organization; (iv) are periodically reviewed by
a. Develops, documents, and disseminates to [Assignment: responsible parties within the organization; and (v) are updated, when
lorganization-defined personnel or roles]: Common organizational review indicates updates are required.
1. An access control policy that addresses purpose, scope, Satisfied
roles, responsibilities, management commitment, coordination |If additional partially satisfied IAC-1.2 Examine the access control policy to determine if the policy adequately
ACCESS CONTROL P1 lamong organizational entities, and compliance; and lsystem/application Not satlllsfled addresses purpose, scope, roles, responsibilities, management commitment,
AC-1 POLICY AND MOD AC-1 2. Procedures to facilitate the implementation of the access policy/procedures Not applicable coordination among organizational entities, and compliance.
PROCEDURES control policy and associated access controls; and are in place, this is a Risk gp 4 decision not t
b. Reviews and updates the current: hybrid control. ims I(-er::r?t ecision not to IAC-1.3 Examine the access control procedures to determine if the procedures are!
1. Access control policy [Assignment: organization-defined P sufficient to address all areas identified in the access control policy and all
frequency]; and associated access controls.
2. Access control procedures [Assignment: organization-
defined frequency]. IAC-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the access control policy and procedures control is implemented.
Control: The organization:
a. Identifies and selects the following types of information
System accounts to support o(gaqizational mi_ssions/h_uslness IAC-2.1 Examine organizational records or documents to determine if the
st;/';‘t:ss]n:u[:AozﬂtggS:Q]t organization-defined information prganizqtion establishes, actiyates, modifies, (eviews, disables, and removes
b. Assigns account me{nagers for information system accounts; information system accounts in accordance with documented account
lc. Establishes conditions for group and role membership; management procedures.
L Sosles suhofeed uses o e oo sy, rag
! h e J o X organization conducts information system account reviews within the prescribet
2”3';?:}2: 23;?:;: %gﬁ%:;éﬁ;r:ncyg?;gggaii%t‘dzﬁﬁ%%m' organization-defined frequency and any required actions as a result of the
pérsonnel o roles] for requests to create information system reviews have occurred in accordance with established procedures.
accounts; . . L -

. - . IAC-2.3 Examine selected active user accounts to determine if the organization
fﬁf%'r;aéﬁzhirﬁ?:nf’amcsgﬂffé’.glzigﬁam ;‘velrt?\o[\fssslgnmem' - followed p_roc_edures to establish and activate the user accounts and completed
lorganization-defined procedures or conditions]; ’ g:}‘i?z?ﬁ);satlsfled any organization-required documentation.

AC-2 ACCOUNT MOD Apcl—z 1) (2 % l’:‘Agtr:flltgsrsatcr:;ﬂrs:n?;r:r;fgo;?;anon system accounts; Common, Hyt_)rid, Not salis_fied IAC-2.4 Examine a list of recently disabled informa_lion system accounts and
MANAGEMENT @) 4 . . System-Specific Not applicable compare to selected system-generated records with user IDs and last login date

1. When accounts are no longer required;

2. When users are terminated or transferred; and

3. When individual information system usage or need-to-know
changes;

i. Authorizes access to the information system based on:

1. A valid access authorization;

2. Intended system usage; and

3. Other attributes as required by the organization or
associated missions/business functions;

i. Reviews accounts for compliance with account management
requirements [Assignment: organization-defined frequency];
and

k. Establishes a process for reissuing shared/group account
credentials (if deployed) when individuals are removed from the
group.

Risk-based decision not to
implement

for each account to determine if the last log-in date is beyond the date that the
account is disabled.

IAC-2.5 Examine a list of recently separated or terminated employees to
determine if the organization removed accounts for these individuals according to
established procedures and completed any organization-required documentation.

IAC-2.6 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the account management control is implemented.
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Security Control Information

Control Assessment Information

Last Date p id | Risk -Based D
NIST Security Security Control Priority | Security Control Securi JSsess0r Assessed Security Control Justification
Control NZme Baseline Security Control and Enhancements Type Contn:)ll (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control Enhancements:
X IAC-2(1) Examine organizational records or documents to determine if the
Control Enhancements:
(e organcaton alos utoated mecarisms o
support the management of information system accounts. :
fﬂzi;;l:;:;{]{g;nn:)?:gnwSayr?tlieg]mzt:gjemls;caaclgloﬁieggg?: removes: Satisfied IAC-2(2) Examine organizational records or documents to determine if temporary
o1 [ASSIGNMENT: organization-defined time period for each type Partially satisfied Spndee’grelg%?rf‘gry::gﬁf”‘z 2;63323??"“'” terminated after [organization defined
AC-2 ACCOUNT MOD AC-2 (1) (2) |of account]. Common, Hybrid, Not satisfied p yp g
MANAGEMENT 3) (4 i i i i inacti - ifi i
@ gf:)c-g:ﬁg;ﬂga[iosns%sl\lliﬂnéz\#oga;ﬁ?\z”zﬁg:?jbelﬁrs];zi%\f System-Specific glostk?gggggtﬂzusmn not to IAC-2(3) Examine organizational records or documents to determine if inactive
beriod] $org implement laccounts on the information system are automatically disabled after [organization-
(4) The information system automatically audits account defined time period].
;';]edat"oo?i‘ﬁgogfggtgsMegsgl_'zgr' glnsijstlzgg:(?enf?nre?imzvrzlj?\ﬁi?zsr' IAC-2(4) Examine the information system configuration settings to determine if
roles] - org P the settings are set to automatically disable inactive accounts after [organization-
. defined time period].
IAC-3.1 Examine organizational records or documents to determine if user access
to the information system is authorized
IAC-3.2 Examine access control mechanisms to determine if the information
isystem is configured to implement the organizational access control policy.
IAC-3.3 Examine the user access rights on the information system to determine if
user privileges on the system are consistent with the documented user
Satisfied authorizations.
Control: The information system enforces approved Partially satisfied
AC3 ACCESS LovzlAce lauthorizations for logical access to information and system Common, Hybrid, Not satisfied IAC-3.4 Examine organizational records or documents to determine if the
ENFORCEMENT resources in accordance with applicable access control System-Specific Not applicable organization assigns responsibility to specific parties and defines specific actions
policies. Risk-based decision not to to ensure that the access enforcement control is implemented.
implement
IAC-3.7 Examine organizational records or documents to determine if the
organization explicitly defines security functions for the information system.
IAC-3.8 Examine organizational records or documents to determine if the
organization properly authorizes personnel granted access to security functions
and information in accordance with organizational policy.
IAC-4.1 Examine information system interconnection agreements to determine if
the agreements address: (i) the types of permissible and impermissible flow of
information between systems; and (ii) the required level of authorization
to allow information flow as defined in the information flow enforcement policy and
Satisfied procedures.
Control: The information system enforces approved partially satisfied
|NFORMATION FLOW P1 authorizations for controlling the flow of information within the Common, Hybrid Not satli,sfied IAC-4.2 Examine information system configuration settings to determine if controls
AC-4 MODAC-4  |system and between interconnected systems based on , Aybrid, are in place to restrict the flow of information within the system and between

ENFORCEMENT

[ASSIGNMENT: organization-defined information flow control
policies].

System-Specific

Not applicable
Risk-based decision not to
implement

interconnected systems in accordance with the applicable policy, procedures, and
assigned authorizations. AC-4.3 Examine organizational records or documents to
determine if the organization assigns responsibility to specific parties and defines
specific actions to ensure that the information flow enforcement control is
implemented.
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Security Control Information

Control Assessment Information

id | Risk -Based D

NIST Security Security Control Priority | Security Control Lsa:;ubriate JSsess0r Assessed Security Control Justification
Control NZme Baseline Security Control and Enhancements Type Contn:)ll (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AC-5.1 Examine organizational records or documents to determine if the
information system enforces separation of duties.
IAC-5.2 Examine organizational records or documents to determine if personnel
duties requiring the use of the information system, involve functions of significant
criticality or sensitivity that should be subject to control by more than one
individual.
SEPARATION OF PL i?]ld?\figiir\?stis [ASSIGNMENT: organization-defined duties of Common, Hybrid Zﬁl{tgl‘){szzgsfled multiple conflicting security functions (e.g., (i) mission functions and distinct
ACS DUTIES MODACS b. Documents separation of duties of individuals; and System-Specific Not applicable g‘igrrganlilionr:jis\l);(iheanljslsrglpeps?r(tii;ul?i?;?gztsi:3;}‘)&15;:3/523%3%?2%ation system
géD:rf;T:;'g;OJ‘Tg?n system access authorizations to support :?TI]SII((;t:eSr? decision not to support functions such as system management, systems programming, quality
P P assurance/testing, configuration management, and network security; and (iii)
security personnel who administer access control functions should not administer
audit functions).
IAC-5.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the separation of duties control is implemented.
Control Enhancements:
Control: The organization employs the concept of least IAC-6(1) Examine organizational records or documents to determine if: (i) the
priviege, allowing only uthorized acossses for users (o remwere) and socuty elevant mionmation (o which access st b explily
g;%f)?::ﬁ:ha;g;%ﬁg dbtzzi\g g;sgé?&;\ﬂghw?tﬁ :g;?é:{%;il authorized; and (ii) the organization explicitly authorizes access to the
missions and business functions. organization-defined security functions and security-relevant information.
Control Enhancements: Satisfied IAC-6(2) Examine organizational records or documents to determine if: (i) the
fagwn o . Partially satisfied organization defines the security functions or security-relevant information to
P1 (1) The organization explicitly authorizes access to Common, Hybrid Not satisfied which users of information system accounts, or roles, have access; and (ii) the
AC-6 LEAST PRIVILEGE | MOD AC-6 (1) (2) [ASSIGNMENT: organization-defined list of security functions  Hyond, Y- ! ! !

(deployed in hardware, software, and firmware) and security-
relevant information].

(2) The organization requires that users of information system
laccounts, or roles, with access to [ASSIGNMENT:
lorganization-defined list of security functions or security-
relevant information], use non-privileged accounts, or roles,
when accessing nonsecurity functions.

System-Specific

Not applicable
Risk-based decision not to
implement

organization requires that users of information system accounts, or roles, with
access to organization-defined security functions or security-relevant information,
use non-privileged accounts, or roles, when accessing other system functions;
and (iii) the organization, if deemed feasible, audits any use of privileged
accounts, or roles, with access to organization-defined security functions or
isecurity-relevant information, when accessing other system functions.

IAC-6(3) Examine organizational records or documents to determine if (i) the
organization defines the privileged commands to which network access is to be
authorized only for compelling operational needs; (i) the organization authorizes

network access to organization-defined privileged commands only for compelling
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Security Control Information

Control Assessment Information

. . o Last Date q a id ! Risk -Based D
NIST Security Security Control Priority | Security Control Security JSsess0r Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IAC-7.1 Examine organizational records or documents to determine if the
information system in accordance with access control policy and procedures: (i)
Common, Hybrid enforces the maximum number of consecutive invalid access attempts within a
certain period of time; (ii) automatically enforces a limit of an organization-defined
IF SYSTEM USES number of consecutive invalid access attempts by a user during an organization-
IAIMS, COMMON. defined time period; and (jii) enforces automatic locks on the account/node for an
Control: The information system: organization-defined time period or delays the next login prompt according to an
a. Enforces a limit of [ASSIGNMENT: organization-defined IF SYSTEM USES organization defined delay algorithm when the maximum number of unsuccessful
number] consecutive invalid access attempts by a user during |PIN, MAY ALSO BE Satisfied attempts is exceeded
la [ASSIGNMENT: organization-defined time period]; and COMMON (if PIN Partially satisfied
ACT UNSUCCESSFUL MOSZACJ b. Automatically [Selection: locks the account/node for an outside of Not satisfied IAC-7.2 Examine the information system configuration settings to determine if the
LOGON ATTEMPTS [ASSIGNMENT: organization-defined time period]; locks the  |boundaries). Not applicable information system enforces organizational policy and procedures for
laccount/node until released by an administrator; delays next Risk-based decision not to unsuccessful login attempts.
logon prompt according to [ASSIGNMENT: organization- ELSE HYBRID implement
defined delay algorithm]] when the maximum number of (system specific, but IAC-7.3 Test the account lockout policy on selected user accounts by exceeding
unsuccessful attempts is exceeded. 'VDC provided for the maximum number of invalid login attempts within the organization-defined
"backend" accounts). time period on the information system to determine if the information system locks
This common control the account/node.
is provided by the
\VDC. IAC-7.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the unsuccessful login attempts control is implemented.
Control: The information system:
a. Displays to users[ASSIGNMENT: organization-defined
lsystem use notification message or banner] before granting
laccess to the system that provides privacy and security notices
consistent with applicable federal laws, Executive Orders, IAC-8.1 Examine the information system use notification message to determine if
directives, policies, regulations, standards, and guidance and Common, Hybrid the message includes the following topics: (i) the user is accessing a U.S.
states that: R Government information system; (ii) information system usage may be monitored,
1. Users are accessing a U.S. Government information system; \F SYSTEM USES recorded, and subject to audit; (iii) unauthorized use of the information system is
2. Information system usage may be monitored, recorded, and AIMS. COMMON prohibited and subject to criminal and civil penalties; (iv) use of the information
isubject to audit; ' . isystem indicates consent to monitoring and recording; and (v) appropriate privacy
3. Unauthorized use of the information system is prohibited and \F SYSTEM USES Satisfied and security notices (based on associated privacy and security policies or
subject to criminal anq civil penal;ies‘; and PIN, MAY ALSO BE Partially s_atisfied summaries).
AC8 SYSTEM USE MoglAc-B 4. Use of the information system indicates consent to COMMON (if PIN Not satisfied
NOTIFICATION monitoring and recording; outside of Not applicable IAC-8.2 Interview organizational personnel with access control responsibilities and
b. Retains the notification message or banner on the screen boundaries) Risk-based decision not to lexamine organizational records or documents for approval of the information
until users acknowledge the usage conditions and take explicit . implement isystem use notification message before its use.
lactions to log on to or further access the information system; ELSE HYBRID
and (system specific, but IAC-8.3 Examine organizational records or documents to determine if the
c. For publicly accessible systems: VéC % d f ! organization assigns responsibility to specific parties and defines specific actions
1. Displays system use information [ASSIGNMENT: o provﬁl ec for to ensure that the system use notification control is implemented.
A - ey . backend" accounts).
organization-defined conditions], before granting further
laccess;
2. Displays references, if any, to monitoring, recording, or
lauditing that are consistent with privacy accommodations for
such systems that generally prohibit those activities; and
3. Includes a description of the authorized uses of the system.
PREVIOUS LOGON
AC-9 ESS) NOT SELECTED |Not Selected
NOTIFICATION
Control: The information system limits the number of g::‘tisglf;jsatisfied
CONCURRENT SELECTED FOR concurrent sessions for each system account to [Assignment: Common, Hybrid Not satisfied
AC-10 SESSION CONTROL | HIGHONLY  |organization-defined number]. S !

System-Specific

Not applicable
Risk-based decision not to
implement
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Security Control Information

Control Assessment Information

. . o Last Date q a id ! Risk -Based D
NIST Security Security Control Priority | Security Control Security JSsess0r Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Common, Hrbyrid
Control: The information system: IF SYSTEM USES
c. Prevents further access to the system by initiating a session [AIMS, COMMON. IAC-11.1 Examine the configuration settings of the information system to
lock after [ASSIGNMENT: organization-defined time period] of Satisfied determine if the system initiates a session lock until the user reestablishes access
inactivity or upon receiving a request from a user; and IF SYSTEM USES Partially satisfied using appropriate identification and authentication procedures.
P3 d. Retains the session lock until the user reestablishes access [PIN, MAY ALSO BE Not Salli/sfied
AC-11 SESSION LOCK MOD AC-11  |using established identification and authentication procedures. |[COMMON (if PIN Not applicable IAC-11.2 Examine organizational records or documents to determine if the
loutside of Rlsk-gé?sed decision not to organization assigns responsibility to specific parties and defines specific actions
Control Enhancements: boundaries). implement to ensure that the session lock control is implemented.
(1) The information system conceals, via the session lock, P
information previously visible on the ELSE HYBRID
display with a publicly viewable image. (system specific, but
\VDC provided for
"backend" accounts).
Satisfied
SESSION 2 Control: The information system automatically terminates a zﬁ?ﬂﬂy;i:gsned IAC-12 Examine the information system configuration settings to determine if the
AC-12 TERMINATION MODAC-12  |User session after [ASSIGNMENT: organization-defined Hybrid Not applicable information system automatically terminates a user session after organization-
conditions or trigger events requiring session disconnect]. Ri defined conditions or trigger events requiring session disconnect.
isk-based decision not to
implement
IAC-14.1 Examine organizational records or documents to determine what specific
user actions can be performed on the information system without requiring
identification and authentication.
IAC-14.2 Examine the configuration settings of the information system to
determine if the system allows users to perform certain actions on the system
without identifying and authenticating to the system in accordance with access
control policy and procedures.
Control: The organization:
a. Identifies [ASSIGNMENT: organization-defined user actions] IAC-14.3 Test the information system by attempting to perform actions that are
that can be performed on the information system without Satisfied permitted without identification and authorization to determine if those actions can
PERMITTED ACTIONS. identification or authentication consistent with organizational Partially satisfied be performed in accordance with access control policy and procedures.
AC-14 WITHOUT MODP/1\014 missions/business functions; and Common, Hybrid, Not satisfied
IDENTIFICATION OR b. Documents and provides supporting rationale in the security [System-Specific Not applicable IAC-14.4 Examine organizational records or documents to determine if the
AUTHENTICATION blan for the information system, user actions not requiring Risk-based decision not to organization assigns responsibility to specific parties and defines specific actions
identification and authentication. implement to ensure that the permitted actions without identification and authentication
control is implemented.
IAC-14.8 Examine organizational records or documents to determine if the
organization limits specific user actions that can be performed without
identification and authentication to only the actions required to accomplish
mission objectives.
IAC-14.9 Examine the configuration settings of the information system to
determine if the system allows users to perform certain mission related actions
without identifying and authenticating to the system.
AC-16 3?3.“331!5 NOT SELECTED |Not Selected
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Security Control Information

Control Assessment Information

NIST Security
Control
Number

Security Control
Name

Priority |
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date
Security
Control

Assessed

Assessor
Information

Assessed Security Control

(select one of the following)

g

Found

id | Risk -Based D

Justification

(must be completed if Assessed Security
Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

NIST 800-53A Assessment Steps Used

AC-17

REMOTE ACCESS

PL
MOD AC-17 (1) (2)
@@

Control: The organization:

a. Establishes and documents usage restrictions,
configuration/connection requirements, and implementation
lguidance for each type of remote access allowed; and

b. Authorizes remote access to the information system prior to
allowing such connections.

Common

Provided by VDC
land/or EDUCATE

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

Assessment Evidence

[AC-17.2 Examine organizational records or documents to getermine if remote
access activity is being recorded in logs and reviewed periodically in
accordance with the organizational policy and procedures.

IAC-17.3 Examine organizational records or documents to determine if remote
access is documented and authorized by the appropriate organization
officials.

IAC-17.4 Examine the configuration of the information system to determine if
controls are employed to restrict remote access to the system.

IAC-17.5 Examine a system-generated list of user accounts with remote access
and

determine if the established procedures are followed to authorize remote
access for the accounts.

IAC-17.6 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the remote access control is implemented.

IAC-17.7 Test the remote access controls by attempting to gain remote access to
the

information system using a valid system account that does not have remote
access permissions.

IAC-17.10 Examine organizational records or documents to determine what
automated mechanisms and functions are employed to support and
facilitate the monitoring and control of remote access methods.

IAC-17.11 Examine organizational records or documents to determine if the
automated mechanisms supporting the monitoring and control of remote
access are effectively employed in accordance with organizational policy
and procedures.

IAC-17.13 Interview selected organizational personnel with access control
responsibilities and examine the configuration of the information system to
determine if the organization uses encryption to protecf the canfidentiality

AC-17

REMOTE ACCESS

Pl
MOD AC-17 (1) (2)
@)@

Control Enhancements:

(1) The information system monitors and controls remote
laccess methods.

(2) The information system implements cryptographic
mechanisms to protect the confidentiality and integrity of
remote access sessions.

(3) The information system routes all remote accesses through
[ASSIGNMENT: organization-defined number] managed
network access control points

(4) The organization:

a. Authorizes the execution of privileged commands and
laccess to security-relevant information via remote access only
for [ASSIGNMENT: organization-defined needs]; and

b. Documents the rationale for such access in the security plan
for the information system.

Common

Provided by VDC
land/or EDUCATE

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

allow privileged access based on compelling operational needs.

IAC-17.2 Examine organizational records or documents to determine if remote
access activity is being recorded in logs and reviewed periodically in accordance
with the organizational policy and procedures.

IAC-17.3 Examine organizational records or documents to determine if remote
access is documented and authorized by the appropriate organization officials.

IAC-17.4 Examine the configuration of the information system to determine if
controls are employed to restrict remote access to the system.

IAC-17.5 Examine a system-generated list of user accounts with remote access
and determine if the established procedures are followed to authorize remote
access for the accounts.

IAC-17.6 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the remote access control is implemented.

IAC-17.7 Test the remote access controls by attempting to gain remote access to
the information system using a valid system account that does not have remote
access permissions.

IAC-17.10 Examine organizational records or documents to determine what
automated mechanisms and functions are employed to support and facilitate the
monitoring and control of remote access methods.

IAC-17.11 Examine organizational records or documents to determine if the
automated mechanisms supporting the monitoring and control of remote access

are effectively employed in accordance with organizational policy and procedures.

IAC-17.13 Interview selected organizational personnel with access control
responsibilities and examine the configuration of the information system to
determine if the organization uses encryption to protect the confidentiality of
remote access sessions.
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Security Control Information

Control Assessment Information

Last Date p id | Risk -Based D
NIST Security Security Control Priority | Security Control Security JSsess0r Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IAC-18.1 Examine organizational records or documents to determine if the
organization: (i) establishes usage restrictions and implementation guidance for
wireless technologies; (i) documents, monitors, and controls wireless access to
the information system; and (iii) authorizes the use of wireless technologies.
IAC-18.2 Examine organizational records or documents to determine if the access
control policy and procedures are consistent with NIST Special Publication 800-
Control: The organization: 48 and address usage, implementation, monitoring, and authorization of wireless
la. Establishes usage restrictions, configuration/connection technologies.
requirements, and implementation guidance for wireless Satisfied
laccess; and Common Partially satisfied IAC-18.3 Examine organizational records or documents to determine if the
P1 b. Authorizes wireless access to the information system prior to Not sat)i,sfied organization tracks and monitors wireless access and usage in accordance with
AC-18 WIRELESS ACCESS | MOD AC-18 (L i i . > izati I
(1) |allowing such connections. Provided by VDC Not applicable organizational policy and procedures.
Control Enhancements: and/or EDUCATE ﬁr'fll{::r?s:f decision not to IAC-18.4 Examine organizational records or documents to determine if wireless
(1) The information system protects wireless access to the P users have been authorized to access the information system.
Isystem using authentication of [Selection (one or more): users;
devices] and encryption. IAC-18.5 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the wireless access restrictions control is implemented.
Control Enhancements:
IAC-18(1) Examine the configuration of the information system to determine if
wireless access to the system is only permitted through the use of authentication
\with encryption
/AC-19.1 Examine organizational records or documents to determine if: (i) the
organization establishes and documents restrictions and implementation
idance for portable and mobile devices; (ii) the organization monitors and
Control: The organization: gut /ices, U (
a. Establishes L?sage restrictions, configuration requirements. controls the ulsef?f p?rtablﬁ and n?fb”e de}llces; Slnd ("g appbrcllplgjate d
. " N > : - . organizational officials authorize the use of portable and mobile devices an
g?ggﬁi&zgf&u&rﬂl‘zﬁ :Lnlg '32:/'5;‘:”;20” guidance for device access to organizational information systems.
g.r):\L::ir;grtliéisall?r\efocr?::t?oc:\lzn;femgb"e devices 0 IAC-19.2 Interview selected organizational personnel with access to the
g 4 . Satisfied information system and examine organizational records or documents detailing
. Common Partially satisfied the use of portable and mobile devices to determine if personnel are complying
AC19 A OO | L opm 1o © E:Sr;\t‘roollgglrelec\?ec;ments. Not satisfied with the usage restrictions and applying the implementation guidance on the use
DEVICES . Provided by VDC Not applicable of portable and mobile devices in accordance with organization

(2) Not Selected.

(3) Not Selected.

(4) Not Selected.

(5) The organization employs [Selection: full-device encryption;
container encryption] to protect the confidentiality and integrity
of information on [ASSIGNMENT: organization-defined mobile
devices].

land/or EDUCATE

Risk-based decision not to
implement

policy and procedures.

IAC-19.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions
to ensure that the access control for portable and mobile devices is implemented.

Control Enhancements:

IAC-19(5) Examine organizational records or documents to determine if the
organization employs removable hard drives or cryptography to protect
information on portable and mobile devices.
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Security Control Information

Control Assessment Information

id | Risk -Based D

NIST Security Security Control Priority | Security Control Lsa:;ubr?&e JSsess0r Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (e i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
AC-20.1 records or documents-to. if the use of
a personally owned information system meets the following minimum
requirements as defined by the access control policy and procedures regarding:
(i) the types of applications that can be accessed from personally owned
information systems; (i) the maximum FIPS 199 security category of information
that can be processed, stored, and transmitted; (iii) how other users of the
Control: The organization establishes terms and conditions personally owned information system will be prevented from accessing federal
oonsistent with any tust eltionships estabished with ather lochnologies, (1) s use of and prtecion aganst ne vuinerabilies of wirless
ﬁ]'}%?m:‘zgz";y:gﬁzgéﬁg‘zsgnagdtﬁgﬂ/g d"?s&?&i;zlglg te;ternal technologies; (vi) the maintenance of adequate physical security controls; (vii) the
a. Access the information system from the external information use of_rpallcloqs code protection software; and (viii) how often t_he security
systems: and capabilities of installed software are to be updated (e.g., operating system and
byProcelss store, andlor transmit organization-controlled other software security patches, malicious code definitions, firewall version
information using the external information systems. updates, malicious code protection definitions).
Control Enhancements: IAC-20.2 Interview selected organizational personnel with access to the
T orgamcaton permis aunorzd ndhidal o usean
USE OF EXTERNAL PL external information system to_access_thg information system Common, Hybrid, Not satisfied transmitting federal information in accordance with access control policy
AC-20 INFORMATION MOD AC-20 (1) (2) [or to process, store, or transmit organization-controlled if licabl d d
SYSTEMS information only when the organization: System-Specific g_otkagp 'Cg de - 1 and procedures.
o $ ) | . isk-based decision not to
3;::;?::;:1: |2:eplwelr;15er;ta;ggeodf {:?ﬁérz? iﬁg:&)({)ﬁgmrols on implement IAC-20.3 Examine organizational records or documents to determine if the
N H yste Sp gar organization assigns responsibility to specific parties and defines specific actions
information security policy and security plan; or to ensure that the personally owed information systems control is implemented
b. Retains approved information system connection or p Y 4 P .
processing a_greeme_nts with the organizational entity hosting Control Enhancements:
the external information system. IAC-20(1) Examine organizational records or documents to determine if the
((erz;;:‘s ;'{gﬁ:;ﬁi‘"gugigﬁg%?é r:iztr!g: d’g&zg?y‘z&ﬂzﬁg d organization permits authorized individuals to use an external information system
individuals on external information systems. o access the information system or to process, store, or transmit organization-
controlled information only when the organization: -can verify the implementation
of required security controls on the external system as specified in the
organization’s information security policy and security plan; or -has approved
information system connection or processing agreements with the organizational
entity hosting the external information system.
IAC-20(2) Examine organizational records or documents to determine if the
organization limits the use of organization-controlled portable storage media by
authorized individuals on externat information Systems.
[Examine organizational records or documents to determine if: (i) the organization
Control: The Organization: defines the circumstances where user discretion is required to facilitate
a. Facilitates information sharing by enabling authorized users |[Hybrid information sharing; (ii) the organization facilitates information sharing by enabling
to determine whether access authorizations assigned to the  |[Note: The quarterly Satisfied authorized users to determine whether access authorizations assigned to the
isharing partner match the access restrictions on the review of accounts Partially satisfied sharing partner match the access restrictions on the information for the
AC-21 INFORMATION P2 information for [ASSIGNMENT: organization-defined covers this. Includes Not satisfied organization-defined circumstances; (iii) the organization defines the information
SHARING MODAC-21  |information sharing circumstances where user discretion is all NFS mounts for Not applicable isharing circumstances and automated mechanisms or manual processes
required]; and isystems. Not Risk-based decision not to required to assist users in making information sharing/collaboration decisions;
b. Employs [ASSIGNMENT: organization-defined automated  |applicable to VDC.] implement and (iv) the organization employs organization-defined circumstances and
mechanisms or manual processes] to assist users in making automated mechanisms or manual processes to assist users in making
information sharing/collaboration decisions. information sharing/collaboration decisions.
Control: The organization: . - I -
Examine organizational records or documents to determine if: (i) the organization
. Designates individuals authorized to post information onto a designates individuals authorized to post information onto an organizational
publicly accessible information system; information system that is publicly accessible; (ii) the organization trains
b. Trains authorized individuals to ensure that publicly th d g duals t P! 13;1 t publicly ¢ bl 9 i tion d t
laccessible information does not contain nonpublic information; Satisfied authorized individuals to ensure that publicly accessible information does no
c. Reviews the proposed content of information prior to oslinv partially satisfied contain nonpublic information; (jii) the organization reviews the proposed content
PUBLICLY P2 onto the ubliclpascessible information system {)o ensurpe thatg Common, Hybrid Not satli,sfied of publicly accessible information for nonpublic information prior to posting onto
AC-22 ACCESSIBLE MOD AC-22 p Yy . Y , Hybrid, the organizational information system; (iv) the organization defines the frequency
CONTENT nonpublic information is not included; and System-Specific Not applicable

d. Reviews the content on the publicly accessible information
isystem for nonpublic information [ASSIGNMENT: organization-
defined frequency] and removes such information, if
discovered.

Risk-based decision not to
implement

of reviews of the content on the publicly accessible organizational information
system for nonpublic information; (v) the organization reviews the content on the
publicly accessible organizational information system for nonpublic information in
accordance with the organization-defined frequency; and (vi) the organization
removes nonpublic information from the publicly accessible organizational
information system, if discovered.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se’\::lf;li-ty Security Control Priori!yl . Security Control I.Sa:‘:::iat;e CeEEeaD Assessed Sgcurity Control o o Ju§tification ) i
Control e Basellpe Security Control and Enhancements _Type Control T aation Effectiveness ) Findings / Deficiencies Found (must be cqmpleted if Assessed Secumy Control. NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
/AT-1.1 Examine organizational records or documents to determine if
security awareness and training policy and procedures: (i) exist; (i) are
documented; (iii) are disseminated to appropriate elements within the
. P organization; (iv) are periodically reviewed by responsible parties within the
go;gg;l;l';segorgspr:é::?ghd disseminates to [ASSIGNMENT: organization; and_ (v) are updated when organizational review indicates
organization-defined personnel or roles]: ICommon updates are required.
A ey s o o ol PSS |t 7.1 Examine h ety varenssand i polcy 0 e
amc?ng organizgtional entities andgcompliance' and system/application Sa“.Sf'ed e the policy adequa!el_y addresses_pur_pose scope roles_ res_ponslblll_n_es
SECURITY i Partially satisfied management commitment coordination among organizational entities and
AT-1 AWARENESS AND P1 2. Procequres to facilitate the_ |mp|emem_anon of the security awareness pollcylpmc_equres are Not satisfied compliance.
TRAINING POLICY MOD AT-1 and training policy and associated security awareness and training in place this is a "
AND PROCEDURES controls; and Ihybrid control. Not applicable . . .
o i and s th urent T3 xarine e secuty moeness s g Boceties i
ééf?::s'}'gqa:ggr]‘?:i;nd training policy [ASSIGNMENT: organization- the security awareness and training policy and all associated security
2. Security awareness and training procedures [ASSIGNMENT: awareness and training controls.
organization-defined frequency] IAT-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security awareness and training policy and
procedures control is implemented.
IAT-2.1 Examine organizational records or documents to determine if: (i)
security awareness instruction is provided to all users; (i) records include
the type of instruction received and the date completed; and (iii) initial and
refresher instruction is provided in accordance with organization-defined
Control: The organization provides basic security awareness training to frequency at least annually.
information system users (including managers senior executives and
contractors): Satisfied IAT-2.2 Examine security awareness instructional materials to determine if
a. As part of initial training for new users; Partially satisfied the materials address the specific requirements of the organization and the
AT-2 Aﬁ%ﬂlés P1 b. When required by information system changes; Common Hybrid Not satisfied information systems to which personnel have authorized access.
TRAINING MOD AT-2(2) c. [ASSIGNMENT: organization-defined frequency] thereafter. System-Specific Not applicable
Risk-based decision not to implement /AT-2.3 Examine organizational records or documents to determine if the
Control Enhancements: organization assigns responsibility to specific parties and defines specific
(2) The organization includes security awareness training on recognizing actions to ensure that the security control is i ited.
and reporting potential indicators of insider threat.
Control Enhancements:
IAT-2(2) Examine organizational records or documents to determine if the
organization includes security awareness training on recognizing and
reporting potential indicators of insider threat.
IAT-3.1 Examine organizational records or documents to determine if the
organization identifies personnel with significant information systei
security responsibilities and documents those roles and responsibilities.
IAT-3.2 Examine organizational records or documents to determine if: (i)
the organization provides security training to personnel with identified
Control: The organization provides role-based security-related training to Satisfied information system security roles and responsibilities before authorizing
personnel with assigned security roles and responsibilities: partially satisfied access to the system; (ii) records include the type of security training
AT-3 ROLE-BASED P1 a. Before authorizing access to the information system or performing ICommon Hybrid N Y S received and the date completed; and (iii) the organization provides initial
- MOD AT-3 ot satisfied

SECURITY TRAINING

assigned duties;
b. When required by information system changes; and
c. [ASSIGNMENT: organization-defined frequency] thereafter.

ISystem-Specific

Not applicable
Risk-based decision not to implement

and refresher training in accordance with organization-defined frequency.

IAT-3.3 Examine the security training material for the selected roles and
responsibilities to determine if the material addresses the procedures and
activities necessary to fulfill those roles and responsibilities.

IAT-3.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security training control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

5::5:;‘ Security Control Priority / Security Control I.Sa:‘:::iat;e Assessor Assessed Security Control Justification
Controi’ N;’me Baseline Security Control and Enhancements ype Control T aation Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed H
not to implement)
- IAT-4.1 Examine organizational records or documents to determine if the
Control: The organization: - P " " )
a. Documents and monitors individual information system security Igzillis':\llle‘jsalisfie d torgsrr:zaz::?:smggilflic::risnfa;r?nfautlgndgcﬂr:insi cbuar?(m tsrzicnhilr';lty awareness
AT-4 SECURITY TRAINING P3 training activities including basic security awareness training and specific [Common Hybrid N Y s 9 P yS y 9.
h RECORDS MOD AT-4 ot satisfied

information system security training; and
b. Retains individual training records for [ASSIGNMENT: organization-
defined time period].

ISystem-Specific

Not applicable
Risk-based decision not to implement

IAT-4.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific

actions to ensure that the security training records control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. - A Last Date 3 P
NIST Security ; Priority | Security Control 4 Assessed Security F i - 5 Justification
Control Secuwy Eoptel Baseline Security Control and Enhancements Type iecut"“( | "}ssesstf" Control Effectiveness FmdmgsFI Dezme"c'es (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number ame Allocation (verify this type) As::srsoed nrormation (select one of the following) oun Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

Control: The organization: I/AU-1.1 Examine organizational records or documents to determine if audit and

a. Develops, documents, and disseminates to accountability policy and procedures: (i) exist; (ii) are documented; (iii) are

[ASSIGNMENT: organization-defined personnel or disseminated to appropriate elements within the organization; (iv) are periodically

roles]: reviewed by responsible parties within the organization; and (v) are updated, when

1. An audit and accountability policy that addresses organizational review indicates updates are

purpose, scope, roles, responsibilities, management(Common required.

commitment, coordination among organizational Satisfied

entities, and compliance; and If additional Parti - IAU-1.2 Examine the audit and accountability policy to determine if the policy

AUDIT AND 2. Procedures to facilitate the implementation of the [system/application artially satisfied adequately addresses purpose, scope, roles, responsibilities, management
ACCOUNTABILITY e b ' e Imp ] e |5y P Not satisfied quately €S PUTPOSe, SCOPe, roles, respons : 0
AU-1 POLICY AND MOD AU-1  [audit and accountability policy and associated audit [policy/procedures Not applicable commitment, coordination among organizational entities, and compliance.
PROCEDURES and accountability controls; and are in place, this is Risk-based decision not to

b. Reviews and updates the current: a hybrid control. implement IAU-1.3 Examine the audit and accountability procedures to determine if the

1. Audit and accountability policy [ASSIGNMENT: P procedures are sufficient to address all areas identified in the audit and

organization-defined frequency]; and accountability policy and all associated audit and accountability controls.

2. Audit and accountability procedures

[ASSIGNMENT: organization-defined frequency]. IAU-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit and accountability policy and procedures control is
implemented.

Control: The organization:

a. Determines that the information system is

capable of auditing the following events:

[ASSIGNMENT: organization-defined list of

auditable events];

b. Coordinates the security audit function with other I/AU-2.1 Examine organizational records or documents and the information system

organizational entities requiring audit-related configuration settings to determine if the system generates audit records for the

information to enhance mutual support and to help organization-defined auditable events.

guide the selection of auditable events;

c. Provides a rationale for why the list of auditable IAU-2.2 Test the information system by attempting to perform actions that are

events are deemed to be adequate to support after- Satisfied configured to generate an audit record.

the-fact investigations of security incidents; and Partially satisfied

P1 d. Determines that the following events are to be Common. Hybrid Not satisfied IAU-2.3 Examine organizational records or documents to determine if the
AU-2 AUDIT EVENTS MOD AU-2 (3)  |audited within the information system:  Hyorid,

[ASSIGNMENT: organization-defined audited
events (the subset of the auditable events defined
in AU-2 a.) along with the frequency of (or situation
requiring) auditing for each identified event].

Control Enhancements:

(1) [withdrawn: Incorporated into AU-12]

(2) [Withdrawn: Incorporated into AU-12]

(3) The organization reviews and updates the
audited events [ASSIGNMENT: organization-
defined frequency].

(4) [Withdrawn: Incorporated into AC-6]

System-Specific

Not applicable
Risk-based decision not to
implement

organization assigns responsibility to specific parties and defines specific actions to
ensure that the auditable events control is implemented.

Control Enhancements:

IAU-2(3) Examine organizational records or documents to determine if: (i) the
organization defines the frequency of reviews and updates to the list of organization-
defined auditable events; and (i) the organization reviews and updates the list of
organization-defined auditable events in accordance with the organization-defined
frequency.
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Security Control Information Control Assessment Information
NISTS , B s — Last Date a s , Scoping Guidznct:[f_RistI‘( -Based Decision
ecurity o riori ecurity Control 5 ssessed Security S S orerof ustification
Control Secuwy Eoptel Baseline Security Control and Enhancements Type iecut"“( | "}ssesstf" Control Effectiveness FmdmgsFI Dezme"c'es (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number ame Allocation (verify this type) As::srsoed nrormation (select one of the following) oun Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AU-3.1 Examine organizational records or documents to determine if the information
system audit records capture sufficient information to establish what events
occurred, the sources of the events, and the outcomes of the events.
IAU-3.2 Test the content of audit records by attempting to perform actions that are
configured to generate audit records to determine if the audit records capture
sufficient information to establish what events occurred, the sources of the events,
Control: : The information system generates audit and the outcomes of the events.
records containing information that establishes what
type of event occurred, when the event occurred, IAU-3.3 Examine organizational records or documents to determine if the
\where the event occurred, the source of the event, Satisfied organization assigns responsibility to specific parties and defines specific actions to
the outcome of the event, and the identity of any Partially satisfied ensure that the content of audit records control is implemented.
CONTENT OF AUDIT P1 individuals or subjects associated with the event. Common, Hybrid. Not satisfied . . o . .
AU-3 RECORDS MOD AU-3 (1) Svst -S' i ! Not licabl /AU-3.6 Examine organizational records or documents to determine if the information
Control Enhancements: ystem-Specific ot applicable system provides the capability to include additional, more detailed information in the
: ; . Risk-based decision not to " y f - L N
(1) The information system generates audit records implement audit records for audit events identified by type, location, or subject.
containing the following additional information: P
[ASSIGNMENT: organization-defined additional, IAU-3.7 Test the information system capability to include additional, more detailed
more detailed information]. information in the audit records for audit events by changing the audit configuration
settings to add additional information and by performing actions that create audit
records to ensure the additional information is captured.
Control Enhancements:
IAU-3(2).1 Examine organizational records or documents to determine if the
organization defines the information system components for which the content of
audit records generated is centrally managed.
IAU-4.1 Examine the information system configuration to determine if the organization
allocates sufficient audit record storage capacity and establishes configuration
settings to prevent such capacity from being exceeded
Control: The organization allocates audit record g:trit?;illledsatisfied IAU-4.2 Test the information system configuration to determine if the organization
AUDIT STORAGE P storage. capacit?/ in accordance with Common, Hybrid, Not sat?sfied allo_cates sufficient audit record_ storage c_apacity and establish_e§ configuratic_m
AU CAPACITY MOD AU-4 [ASSIGNMENT: organization-defined audit record  [System-Specific Not applicable Zﬁg':gs ;?Jgirlz‘é?:ggﬂ:siipggg:gﬂubnfg‘egr i’f(gied?teiggrg;t'tffglge%%"g:';'?gra e
storage requirements]. Risk-based decision not to capagity 9
implement :
I/AU-4.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit storage capacity control is implemented.
IAU-5.1 Examine the information system configuration to determine if in the event of
. . . . an audit failure or audit storage capacity being reached, the information system
goxlté?tléIAhgéqg&n&aélﬁq-sgrs;mzation-defined alerts _appropriat_e organi_zalional officials and takes any additional
’ ¢ : . organization-defined actions.
personnel or roles] in the event of an audit
grqlsj:lfesénl%;a\flloLIlIrc:e\;\/i?\r;;dadditional actions: Satigfied » AU-5.2 Test the inf_ormation system conf_iguration to deter_mine in _the event of an
[ASSIGNMENT' organization-defined adions {0 be ) Pamally s_atlsfled audit fal_lure or aut_!lt storage capacity being reached, t_h_e |nformangn system _alens
AUS AUFSFTSSSQSEQNG p1 - organi: ) - _|Common, Hybrid, Not satisfied appropriate organizational officials and takes any additional organization-defined
- MOD AU-5 taken (e.g., shut down information system, overwrite System-Specifi Not licabl i by artificiall ti ditabl s t dit fail
FAILURES oldest audit records, stop generating audit ystem-Specific ot applicable actions by artificially generating auditable events to cause an audit failure or excess
records)] _Rlsk-based decision not to capacity condition.
. implement
IAU-5.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit processing control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. - A Last Date 3 P
NIST Security ; Priority | Security Control 4 Assessed Security F i - 5 Justification
Control Secuwz'::mro' Baseline Security Control and Enhancements Type f:?r:m:)l/ Irﬁzf;istﬂ:n Control Effectiveness F'"d'"gsFLE:f(;c'e"c'es (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Pecreaed] (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AU-6.1 Examine organizational records or documents to determine if the
organization regularly reviews/analyzes audit records for indications of inappropriate
or unusual activity, investigates suspicious activity or suspected violations, reports
findings to appropriate officials, and takes necessary actions.
gogg\?ilév‘l\;zeaggg::;aggg:informalion system audit IAU-6.2 Test the audit monitoring, analysis and reporting process to determine if the
récords [ASSIGNME);\IT' organization-dyefined organization regularly reviews/analyzes audit records for indications of inappropriate
o § or unusual activity, investigates suspicious activity or suspected violations, reports
qu;neiggg(]);%gﬁlgz“i?]gs OJO[A;iSelféG(J,;"L\JAri’:IAI findings to appropriate officials, and takes necessary actions by artificially generating
ac%ivity]' and pprop auditable events to cause an audit failure or suspicious activity condition and
b. Reports findings to [ASSIGNMENT: organization- monitoring how the organization reacts.
defined personnel or roles]. Satisfied /AU-6.3 Examine organizational records or documents to determine if the
AUDIT REVIEW 1 Control Enhancements: Partially satisfied organization assigns responsibility to specific parties and defines specific actions to
AU6 ANALYSIS, AND MOD AU-6(1)@) |(1) The organization employs automated g?gé?r?nslp?é?ﬁrl;dl mg: Z;anl;;?igzgle ensure that the audit monitoring, analysis, and reporting control is implemented.
REPORTING i i it revi i -
:geg:t?:'Smriégslgleig{;fuaugl:tr;"'z"n\’i'zgtniggasl's’ and Risk-based decision not to /AU-6.7 Examine organizational records or documents to determine if the
rgcess%spfor investi atio?\pand regs onse to implement organization integrates analysis of audit records with analysis of vulnerability
guspicious activities 9 P scanning information, performance data, and network monitoring information to
(2) Not Selected. lenhance the ability to identify inappropriate or unusual activity.
(3) The organization analyzes and correlates audit Control Enhancements:
ro?iﬁia?%ﬁjnsligleﬁ:irti;iLen’;?:[n?;riiggam IAU-6(1) Examine organizational records or documents to determine if the information
g : system integrates audit review, analysis, and reporting processes to support
organizational processes for investigation and response to suspicious activities.
IAU-6(3) Examine organizational records or documents to determine if the
organization analyzes and correlates audit records across different repositories to
gain organization-wide situational awareness.
Control: The information system provides an audit /AU-7.1 Examine the information system configuration to determine if the system
reduction and report generation capability that: provides an audit reduction and report generation capability.
a. Supports on-demand audit review, analysis, and
reporting requirements and after-the-fact IAU-7.2 Test the audit reduction and report generation capability by artificially
investigations of security incidents; and Satisfied generating a sufficient number of auditable events to cause an audit reduction and
b. Does not alter the original content or time partially satisfied report generation condition.
AUDIT REDUCTION P2 ordering of audit records Common, Hybrid Not satisfied ) - o
AU-7 égz;;:ﬁg; MOD AU-7 (1) System-Specific Not applicable /AU-7.3 Examine organizational records or documents to determine if the

Control Enhancements:

(1) The information system provides the capability
to process audit records for events of interest based
on [ASSIGNMENT: organization-defined audit fields
within audit records].

Risk-based decision not to
implement

organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit reduction and report generation control is implemented.

Control Enhancements:

IAU-7(1) Examine organizational records or documents to determine if the
organization specifies the permitted actions for each authorized information system
process, role, and/or user in the audit and accountability policy.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. - A Last Date 3 P
NIST Security ; Priority | Security Control 4 Assessed Security F i - 5 Justification
Control Secuwz'::mro' Baseline Security Control and Enhancements Type f:?r:m:)l/ Irﬁzf;istﬂ:n Control Effectiveness F'"d'"gsFLE:f(;c'e"c'es (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Pecreaed] (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The information system:
:{;ﬁgs;g:z:;ll?}éi:?ﬁ;ggs to generate time /AU-8.1 Examine the information system configuration to determine if the system
b. Records time stamps for audit records that can provides time stamps for use in audit record generation.
g?egﬁsv?sﬁh%gs%%?géﬁ#?:ﬁ?;lezge (uTcyor IAU-8.2 Test the use of time stamps within the audit record generation capability of
[ASSIGNMENT: organization-defined granularity of the information Sys_tem by artificially gener_atlng an auditable event at a known time
4 land compare the time stamp on the resulting audit record.
time measurement]. Satisfied
. Partially satisfied IAU-8.3 Examine organizational records or documents to determine if the
P1 (Control Enhancgmems. . Commom Not satisfied organization assigns responsibility to specific parties and defines specific actions to
AU TIME STAMPS MOD AUB(1) (1) The information system: Not applicable ensure that the time stamps control is implemented
(a) Compares the internal information system clocks [Provided by VDC ot app . P P .
. o ° Risk-based decision not to
[ASSIGNMENT: organization-defined frequency] ol c | Enh X
with [ASSIGNMENT: organization-defined implement ontrol Enhancements:
authoritative time SOLIFCE]' and IAU-8(1) Examine the configuration settings and test the information system to
(b) Synchronizes the intefnal system clocks to the determine if: (i) the organization defines the frequency of internal clock
aulhgrilative time source whenythe time difference is synchronization for the information system; (i) the organization defines the
greater than [ASSIGNMENT: organization-defined authorltat_lve tl_me source for |n_terna| clock synchrovmzatlon; and_ (|||} the or_ganlzatlon
time period]. synchr_onl_zes _|nterna| |nfo}rmatlon system glocks with th_e qrganlzgtlon-deflned
authoritative time source in accordance with the organization-defined frequency.
Control: The information system protects audit
information and audit tools from unauthorized IAU-9.1 Examine the information system configuration to determine if the system
access, modification, and deletion. protects audit information and audit tools from unauthorized access, modification,
and deletion.
Control Enhancements: Satisfied
(1) Not Applicable. Partially satisfied IAU-9.2 Test the protection of audit information and audit tools from unauthorized
AUS PROTECTION OF P1 (2) Not Applicable. Common, Hybrid, Not satisfied access, modification, and deletion by attempting to gain unauthorized access,
INFORMATION MOD AU-9(4)  [(3) Not Applicable. System-Specific Not applicable modify, and delete audit information.
(4) The organization authorizes access to Risk-based decision not to
management of audit functionality to only implement IAU-9.3 Examine organizational records or documents to determine if the
[ASSIGNMENT: organization-defined subset of organization assigns responsibility to specific parties and defines specific actions to
privileged users]. ensure that the protection of audit information control is implemented.
Satisfied
Partially satisfied
: ' SELECTED FOR Common, Hybrid, Not satisfied
AU-10 NON-REPUDIATION HiGH onLy | |Not Selected System-Specific Not applicable
Risk-based decision not to
implement
Control: The organization retains audit records for /AU-11.1 Examine organizational records or documents to determine if the
[ASSIGNMENT: organization-defined time period Satisfied organization retains information system audit logs for an organizationdefined time
consistent with records retention policy] to provide Partially satisfied period to provide support for after-the-fact investigations of security incidents and to
AUDIT RECORD P3 support for after-the-fact investigations of security  |Common, Hybrid, Not satisfied meet regulatory and organizational information retention requirements.
AU-11 RETENTION MOD AU-11

incidents and to meet regulatory and organizational
information retention requirements.

System-Specific

Not applicable
Risk-based decision not to
implement

IAU-11.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit retention control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. - . Last Date . P
NIST Security ; Priority | Security Control 4 Assessed Security F i - 5 Justification
Control Secuwz'::mro' Baseline Security Control and Enhancements Type f:?r:m:)l/ Irﬁzf;istf‘:n Control Effectiveness FmdmgsFIOE:f(;clencles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Pecreaed] (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IAU-12.1 Examine organizational records or documents to determine if the
organization defines the information system components that provide audit record
generation capability for the list of auditable events defined in AU-2.
Control: The information system: o IAU-12.2 Examine the information system configuration settings to determine if the
a. Provides audit record generation capability for information system provides audit record generation capability, at organization-
the list of auditable events defined in AU-2 at defined information system components, for the list of auditable events defined in
[ASSIGNMENT: organization-defined information Satisfied AU-2.
system components]; o ) Partially satisfied
o1 b. Allows [ASSIGNMENT: organization-defined Common. Hybrid Not satisfied /AU-12.3 Examine the information system configuration settings to determine if the
AU-12 AUDIT GENERATION | les] t lect which auditabl t , Hyora, i i i izati i
- MoD Au-12  |Personnel or roles] to select which auditable events System-Specific Not applicable information system allows designated organizational personnel to select which
are to be audited by specific components of the Risk-based decision not to auditable events are to be audited by specific components of the system.
information system; and implement
c. Generates audit records for the events defined in /AU-12.4 Test to verify the information system generates audit records for the list of
AU-2 with the content as defined in AU-3. audited events defined in AU-2 with the content as defined in AU-3.
MONITORING FOR
AU-13 INFORMATION NOT SELECTED |Not Selected
DISCLOSURE
AU-14 SESSION AUDIT | NOT SELECTED [Not Selected
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

. Last Date q e g
. . Priority / ; 5 Assessed Security Control S oot Decision Justification
c’:LSJoIS:ﬁ::'% " Secun:gr::ntrol Baselipe Security Control and Enhancements Secw;{,yct?‘gg;)y (2 %e‘;:'t';g hﬁz?;sastﬁ: n Effectiveness ) FmdmgsFID[:ﬁgcuencles (must be comvpleted if_Assessed _Security NIST 800-53A Assessment Steps Used A;ﬁ?j:::;m
Allocation Assessed (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)

CA-1.1 Examine organizational records or documents to determine if security
assessment, certification, and accreditation policy and procedures: (i) exist; (ii) are

Control: The organization: documented; (jii) are disseminated to appropriate elements within the organization;

a. Develops, documents, and disseminates to [ASSIGNMENT: (iv) are periodically reviewed by responsible parties within the organization; and (v)

organization-defined personnel or roles]: are updated, when organizational review indicates updates are required.

1. A security assessment and authorization policy that addresses Common

purpose, scope, roles, responsibilities, management commitment, ICA-1.2 Examine the security assessment, certification, and accreditation policy to

coordination among organizational entities, and compliance; and If additional Satisfied determine if the policy adequately addresses purpose, scope, roles,

SECURITY 2. Procedures to facilitate the implementation of the security system/application Partially satisfied responsibilities, management commitment, coordination among
ASSESSMENT AND P1 assessment and authorization policy and associated security policy/procedures are in Not satisfied organizational entities, and compliance.
CAl AUTHORIZATION MOD CA-1 b o . >
POLICIES AND assessment and authorization controls; and place, this is a hybrid Not applicable
PROCEDURES b. Reviews and updates the current: control. Risk-based decision not to CA-1.3 Examine the security assessment, certification, and accreditation

1. Security assessment and authorization policy [ASSIGNMENT: implement procedures to determine if the procedures are sufficient to address all

organization-defined frequency]; and areas identified in the security assessment, certification, and accreditation policy

2. Security assessment and authorization procedures and all associated security assessment, certification, and accreditation controls.

[ASSIGNMENT: organization-defined frequency].
ICA-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the security assessment, certification, and accreditation policies and
procedures control is implemented.

Control: The organization:

a. Develops a security assessment plan that describes the scope of

the assessment including:

* Security controls and control enhancements under assessment;

* Assessment procedures to be used to determine security control

effectiveness; and

- Assessment environment, assessment team, and assessment

roles and responsibilities; (CA-2.1 Examine organizational records or documents to determine if the security

b. Assesses the security controls in the information system and its controls in the information system are assessed for correct implementation, for

environment of operation [ASSIGNMENT: organization-defined Satisfi intended operation, and for producing the desired outcome with respect to meeting

f . atisfied y . H . Bl -
_freqluency] tg deterTllne the e[>_<tem to v;/hlcdh Ijhe cgntrolds are " Partially satisfied ;he security requirements for the system in accordance with organization-defined
implemented correctly, operating as intended, and producing the . y > requency.
CA-2 AS?E?;SEITS MOEZCA—Z desired outcome with respect to meeting established security (Common, Hybrid, System- Not satisfied

requirements;

c. Produces a security assessment report that documents the results
of the assessment; and

d. Provides the results of the security control assessment to to
[ASSIGNMENT: organization-defined

e. individuals or roles].

Control Enhancement:

(1) The organization employs assessors or assessment teams with
[ASSIGNMENT: organization-defined level of independence] to
conduct security control assessments.

Specific

Not applicable
Risk-based decision not to
implement

CA-2.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the security assessments control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

. Last Date q e g
. . Priority / ; 5 Assessed Security Control S oot Decision Justification
ch;LStIolsfdil::I% " Secun:gr::ntrol Baseline Security Control and Enhancements Secw;{,yct?‘gg;)y pe %e‘;:'t';g hﬁz?;sastﬁ: n Effectiveness FmdmgsFID[:ﬁgcuencles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used A;ﬁ?j:::;m
Allocation Assessed (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
Control: The organization:
a. Authorizes connections from the information system to other CA-3.1 Examine organizational records or documents to determine if all external
information systems through the use of Interconnection Security information systems (i.e., information systems outside of the accreditation
/Agreements; boundary that are connected to the information system) are identified and all
b. Documents, for each interconnection, the interface characteristics, resulting system connections are authorized and approved by appropriate
security requirements, and the nature of the information organizational officials.
communicated; and
c. Reviews and updatesinterconnection Security Agreements Satisfied ICA-3.2 Examine information system connection agreements to determine if the
SysTEM - [ASSIGNMENT: organization-defined Partially satisfied agreements are consistent with NIST Special Publication 800-47.
d. frequency]. Common, Hybrid, Not satisfied
cAs lNTERCOgNECTION MOD CA-3(5) System-Specific Not applicable CA-3.3 Examine organizational records or documents to determine if the
Control Enhancement: Risk-based decision not to organization assigns responsibility to specific parties and defines specific actions to
(1) Not Selected. implement lensure that the information system connections control is implemented.
(2) Not Selected.
(3) Not Selected. Control Enhancement:
(4) Not Selected. ICA-3(5) Examine organizational records or documents to determine if the
(5) The organization employs [Selection: allow-all, deny-by- organization employs an allow-all, deny-by-exception or a deny-all, permit-by-
exception; deny-all, permit-by-exception] policy for allowing lexception policy for allowing organization-defined information systems to connect
[ASSIGNMENT: organization-defined information systems] to to external information systems.
connect to external information systems.
ICA-5.1 Examine organizational records or documents to determine if a plan of
action and milestones for the information system: (i) exists; (ii) is
documented; and (iii) is updated in accordance with organization-defined
Control: The organization: frequency.
a. Develops a plan of action and milestones for the information
system to document the organization’s planned remedial actions to Satisfi CA-5.2 Examine the plan of action and milestones to determine if the plan
S - atisfied A .
correct weaknesses or deficiencies noted during the assessment of parti - documents the organization’s planned, implemented, and evaluated
h - iy artially satisfied " N A i
PLAN OF ACTION P3 _the security controls and to reduce or eliminate known vulnerabilities Common, Hybrid Not satisfied remedial actlons_ _n_J co_rrect r]oted de_flmenmes and to reduce or eliminate
CA5 AND MILESTONES MOD CA-5 in the system; and Svstem-Specific Not applicable known vulnerabilities in the information system.
b. Updates existing plan of action and milestones [ASSIGNMENT: 4 P ot app -
o . N, N Risk-based decision not to : it ine i
organization-defined frequency] based on the findings from security implement CA-5.3 Examine organizational records or documents to determine if the
controls assessments, security impact analyses, and continuous p organization follows the plan of action and milestones (i.e., correcting
monitoring activities. deficiencies and meeting milestones).
ICA-5.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the plan of action and milestones control is implemented.
ICA-6.1 Examine organizational records or documents to determine if a security
accreditation process is defined that authorizes (i.e., accredits) the
information system for processing before operations, and updates the

Control: The organization: authorization within the organization-defined frequency.

zfﬁ/::?asll?grstﬁesir;gr:z/iie:yes‘i;m{e or manager as the authorizing Common g::ﬁafnlllefsatisfied CA-6.2 Examine organizational records or documents to determine if the security

P3 oA . . . . o accreditation process employed by the organization is consistent with NIST
cAs SECURITY MOD CA6 b. Ensures that the authorizing official authorizes the information Not satisfied

AUTHORIZATION

system for processing before commencing operations; and
c. Updates the security authorization [ASSIGNMENT: organization-
defined frequency].

Provided by FSA

Not applicable
Risk-based decision not to
implement

Special Publications 800-37.

ICA-6.3 Examine organizational records or documents to determine if a senior
organizational official signs and approves the security accreditation.

CA-6.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security accreditation control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

. Last Date q e g
. . Priority / ; 5 Assessed Security Control S oot Decision Justification
c’:ﬁ;fﬁi‘::,% " Secun:gr::ntrol Baseline Security Control and Enhancements Sect’\:;{,yct?ggl :)y (2 %e‘;:'t';g hﬁz?;sastﬁ: n Effectiveness FmdmgsFID[:ﬁgcuencles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used A;ﬁ?j::lim
Allocation P Assessed (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
Control: The organization develops a continuous monitoring strategy
and implements a continuous monitoring program that includes:
a. Establishment of [ASSIGNMENT: organization-defined metrics] to
be monitored; . S L
" ¥ . PP CA-7.1 Examine organizational records or documents to determine if the
E' Establishment of [ASSIGNMENT: organlzano.n defined organization monitors the security controls in the information system on an ongoing
requencies] for monitoring and [ASSIGNMENT: organization- basis
defined frequencies] for assessments supporting such monitoring; .
g.r c;':]?f;%g:;?;%:ﬁg&?L?::ifsﬁ?e;‘fa'tg ac.cordance with the CA-7.2 Examine organizational records or documents to determine if the
9 9 y: organization employs a security control monitoring process consistent with NIST
d. Ongoing security status monitoring of organization-defined metrics| Special Publications 800-37 and 800-53A.
in accordance with the organizational continuous monitoring Satisfied P .
strategy; > - ; - L
. . . . . Partially satisfied CA-7.3 Examine organizational records or documents to determine if the
CONTINUOUS 3 e. Correlation and analysis of sgcumy—related information generated Common, Hybrid, System- Not satisfied organization: (i) assesses designated security controls in the information
CA-7 MONITORING MOD CA-7(1)  |by assessments and monitoring;

. Response actions to address results of the analysis of security-
related information; and

g. Reporting the security status of organization and the information
system to [ASSIGNMENT: organization-defined personnel or roles]
[ASSIGNMENT: organization-defined frequency].

Control Enhancement:

(1) The organization employs assessors or assessment teams with
[ASSIGNMENT: organization-defined level of independence] to
imonitor the security controls in the information system on an
ongoing basis.

Specific

Not applicable
Risk-based decision not to
implement

system; (i) analyzes for impact, documents, and reports changes to or
deficiencies in the operation of the security controls; and (iii) makes
adjustments to the information system security plan and plan of action and
milestones, as appropriate.

CA-7.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the continuous monitoring control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:‘clj;li-!y Security Control Priorigyl i Security Control Lsa:éue;t; esessar Assessed Sgcurity Control o o Ju;tiﬁca!ion . i
Control o Basellpe Security Control and Enhancements _Type Canaal roraatan Effectiveness » Findings I Deficiencies Found (mgst be cqmpleted if Assessed Security ContrlolA NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) ff is Not ] or Risk-based decision
not to implement)
ICM-1.1 Examine organizational records or documents to determine if the
configuration management policy and procedures: (i) exist; (i) are
documented; (iii) are disseminated to appropriate elements within the
Control: The organization: organlzatlon: (iv) are periodically reviewed by responsible parties within the|
a. Develops, documents, and disseminates to [ASSIGNMENT: 3’%2:5;:?:}:“3"(:‘)1 are updated, when organizational review indicates
organization-defined personnel or roles]: Common P! q 3
36|:scor22§3;asl\|boilri]!ig? managemzﬁltlcc);ﬁ:am[itmen! coorzm'gﬁss'aﬁgﬁgl ! ! CM-1.2 Examine the configuration management policy to determine if the
CONFIGURATION orgaﬁ\zational emitieé, and compliance; and ' If addlllona\_ ) Sallsﬂed - policy adequately ad_dresses purpose, scope, roles, re}sponslblhl\e»s3
MANAGEMENT 1 2. Procedures to facilitate the implementation of the configuration sys_lem/appllcauon Parllall)_/ satisfied imanagement commitment, coordination among organizational entities, and
CM-1 POLICY AND MOD CM-1 management policy and associated configuration management controls; policy/procedures are Not satisfied compliance.
PROCEDURES and " fin p|?C€, thisis a Not applicable o ! ) ! _
b. Reviews and updates the current: hybrid control. Risk-based decision not to implement (?1M-1.3 E;amlne the cf?nflgurallogdmanagﬁmenl p:jocedfurgs tuhdelermlne if|
1. Configuration management policy [ASSIGNMENT: organization- i efproce dures are sufficient ‘? a rzss"a areas identi |$ in the
defined frequency]; and iconfiguration ] 1ent policy and all associated configuration
2. Configuration management procedures [ASSIGNMENT: organization- management controls.
defined frequency]. ICM-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the configuration management policies and
procedures control is implemented.
software, and firmware comp that compose the
information system and ownership information by component.
ICM-2.3 Examine organizational records or documents to determine if the
inventory of information system 1ts includes mar , type,
serial number, version number, and location (i.e., physical location and
Control: The organization develops, documents, and maintains under logical position within the information system architecture).
configuration control, a current baseline configuration of the information
system. ICM-2.4 Examine organizational records or documents to determine if the
inventory of information system components designates those components
Control Enhancements: required to implement and/or conduct contingency operations.
(1) The organization reviews and updates the baseline configuration of
the information system: ICM-2.5 Examine organizational records or documents to determine if the
(a) [ASSIGNMENT: organization-defined frequency]; organization assigns responsibility to specific parties and defines specific
(b) When required due to [ASSIGNMENT organization-defined lactions to ensure that the baseline configuration and system component
circumstances]; and linventory control is implemented.
(c) As an integral part of information system component installations and Satisfied
upgrades. Partially satisfied ICM-2.8 Examine organizational records or documents to determine if the
cM-2 BASELINE P1 (2) HIGH Only. Common, Hybrid, Not satisfied lorganization identifies: (i) instances that trigger baseline configuration and
MOD CM-2 (1) (3) (7) |(3) The organization retains [ASSIGNMENT: organization-defined

CONFIGURATION

previous versions of baseline configurations of the information system] to
support rollback.

(4) Not Selected.

(5) Not Selected.

(6) Not Selected.

(7) The Organization:

a. Issues [ASSIGNMENT: organization-defined information systems,
system components, or devices] with [ASSIGNMENT: organization-
defined configurations] to individuals traveling to locations that the
organization deems to be of significant risk; and

b. Applies [ASSIGNMENT: organization-defined security safeguards] to
the devices when the individuals return.

System-Specific

Not applicable
Risk-based decision not to implement

icomponent inventory updates; (ii) the frequency of updates to the baseline
configuration and component inventory; (iii) the dates of baseline
configuration and inventory updates, a summary of the updates, and the
iname of the individuals performing the updates.

Control Enhancements:

ICM-2(1) Examine organizational records or documents to determine if: (i)
the organization defines: -the frequency of reviews and updates to the
baseline configuration of the information system; and -the circumstances
that require reviews and updates to the baseline configuration of the
information system; and (ii) the organization reviews and updates the
baseline configuration of the information system -in accordance with the
lorganization-defined frequency; -when required due to organization-
defined circumstances; and -as an integral part of information system
Icomponent installations and upgrades.

ICM-2(3) Examine organizational records or documents to determine if the
lorganization retains older versions of baseline configurations as deemed

Inecessary to support rollback.

CM=2(7) EXamine organizationat Tecords or 0 determine it e
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

ng;li-‘ Security Control Priority | Security Control Lsa:éue;te esessar Assessed Security Control Justification
Comro}ll Name Baseline Security Control and Enhancements Type Comro{ roraatan Effectiveness Findings I Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) ffecti is Not i or Risk-based decision
not to implement)
Control: The organization:
;ziegﬁg:gﬁscg]ne“zf:ds_ of changes to the information system that are ICM-3.1 Examine organizational records or documents to determine if the
b. Reviews proposed configuration-controlled changes to the information organization documents and controls changes to the information system.
z{;tsel;neraallﬁo:’;g:Os\gecsuﬂyd:fn?)paﬂogszljggg changes with explicit ICM-3.2 Examine organizational records or documents to determine if
. Documents configuration change decwsiéns associated with the lappropriate organizational officials approve information system changes in
iﬁ!ormalion system; laccordance with organizational policy and procedures.
idn.':)r:\mpiiegﬁnst;;gg‘r.oved configuration-controlled changes to the ICM-3.3 Examine organizational records or documents to determine if the
e. Retains records ;)f configuration-controlled changes to the information organization assigns res'mns'l?”"y to specific parties and .def'nes specific
system for [ASSIGNMENT: organization-defined time period]; Satisfied lactions to ensure that the configuration change control is implemented.
cM-3 CONFIGURATION P1 Eh/::;';?g?hr:‘i'r"ef;\:smzmwgs;:r?zgaed with configuration-controlled Common, Hybrid, zg?g%’;:gﬁ'ed IControl Enhancements:
CHANGE CONTROL MOD CM-3 (2 g - i - i i i i ine i
@ g. Coordinates and provides oversight for configuration change control System-Specific Not applicable gxﬁ#g;ﬁ:;’;i;g;?:g?:?: s]);scteerlrll).conflgurauun o determine if
activities through [ASSIGNMENT: organization-defined configuration Risk-based decision not to implement ” document proposed changes '20 the |r{format|on system
change control element (e.g., committee, board] that convenes - notify de5|gpnatped approva?aulhormes V!
[ASSIGNMENT: (one or more): [ASSIGNMENT: organization-defined C highi . .
frequency]; [ASSIGNMENT: organization-defined configuration change dg}%ﬂgziﬂ?gg}gﬂs that have not been received by the organization
conditions]]. - inhibit change until designated approvals are received
Control Enhancements: - document completed changes to the information system.
(1) HIGH Only. . o
(i : ICM-3(2) Examine organizational records or documents to determine if the
(2) The organization tests, validates, and documents changes to the o . "
information system before implementing the changes on the operational urgamzam;n Ie_sls,lvalldales, ?]"d t;l]ucumen!s chhanges to Ihe‘ information
system. system before implementing the changes on the operational system.
ICM-4.1 Examine organizational records or documents to determine if the
lorganization monitors changes to the information system and identifies the
types of changes monitored.
Satisfied ICM-4.2 Examine organizational records or documents to determine if the
partially satisfied lorganization performs security impact analyses to assess the effects of
cM-4 SECURITY IMPACT P2 Control: The organization analyzes changes to the information system to (Common, Hybrid, Not sa()ilsﬂed changes to the information system.
MOD CM-4 determine potential security impacts prior to change implementation. System-Specific Not applicable
o . ICM-4.3 Examine organizational records or documents to determine if the
Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the monitoring configuration changes control is
ICM-5.1 Examine organizational records or documents to determine if the
lorganization maintains a list of personnel authorized to access the
information system for purposes of initiating changes, upgrades, and/or
imodifications to the system.
ICM-5.2 Examine organizational records or documents to determine if the
organization enforces physical and logical access restrictions associated
Satisfied lwith changes to the information system and generates, retains, and
ACCESS 1 Control: The organization defines, documents, approves, and enforces Common, Hybrid Partially satisfied reviews records reflecting all such changes.
CM-5 RESTRICTIONS FOR MOD CM-5 physical and logical access restrictions associated with changes to the , Fybrid, Not satisfied

information system.

System-Specific

Not applicable
Risk-based decision not to implement

ICM-5.3 Examine organizational records or documents identifying changes
imade to the information system to determine if only authorized personnel
initiated, tested, approved, and implemented changes to the system.

ICM-5.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the access restrictions for change control is
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:‘clj;li-!y Security Control Priorigyl i Security Control Lsa:éue;t; esessar Assessed Sgcurity Control o o Ju;tiﬁca!ion . i
Control o Basellpe Security Control and Enhancements _Type Canaal roraatan Effectiveness » Findings I Deficiencies Found (mgst be cqmpleted if Assessed Security ContrlolA NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) ff is Not ] or Risk-based decision
not to implement)
ICM-6.1 Examine organizational records or documents to determine if the
organization: (i) establishes mandatory configuration settings for
Control: The organization: information technology products employed within the information system;
a. Establishes and documents configuration settings for information (ii) configures the security settings of information technology products to
technology products employed within the information system using the most restrictive mode consistent with operational requirements; (iii)
[ASSIGNMENT: organization-defined security configuration checklists] documents the configuration settings; and (iv) enforces the configuration
that reflect the most restrictive mode consistent with operational Satisfied settings in all components of the information system.
requirements; N Partially satisfied
CM-6 cog}zﬁméglow Mogchra b. Implements the configuration settings; gommorg Hyk_:fnd‘ Not satisfied ICM-6.2 Examine selected information system configuration settings to
c. Identifies, documents, and approves any deviations from established ystem-Specific Not applicable [ ine if they are configured in accordance with the organization-
configuration settings for [ASSIGNMENT: organization-defined Risk-based decision not to implement defined settings.
information system components] based on [ASSIGNMENT: organization-
defined operational requirements]; and ICM-6.3 Examine organization documentation or records to determine if the
d. Monitors and controls changes to the configuration settings in lorganization assigns responsibility to specific parties and defines specific
accordance with organizational policies and procedures. lactions to ensure that the configuration settings control is implemented.
ICM-7.1 Examine organizational records or documents to determine if the
information system is configured to provide only essential capabilities and
to specifically prohibit and/or restrict the use of organization-defined
prohibited and/or restricted functions, ports, protocols, and/or services.
Control: The organization: . . ) ) .
a. Configures the information system to provide only essential ICM-7.2 Test the information system to determine if the identified functions,
capabilities; and ports, protocols, and services are prohibited or restricted.
b. Prohibits or restricts the use of the following functions, ports, protocols, . o o
and/or services: [ASSIGNMENT: organization-defined prohibited or ICM-7.3 Examine organizational records or documents to determine if the
restricted functions, ports, protocols, and/or services]. lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the least functionality control is implemented.
Control Enhancements:
(1) The organization: IControl Enhancements:
(a) Reviews the information system [ASSIGNMENT: organization-defined ICM-7(1) Examine organizational records or documents to determine if the
frequency] to identify and unnecessary and/or nonsecure functions, organization defines the frequency of information system reviews to
ports, protocols, and/or services; and identify and eliminate unnecessary: -funcll_ons; -ports; -protocols; and/or -
(b) Disables [ASSIGNMENT: organization-defined functions, ports, partially satisfied services and the organization reviews the information systemin
M7 LEAST P1 protocols, and services within the information system deemed to be Common, Hybrid, Not saticlied laccordance with organization-defined frequency to identify and eliminate
FUNCTIONALITY | MOD CM-7 (1)(2)(4)

unnecessary and/or nonsecure].

(2) The information system prevents program execution in accordance
with [Selection (one or more): [ASSIGNMENT: organization-defined
policies regarding software program usage and restrictions]; rules
authorizing the terms and conditions of software program usage].

(3) Not Selected.

(4) The organization:

(a) Identifies [ASSIGNMENT: organization-defined software programs
not authorized to execute on the information system];

(b) Employs an allow-all, deny-by-exception policy to prohibit the
lexecution of unauthorized software programs on the information system;
and

(c) Reviews and updates the list of unauthorized software programs
[ASSIGNMENT: organization defined frequency].

System-Specific

Not applicable
Risk-based decision not to implement

lunnecessary: -functions; -ports; -protocols; and/or -services.

ICM-7(2) Examine organizational records or documents to determine if the
lorganization defines develops and maintains one or more of the following

T 1s to prevent software program execution on the information
isystem: -a list of software programs authorized to execute on the
information system; -a list of software programs not authorized to execute
on the information system; and/or -rules authorizing the terms and
conditions of software program usage on the information system; and the
lorganization employs automated mechanisms to prevent software program
lexecution on the information system in accordance with the organization-
defined specifications.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:;If;li-‘ Security Control Priority | Security Control Lsa:éue;te Assessor Assessed Security Control Justification
Comro)I’ Name Baseline Security Control and Enhancements Type Comro{ roraatan Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) ffecti is Not i or Risk-based decision
not to implement)
ICM-8.1 Examine organizational records or documents to determine if the
organization defines information deemed necessary to achieve effective
_ . property accountability; and the organization develops, documents, and
Control: The organization: . . . imaintains an inventory of information system components that: -accurately
a. Develops and fjocumenls an inventory of information system reflects the current information system; -is consistent with the authorization
components that: _ ) ) lboundary of the information system; -is at the level of granularity deemed
1. Accurately reflects the current information system; Inecessary for tracking and reporting; -includes organization-defined
2. Includ_es all componems within the authorization boundary of the information deemed necessary to achieve effective property accountability;
information system; land -is available for review and audit by designated organizational officials..
3. Is at the level of granularity deemed necessary for tracking and
reporting; and o X X IControl Enhancements:
4. Includes [ASSIGNMENT: organization-defined information deemed  (Common ICM-8(1) Examine organizational records or documents to determine if the
necessary to achieve effective information system component or ization updates the inventory of information system components as
accountability]; and : ) If the system relies on lan integral part of component: -installations; -removals; and -information
b. Reviews and updates the information system component inventory loperational assets system updates.
[Assignment: organization-defined frequency]. hosted outside VDC,
NFORVATION ontrol Enn ’ Lhe'}: (EedCORETU‘ may gatlffl"m dstied ICM-8(3).1 Examine organizational records or documents to determine if
Ntre nhancements: ra. N it ISTI
CM-8 SYSTEM n (1‘; Thoe ore aam;:noi uS dates the inventory of information system ds eyndln unso N?n :at)llsdes ¢ el A e R i
COMPONENT MOD CM-8 (1)(3)(5) 9 n up ry of ir ! Y P ng ( ! Imechanisms to detect the addition of unauthorized components/devices
INVENTORY components as an integral part of component installations, removals, and|responsibility for Not applicable into the information system;
information system updates. identifying and Risk-based decision not to implement !
(2) HIGH Only. validating assets at CM-8(3).2 Examine organizational records or documents to determine if
a. The Organization: VDC for purpose of lthe organization employs automated mechanisms, in accordance with the
a. Employs automated mechanisms [ASSIGNMENT: organization- inclusion in CMDB, organization-defined frequency, to detect the addition of unauthorized
defined frequency] to detect the presence of unauthorized hardware, this control may be icomponer into the i ion system; and
software, and firmware components within the information system; and  [hybrid.
0. Takes the following actions when unauthorized components are ICM-8(3).3 Test the information system configuration to determine if the
detected: [Selection (one or more): disables network access by such lorganization disables network access by such components/devices or
components; isolates the components; notifies [ASSIGNMENT: notifies designated organizational officials.
organization-defined personnel or roles]].
b. HIGH Only. - L ICM-8(5) Examine organizational records or documents to determine if the
(5) The organization verifies that all components within the authorization lorganization verifies that all components within the authorization boundary
boundary of the information system are not duplicated in other of the information system are either inventoried as a part of the system or
information system inventories. recognized by another system as a component within that system.
f::c?r:}?goul:ra.l;ir:;%%ir;légtrlr?:n?z‘l/:rllof%srvtgg?ﬁg?mmasﬁoar"lng;ggﬁr;\ea?ls a ICM-9 Examine organizational records or documents to determine if the
e N " . organization develops, documents, and implements a configuration
a. Addressesdroles, rzsponslbllllles, and configuration management . mgnagemenl plan fgr the information syste?n that: —addressges roles,
processes and procedures; responsibilities, and configuration management processes and '
b. Establishes a process for identifying configuration items throughout - Partially satisfied P N gura nanag P "
cM-9 CONFIGURATION MOI';lCMS the system development life cycle and for managing the configuration of Common, Hybrid, Not satisfied iprocedures; -defines the configuration items for the information system

MANAGEMENT PLAN

the configuration items;

c. Defines the configuration items for the information system and places
the configuration items under configuration management; and

d. Protects the configuration management plan from unauthorized
disclosure and modification.

System-Specific

Not applicable
Risk-based decision not to implement

land when in the system development life cycle the configuration items are
placed under configuration management; and -establishes the means for
identifying configuration items throughout the system development life
cycle and a process for managing the configuration of the configuration
items.
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Security Control Information

Control Assessment Information

Scoping Guidancel Risk -Based Decision

Sg:lj;li-ty Security Control Priority | Security Control ;a:éunr;:e T Assessed Security Control Justification
Control N;’me Baseline Security Control and Enhancements yp Comro{ e o Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed .
not to implement)
ICP-1.1 Examine organizational records or documents to determine if
contingency planning policy and procedures: (i) exist; (i) are documented;
(iii) are disseminated to appropriate elements within the organization; (iv)
IControl: The organization: lare periodically reviewed by responsible parties within the organization;
a. Develops, documents, and disseminates to [ASSIGNMENT: Common land (v) are updated, when organizational review indicates updates are
organization-defined personnel or roles]: required.
1. A contingency planning policy that addresses purpose, scope, roles, |If additional
responsibilities, management commitment, coordination among system/application Satisfied ICP-1.2 Examine the contingency planning policy to determine if the policy
CONTINGENCY 1 organizational entities, and compliance; and policy/procedures Partially satisfied ladequately addresses purpose, scope, roles, responsibilities, management
CP-1 PLANNING POLICY MOD CP-1 2. Procedures to facilitate the implementation of the contingency lare in place, this is a Not satisfied i 1t, coordination among organizational entities, and compliance.
AND PROCEDURES lplanning policy and associated contingency planning controls; and hybrid control. Not applicable
b. Reviews and updates the current: Risk-based decision not to implement ICP-1.3 Examine the contingency planning procedures to determine if the
1. Contingency planning policy [ASSIGNMENT: organization-defined procedures are sufficient to address all areas identified in the contingency
frequency]; and planning policy and all associated contingency planning controls.
2. Contingency planning procedures [ASSIGNMENT: organization-
defined frequency]. ICP-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the contingency planning policy and procedures
control is implemented.
2. PToVIdes Fecovery GDIECTives, resioration Profies, and metrics, ICP-2.1 Examine organizational records or documents to determine if a
\?Jitﬁi%r:i::{isinig?rﬁg?izg‘cy roles, responsibilities, assigned individuals contingency plan: (i) exists; (ii) is documented; (iii) is disseminated to
4. Addresses maintainiﬁg essential missions and business functions appropriate elemems_wnhln_lhe organization; and_(lv)_ is reviewed and
despite an information system disruption, compromise, or failure; approved by responsible officials within the organization.
5. Addresses eventual, full information system restoration without
deterioration of the security safeguards originally planned and CP-Z.Z_Examme the contingency plan for the information system to
implemented; and determine if the plan addresses contingency roles, responsibilities,
6.1s reviewea and approved by [ASSIGNMENT: organization-defined lassigned individuals with contact information, and activities for restoring
pérsonnel o roles]; PP Y - 0rg the information system consistent with NIST Special Publication 800-34.
(2) Distributes copies of the contingency plan to [ASSIGNMENT: . : -~
lorganization-defined key contingency personnel (identified by name CIP 2'.3 Inter(;nelw sgleclted orgaruzanonal pt_ehli'sl_qnnel ng con‘tmgfeEcy
land/or by role) and organizational elements]; planning a"I plan imp E!‘"eﬂta"(’" responsi ”é'es to delﬁrmlne_\ ey
(3) Coordinates contingency planning activities with incident handling olperatlng elements W'¥ |n‘t e orginlzalnon understand the contingency
activities: plan and are ready to implement the plan.
(4) Reviews the contingency plan for the information system Py . izational ine if th
[ASSIGNMENT: organization-defined frequency]; Satisfied CP- 4 E{(am|ne_organlzatlon%_l(ecords uv_tfj_ocum?nts t%ddetfe_rmme ! t_f_e
o[ Uit e comimpeny o o adres charges o e roanzsion s esporsbAty b specitc prs and dafnes spic
cP-2 CONTINGENCY PLAN | \/ory op 5 G © lorganization, information system, or environment of operation and ! ! Not satisfied B

iproblems encountered during contingency plan implementation,
lexecution, or testing;

(6) Communicates contingency plan changes to [ASSIGNMENT:
organization-defined key contingency personnel (identified by name
land/or by role) and organizational elements]; and

(7) Protects the contingency plan from unauthorized disclosure and
modification.

Control Enhancements:

(1) The organization coordinates contingency plan development with
lorganizational elements responsible for related plans.

(2) Not Selected.

(3) The organization plans for the resumption of essential missions and
business functions within [ASSIGNMENT: organization-defined time
period] of contingency plan activation.

(4) Not Selected.

(5) Not Selcted.

(6) Nat

System-Specific

Not applicable
Risk-based decision not to implement

IControl Enhancements:

ICP-2(1) Examine organizational records or documents to determine if the
lorganization coordinates the contingency plan with other related plans
(e.g., Business Continuity Plan, Disaster Recovery Plan, Continuity of
(Operations Plan, Business Recovery Plan, Incident Response Plan) and if
the contingency plan supports the requirements in the related plans.

ICP-2(3) Examine organizational records or documents to determine if (i)
the organization defines the time period for planning the resumption of
lessential missions and business functions as a result of contingency plan
activation; and (ii) the organization plans for the resumption of essential
missions and business function within organization-defined time period of
contingency plan activation.

ICP-2(8) Examine organizational records or documents to determine if the
lorganization identifies critical information system assets supporting
lessential missions and business functions.
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Security Control Information

Control Assessment Information

Scoping Guidancel Risk -Based Decision

Sg:lj;li-ty Security Control Priority | Security Control ;a:éunr;:e T Assessed Security Control Justification
Control N;’me Baseline Security Control and Enhancements yp Comro{ e o Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed .
not to implement)
ICP-3.1 Examine organizational records or documents to determine if the
lorganization identifies personnel with significant contingency roles and
responsibilities and documents those roles and responsibilities.
ICP-3.2 Examine organizational records or documents to determine if the
lorganization: (i) provides contingency training to personnel with
significant contingency roles and responsibilities or personnel
. . . : . : . implementing the contingency plan; (ii) records the type of contingency
g)?sr:grﬂ ’ég?:ggggggﬁ%ﬂ?:g;;:g(;‘ ?QE;”:KJZ';;?”ts?h'irlli{?er:anon Satisfied training received and the date completed; and (iii) provides initial and
s . PN . " : - . . Partially satisfied refresher training in accordance with organization-defined frequency, at
cP3 CONTINGENCY P2 a. Within [ASSIGNMENT: organization-defined time period] of assuming (Common, Hybrid, Not satisfied \east annuall
TRAINING MOD CP-3 la contingency role or responsibility; System-Specific Not applicable V-
(t:). e,/\\/gesrl‘eriﬂ\;‘gigpgrln;?\zgﬂaatitgnq:;/fsi;zrg fizazgﬁiy ]alri‘ﬁireaher Risk-based decision not to implement ICP-3.3 Examine the contingency training material for the selected roles
. - 019 a Y. . land responsibilities to determine if the material addresses the procedures
land activities necessary to fulfill those roles and responsibilities.
ICP-3.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the contingency training control is implemented.
ICP-4.1 Examine organizational records or documents to determine if the
organization tests its contingency plan using the organization-defined tests
land exercises in accordance with the organization-defined frequency and
documents the results of the tests.
ICP-4.2 Examine organizational records or documents to determine if the
lorganization reviews the contingency plan test results and takes corrective
lactions.
(Control: The organization: ICP-4.3 Examine organizational records or documents to determine if the
la. Tests the contingency plan for the information system [ASSIGNMENT: - : .
organiza:ion—definegd fre)aflency] using [ASSIGNMEyNT: or[ganization— icontingency plan tests or exercises address key aspects of the plan and if
defined tests] to determine the effectiveness of the plan and the Satisfied the tests or exercises confirm that the plan objectives are met.
cra cmggﬁﬁgc;\‘?m P2 grg;g\l,?:xnglergg::ﬂ}%:n? efgglﬁfstl:zspulﬂj and Common, Hybrid, Eg?g{{;@fﬂed ICP-4.4 Examine organizational records or documents to determine if the
MOD CP-4 (1) e ntingency pl " System-Specific " lorganization assigns responsibility to specific parties and defines specific
EXERCISES c. Initiates corrective actions, if needed Not applicable A " ! o
. ' . Risk-based decision not to implement lactions to ensure that the contingency plan testing control is implemented.
Control Enhancements: . - L
AN " . . . ICP-4.8 Examine organizational records or documents to determine if the
gl',) ;gs;{gﬁ;;zgg;"eﬁ?:;g??ﬁ;gloen;gﬁee?;)églalgr‘]e:mg with lorganization coordinates contingency plan testing with organizational
9 P p " lelements responsible for related plans (e.g., Business Continuity Plan,
Disaster Recovery Plan, Continuity of Operations Plan, Business Recovery|
Plan, Incident Response Plan).
IControl Enhancements:
ICP-4(1) Examine organizational records or documents to determine if the
lorganization coordinates contingency plan testing and/or exercises with
lorganizational elements responsible for related plans.
ICP-6.1 Examine organizational records or documents to determine if
Control: The organization: alternate storage site agreements are currently in place to permit storage
a. Establishes an alternate storage site including necessary agreements of information system backup information.
‘lgfgrer:‘n;:h:ln-l.easrrgrage and retrieval of information system backup ICP-6.2 Examine organizational records or documents to determine if the
. " . . . " Common lorganization assigns responsibility to specific parties and defines specific
:éggii:'zssIggbit\tlaelear:ﬁ??r::tsg?;ﬁgeprsilrlv:ea?;osvi;ges information security Satisfied lactions to ensure that the alternate storage site control is implemented.
. If the system relies N e
N Partially satisfied .
cP6 ALTERNATE vob C»;%G 0o Control Enhancements: lon operational Not satisfied IControl Enhancements:

STORAGE SITE

(1) The organization identifies an alternate storage site that is separated
from the primary storage site to reduce susceptibility to the same
hazards.

(2) HIGH Only.

(3) The organization identifies potential accessibility problems to the
alternate storage site in the event of an area-wide disruption or disaster
land outlines explicit mitigation actions.

assets hosted
outside VDC, then
the control may be
hybrid

Not applicable
Risk-based decision not to implement

ICP-6(1).1 Examine the contingency plan to determine if the plan identifies
the primary storage site hazards.

ICP-6(3) Examine organizational records or documents to determine if: (i)
the organization identifies potential accessibility problems to the alternate
storage site in the event of an area-wide disruption or disaster; and (i) the
lorganization outlines explicit mitigation actions for organization identified
laccessibility problems to the alternate storage site in the event of an area-
wide disruption or disaster.
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Security Control Information

Control Assessment Information

Scoping Guidancel Risk -Based Decision

Sg:lj;li-ty Security Control Priority | Security Control ;a:éunr;:e T Assessed Security Control Justification
Control N;’me Baseline Security Control and Enhancements yp Comro{ e o Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed .
not to implement)
ICP-7.1 Examine organizational records or documents to determine if
IControl: The organization: alternate processing site agreements are currently in place to permit the
a. Establishes an alternate pi ing site including y resumption of information system operations for critical mission/business
lagreements to permit the transfer and resumption of [ASSIGNMENT: functions within organization-defined time period.
organization-defined information system operations] for essential
missions/business functions within [ASSIGNMENT: organization-defined ICP-7.2 Examine organizational records or documents to determine if the
time period consistent with recovery time and recovery point objectives] lorganization assigns responsibility to specific parties and defines specific
\when the primary processing capabilities are unavailable; lactions to ensure that the alternate processing site control is implemented.
b. Ensures that equipment and supplies required to transfer and resume
operations are available at the alternate processing site or contracts are |Common IControl Enhancements:
in place to support delivery to the site within the organization-defined Satisfied ICP-7(1).1 Examine the contingency plan to determine if the plan identifies
time period for transfer/resumption; and If the system relies Partially satisfied the primary processing site hazards.
cp7 ALTERNATE P1 c. Ensures that the alternate processing site provides information lon operational Not sat)ilsﬁed
PROCESSING SITE | MOD CP-7 (1) (2) (3) |security safeguards equivalent to that of the primary site. lassets hosted Not applicable ICP-7(1).2 Examine the alternate processing site to determine if the site is
outside VDC, then Risk—t?:sed decision not to implement sufficiently separated from the primary processing site so as not to be
IControl Enhancements: the control may be P isusceptible to the same hazards identified at the primary site.
(1) The organization identifies an alternate processing site that is hybrid
iseparated from the primary processing site to reduce susceptibility to the ICP-7(2) Examine the contingency plan to determine if the plan: (i)
'same threats. identifies potential accessibility problems to the alternate processing site in
(2) The organization identifies potential accessibility problems to the the event of an area-wide disruption or disaster; and (i) defines explicit
alternate processing site in the event of an area-wide disruption or mitigation actions for those accessibility problems.
disaster and outlines explicit mitigation actions.
(3) The organization develops alternate processing site agreements that ICP-7(3) Examine alternate processing site agreements to determine if the
lcontain priority-of-service provisions in accordance with organizational lagreements contain priority of service provisions in accordance with the
lavailability requirements (including recovery time objectives). ization’s ilability requi its.
IControl: The organization establishes alternate telecommunications dCP-S.l_Exg:fmme alternate telecommlurylca}lon service qgrﬁements fo §
services including necessary agreements to permit the resumption of Ieltermlne ! _ag[_eemems_ arefcurre;r,t y‘ in p a_celtg p_ermlt ‘f e ’ﬁsumm.'!‘;'.‘ o
->>a i y elecommunication services for critical mission/business functions within
ASSIGNMENT: organization-defined information system operations] for - N : : . R
[essen!ial missions gnd business functions within [AySSIGNI\ﬁENT: 1 orgam‘z‘a‘non—deflned time period when the primary telecommunications
lorganization defined time period] when the primary telecommunications capabilities are unavailable.
g?psiaub'lgnzsszr;unavallable at either the primary or altemate processing ICP-8.2 Examine organizational records or documents to determine if the
9 . Common lorganization assigns responsibility to specific parties and defines specific
Control Enhancements: Satisfied lactions to ensure that the telecommunications services control is
L comuNICATO o (1) The organization: If additional Partially satisfied implemented.
cp-8 NS SERVICES MOD CP-8 (1) (2) (@) Develo{)s‘ﬁri{nar)/[and a_l(e‘r‘natfe tele;ommunic_alioqs sen/icde ih ster d mo; Saﬂ?'"e(tj)l Control Enhancements:
lagreements that contain priority of-service provisions in accordance with |policy/procedures ot applicable ¥
lorganizational availability requirements (including recovery time are in place, this is a Risk-based decision not to implement CP-6(1) Examine pnm_ary_and alternate telecumm_umcatlon service
objectives); and hybrid control lagreements to determine if the agreements contain priority of service
() Requeéw Telecommunications Service Priority for all : provisions in accordance with the availability requirements defined in the
telecommunications services used for national security emergency organization's contingency plan.
reparedness in the event that the primary and/or alternate
lzle?:ommunicalions services are pr’?)videdyby a common carrier. CP-6(2) Examine primary and alten_'nate telecummu_mcatlons service
(2) The organization obtains alternate telecommunications services to agreements and interview appropriate teI‘ecommunlcatlons service
reduce the likelihood of sharing a single point of failure with primary provyders to deterr_mne if a!terna(evand primary telecommunications
telecommunications services. services share a single point of failure.
ICP-9.1 Examine organizational records or documents to determine if the
organization defines the user-level and system-level information (including
system state information) that is required to be backed up and identifies
IControl: The organization: the location for storing backup information.
a. Conducts backups of user-level information contained in the
information system [ASSIGNMENT: organization-defined frequency ICP-9.2 Examine selected information system backup media, or selected
consistent with recovery time and recovery point objectives]; Common records of backups if available, to determine if the organization backs up
b. Conducts backups of system-level information contained in the the required user-level and system-level information (including system
information system [ASSIGNMENT: organization-defined frequency \f system operations state information) in accordance with the organization-defined frequency
consistent with recovery time and recovery point objectives]; rel yon assg\s that Satisfied land stores the backup information in designated locations in accordance
c. Conducts backups ofinformation system documentation including arey not backed up b partially satisfied with
cpo INFORMATION security-related documentation [ASSIGNMENT: organization-defined \/DC or EDUCATF:E 4 Not sat)i/sfied information system backup procedures.

SYSTEM BACKUP

P1
MOD CP-9 (1)

frequency consistent with recovery time and recovery point objectives];
land

d. Protects the confidentiality, integrity, and availability of backup
information at storage locations.

Control Enhancements:

(1) The organization tests backup information [ASSIGNMENT:
lorganization-defined frequency] to verify media reliability and information
integrity.

or the system
performs additional
backups, this control
may be hybrid.

Not applicable
Risk-based decision not to implement

ICP-9.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the information system backup control is
implemented.

IControl Enhancements:

ICP-9(1) Examine organizational records or documents including results
from testing of backup operations to determine if the organization conducts
testing within the organization-defined frequency, and if the testing results
indicate backup media reliability and information integrity.
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Security Control Information Control Assessment Information
Scoping Guidance/ Risk -Based Decision
Sg:lj;li-ty Security Control Priority | Security Control Lsaeséu[i;‘; T Assessed Security Control Justification
Control N;’me Baseline Security Control and Enhancements Genaal e o Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed .
not to implement)
ICP-10.1 Examine organizational records or documents to determine if the
lorganization makes available and applies mechanisms and procedures for
recovery and reconstitution of the information system.
ICP-10.2 Examine organizational records or documents to determine if the
lorganization identifies means for capturing the information system’'s
loperational state including all system parameters, patches, configuration
IControl: The organization provides for the recovery and reconstitution of fsaeiﬁjlpegs, and application/system software prior to system disruption or
the information system to a known state after a disruption, compromise, .
INFORMATION or failure. g::‘t?:lledsatisﬁed ICP-10.3 Examine organizational records or documents to determine if the
SYSTEM RECOVERY P1 . Common, Hybrid, Y lorganization tests the information system after completion of recovery and
cp0 AND Mo cpo(z)  (CONtrol Enhancements: System-Specific Not satisfied reconstitution operations.
RECONSTITUTION (1) [Withdrawn: Incorporated into CP-4]. Y P Not applicable P .
Sﬁ;{l’:ril‘r:ggsn;act[llz?‘i);si? implements transaction recovery for systems Risk-based decision not to implement (CP-10.4 Examine organizational records or documents to determine if the
- N ; - lorganization assigns responsibility to specific parties and defines specific
(3) [Withdrawn: Addressed through tailoring procedures.] lactions to ensure that the information system recovery and reconstitution
control is implemented.
IControl Enhancements:
ICP-10(2) Examine organizational records or documents to determine if the
information system implements transaction recovery for systems that are
transaction-based.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST Security Security Priority / Security Control I‘Sa:;uDrﬁte P Assessed Security | Defici Justification
Control Control Name Baseline Security Control and Enhancements Type Contro%, e e Control Effecti Found (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) et (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IA-1.1 Examine organizational records or documents to determine if
Control: The organization: identification and authentication policy and procedures: (i) exist; (ii)
a Devélo s dogcuments énd disseminates to are documented; (iii) are disseminated to appropriate elements within
[ASSIGNISIENT‘ or anizétion-defined ersonnel or the organization; (iv) are periodically reviewed by responsible parties
roles]: -0 P within the organization; and (v) are updated, when organizational
1. An identification and authentication policy that Common review indicates updates are required.
am(‘l;jr::szaseﬂlfgonsﬁﬁns;gﬁ?éggﬂﬁgﬁgﬁ?ﬁgg'es’ Satisfied IA-1.2 Examine the identification and authentication policy to
IDENTIFICATION or anigzational entities and compliance: and 9 If additional Partially satisfied determine if the policy adequately addresses purpose, scope, roles,
AND P1 g mp P system/application Y S responsibilities, management commitment, coordination among
2. Procedures to facilitate the implementation of the " Not satisfied i o .
1A-1 AUTHENTICATION MOD I1A-1 I s ; policy/procedures . organizational entities, and compliance.
POLICY AND identification and authentication policy and are in place, this is Not applicable
PROCEDURES assomat.ed identification and authentication a hybrid control. Risk-based decision not to |A-1.3 Examine the identification and authentication procedures to
controls; and implement d ine if th d fici dd I
b. Reviews and updates the current: N eter_m_lne_l 4 € procedures are su |C|ent_t0 address afl areas
lA \dentification and authentication -olic identified in the identification and authentication policy and all
. ! P n policy associated identification and authentication controls.
[ASSIGNMENT: organization-defined
frequency];and . S L
el - IA-1.4 Examine organizational records or documents to determine if
[Z/igcfselgmﬁnaglglr'}‘agr(‘ :ﬁ:?;?;:r?—%t;imgéoﬁ:dﬂgi 1 the organization assigns responsibility to specific parties and defines
-0 a v specific actions to ensure that the identification and authentication
policy and procedures control is implemented.
CUTTIOTTTTE TMUMTTaUOTT Sy STETT UMy UETy TTETTeS with NIST Special Publication 800-63
land authenticates organizational users (or P .
processes acting on behalf of organizational users). IA-2.3 Test the information system to determine if passwords, tokens,
Control Enhancements: or biometrics meet Level 2, 3, or 4 requirements consistent with NIST
(1) The information system implements multifactor Special Publication 800-63.
:gél;ir;ttlgatlon for network access to privileged IA-2.4 Examine organizational records or documents to determine if
N . . . the organization assigns responsibility to specific parties and defines
gzgter griigggn;?g??‘ ;ﬁ:;ﬂg‘;ﬁgﬁﬁ:z;ﬁ?ﬂz;ﬁ specific actions to ensure that the user identification and
laccounts. authentication control is implemented.
(3) The information system implements multifactor c . .
e - ommon, Hybrid Control Enhancements:
gglf;innttlgatlon for local access to privileged IA-2(1) Examine the configuration settings and test the information
4) HIGH.OnIy IF SYSTEM USES Satisfied system to determine if the information system uses multifactor
IDENTIFICATION o (5) Not Selected. AIMS, COMMON Partially satisfied authentication for network access to privileged accounts.
1A-2 AUTHENTICATION [MOD IA-2 (1) (2) (3) (6) Not Selected. ELSE HYBRID Not satisfied IA-2(2) Examine the configuration settings and test the information

(ORGANIZATIONA
L USERS)

® 1112

(7) Not Selected.

(8) The information system implements replay-
resistant authentication mechanisms for network
laccess to privileged accounts.

(9) Not Selected.

(10) Not Slected.

(11) The information system implements multifactor
lauthentication for remote access to privileged and
non-privileged accounts such that one of the factors
is provided by a device separate from the system
gaining access and the device meets
[ASSIGNMENT: organization-defined strength of
mechanism requirements].

(12) The information system accepts and
electronically verifies Personal Identity Verification

(PIV) credentials

(system specifc for
app accounts, but
'\VDC provided for
"backend"
accounts)

Not applicable
Risk-based decision not to
implement

system to determine if the information system uses multifactor
authentication for network access to non-privileged accounts.

IA-2(3) Examine the configuration settings and test the information
system to determine if the information system uses multifactor
authentication for local access to privileged accounts.

1A-2(8) Examine the configuration settings and test the information
system to determine if: (i) the organization defines the replay-resistant
authentication mechanisms to be used for network access to
privileged accounts; and (i) the information system uses the
organization-defined replay-resistant authentication mechanisms for
network access to privileged accounts.

IA-2(11) Examine the configuration settings and test the information
system to determine if the information system implements multifactor
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST Security Security Priority / Security Control I‘Sa:;uDrﬁ;e P Assessed Security | Defici Justification
Control Control Name Baseline Security Control and Enhancements Type Control e e Control Effecti Found (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) et (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IA-3.1 Examine organizational records or documents and information
system configuration settings to determine if the system uses either
shared known information or an organizational authentication solution
to identify and
Common (Hybrid / authenticate devices on local and/or wide area networks.
Control: The information system uniquely identifies |System-Specific) Satisfied
DEVICE land authenticates [ASSIGNMENT: organization- Partially satisfied IA-3.2 Examine organizational records or documents to determine if
A3 IDENTIFICATION MOT)llAVS defined specific and/ or types of devices] before NOTE:DEPENDS Not satisfied the strength of the device authentication mechanism is consistent with
AND lestablishing a [Selection (one or more): local; ON SETUP. Not applicable the FIPS 199 security categorization of the information system.
AUTHENTICATION remote; network] connection. Likely Common if Risk-based decision not to
no system-to- implement IA-3.3 Examine organizational records or documents to determine if
system interfaces the organization assigns responsibility to specific parties and defines
specific actions to ensure that the device authentication and
authentication control is implemented.
IA-4.1 Examine organizational records or documents and information
system configuration settings to determine if the organization
manages user identifiers by: (i) uniquely identifying each user; (ii)
verifying the identity of each user; (iii) receiving authorization to issue
Control: The organization manages information ;gf?ﬁédjsn;:,ﬂ%gr:gﬁme?g appropriate organization official; (v) ensuring
system identifiers by: issued to the intended party; (v) disabling user identifier after an
2. Receiving authorization from [ASSIGNMENT: organization-defined time ériod of inactivity; and (vi) archiving user
organization-defined personnel or roles] to assign Satisfied idgntifiers P ! 9
an indiviqual, group, _rqle, or Qevicve_identifi_er;v _ Partially satisfied !
A4 IDENTIFIER MOFI.)llA-A g};eple,cg;g ;ndlgsir;telf_ler that identifies an individual, Common, Hybrid, Not satisfied IA-4.2 Examine organizational records or documents to determine if a
MANAGEMENT y ! . System-Specific Not applicable personal identity verification (PIV) card token is used to uniquely

c. Assigning the identifier to the intended individual,
group, role, or device;

d. Preventing reuse of identifiersfor [ASSIGNMENT:
lorganization-defined time period]; and

e. Disabling the identifier after [ASSIGNMENT:
lorganization-defined time period of inactivity].t

Risk-based decision not to
implement

identify and authenticate federal employees and contractors in
accordance with FIPS 201 and NIST Special Publications 800-73,
800-76, and 800-78.

IA-4.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the identifier management control is
implemented.
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Security Control Information Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST Security Security Priority / Security Control I‘Sa:;uDrﬁte P Assessed Security Cind: | Defici Justification
Control Control Name Baseline Security Control and Enhancements Type Contro%, e e Control Effecti ; Found (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) et (select one of the following) Control Effectiveness is Not Applicable or

Risk-based decision not to implement)

ion-of their individual authenticators -not-loaning

authenticators, and
j. Changing authenticators for group/role accounts
\when membership to those accounts changes.

Control Enhancements:

(1) The information system, for password-based
lauthentication:

(@) Enforces minimum password complexity of
[ASSIGNMENT: organization-defined requirements
for case sensitivity, number of characters, mix of
upper-case letters, lower-case letters, numbers, and
special characters, including minimum requirements
ifor each type];

(b) Enforces at least the following number of
changed characters when new passwords are
created: [ASSIGNMENT: organization-defined

Common, Hybrid

IF SYSTEM USES
AIMS, COMMON
IF SYSTEM USES

or sharing authenticators with
others, and reporting lost or compromised authenticators immediately.

IA-5.5 Examine organizational records or documents to determine if
the information system establishes user control of the corresponding
private key and maps the authenticated identity to the user account

(for PKI-based authentication).

|A-5.6 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the authenticator management control
is implemented.

Control Enhancements:
IA-5(1) Examine the configuration settings and test the information

number]; PIN, MAY ALSO Sati_sfied n system to delermin_e if: (i) Fhe organization defines the minimum_ »
P1 © Storeys and transmits only encrypted BE COMMON (if Pamally s_atlsfled password complexity requirements to be enforced for case sensitivity,
A5 AUTHENTICATOR [MOD IA-5 (1) (2) (3) representations of passwords; PIN outs_lde of Not satlsfled the number of characters, and the mix of upper-case Ienersj lower-
MANAGEMENT 11 (d) Enforces password minimlilm and maximum boundaries) Not applicable case letters, numbers, and special characters including minimum
lifetime restrictions of [ASSIGNMENT: organization _Rlsk-based decision not to requirements for each type; (i) the organization defines the minimum
defined numbers for lifetime minimumA ifetime ELSE HYBRID implement number o»fncharacters _tha§ must t_Je changed V\_lhen new passwords are
maximum]; ! (system spetmf%f(:r created;ém) _th_e orgeli_rfuzt_atlon dgﬂnes the (l;estnc_tlons tl(')f b[_e enforced for|
e . |app accounts, bui password minimum lifetime and password maximum lifetime
g%:;?gggf}_’;i;ﬁggrgJ;%Z?]fg;LAe?;:SnNSM;ET' '\VDC provided for param‘eters; (iv) the organi_zation gjefines the numbej of generations
(f) Allows the use of a temporary passworc’i for "backertl;:l)" for\t/vhlcl} password [jegse |Zpr()llp]|b|t$d;t_and (v) the information
. ] - accoun system, for password-based authentication:
;ﬁ:g.lnleon%c’pn:s;vxgrzn mmediate change to & »enforpes_ the mi!nimum pa;sword complexity standards that meet the
(2) The information S)./stem for PKI-based organization-defined requirements;
authentication: ' -enforces the organization-defined minimum number of characters
(a) Validates c'ertifications by constructing and that muft be chan%ed_ Whten new pss_sv:/ords are _createdf; th
2 o -encrypts passwords in storage and in transmission; -enforces the
|verifying a certification path to an accepted trust orgarﬁgaﬁgn-defined restrictigns for password minimum lifetime and
anchor including checking certificate status password maximum lifetime parameters; and
information; . -prohibits password reuse for the organization-defined number of
(b) Enforces authorized access to the "
corresponding private key; and generations.
() Maps the authenficated identity to the accaunt of TA-5(2) EXamine the configuration Settings and (est the formation
Common, Hybrid IA-6.1 Examine organizational records or documents and information
system configuration settings to determine if the system obscures
IF SYSTEM USES feedback of authentication information during the authentication
IAIMS, COMMON process (e.g., displaying asterisks when a user types in a password).
IF SYSTEM USES
Control: The information system obscures feedback PIN, MAY ALS(_D Sati_sfied n IA-6:2 Test thg info_rmation_system to d_e_termine if the feedback
- of authéntication information during the BE COMMON (if Pamally s_atlsfled prowdes sufficient information for a legitimate user to understand why
A6 AUL:E%EE@;OR MOD 1A-6 lauthentication process to protect the information kl';’IN (Luts_lde of Not Sa"f‘ﬂegl access |sd n%t grgnted (e.g., msde a keystroke mistake, forgot the
from possible exploitation/use by unauthorized oundaries) Nat applicable passwor ). but does not provide . .
individuals _Rlsk-based decision not to |nf0rma@|0nvthat would _aIIow an unauthorized user to compromise the
. ELSE HYBRID implement authentication mechanism.

(system specifc for
app accounts, but
'\VDC provided for
"backend"
accounts)

IA-6.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the authenticator feedback control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST Security Security Priority / Security Control I‘Sa:;uDrﬁ;e P Assessed Security | Defici Justification
Control Control Name Baseline Security Control and Enhancements Type Control e e Control Effecti Found (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) et (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IA-7.1 Examine organizational records or documents and information
system configuration settings to determine if the system employs
authentication methods for authentication to a cryptographic module
that meet the requirements of FIPS 140-2.
IA-7.2 Examine organizational records or documents and information
system configuration settings to determine if the information system
Control: The information system implements Common Satisfied lemploys authentication methods in accordance with FIPS 201 and
mechanisms for authentication to a cryptographic Partially satisfied NIST Special Publications 800-73 and 800-78 when the cryptographic
A7 CRY:ATSE?U'T_’EPH'C MO’E}IAJ module that meet the requirements of applicable |5, - by VDC Not satisfied module is a personal identity verification (PIV) card token.
AUTHENTICATION federal laws, Executive Orders, directives, policies, Not applicable
regulations, standards, and guidance for such Risk-based decision not to IA-7.3 Examine organizational records or documents to determine if
lauthentication. implement the organization clearly documents authentication methods to a
cryptographic module for the information system.
IA-7.4 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the cryptographic module
authentication control is
implemented.
IA-8 Examine organizational records or documents to determine if the
organization defines the information system uniquely identifies and
authenticates non-organizational users (or processes acting on behalf
Control: The information system uniquely identifies of non-organizational users).
land authenticates non-organizational users (or Common, Hybrid
processes acting on behalf of non-organizational Control Enhancement:
users). IF SYSTEM USES IA-8(1) Examine the information system documentation or
AIMS, COMMON configuration settings to determine if the information system accepts
Control Enhancement: IF SYSTEM USES and electronically verifies Personal Identity Verification (P1V)
|DENTIFICATION (1) The information system accepts and PIN, MAY ALSO Satisfied credentials from other federal agencies.
AND P1 electronically verifies Personal Identity Verification |BE COMMON (if Partially satisfied
A8 AUTHENTICATION | MOD 1A-8(1)(2)(3) |(PIV) credentials from other federal agencies. PIN outside of Not satisfied IA-8(2) Examine the information system documentation or
NON- (&) (2) The information system accepts only FICAM- boundaries) Not applicable configuration settings to determine if the information system accepts
ORGﬁ"gég;')ONAL lapproved third-party credentials Risk-based decision not to only Federal Identity, Credential, and Access Management (FICAM)-
(3) The organization employs only FICAM-approved |[ELSE HYBRID implement approved third-party credentials.

information system components in [ASSIGNMENT:
lorganization-defined information systems] to accept
third-party credentials.

(4) The information system conforms to FICAM-
issued profiles.

(system specifc for
app accounts, but
'VDC provided for
"backend”
accounts)

IA-8(3) Examine organizational records or documents to determine if
the organization employs only FICAM-approved information system
components in organization-defined information systems to accept
third-party credentials.

IA-8(4) Examine the information system documentation or
configuration settings to determine if the information system conforms
to FICAM-issued profiles.
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Security Control Information Control Assessment Information
Scoping Guidance/ Risk -Based Decision
Se’\::lf;li-t Security Control Priority | Security Control I.Sa:‘:::iat;e CeEEeaD Assessed Security Control Justification
Contro%’ N;’me Baseline Security Control and Enhancements ype Control T aation Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed .
not to implement)
IR-1.1 Examine organizational records or documents to determine if
incident response policy and procedures: (i) exist; (i) are documented; (iii)
Control: The organization: are disseminated to appropriate elements within the organization; (iv) are
N y . . . periodically reviewed by responsible parties within the organization; and (v)
;gl:):n\ilze;?izi_ggfci#g:jeg(esr'sg22g'zferg:'ens?_les 10 [ASSIGNMENT: are updated, when organizational review indicates updates are required.
1. An incident response policy that addresses purpose, scope, roles, ICommon . — " .
responsibilities, management commitment, coordination among Satisfied Ia'?jel'ﬁ;:Iam‘;gsrgqseséILCId\in;;(zspsigszp?cil\ce};‘?eief;ggﬁtigéh%‘::\gcyemem
INCIDENT RESPONSE] - organizational entities, and compliance; and If additional Partially satisfied comqmitmeym coordlna!ﬁ)n%moh orp anizational zmilies and com I?ance
IR-1 POLICY AND MOD IR-1 2. Procedures to facilitate the implementation of the incident response  [system/application Not satisfied " 909 ' P .
PROCEDURES i i inci . i i
policy and associated incident response controls; and policy/procedures are Not applicable .
b. Reviews and updates the current: in place, this is a Risk-based decision not to implement I?o%;fdﬁ?:smalx?:;Tfefig:rie(gt;:ZFSQSSZIIpé?:zg?&Z?\}iz:::ﬁrgw]leniengg:n\
1. Incident response policy [ASSIGNMENT: organization-defined lhybrid control. P!
frequency]; and response policy and all associated incident response controls.
fzrélnféiecn; response procedures [ASSIGNMENT: organization-defined IR-1.4 Examine organizational records or documents to determine if the
q vl organization assigns responsibility to specific parties and defines specific
actions to ensure that the incident response policy and procedures control
is implemented.
IR-2.1 Examine organizational records or documents to determine if the
organization identifies personnel with significant incident response roles
and responsibilities and documents those roles and responsibilities.
IR-2.2 Examine organizational records or documents to determine if: (i)
incident response training is provided to personnel with significant incident
response roles and responsibilities; (ii) records include the type of incident
Control: The organization provides incident response training to response training received and the date completed; and (iii) initial and
information system users consistent with assigned roles and Satisfied refresher training is provided in accordance with organization-defined
responsibilities: . Partially satisfied frequency, at least annually.
IR-2 'NC‘DE';;%IE,\?EONSE MOPDZIR-Z a. Within [ASSIGNMENT: organization-defined time period] of assuming go;\;‘nmo_ns, ?g’f'::d Not satisfied
an incident response role or responsibility; 4 P Not applicable IR-2.3 Examine the incident response training material for the selected
b. When required by information system changes; and Risk-based decision not to implement roles and responsibilities to determine if the material addresses the
c. [ASSIGNMENT: organization-defined frequency] thereafter. procedures and activities necessary to fulfill those roles and
responsibilities.
IR-2.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the incident response training control is
implemented.
IR-3.1 Examine organizational records or documents to determine if the
organization tests its incident response capability using the organization
defined tests and exercises in accordance with the organization-defined
frequency and documents the results of the tests.
IR-3.2 Examine organizational records or documents to determine if the
Control: The organization tests the incident response capability for the organization reviews incident response test results and takes corrective
information system [ASSIGNMENT: organization-defined frequency] actions.
using [ASSIGNMENT: organization-defined tests] to determine the Satisfied
M . " e IR-3.3 Examine organizational records or documents to determine if the
R3 INCIDENT RESPONSE| P2 incident response effectiveness and documents the results. ICommon, Hybrid, :ET'Saauliy;izsz'w incident response tests or exercises address key aspects of the incident
TESTING MOD IR-3 (2) Control Enhancements: ISystem-Specific Not applicable response capability and if the tests or exercises confirm that the incident
(1) Not Selected. Risk-based decision not to implement response objectives are met.
EJZ') ;:I‘;;:gﬁ;'z:l:?eﬁ?;:g's"a;z“‘ﬂg'?;nr‘eﬁgtsgg”Taenl:smg with IR-3.4 Examine organizational records or documents to determine if the
9 P P . organization assigns responsibility to specific parties and defines specific
actions to ensure that the incident response testing control is implemented.
Control Enhancements:
IR-3(2) Examine organizational records or documents to determine if the
organization coordinates incident response testing with organizational
elements responsible for related plans.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se’\::lf;li-ty Security Control Priori!y I . Security Control I.Sa:‘:::iat;e CeEEeaD Assessed Sgcurity Control o o Ju§tification ) i
Control e Baseline Security Control and Enhancements ype Control T aation Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed .
not to implement)
IR-4.1 Examine organizational records or documents to determine if the
organization implements an incident handling capability for the
Control: The organization: information system that includes preparation, detection and analysis,
a. Implements an incident handling capability for security incidents that containment, eradication, and recovery.
includes preparation, detection and analysis, containment, eradication,
and recovery; IR-4.2 Examine organizational records or documents (or personnel
b. Coordinates incident handling activities with contingency planning Satisfied engaged in incident handling activities) to determine if personnel are
- activities; and o X ~ lcommon, Hybrid Panially ;alisfied following designated incident handling procedures.
IR-4 INCIDENT HANDLING MOD IR-4 (1) c. Incorporates lessons learned from ongoing incident handling activities System-épecific ' Not satisfied
into incident response procedures, training, and testing/exercises, and Not applicable IR-4.3 Examine organizational records or documents to determine if the
implements the resulting changes accordingly. Risk-based decision not to implement organization assigns responsibility to specific parties and defines specific
actions to ensure that the incident handling control is implemented.
Control Enhancements:
(1) The organization employs automated mechanisms to support the Control Enhancements:
incident handling process. IR-4(1)Examine organizational records or documents to determine if
incident handling functions are automated.
IR-5.1 Examine organizational records or documents to determine if the
organization tracks and documents information system security incidents
on an ongoing basis.

g::‘tisgllefsalisfied IR-5.2 Examine organizational records or documents (or personnel

RS INCIDENT P1 Control: The organization tracks and documents information system ICommon, Hybrid, Not safisfied lengaged in incident monitoring activities) to determine if personnel are
MONITORING MOD IR-5 security incidents. ISystem-Specific Not applicable following designated incident monitoring procedures.

Risk-based decision not to implement IR-5.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the incident monitoring control is implemented.
IR-6.1 Examine organizational records or documents to determine if
theorganization promptly reports incident information to appropriate

Control: The organization: authorities.
a. Requires personnel to report suspected security incidents to the
organizational incident response capability within [ASSIGNMENT: IR-6.2 Examine organizational records or documents (or personnel
organization-defined time-period]; and Satisfied lengaged in incident reporting activities) to determine if personnel are
e INCIDENT - l; Reports secyyily incident information to [ASSIGNMENT: organization- (Common, Hybrid, Panially ;alisfied following designated incident reporting procedures.
- REPORTING MOD IR-6(1) efined authorities]. System-Specific Not satls_fled : o o
Not applicable IR-6.3 Examine organizational records or documents to determine if the
Control Enhancements: Risk-based decision not to implement organization assigns responsibility to specific parties and defines specific
(1) The organization employs automated mechanisms to assist in the actions to ensure that the incident reporting control is implemented.
reporting of security incidents.
Control Enhancements:
IR-6(1) Examine organizational records or documents to determine if
incident reporting functions are automated.
IR-7.1 Examine organizational records or documents to determine if the
organization provides an incident response support resource that offers
advice and assistance to users of the information system for the handling
and reporting of security incidents.
Control: The organization provides an incident response support
resource, integral to the organizational incident response capability that IR-7.2 Examine organizational records or documents (or personnel
offers advice and assistance to users of the information system for the ~ |Common Satisfied lengaged in incident response support activities) to determine if personnel
handling and reporting of security incidents. Partially satisfied are following designated incident response support procedures.
IR-7 INCIDENT RESPONSE MODﬁéq o Provided by VDC Not satisfied

ASSISTANCE

Control Enhancements:
(1) The organization employs automated mechanisms to increase the
availability of incident response-related information and support.

Not applicable
Risk-based decision not to implement

IR-7.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the incident response assistance control is
implemented.

Control Enhancements:
IR-7(1) Examine organizational records or documents to determine if
incident response support functions are automated.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se’\::lf;li-t Security Control Priority | Security Control I.Sa:‘:::iat;e CeEEeaD Assessed Security Control Justification
Contro%’ N;’me Baseline Security Control and Enhancements ype Control T aation Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed .
not to implement)
Control: The organization: IR-8.1 Examine organizational records or documents to determine if the
@. Develops an incident response plan that: organization develops an incident response plan that: -provides the
1. Provides the organization with a roadmap for implementing its incident g;gz;nt;ﬁ\ulon with a roadmap for implementing its incident response
response capability; -depscribgé the structure and organization of the incident response
2. Describes the structure and organization of the incident response capability; 9 P
capability; ’
3 E’rovi;yes a high-level approach for how the incident response ;pruwdeza hlgh-lﬁvel approach for how the incident response capability
. s N R its into the overall organization;
capability fits into the overall organization;
" f - . -meets the unique requirements of the organization, which relate to
?riis’\iie:r:sslgeeus:ii?ur;qlgazn;sgﬁigghe organization, which relate to mission, size, structure, and functions;
5. Defines reportable incidents; —def|n§s reporlabl? incidents; h d bil hin th
6. Provides metrics for measuring the incident response capability within -provi es‘ metrics for measuring the incident response capability within the
- T . organization;
the organization. Satisfied - "
2 " > e -defines the resources and management support needed to effectively
RS INCIDENT RESPONSE| P1 ;a?rig?:;zenz:(sﬁlgzisi:;gemn??:sgeﬂzgtc?paﬁll}: rTzendded to effectively ICommon, Hybrid, :z?lsﬁglgs?i:?jsned maintain and mature an incident response capability; and
PLAN MOD IR-8 D P! y: ISystem-Specific -is reviewed and approved by designated officials within the organization.

8. Is reviewed and approved by [ASSIGNMENT: organization-defined
personnel or roles];

b. Distributes copies of the incident response plan to [ASSIGNMENT:
organization-defined incident response personnel (identified by name
and/or by role) and organizational elements];

c. Reviews the incident response plan [ASSIGNMENT: organization-
defined frequency];

d. Updates the incident response plan to address system/organizational
changes or problems encountered during plan implementation,
lexecution, or testing;

e. Communicates incident response plan changes to [ASSIGNMENT:
organization-defined incident response personnel (identified by name
and/or by role) and organizational elements].

f. Protects the incident response plan from unauthorized disclosure and
modification.

Not applicable
Risk-based decision not to implement

IR-8.2 Examine organizational records or documents to determine if: (i) the
organization defines, in the incident response plan, incident response
personnel (identified by name and/or role) and organizational elements; (ii)
the organization distributes copies of the incident response plan to incident
response personnel and organizational elements identified in the plan; (iii)
the organization defines, in the incident response plan, the frequency to
review the plan; (iv) the organization reviews the incident response plan in
accordance with the organization-defined frequency; (v) the organization
revises the incident response plan to address system/organizational
changes or problems encountered during plan implementation, execution,
or testing; and (vi) the organization communicates incident response plan
changes to incident response personnel and organizational elements
identified in the plan.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST T Last Date p S
B o Priority / o n Assessed Security Control Justification
iicr:lt:g Secul:l!z“i;) ikl Baseli!le Security Control and Enhancements Sec;l\:étryi/fyc‘z::r‘;:)'er)ype Sc?r:’t:‘;{ f :fzf;s:‘ﬁn Effectiveness » Findings / Deficiencies Found (mqsl be cqmpleted if Assessed Securily Contr»ol} NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation e (select one of the following) Effectiveness is Not Appl}lcable or Risk-based decision
not to implement)
MA-1.1 Examine organizational records or documents to determine if the
information system maintenance policy and procedures: (i) exist; (i) are
documented; (jii) are disseminated to appropriate elements within the
lorganization; (iv) are periodically reviewed by responsible parties within the|
Control: The organization: lorganization; and (v) are updated, when organizational review indicates
a. Develops, documents, and disseminates to [ASSIGNMENT: updates are required.
lorganization-defined personnel or roles]: Common
1. A system maintenance policy that addresses purpose, scope, roles, MA-1.2 Examine the information system maintenance policy to determine if|
responsibilities, mar i 1t, coordination among If additional Satisfied the policy adequately addresses purpose, scope, roles, responsibilities,
MAR‘YrSELi%CE - lorganizational entities, and compliance; and system/application Partially satisfied management commitment, coordination among organizational entities, and
MA-1 POLICY AND MOD MA-L 2. Procedures to facilitate the implementation of the system maintenance |policy/procedures are in Not satisfied icompliance.
PROCEDURES policy and associated system maintenance controls; and place, this is a hybrid Not applicable
b. Reviews and updates the current: control. Risk-based decision not to implement MA-1.3 Examine the information system maintenance procedures to
1. System maintenance policy [ASSIGNMENT: organization-defined determine if the procedures are sufficient to address all areas identified in
frequency]; and the information system maintenance policy and all associated information
2. System maintenance procedures [ASSIGNMENT: organization- lsystem maintenance controls.
defined frequency].
MA-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the system maintenance policy and procedures
control is implemented.
. o (Common, Hybrid MA-2.1 Examine organizational records or documents to determine if the
(Control: The organization: lorganization schedules and performs routine preventative and regular
a. Schedules, performs, documents, and reviews records of maintenance WHILE FSA GENERALLY maintenance on the components of the information system in accordance
land repairs on information system components in accordance with ITHINKS OF THESE
manufacturer or vendor specifications and/or organizational CONTROLS AS \r/\gn:mn:xgﬁ;mrer or vendor specifications and/or organizational
requirements; COMMON, WE MUST d .
b. Approves and monitors all maintenance activities, whether performed |[NOTE THAT, TO THE MA-2.2 Examine organizational records or documents to determine if the
lon site or remotely and whether the equipment is serviced on site or EXTENT THAT AN " - o
removed to another location; APPLICATION-SUPPORT -, organization fully documents routine preventative and regular
c. Requires that [ASSIGNMENT: organization-defined personnel or roles]|TEAM MUST CONDUCT gzlrlusef:I?dsalished vTi?An:ﬁgr?Sfili&l?;:]grc\/oer:zg?Zmescﬁifc?l?o‘:sfoarTd?gsgrsyasr!](\ezrgli‘gnaaclcoggggicce
MA2 CONTROLLED P2 lexplicitly approve the removal of the information system or system INTEGRATION TESTING Not sa\)i/sfied maintenance requirements P 9 p
MAINTENANCE MOD MA-2 icomponents from organizational facilities for off-site maintenance or UPON Not applicable )
repairs; INFRASTRUCTURE

d. Sanitizes equipment to remove all information from associated media
prior to removal from organizational facilities for off-site maintenance or
repairs;

le. Checks all potentially impacted security controls to verify that the
controls are still functioning properly following maintenance or repair
actions; and

f. Includes [ASSIGNMENT: or 1-defined mainter
information] in organizational maintenance records.

-related

MAINTENANCE, AND
MAY, UNDER CERTAIN
CIRCUMSTANCES,
MODIFY THE
IAPPLICATION DUE TO
INFRASTRUCTURE
CHANGES, THIS
ICONTROL COULD BE
DEEMED

Risk-based decision not to implement

MA-2.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the periodic maintenance control is implemented.

MA-2.6 Examine the maintenance log to determine if the log includes: (i)
the date and time of maintenance; (ii) name of the individual performing
the maintenance; (i) name of escort, if necessary; (iv) a description of the
maintenance performed; and (v) a list of equipment removed or replaced
(including identification numbers, if applicable).
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST T Last Date p S
B o Priority / o n Assessed Security Control Justification
%eocr:lt:lt?ll Secuwzni;) ikl Baseline Security Control and Enhancements Sec;lvr:ryi/fyc‘zirgr‘ol 'el')ype Sc?r:’t::{ f :fzf:;\s‘ﬁn Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation yp e (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
MA-3.1 Examine organizational records or documents to determine if the
lorganization approves, controls, and monitors information system
maintenance tools.
Common, Hybrid MA-3.2 Examine approved information system maintenance tools and
NOTE: WHILE FSA associated documentation to determine if the organization maintains the
GENEF‘ALLY THINKS OF tools and documentation on an ongoing basis and if the processes applied
THESE CONTROLS AS lare consistent with the documented maintenance procedures.
Control Enhancements: COMMON. WE MUST
(1) The organization inspects the maintenance tools carried into a facility NOTE THAT, TO THE MA-3.3 Examine organizational records or documents to determine if the
by maintenance personnel for improper or unauthorized modifications. EXTENT THAT AN partially satisfied lorganization assigns responsibility to specific parties and defines specific
MAINTENANCE P2 (2) The organization checks media containing diagnostic and test Y S lactions to ensure that the maintenance tools control is implemented.
MA-3 IAPPLICATION-SUPPORT Not satisfied
MODMA-3(1) (2) [programs for malicious code before the media are used in the TEAM FOR A COTS Not applicable
information system. IControl Enhancements:
(3) HIGH Only. Eig,agfg ;Sg.r OBTAIN Risk-based decision not to implement MA-3(1) Examine organizational records or documents to determine if the
MAINTENANCE lorganization inspects all maintenance tools carried into a facility by
SUPPORT FOR THE maintenance personnel for obvious improper modifications.
SZZL.I‘ECEQISLTHIS MAY MA-3(2) Examine organizational records or documents to determine if the
CONTROL lorganization checks all media containing diagnostic and test programs
(e.g., software or firmware used for information system maintenance or
diagnostics) for malicious code before the media are used in the
information system.
MA-4.1 Examine organizational records or documents to determine if the
lorganization approves, controls, and monitors remotely executed
maintenance and diagnostic activities.
MA-4.2 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the remote maintenance control is implemented.
(Control Enhancements:
Control: The organization: N MA-4(2) Examine organizational records or documents to determine if the
la. Approves and monitors nonlocal maintenance and diagnostic Common, Hybrid lorganization documents the installation and use of non-local maintenance
activities: land diagnostic connections in the security plan for the information system.
: . " " \WHILE FSA GENERALLY
b. Allows the use of nonlocal maintenance and diagnostic tools only as
f P h ITHINKS OF THESE
iconsistent with organizational policy and documented in the security plan CONTROLS AS
for the information system; COMMON, WE MUST
N . |EXTENT THAT AN Partially satisfied
MA-4 ng%ﬁm& oD l;\’AlA-A o ghgﬂamlams records for nonlocal maintenance and diagnostic activities; APPLICATION-SUPPORT Not satisfied
. : " ITEAM FOR A COTS Not applicable
;;:{g:\':s;?i:izﬂf?eﬁgg network connections when nonlocal PRODUCT, FOR Risk-based decision not to implement
P . EXAMPLE, MUST OBTAIN
Control Enhancements: MAINTENANCE
(1) Not Selected, SUPPORT FOR THE
P . " . " IAPPLICATION, THIS MAY
(2) The organization documents in the security plan for the information BE A "HYBRID"
system, the policies and procedures for the establishment and use of CONTROL
nonlocal maintenance and diagnostic connections.
MA-5.1 Examine organizational records or documents to determine if: (i)
Common, Hybrid the organization maintains a list of personnel authorized to perform
maintenance on the information system; and (i) only authorized personnel
IWHILE FSA GENERALLY have performed maintenance on the information system.
ITHINKS OF THESE
Control: The organization: ICONTROLS AS MA-5.2 Examine orgamzalional (e;prds or do_cymem._s to de(erm_ine if
la. Establishes a process for maintenance personnel authorization and  |[COMMON, WE MUST theorganization assigns responsibility to specific parties and defines
maintains a list of authorized maintenance organizations or personnel;  [NOTE THAT, TO THE Satisfied specific actions to ensure that the maintenance personnel control is
MAINTENANCE o1 b. Ensures that non-escorted personnel performing maintenance on the |EXTENT THAT AN Partially satisfied implemented.
MA-5 PERSONNEL MOD MA-5 information system have required access authorizations; and IAPPLICATION-SUPPORT Not satisfied

c. Designates organizational personnel with required access
authorizations and technical competence to supervise the maintenance
activities of personnel who do not possess the required access
authorizations.

ITEAM FOR A COTS
PRODUCT, FOR
EXAMPLE, MUST OBTAIN
MAINTENANCE
SUPPORT FOR THE
IAPPLICATION, THIS MAY
BE A "HYBRID"
CONTROL

Not applicable
Risk-based decision not to implement
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Security Control Information

Control Assessment Information

NIST Last Date Scoping Guidance/ Risk -Based Decision
B o Priority / o n Assessed Security Control Justification
Scijcr:lt:lt?ll Secul:l!;/"?: ptiol Baseline Security Control and Enhancements Sec;lvr:ryi/fyc‘z::r‘ol 'el')ype Sc?r:’t::{ f :fzf;s:‘ﬁn Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation yp e (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
Common, Hybrid
IWHILE FSA GENERALLY
ITHINKS OF THESE
gg:‘/l.lr\—/%?\ll_svaESMusT MA-6.1 Examine organizational records or documents to determine if
NOTE THAT TO THE Satisfied maintenance support agreements and the inventory of spare parts are
Control: The organization obtains maintenance support and/or spare EXTENT THAT AN Partially satisfied sufficient to support the organization-defined list of key information system
MAS TIMELY P1 parts for [ASSIGNMENT: organization-defined information system APPLICATION-SUPPORT Not ‘Y fied icomponents within the organization-defined time period of failure.
MAINTENANCE MOD MA6 - ot satistiex

icomponents] within [ASSIGNMENT: organization-defined time period] of
failure.

ITEAM FOR A COTS
PRODUCT, FOR
EXAMPLE, MUST OBTAIN
MAINTENANCE
SUPPORT FOR THE
IAPPLICATION, THIS MAY
BE A "HYBRID"
CONTROL

Not applicable
Risk-based decision not to implement

MA-6.2 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the timely maintenance control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S;‘clﬁ;li-t Security Control Priority | Security Control L::é::_;;e cerecar Assessed Security Control Justification
Con!ro)ll Name Bas Security Control and Enhancements Type Control e raaran Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed
not to implement)
MP-1.1 Examine organizational records or documents to determine if the
media protection policy and procedures: (i) exist; (i) are documented; (iii)
. iation. are disseminated to appropriate elements within the organization; (iv) are
IControl: The organization: f - " . e
. . . periodically reviewed by responsible parties within the organization; and (v)
g.rg[;i\ilzegzi-ggfcirl:;ndeslesrég:gedllzf?gllg]"tes 0 IASSIGNMENT: Common are updated when organizational reviews indicate updates are required.
1. A media protection policy that addresses purpose, scope, roles, . " : " " . .
responsibilities, management commitment, coordination among If additional Satisfied zdz 1ﬁ2at§i(a;n(;g‘:e?see;nes:atfsrglii?l pﬂ'.?; ur]eiecher:rsTl]llJrl]I?tlgslh?ngggcyemenl
MEDIA PROTECTION p1 lorganizational entities, and compliance; and isystem/application Partially satisfied q y courdmaﬁﬂ)n%moﬁ orp a\'nlzat\c;nal gmmes and com I?ance
MP-1 POLICY AND MOD MP-1 2. Procedures to facilitate the implementation of the media protection policy/procedures are Not satisfied h 9 org ! P :
PROCEDURES .
policy and associated media protection controls; and in place, this is a Not applicable . " . " L
b. Reviews and updates the current: hybrid control. Risk-based decision not to implement VIP- 1.d3 Examine tt;fe media prd%tectlon"procedu(;es t? ddelerrlv_lwme |féhe
1. Media protection policy [ASSIGNMENT: organization-defined procedures are sufficient to address all areas identified in the media
frequency]; and . protection policy and all associated media protection controls.
ﬁ'eM:ed"]ac rirolecllon procedures [ASSIGNMENT: organization-defined MP-1.4 Examine organizational records or documents to determine if the
q y. lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the media protection policy and procedures control
is implemented.
MP-2.1 Examine organizational records or documents and/or physical
Satisfied facilities containing media devices to determine if only authorized users
p1 IControl: The organization restricts access to [ASSIGNMENT: Common, Hybrid Partially satisfied 2‘3\;{? ﬁcecﬁff;ﬁ;%o,:n;asg;n printed form or on digital media removed
MP-2 MEDIA ACCESS MOD MP-2 lorganization-defined types of digital and/ or non-digital media] to System—épe)éific ! Not satisfied 4 :
[ASSIGNMENT: organization-defined personnel o roles]. gios‘kéggggsﬂzcision ot to implement MP-2.2 Examine organizational records or documents to determine if the
P! lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the media access control is implemented.
MP-3 Examine organizational records or documents to determine if:
(i) the organization defines removable media types and information system
loutput that require marking;
(Control: The organization: (ii) the organization marks removable media and information system output|
g . . I L . in accordance with organizational policies and procedures, indicating the
a- Ma_rks information system media |nd|_cat|ng the ms_tnbuuon limitations, Sat‘sf'ed - distribution limitations, handling caveats, and applicable security markings
p1 handling caveats, and applicable security markings (if any) of the Common, Hybrid Partially satisfied (if any) of the information;
MP-3 MEDIA MARKING MOD MP-3 information; and Sys‘em-épe)(’:ific ! Not satisfied (ii) ﬁhye organization definés'
b. Exempts [ASSIGNMENT: organization-defined types of information Not applicable N "
isystem media] from marking as long as the media remain within Risk-based decision not to implement r:]earn(?:;ble media types and information system output exempt from
[ASSIGNMENT: organization-defined controlled areas]. -controlled areas designated for retaining removable media and
information output exempt from marking; and
(iv) removable media and information system output exempt from marking
remain within designated controlled areas.
MP-4.1 Examine organizational records or documents to determine if the
lorganization protects information system media at the highest FIPS 199
security category for the information system until the media is destroyed or
(Control: The organization: sanitized using approved equipment, techniques, and procedures.
g . . - Satisfied
1 Z'ez:eys‘fa‘gscg;‘;oﬂfa[agﬂj/egﬁ;ﬂzﬁoE(e:| [n:\esjg]stvmiN[}SOSrlggllzllhzﬁaéll!\Jrlr Common, Hybrid Partially satisfied MP-4.2 Examine the location where the organization physically controls
MP-4 MEDIA STORAGE MOD MP-4. organizazgn-deiinegd ‘controlled areas]g . , Hybrid, Not satisfied land securely stores information system media, both paper and digital, to

b. Protects information system media until the media are destroyed or
sanitized using approved equipment, techniques, and procedures.

System-Specific

Not applicable
Risk-based decision not to implement

determine if the organization controls the media at the highest FIPS 199
security category of the information recorded on the media.

MP-4.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the media storage control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S;‘clﬁ;li-t Security Control Priority | Security Control L::é::_;;e cerecar Assessed Security Control Justification
Con!ro)ll Name Bas Security Control and Enhancements Type Control e raaran Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed
not to implement)
IControl: The organization:
. Protects and controls [ASSIGNMENT: organization-defined types of MP-5.1 Examine organizational records or documents to determine if the
: y lorganization restricts the pickup, receipt, transfer, and delivery of
digital and non-digital media] during transport outside of controlled areas
usg\ng [ASSIGNMENT: organllzatlor?—deflnsijd security safeguards]; information system media (paper and digital) to authorized personnel.
ghg;‘g‘g}ﬁ;&%ﬁgzt:?ggg.for information system media during transport MP-5.2 Examine the list of personnel that have been authorized for the
" . N . . pickup, receipt, transfer, and delivery of information system media to
gyggﬁwzgg_aﬁ;mes associated with the transport of information Satisfied determine if access is appropriately restricted.
. " - . . Partially satisfied
MP-5 MEDIA TRANSPORT MOD':;PVS(A) g 3:;‘rﬁ':dl‘ge(:gl:\:;fﬁzzzsog'é:)endn:?Ih the transport of information go;]em;»né ?é?f:?' Not satisfied MP-5.3 Examine organizational records or documents to determine if the
4 P . 4 P Not applicable lorganization assigns responsibility to specific parties and defines specific
Control Enhancements: Risk-based decision not to implement lactions to ensure that the media transport control is implemented.
(1) [Withdrawn: Incorporated into MP-5]. C ’
. ontrol Enhancements:
g; [':‘l\;l‘ﬂ;cgz\g‘r;dlncorporated into MP-5]. MP-5(4) Examine organizational records or documents to determine if the
(4) The organization employs cryptographic mechanisms (o profect the conidentalty and Iisgrty o miormation sored on gl media durn
confidentiality and integrity of information stored on digital media during ide of d y” d 9 9
transport outside of controlled areas. transport outside of controlied areas.
MP-6.1 Examine organizational records or documents to determine if the
lorganization: (i) sanitizes information system media, both paper and
digital, using approved equipment, techniques, and procedures prior to
disposal or release for reuse; (ii) tracks, documents, and verifies media
(Control: The organization: sanitization actions; and (iii)conducts periodic tests of sanitization
a. Sanitizes [ASSIGNMENT: organization-defined information system equipment to ensure correct performance.
media] prior to disposal, release out of organizational control, or release Satisfied g
for reuse using [ASSIGNMENT: organization-defined sanitization Common, Hybrid Partially satisfied mpa%.zf‘?;?:;:.g rg:r.‘;g;ﬁ';?lu'ne?;?:n?rrggg;m:g:ﬁ load:}ear;ryrlje 'ftgl‘e
MP-6 MEDIA SANITIZATION! MoglM% techniques and procedures] in accordance with applicable federal and , Hyord, Not satisfied ganizati tizes | ! 4 a, pap! gital,

lorganizational standards and policies; and

b. Employs sanitization mechanisms with the strength and integrity
icommensurate with the security category or classification of the
information.

System-Specific

Not applicable
Risk-based decision not to implement

using approved equipment, techniques, and procedures prior to disposal
or release for reuse consistent with NIST Special Publication 800-88.

MP-6.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the media sanitization and disposal control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se"::lﬁ;li-ty Security Control Priority /| Security Control Lsa:élf:;te Pesasea Assessed Security Control Justification
Control sze Baseline Security Control and Enhancements Type Contro’l’ eraatian Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
PE-1.1 Examine organizational records or documents to determine if the
physical and environmental protection policy and procedures: (i) exist; (ii)
are documented; (iii) are disseminated to appropriate elements within the
Control: The organization: organization; (iv) are periodically reviewed by responsible parties within the|
a. Develops, documents, and disseminates to [ASSIGNMENT: zrgdaar:g:la"rjg;r:nSigé are updated, when organizational review indicates
organization-defined personnel or roles]: Common P a }
1. A physical and environmental protection policy that addresses . : . .
i - PE-1.2 Examine the physical and environmental protection policy to
Egg’:sﬁa;ﬁ?gi;ﬁle; rzi?f;zggllgiiim::z%%ngiﬁ ﬁ?amnngrgigt' If additional Satisfied determine if the policy adequately addresses purpose, scope, roles,
EZCK?S[‘)%’:J‘-E‘;":[;L 1 5. Procedures to fagcilitgte the implementati‘on of the ghysicall and system/application Partially satisfied responsibilities, management commitment, coordination among
PE-1 PROTECTION POLICY] MOD PE-1 environmental protection policy and associated physical and policy/procedures are Not satisfied organizational entities, and compliance.
AND PROCEDURES lenvironmental protection controls; and in plgce, thisis a Ngt applicable . . . . .
b. Reviews and updates the currénl‘ hybrid control. Risk-based decision not to implement PE-1.3 Examine the physical and environmental protection procedures to
1. Physical and esvirunmemal roléc(ion olicy [ASSIGNMENT: determine if the procedures are sufficient to address all areas identified in
o;gan)i,zation-defined frequency‘])' and poiicy . the physical and environmental protection policy and all associated
2. Physical and environmental protection procedures [ASSIGNMENT: physical and environmental protection controls.
organization-defined frequency]. PE-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the physical and environmental protection policy and
procedures control is implemented.
PE-2.1 Examine organizational records or documents to determine if: (i)
the organization develops and keeps current a list of personnel with
authorized access to the facility containing the information system; (i) the
organization issues appropriate authorization credentials (e.g., badges,
Control: The organization: Common. Hybrid identification cards, smart cards); and (jii) designated officials within the
a. Develops, approves, and maintains a list of individuals with authorized R4 Satisfied organization review and approve the access list and authorization
access to the facility where the information system resides; " - e credentials on an organization-defined frequency.
PE2 PHYSICAL ACCESS P1 b. Issues authorization credentials for facility access; g[:reaﬁ);[;ma Sr:leltess on Zgzlgll)ll;z\ésfled
AUTHORIZATIONS MOD PE-2 c. Reviews the access list detailing authorized facility access by hgsted outside VDC, Not applicable PE-2.2 Examine the facility access list to determine if: (i) the individuals on
individuals [ASS_I_GNMENT: organizggion-def\neq frequency]; and_ then the control may‘ RISk-l‘));)SEd decision not to implement the Iis:vare_ current pe_rsonnel assigned to the organization; and (ii) the
d. Removes individuals from the facility access list when access is no be hybrid authorization credentials of the personnel are appropriate.
longer required. Y
PE-2.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the physical access authorizations control is
implemented.
PE-3.1 Examine organizational records or documents and the facility that
contains the information system to determine if the organization: (i)
controls all physical access points to the facility; (ii) verifies individual
access authorizations before granting access to the facility; and (jii)
Control: The organization: controls access to areas officially designated as publicly accessible, as
2. Enforces physical access authorizations at [ASSIGNMENT: appropriate, in accordance with the organization’s assessment of risk.
organization-defined entry/exit points to the facility where the information PE-3.2 Examine organizational records or documents and selected
system resides] by; ; A " . "
o S~ " physical access devices to determine if; (i) physical access devices (e.g.,
tlﬁe\/fei;'g)l/igg;:(éwldual access authorizations before granting access to keys, locks, card readers) used at the facility are functioning properly and
P - : . maintenance on these devices occurs on a regular and scheduled basis;
2. Controlling |ngresslegre}ss to the facility using [Selection (one or more): (ii) the organization secures keys, combinalior?s and other access devices
g;ilgg(ﬁ%m;}gg:;sz}t!on—deflned physical access control Common, Hybrid on a regular basis; and (iii) keys and combinations to locks within the
b. Maintains physical access audit logs for [ASSIGNMENT: organization- Satisfied fcaoi'rl"%uar;elszzn?’?';ﬂ:zén:gg:iT:;;Z?e':rl;zy;a;eerrﬁigé%mb'nauons are
PHYSICAL ACCESS - defined entry/exit points]; If the system relies on Partially satisfied P! ' .
PE-3 ONTROL MOD PE-3 c. Provides [ASSIGNMENT: organization-defined security safeguards] to |operational assets Not satisfied

control access to areas within the facility officially designated as publicly
accessible;

d. Escorts visitors and monitors visitor activity [ASSIGNMENT:
organization-defined circumstances requiring visitor escorts and
monitoring];

e. Secures keys, combinations, and other physical access devices;

f. Inventories [ASSIGNMENT: organization-defined physical access
devices] every [ASSIGNMENT: organization-defined frequency]; and

g. Changes combinations and keys [ASSIGNMENT: organization-defined
frequency] and/or when keys are lost, combinations are compromised, or
individuals are transferred or terminated.

hosted outside VDC,
then the control may
be hybrid

Not applicabl

le

Risk-based decision not to implement

PE-3.3 Examine organizational records or documents and selected
physical access devices to determine if: (i) the access control system
conforms to the requirements of FIPS 201 and NIST Special Publication
800-73 (where the federal Personal Identity Verification (PIV) credential is
used as an identification token and token-based access control is
employed); (i) the access control system conforms to the requirements of
NIST Special Publication 800-78 (where the token-based access control
function employs cryptographic verification); and (iii) the access control
isystem conforms to the requirements of NIST Special Publication 800-76
(where the token-based access control function employs biometric
verification).

PE-3.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the physical access control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se"::lﬁ;li-ty Security Control Prioriy I . Security Control Lsa:élﬁ;;e Pesasea Assessed Se:curity Control o L Ju;tiﬁcation ) i
Control Name Basellpe Security Control and Enhancements ) Type Control eraatian Effectiveness ) Findings / Deficiencies Found (m\_Jst be co_rnpleled if _Assessed _Securlty Contr_ul_ NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Effectiveness is Not Appl_lcable or Risk-based decision
not to implement)
ICommon, Hybrid
ACCESS CONTROL Contrgl: The org_anlzanon con_lrols physical access to [ASSIGNMENT: If the system relies on g:?tisefl‘lleydsatisfied PE-4._1 Examine urgamzal!onal records or documents to detelfmlne |[ the
PE-4 FOR TRANSMISSION PL o_rgamz_au_on-deflned |_nforma!|t_)n_ system distribution and transmission operational assets Not satisfied organization conlr_ols phy_slcal access to |nf0rm§!|on system distribution
MEDIUM MOD PE-4 lines] within organizational facilities using [ASSIGNMENT: organization- hosted outside VDC. Not applicable and transmission lines within organizational facilities.
defined security safeguards]. ’ N . .
then the control may Risk-based decision not to implement
be hybrid
PE-5.1 Examine organizational records, documents, and the facility where
ICommon, Hybrid the information system resides to determine if the organization controls
Satisfied physical access to information system devices that display information to
ACCESS CONTROL - Control: The organization controls physical access to information system |If the system relies on Partially satisfied prevent unauthorized individuals from observing the display output.
PE-5 FOR OUTPUT MOD PE-5 output devices to prevent unauthorized individuals from obtaining the operational assets Not satisfied
DEVICES output. hosted outside VDC, Not applicable PE-5.2 Examine organizational records or documents to determine if the
then the control may Risk-based decision not to implement organization assigns responsibility to specific parties and defines specific
be hybrid actions to ensure that the access control for display medium control is
implemented.
PE-6.1 Examine organizational records, documents, and the facility where
the information system resides to determine if the organization monitors
physical access to information systems to detect and respond to incidents.
Control: The organization:
a. Monitors physical access to the facility where the information system PE-6.2 Interview selected organizational personnel with physical and/or
resides to detect and respond to physical security incidents; \Common, Hybrid environmental protection responsibilities to determine how individuals
:;. ReVieWiS phdysical access logs [A'S[SIGNMENT: organiza_tion_-def(ijn?d ’ ' Satisfied respond to physical access incidents.
requency] and upon occurrence of [ASSIGNMENT: organization-define
PEG MONITORING P1 events or potential indications of events]; and If the system relies on Partially satisfied PE-6.3 Examine organizational records or documents to determine if the
: PHYSICAL ACCESS MODPE-6(1) |c. c. Coordinates results of reviews and investigations with the operational assets Not satisfied organization assigns responsibility to specific parties and defines specific
e : L 9 hosted outside VDC, Not applicable ) 9 P oility pecilic p: " P
organizational incident response capability. then the control may Risk-based decision not to implement ia;:ﬁ;:ﬂ);zsure that the monitoring physical access control is
Control Enhancements: be hybrid
(1) The organization monitors physical intrusion alarms and surveillance Control Enhancements:
lequipment. PE-6(1) Examine intrusion alarms and surveillance equipment to
determine if the organization monitors real-time physical intrusion alarms
and surveillance equipment.
PE-8.1 Examine organizational records or documents to determine if the
lorganization maintains a visitor access log to the facility where the
information system resides that includes: (i) name and organization of the
Control: The organization: ICommon, Hybrid ; persor} visiting;. (ii) s_ignatl:re of the visitor; (iii) fgrn_'l of identific?ligr!;'(w)_
a. Maintains visitor access records to the facility where the information \f th Ji Satist ‘I‘Fd isfied date o a(t;cess, (v) time Of entry and vdeg.arlul;e‘ (vi) purpé:_se O VISfIl, (viD)
VISITOR ACCESS P3 system resides for [ASSIGNMENT: organization-defined time period]; the system relies on Partially satisfie name an D'G?U'Z,a""“ of person visited; an! W'”) an indication of a
PE-8 RECORDS MOD PE-8 and gpe{ra;lona‘\s%ss\e}tsc mo: sau?fleﬂl gezlgn;}ed official’s review of the access log within the organization
. . . - . osted outside 8 ot applicable efined frequency.
géﬁjg:iv;]s visitor access records [ASSIGNMENT: organization-defined then the control may Risk-based decision not to implement
g be hybrid PE-8.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the access logs control is implemented.
PE-9.1 Examine organizational records, documents, and the facility where
ICommon, Hybrid the information system resides to determine if the organization protects
Satisfied power equipment and power cabling for the information system from
. If the system relies on Partially satisfied idamage and destruction.
PE-® POVXES gg;im/ggm MDglpErg Control: The organization protects power equipment and power cabling operational assets Not satisfied

for the information system from damage and destruction.

hosted outside VDC,
then the control may
be hybrid

Not applicable
Risk-based decision not to implement

PE-9.2 Examine organizational records or documents to determine if the

lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the power equipment and power cabling control is

implemented.
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Security Control Information Control Assessment Information
Scoping Guidance/ Risk -Based Decision
Se"::lﬁ;li-ty Security Control Priority /| Security Control Lsa:élf:;te Pesasea Assessed Security Control Justification
Control sze Baseline Security Control and Enhancements Type Contro)I’ eraatian Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
PE-10.1 Interview selected organizational personnel with physical and/or
environmental protection responsibilities and examine organizational
SE—
a. Provides the capability of shutting off power to the information system - Y Satisfied bility of yh N (" inf fi g p that
or individual system components in emergency situations; \f th Ji Pa 1S ‘IT isfied capahl ity u"s utting o po'\_llver to ar:jy information system component that
EMERGENCY P1 b. Places emergency shutoff switches or devices in [ASSIGNMENT: the system relies on artial )_/s_aus e may be malfunctioning or threatened.
PE0 SHUTOFF MOD PE-10 organization-defined location by information system or system operational assets Not satisfied
co?npunent] to facilitate safe an{j easy accessyfor persur%el' and hosted outside VDC, Not applicable PE-10.2 Examine the emergency shutoff capability to ensure that it exists
c. Protects emergency power shutoff capability from unauthorized LheeR yt'f;gdcomrol may Risk-based decision not to implement and is functional.
activation. PE-10.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the emergency shutoff control is implemented.
PE-11.1 Interview selected organizational personnel with physical and/or
environmental protection responsibilities and examine organizational
records, documents, and the facility where the information system resides
to determine if the organization provides a short-term uninterruptible power
supply to facilitate an orderly shutdown of the system in the event of a
primary power source loss.
ICommon, Hybrid PE-11.2 Examine organizational records or documents to determine if the
Control: The organization provides a short-term uninterruptible power ) Sat\_sﬂed . results of the last tested power outage demonstrated the availability of a
P1 supply to facilitate [Selection (one or more): an orderly shutdown of the If the system relies on Partially satisfied ishortterm power supply for the information system.
PEL EVERGENCY POWER MOD PE-11 infgfrr)\,ation system; transition of the information sys(e):n to long-term operational assets Not satisfied
L . hosted outside VDC, Not applicable PE-11.3 Examine organizational records or documents to determine if the
alternate power] in the event of a primary power source loss. then the control may Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific
be hybrid actions to ensure that the emergency power control is implemented.
Control Enhancements:
PE-11(1) Examine the physical site location to determine if the
lorganization provides a long-term alternate power supply for the
information system that is capable of maintaining minimally required
loperational capability in the event of an extended loss of the primary
power source.
PE-12.1 Interview selected organizational personnel with physical and/or
environmental protection responsibilities and examine organizational
records, documents, and the facility where the information system resides
\Common, Hybrid to delermme_ if the organization emvploysvand maintains an automatic
. o . . Satisfied Z_merggncy Ilghlr:ng system that activate in the gvent of a power outage or
Control: The organization employs and maintains automatic emergency | system relies on partially satisfied isruption and that covers emergency exits and evacuation routes.
PE-12 EMERGENCY P1 lighting for {he |nfprmat|on system that activates in @he event of a power operational assets Not satisfied : o o
LIGHTING MOD PE-12 outage or disruption and that covers emergency exits and evacuation hosted outside VDC, Not applicable PE-12.2 Examine organizational records or documents to determine if the
routes within the facility. then the control may Risk-based decision not to implement r_esuvlts of the last tested power outage demon_strated that the emergency
H lighting system was operational and fully functional.
be hybrid
PE-12.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the emergency lighting control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se"::lﬁ;li-ty Security Control Prioriy I . Security Control Lsa:élﬁ;;e Pesasea Assessed Se:curity Control o L Ju;tiﬁcation ) i
Control Name Basellpe Security Control and Enhancements ) Type Control eraatian Effectiveness ) Findings / Deficiencies Found (m\_Jst be co_rnpleled if _Assessed _Securlty Contr_ul_ NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Effectiveness is Not Appl_lcable or Risk-based decision
not to implement)
PE-13.1 Interview selected organizational personnel with physical and/or
environmental protection responsibilities and examine organizational
records, documents, and the facility where the information system resides
to determine if the organization employs and maintains fire suppression
and detection devices/systems that can be activated in the event of a fire.
PE-13.2 Examine the results of the last test of the fire suppression and
detection devices/systems to determine if the fire protection resources can
be successfully activated in the event of a fire.
ICommon, Hybrid
Satisfied PE-13.3 Examine organizational records or documents to determine if the
- Control: The organization employs and maintains fire suppression and  |If the system relies on Partially satisfied lorganization assigns responsibility to specific parties and defines specific
PE-13 FIRE PROTECTION MOD PE-13(3) detection devices/systems for the information system that are supported |operational assets Not satisfied actions to ensure that the fire protection control is implemented.
by an independent energy source. hosted outside VDC, Not applicable
then the control may Risk-based decision not to implement PE-13.6 Interview selected organizational personnel with physical and/or
be hybrid environmental protection responsibilities and examine organizational
records or documents to determine if fire suppression and detection
devi Ms activate autc i in the event of a fire.
Control Enhancements:
PE-13(3) Examine the information system documentation or configuration
settings to determine if the organization employs an automatic fire
isuppression capability for the information system when the facility is not
staffed on a continuous basis.
PE-14.1 Interview selected organizational personnel with physical and/or
environmental protection responsibilities and examine organizational
records or documents to determine if the organization regularly maintains,
Common, Hybrid within acceptable levels, and monitors the temperature and humidity of the
Control: The organization: ! Satisfied facility where the information system resides.
a. Maintains temperature and humidity levels within the facility where the : - -
pE1a TEMPERATURE AND P1 information system resides at [ASSIGNMENT: organization-defined If the system relies on Partially satisfied PPE-14.2 Examine the facility where the information system resides to
- HUMIDITY MOD PE-14 " loperational assets Not satisfied . N f
CONTROLS acceptgble levels]; and . hosted outside VDC, Not applicable determlng if the temperature and humidity controlling systems are in place
b. Monlto(s temperature and humidity levels [ASSIGNMENT: then the control may Risk-based decision not to implement and functioning as intended.
organization-defined frequency]. be hybrid
PE-14.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the temperature and humidity control is
implemented.
PE-15.1 Interview selected organizational personnel with physical and/or
environmental protection responsibilities and examine organizational
records or documents to determine if the organization protects the
information system from water damage by ensuring that master shutoff
valves are accessible, working properly, and known to key personnel.
ICommon, Hybrid
) - . . Satisfied PE-15.2 Examine the facility where the information system resides to
Control: The organization protects the information system from damage " " o £ " N
oe1s W:;gﬁga’fgﬁg MODPéE . resulting from water leakage by providing master shutoff or isolation gézreafiﬁt;masr:gte; on zz:t;aallt){szzgsfled determine if the master shutoff valves are accessible and working properly.
;:Ir\i:;::l“ are accessible, working properly, and known to key hosted outside VDC, Npt applicable . ) PE-15.3 Examine organizational} records or documents to delgrmine if the
. then the control may Risk-based decision not to implement results of the last test of the environmental controls of the facility where the
be hybrid information system resides demonstrate that the master shutoff valves are
\working properly.
PE-15.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the water damage protection control is implemented.
PE-16.1 Interview selected organizational personnel with physical and/or
Common, Hybrid environmental protection respon_sibi}i‘ies and egam_ine organizational
o ) _ ' Satisfied _records or documents to de}ermln{e if the organization controls the
Control: The organization authorizes, monitors, and controls \f the system relies on partially satisfied information system-related items (i.e., hardware, firmware, software)
DELIVERY AND P2 [ASSIGNMENT: organization-defined types of information system A Y entering and exiting the facility where the system resides and maintains
PE-16 REMOVAL MOD PE-16 loperational assets Not satisfied

components] entering and exiting the facility and maintains records of
those items..

hosted outside VDC,
then the control may
be hybrid

Not applicable
Risk-based decision not to implement

appropriate records of those items.

PE-16.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the delivery and removal control is implemented.
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Security Control Information

Control Assessment Information

NIST Last Date Scoping Guidance/ Risk -Based Decision
Security | Security Control Priority /| Security Control Securit Pesasea Assessed Security Control Justification
Control sze Baseline Security Control and Enhancements Type Contro)I’ eraatian Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
ICommon, Hybrid
THIS CONTROL IS PE-17.1 Interview selected organizational personnel with physical and/or
Control: The organization: MOST LIKELY environmental protection responsibilities and examine organizational
a. Employs [ASSIGNMENT: organization-defined security controls] at HYBRID Satisfied records or documents to determine if individuals within the organization
ALTERNATE WORK b2 alternate work sites; COMMON Partially satisfied lemploy appropriate information system security controls at alternate work
PE-17 SITE MOD PE-17 b. Ass_esses as feasible, the effectiveness of security controls at alternate ICONTROL MAY BE Not salis_fied sites.
work sites; and PROVIDED BY VDC Not applicable
c. Provides a means for employees to communicate with information OR EDUCATE (such Risk-based decision not to implement PE-17.2 Examine organizational records or documents to determine if the
security personnel in case of security incidents or problems. las for support teams lorganization assigns responsibility to specific parties and defines specific
located aFt)pUCP) actions to ensure that the alternate work site control is implemented.
PE-18.1 Interview selected organizational personnel with physical and/or
environmental protection responsibilities and examine organizational
records or documents to determine if the organization positions information
system components within the facility to minimize potential damage from
environmental hazards (e.g., electrical interference, electromagnetic
. radiation, vandalism, eating, drinking, smoking in the proximity, information
Common, Hybrid Satisfied leakage due to emanation) and to minimize the opportunity for
\LN(;%/:?%S#B; SELECTED FOR HIGH If the system relies on Partially satisfied unauthorized access.
PE-18 COM\;OTNEgI\ITS Not Selected 222{’2300’111;55\6}‘;(: ng{ Z;gifclzﬂle PE-18.2 Examine the facility where the information system components
. N . . reside to determine if the organization positions components to minimize
g":R tgsdconlrol may Risk-based decision not to implement potential damage from environmental hazards and to minimize the
Y opportunity for unauthorized access.
PE-18.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the location of information system components
control is implemented.
INFORMATION
PE-19 LEAKAGE NOT SELECTED  |Not Selected
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

P . Last Date q 5 e
a a Priority / Security Control ; Assessed Security Control T A~ Frerer=fi Decision Justification
C':Lst:-ols:lt::lll% 7 Secul;\lg n? e° ol Baseline Security Control and Enhancements Type Sg:r::';{ "G,zf:‘sastﬁ; n Effectiveness FlndlngsFloztr-)‘f(;menCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used A:i?:es::;m
Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or’
Risk-based decision not to implement)
PL-1.1 Examine organizational records or documents to determine if security
planning policy and procedures: (i) exist; (ii) are documented; (iii) are
disseminated to appropriate elements within the organization; (iv) are
Control: The organization: periodically reviewed by responsible parties within the organization; and (v)
a. Develops, documents, and disseminates to [ASSIGNMENT: Common lare updated, when organizational review indicates updates are
organization-defined personnel or roles]: required.
1. A security planning policy that addresses purpose, scope, roles, If additional Satisfied
responsibilities, management commitment, coordination among system/application partially satisfied PL-1.2 Examine the security planning policy to determine if the policy
SECURITY P1 organizational entities, and compliance; and ylv " ppd Not t).'fv d ladequately addresses purpose, scope, roles, responsibilities, management
PL-1 PLANNING POLICY MOD PL-1 2. Procedures to facilitate the implementation of the security policy plroce L#es_ NQ sa 'T. Iebl icommitment, coordination among organizational entities, and compliance.
AND PROCEDURES planning policy and associated security planning controls; and arﬁ 'E %ace.l lls s R?‘kagp |c3 de .
b. Reviews and updates the current: 2 hybrid control. . |s|— aset ecision not to PL-1.3 Examine the security planning procedures to determine if the
1. Security planning policy [ASSIGNMENT: organization-defined implemen procedures are sufficient to address all areas identified in the security planning
frequency]; and policy and all associated security planning controls.
2. Security planning procedures [ASSIGNMENT: organization-
defined frequency]. PL-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the security planning policy and procedures control is
implemented.
Control: The organization:
a. Develops a security plan for the information system that:
1. Is consistent with the organization’s enterprise architecture;
2. Explicitly defines the authorization boundary for the system;
3. Describes the operational context of the information system in
i Provides he securty catbgorvaton of the nformation system PL2.1 Examine organizational records or documents to determine ifthe
ir{cluding supporting rationale; isecurity pla_n: _(|) exists; (||)_ is (_mcument_ed;_ (iii) is disseminated to appropriate
5. Describes the operational énvironment for the information system element_s W"“”.‘ Fhe organization; am_:l ('Y) is reviewed and approved by
and relationships with or connections to other information systems; responsible officials within the organization.
?' :?Jr:r\:tli?iiz Zr:];‘::g;‘a’tg\gﬁa?e:?{g{);ﬁg;gleewems for the system; PL-2.2 Examine the security plan to determine if the plan is consistent with
8. Describes the security controls vin place or pl.;lnned for meeting NIS.T Spe_«:la! Eubllcanqn 800-18 gnd add(esses security roles, requnsmllmes,
tHose requirements including a rationale for the tailoring and a55|gr_1ed |nd|V|_duaIs WI‘th contact information, and activities for planning
supplementation decisions; and security of the information system.
9. Is reviewed and approved by the authorizing official or designated Satisfied . _— . . .
o [epsenaive it o pa imemertaon
pL2 SYSTEI\;SAENCURITY MOD PL-2(3) b. Distributes copies of the security plan and communicates Common, Hybrid, Not satisfied within the organization understand the security plan and are ready to

isubsequent changes to the plan to [ASSIGNMENT: organization-
defined personnel or roles];

c. Reviews the security plan for the information system
[ASSIGNMENT: organization-defined frequency];

d. Updates the plan to address changes to the information
system/environment of operation or problems identified during plan
implementation or security control assessments; and

e. Protects the security plan from unauthorized disclosure and
modification.

Control Enhancements:

(1) Incorporated into PL-7

(2) Incorportaed into PL-8

(3) The organization plans and coordinates security-related activities
affecting the information system with [ASSIGNMENT: organization-
defined individuals or groups] before conducting such activities in
order to reduce the impact on other organizational entities.

System-Specific

Not applicable
Risk-based decision not to
implement

implement the plan.

PL-2.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the system security plan control is implemented.

Control Enhancements:

PL-2(3) Examine organizational records or documents to determine if the
lorganization plans and coordinates security-related activities affecting the
information system with organization-defined individuals or groups before
iconducting such activities in order to reduce the impact on other organizational
entities.

Template Date 2018 Clearance




Page 47

Security Self Assessment Template Rev. 4 Compliant Moderate 2018 Clearance

Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

: o - Last Date q 5 e
a a Priority / Security Control ; Assessed Security Control T A~ Frerer=fi Decision Justification
C':Lst-:ols:ﬁ:::l% 7 Secul;\llt;l n? e° ol Baseline Security Control and Enhancements Type Sg:r::';{ "G,zf:‘sastﬁ; 0 Effectiveness FlndlngsFloztr-)‘f(;c:lenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used A:i?;:::;m
Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or’
Risk-based decision not to implement)
PL-4.1 Examine organizational records or documents to determine if the
lorganization provides and makes readily available to all information
isystem users a set of rules that describes users responsibilities and
lexpected behavior with regard to information and information system
usage.
PL-4.2 Examine organizational records or documents to determine if the
X R lorganization receives a signed acknowledgement from users indicating
Control: The organization: .
. " . . . that they have read, understand, and agree to abide by the rules of
2. Establishes and makes _readlly_ avallable‘tq _a_II information system behavior, before authorizing access to the information system and its
users, the rules that describe their responsibilities and expected . : N
. A > N ? - . resident information.
behavior with regard to information and information system usage; Satisfied
and N - . . - . .
. . S Partially satisfied PL-4.3 Examine the rules of behavior to determine if the content is consistent
P2 b. Receives signed acknowledgment from users indicating that they . T . ! o .
PL-4 ;‘é’;}f\?lg; MOD PL-4(1)  |have read, understand, and agree to abide by the rules of behavior, (Cammon, Hybrid, Not satisfied with NIST Special Publication 800-18.

before authorizing access to information and the information system.

Control Enhancement:

(1) The organization includes in the rules of behavior, explicit
restrictions on the use of social media/ networking sites and posting
organizational information on public websites.

System-Specific

Not applicable
Risk-based decision not to
implement

PL-4.4 Interview selected organizational personnel to determine if they
understand the rules of behavior for the information system.

PL-4.5 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the rules of behavior control is implemented.

Control Enhancements:

PL-4(1) Examine organizational records or documents to determine if the
lorganization includes in the rules of behavior:

-explicit restrictions on the use of social networking sites;

-posting information on commercial Web sites; and

-sharing information system account information.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:‘clﬁ;li-t Security Control Priority | Security Control Lsa:c‘u[:iat;e ecreeaD Assessed Security Control Justification
Contro)ll Name Baseline Security Control and Enhancements Control (i Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed i
not to implement)
PS-1.1 Examine organizational records or documents to determine if the
personnel security policy and procedures: (i) exist; (i) are documented; (jii)
. A lare disseminated to appropriate elements within the organization; (iv) are
IControl: The organization: g N - > b .
. . . periodically reviewed by responsible parties within the organization; and (v)
- Deyelo_ps. doc_umems, and dlssemlna.les to [ASSIGNMENT: are updated, when organizational review indicates updates are required.
lorganization-defined personnel or roles]: Common
1. A personnel security policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among If additional Satisfied :feéuiixl;’:é’;f e‘g:egegﬁf:é‘:é Ssccgggy r"oﬁggyr‘gsiifs’fglmfeg "%eaﬂg'g'ceyrn ont
PERSONNEL lorganizational entities, and compliance; and isystem/application Partially satisfied P S ’ - . > H 2
PS-1 SECURITY POLICY Moglpsr1 2. Procedures to facilitate the implementation of the personnel security  |policy/procedures Not satisfied commitment, coordination among organizational entities, and compliance.
AND PROCEDURES i i i " ; o i i
policy and associated personnel security controls; and are in place, this is a Not applicable 7 . .
b. Reviews and updates the current: hybrid control. Risk-based decision not to implement Sr?)é-éguE::g:re‘esmzc’i)eenrf?:na((eildsr:ggnatlsll g:s;se?;erzfif:gddier:e!gI;n):rgézﬁel
1. Personnel security policy [ASSIGNMENT: organization-defined security policy and all associated personnel security controls
frequency]; and .
fzr.ePﬁésntz:n]nel security procedures [ASSIGNMENT: organization-defined PS-1.4 Examine organizational records or documents to determine if the
a Yl lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel security policy and procedures control
is implemented.
PS-2.1 Examine the organizational records or documents to determine if
the organization: (i) establishes risk designations; (i) assigns a risk
designation to all organizational positions; (iii) follows screening criteria for
individuals filling organizational positions; and (iv) reviews and revises
(Control: The organization: Satisfied position risk designations on an organization-defined frequency.
ps2 POSITION RISK P1 z' AE\sswgns arisk desl_gnatlo_n to all o_rga_n_lzatlona_l positions; . Common, Hybrid, Pama\ly S,a“Sf'Ed PS-2.2 Test the position categorization procedures by comparing a list of
- ¥ . Establishes screening criteria for individuals filling those positions; and o Not satisfied P : e
DESIGNATION MOD PS-2 c. Reviews and updates position risk designations [ASSIGNMENT: System-Specific Not applicable organizational personnel and their clearance and/or authorization levels to
. . the position risk designations to determine if the organization meets the
lorganization-defined frequency]. Risk-based decision not to implement screpening criteria fuvgthose individuals filling the pogitiuns.
PS-2.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the position categorization control is implemented.
PS-3.1 Examine organizational records or documents to determine if the
lorganization appropriately screens individuals requiring access to
lorganizational information and information systems prior to authorizing
Control: The organization: Satisfied access.
PERSONNEL b1 :‘ ;gﬁggiéndlwduals prior to authorizing access to the information Common. Hybrid Partially satisfied PS-3.2 Test the personnel screening process by comparing a list of
PS-3 SCREENING MOD PS-3 Y ! Syslem—épe’éific : Not satisfied organizational personnel requiring access to the information system and

b. Rescreens individuals according to [ASSIGNMENT: organization-
defined conditions requiring rescreening and, where rescreening is so
indicated, the frequency of such rescreening].

Not applicable
Risk-based decision not to implement

their associated screening dates to account creation dates to determine if
the organization meets the screening criteria for those individuals.

PS-3.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel screening control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S«:‘cll?;li-ty Security Control Priorifyl . Security Control Lsa:c‘u[:iat;e ecreeaD Assessed Se_curity Control o . Ju;tification ) i
Control Name Baseline Security Control and Enhancements Control (i Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed i
not to implement)
PS-4.1 Examine organizational records or documents to determine if the
(Control: The organization, upon termination of individual employment: organlzatlon_f () revokes the_lnfomjallun SVSteT" accounts of term_l_ljaled
. Disables information system access within [ASSIGNMENT: pe(sonnel: ‘(u) conducts exit interviews of termmateq personn_el: (iii) collects|
organization-defined time period]; all vlnformanon system—re_lated property (e.g., ke_ys, |de|_1!|f|cat|on cards,_ )
b. Termir okes any a1 d Jrs/credentials associated with the building passes) of terminated personnel; and (iv) retains access to official
ir{dividual' Satisfied docqments and records on organizational information systems created by
PERSONNEL b1 c. Condu_cts edxl;_lmzryl?ws that |nc|ude_ a dlscus]slon of [ASSIGNMENT: Common, Hybrid Zama\ly ?_attljsfled terminated personnel.
PS-4 y lorganization-defined information security topics]; el ot satisfie . - L
TERMINATION MOD PS4 d. Retrieves all security-related organizational information system-related System-Specific Not applicable PS'4'.2 Examlnevorgamzatlon_al_lrvecords or _(fi_ocumgnts o det?rmlne if thf?
property; Risk-based decision not to implement organization assigns responsibility to specific parties and defines specific
. Retains access to organizational information and information systems lactions to ensure that the personnel termination control is implemented.
formerly controlled by termlnated_ |nd‘|V|duaIi and _ Control Enhancements:
[A!;%II\geﬁw[léiﬁ_l.sol:g\g%s:ilg;g?ggflﬁ;l:jog;geefé’neer%s]ersonnel or roles] within PS-4(2) Examine organizational records or documents to determine if the
) g lorganization employs automated mechanisms to notify organization-
defined personnel or roles upon termination of an individual.
PS-5.1 Examine organizational records or documents to determine if the
lorganization: (i) reviews information systems/facilities access
Control: The organization: authgnzanonhs_ wr;en persqnngl are rgaz§)s|_grj¢d or lransfe(red to cher(
. A . positions within the organization; and (ii) initiates appropriate actions (e.g.,
;&?;Z;ﬁigg;ﬂmgﬂ;&%‘;‘?g i?\?c?:;g?igzl ;;;g;‘;;ﬁ:’;g;lﬂgil and reissuing keys, identification ca.rds, building passes; closing old accounts
individuals are reassigned or transferred to other positions within the Satisfied ancliqestab!lshn;g new accmlmts, and ct:jangmg sfterg acx;(_essh
organization; Pa?ts |”e dstied autl onzatllon) for personnel reassigned or transferred within the
PS5 PERSONNEL P2 b. Initiates [ASSIGNMENT: pr_ganization-deﬁned transfgr or ) Common, Hyp(id, Ngt ';3'5?'2["5 e organization.
TRANSFER MOD PSS {ﬁes;?éﬁyd’v}gw;ﬁgl?r:]ef]fom::}r:];?l[rgﬁssfle?,:chiE:]T‘ organization-defined System-Specific Not applicable PS-5.2 Test the personnel transfer procedures of the organization by
. Modifies access authorization as needed to éorrespond with any Risk-based decision not to implement cC the ormation system authorizations of current p_erspnnel to
ci-langes in operational need due to reASSIGNMENT or transfer; and the access authorizations of transfgrre_d personnel_to dete(mlne if all
d. Notifies [ASSIGNMENT: organization-defined personnel or roies] Ipersonnel have appropriate authorizations for the information system.
[within [ASSIGNMENT: organization-defined time period]. PS-5.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel transfer control is implemented.
PS-6.1 Examine organizational records or documents to determine if the
lorganization: (i) completes appropriate access agreements (e.g.,
nondisclosure agreements, acceptable use agreements, rules of behavior,
IControl: The organization: conflict-of-interest agreements) for individuals requiring access to
a. Develops and documents access agreements for organizational lorganizational information and information systems before authorizing
information systems; laccess; and (ii) reviews and updates the access agreements on an
b. Reviews and updates the access agreements [ASSIGNMENT: Satisfied lorganization-defined frequency.
lorganization-defined frequency]; and partially satisfied
PS-6 ACCESS P3 c. Ensures that individuals requiring access to organizational information (Common, Hybrid, Not satisfied PS-6.2 Examine selected access agreements (e.g., nondisclosure
AGREEMENTS MOD Ps-6 land information systems: System-Specific lagreements, acceptable use agreements, rules of behavior, conflict-of-

1. Sign appropriate access agreements prior to being granted access;
land

2. Re-sign access agreements to maintain access to organizational
information systems when access agreements have been updated or
[ASSIGNMENT: organization-defined frequency].

Not applicable
Risk-based decision not to implement

interest agreements) for the information system to determine if the access
lagreements are: (i) signed and retained in accordance with the
’documented organizational policy and procedures; and (ii) reviewed and
lupdated by the organization on an organization-defined frequency.

PS-6.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the access agreements control is implemented.
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Security Control Information Control Assessment Information
Scoping Guidance/ Risk -Based Decision
S:‘clﬁ;li-t Security Control Priority | Security Control Lsa:(:u[:iat;e ecreeaD Assessed Security Control Justification
Contro)ll Name Baseline Security Control and Enhancements Control (i Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed i
not to implement)
PS-7.1 Examine organizational records or documents to determine if the
lorganization:(i) establishes personnel security requirements, including
security roles and responsibilities, for third-party providers (e.g., service
bureaus, contractors, and other organizations providing information system
. T development, information technology services, outsourced applications,
IControl: The organization: N " i - "
a. Establishes personnel security requirements including security roles :-'IEtWO!'k a"dlsi%usrl'ﬁ'ergzzaggtn;e;&u?ﬂf (i) monitors thirdparty provider
land responsibilities for third-party providers; q :
b. Requires third-party providers to comply with personnel security e g " : L
policios and procodures eabiished by the organization; Partaly satisfed ranason toplcay Icides pereansl securky reQUroTIonE
g - P1 c. Documents personnel security requirements; Common, Hybrid, Y o Pt .
ps7 pSEERgl?':ﬁSL MOD PS-7 d. Requires third-party providers to notify [ASSIGNMENT: organization- |System-Specific mg: zanlsift;earéle :ﬁ%ﬁi‘"g:] rseolgl_egdsdocumems in accordance with NIST Special
defined personnel or roles] of any personnel transfers or terminations of Risk—ggsed decision not to implement .
third-party personnel who possess organizational credentials and/or - . N
ey, & o v ot e pvioes i o ooy
[ASSIGNMENT: organization-defined time period]; and N . . N N
. Monitors provider compliance. provider compliance with personnel security requirements.
PS-7.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the third-party personnel security control is
implemented.
PS-8.1 Examine organizational records or documents to determine if the
lorganization employs a formal sanctions process for personnel failing to
IControl: The organization: icomply with established information security policies and procedures.
a. Employs a formal sanctions process for individuals failing to comply Satisfied
PERSONNEL p3 with established information security policies and procedures; and Common, Hybrid Partially satisfied PS-8.2 Examine organizational records or documents including signed
PS-8 SANCTIONS. MOD PS-8 b. Notifies [ASSIGNMENT: organization-defined personnel or roles] S slem-§ e)éific ’ Not satisfied rules of behavior to determine if the organization defines and conveys the
\within [ASSIGNMENT: organization-defined time period] when a formal Y P Not applicable formal sanctions process to organizational personnel.
lemployee sanctions process is initiated, identifying the individual Risk-based decision not to implement
isanctioned and the reason for the sanction. PS-8.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel sanctions control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

S - Last Date o P et
. . Priority | Security Control 5 Assessed Security Control A i Decision Justification
c’:';:;:ﬂ:"gg . Secul:ltgn::eontrol Baseline Security Control and Enhancements ype %e:rll‘t:g "sz;:i‘g n Effectiveness FlndmgsFIozzre.f(;clencles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used A;i?j::lim
Allocation (verify this type) P (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
RA-1.1 Examine organizational records or documents to determine if risk
assessment policy and procedures: (i) exist; (i) are documented; (iii) are
iControl: The organization: disseminated to appropriate elements within the organization; (iv) are
. evelps dotumets,anddsemintes o [ASSIGNMENT: pedcalyved b Lesponshle pries i e graeniztn
organization-defined personnel or roles]: Common P ! 9 P q .
1. A risk assessment policy that addresses purpose, scope, roles, e . . . . .
RISK ASSESSMENT P1 organizational entities, and compliance; and . system/application Not sat}i/sfied com[initme):'lt coordinatipon F:;\mmv'lg orga'nizatic;nal gntities and compl?ance
RA-1 POLICY AND MOD RA-1 2. Procedures to facilitate the implementation of the risk assessment |policy/procedures Not applicable ! ! :
PROCEDURES i i i - i Py
go:;cgv%rxsasssﬂazegé;sl:haesgjrsrzr;ltgm controls; and ﬁr%:ir:ﬁgﬁterb}h's sa Risk-based decision not to RA-1.3 Examine the risk assessment procedures to determine if the
1' Risk assessmer:n policy [ASSIGNMENT' organization-defined Y! . implement procedures are sufficient to address all areas identified in the risk assessment
frequency]; and policy and all associated risk assessment controls.
éé?rlusez&;?:ejngceTI procedures [ASSIGNMENT: organization- RA-1.4 Examine organizational records or documents to determine if the
a Yl organization assigns responsibility to specific parties and defines specific
actions to ensure that the risk assessment policy and procedures control is
implemented.
RA-2.1 Examine the system security plan to determine if the security
categorization of the information system: (i) exists; (i) is consistent with
FIPS 199; (iii) includes supporting rationale consistent with NIST Special
Control: The organization: Publication 800-60; and (iv) is reviewed and approved by designated
a. Categorizes information and the information system in accordance senior-level officials within the organization.
with applicable federal laws, Executive Orders, directives, policies, Satisfied
regulations, standards, and guidance; Partially satisfied RA-2.2 Interview selected organizational personnel with risk assessment
RA2 SECURITY MoglRAJ b. Documents the security categorization results (including ‘Common, Hybrid, Not satisfied responsibilities to determine if the security categorization process is conducted
CATEGORIZATION supporting rationale) in the security plan for the information system; [System-Specific Not applicable as an organization-wide exercise with the involvement of senior-level officials
and Risk-based decision not to including, but not limited to, authorizing officials, information system owners,
c. Ensures that the security categorization decision is reviewed and implement chief information officer, senior agency information security officer, and
approved by the authorizing official or authorizing official designated information owners.
representative.
RA-2.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security categorization control is implemented.
Control: The organization:
ran' aC zﬂﬁgsi?ﬁ;ﬁfiﬁgg?ﬁé(ﬁ nnasu‘ihg]r(i:lzue(fjlr;gc::hei ;'ksggogggggu re RA-3.1 Examine organizational records or documents to determine if the
disrgu tion modificélion or destruction of the inforr}\atioh system aﬁd organization assesses the risk and magnitude of harm that could result
the in[;orm’ation it pmce’sses StOres, or transmits: 4 from the unauthorized access, use, disclosure, disruption, modification, or
b ocument s asseanet s n{Seleton ety pln oo B et o e W
P1 gzl:::niseist]s]rnem repor; [ASSIGNMENT: organization-defined Partially satisfied managed/operated by external parties).
RA-3 RISK ASSESSMENT MOD RA-3 c. Reviews risk assessment results [ASSIGNMENT: organization- Common, Hybrid, Not satisfied

defined frequency];

d. Disseminates risk assessment results to [ASSIGNMENT:
organization-defined personnel or roles]; and

e. Updates the risk assessment [ASSIGNMENT: organization-
defined frequency] or whenever there are significant changes to the
information system or environment of operation (including the
identification of new threats and vulnerabilities), or other conditions
that may impact the security state of the system.

System-Specific

Not applicable
Risk-based decision not to
implement

RA-3.2 Examine the risk assessment for the information system to determine if
the assessment is consistent with NIST Special Publications 800-30 and 800-
95.

RA-3.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the risk assessment control is implemented.
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Security Control Information

Control Assessment Information

NIST Security
Control Number

Security Control
Name

Priority /
Baseline
Allocation

Security Control and Enhancements

Security Control
ype
(verify this type)

Last Date
Security
Control

Assessed

Assessor
Information

Assessed Security Control
Effectiveness
(select one of the following)

Findings / Deficiencies
Found

Scoping Guidance/ Risk -Based
Decision Justification
(must be completed if Assessed Security
Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)

NIST 800-53A Assessment Steps Used

Assessment
Evidence

VULNERABILITY
SCANNING

P1
MOD RA5 (1)(2)(5)

b. Employs vulnerability scanning tools and techniques that facilitate
interoperability among tools and automate parts of the vulnerability
management process by using standards for:

1. Enumerating platforms, software flaws, and improper
configurations;

2. Formatting checklists and test procedures; and

3. Measuring vulnerability impact;

c. Analyzes vulnerability scan reports and results from security
control assessments;

d. Remediates legitimate vulnerabilities [ASSIGNMENT:
organization-defined response times] in accordance with an
organizational assessment of risk; and

e. Shares information obtained from the vulnerability scanning
process and security control assessments with [ASSIGNMENT:
organization-defined personnel or roles] to help eliminate similar
'vulnerabilities in other information systems (i.e., systemic
\weaknesses or deficiencies).

Control Enhancements:

(1) The organization employs vulnerability scanning tools that
include the capability to readily update the list of information system
vulnerabilities scanned.

(2) The organization updates the information system vulnerabilities
scanned [Selection (one or more): [ASSIGNMENT: organization-
defined frequency]; prior to a new scan; when new vulnerabilities are
identified and reported].

(3) Not Selected.

‘Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

@ITECTTTY UTE SYSENT are TUeNed andg TEPoTEe.

RA-5.2 Examine the latest vulnerability scanning results to determine if the
organization uses appropriate scanning tools and techniques to conduct the
\vulnerability scans.

RA-5.3 Examine the latest vulnerability scanning results to determine if patch
and vulnerability management is handled in accordance with NIST Special
Publication 800-40 (Version 2).

RA-5.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the vulnerability scanning control is implemented.

Control Enhancements:

RA-5(1) Examine organizational records or documents to determine if the
organization uses vulnerability scanning tools that have the capability to
readily update the list of information system vulnerabilities scanned.

RA-5(2) Examine organizational records or documents to determine if: (i) the
organization defines the frequency of updates for information system
vulnerabilities scanned; and (ji) the organization updates the list of information
system vulnerabilities scanned in accordance with the organization-defined
frequency or when new vulnerabilities are identified and reported.

RA-5(5) Examine organizational records or documents to determine if: (i) the

organization defines the list of information system components to which
Jeee ; g Y .
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

NIST Security |Security Control BHoHTY SRy Cuiiel I?:;lﬁ?tt; Assessor P Ssaiy Gt Findings / Deficiencies SR s cation Assessment
Control Number Name Baseline Security Control and Enhancements Type Control eaatan Effectiveness 9 o (must be completed if Assessed Security NIST 800-53A Assessment Steps Used e
Allocation (verify this type) el (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SA-1.1 Examine organizational records or documents to determine if system
and services acquisition policy and procedures: (i) exist; (ii) are documented;
(iii) are disseminated to appropriate elements within the organization; (iv) are
periodically reviewed by responsible parties within the organization; and (v)
Control: The organization: are updated, when organizational review indicates updates are required.
g-r E;i\ilzeg\(tli%sr;»ggzrfgientlesr’sﬁnﬁec:lﬁergl“el?tes (0 [ASSIGNMENT: SA-1.1 Examine organizational records or documents to determine if system
g p L M 'Common and services acquisition policy and procedures: (i) exist; (i) are documented;
1. A system and services acquisition policy that addresses purpose. . N " A N N
séo e. roles, responsibilities, management commitment ! Satisfied (iii) are disseminated to appropriate elements within the organization; (iv) are
SYSTEM AND coo?dihationvamopng organiz;;\tional gntities and complia'nce and If additional Partially satisfied periodically reviewed by responsible parties within the organization; and (v)
SERVICES p1 o N N : system/application > are updated, when organizational review indicates updates are required.
SA1 ACQUISITION MOD SA-1 2. Procedures to facilitate the implementation of the system and bolicylprocedures Not satisfied
POLICY AND services acquisition policy and associated system and services : i Not applicable . . . .
PROCEDURES acquisition controls: and are in place, this is a Risk-based decision not to SA-1.3 Examine the system and services acquisition procedures to determine
b qReviews and u ciates the current: hybrid control. implement if the procedures are sufficient to address all areas identified in the system and
1' System and se‘r)vices acquisition bolicy [ASSIGNMENT: P services acquisition policy and all associated system and services acquisition
organization-defined frequency]; and controls.
i-r Sa):]si;?o?:g:fﬁgg?;aﬁgﬁ?';‘on procedures [ASSIGNMENT: SA-1.4 Examine organizational records or documents to determine if the
9 a vl organization assigns responsibility to specific parties and defines specific
actions to ensure that the system and services policy and procedures control
is implemented.
- SA-2.1 Examine organizational records or documents to determine if the
Control: The organization: o - - . -
a. Determines i?\formation security requirements for the information fied organllzatlun aIIochates, as part of its caé)ltal %Iannmgland Investhment
¥ - A Al wabetion " Satisfie control process, the resources required to adequately protect the
1 ;{as;i?:];r information system service in mission/business process Partially satisfied information system consistent with NIST Special Publication 800-65.
~ ALLOCATION OF . . . ICommon, Hybrid, Not satisfied
sa2 RESOURCES MoD sA-2 b;g:é?mg}i?&rdmogll;;?qegt;;;doflilsgitme:&gﬁ ;e?t);;\czzrr\figs”azd l,:n System-Specific Not applicable SA-2.2 Examine organizational records or documents to determine if the
gf its capital plannin anzj investment control ryocess and P Risk-based decision not to organization assigns responsibility to specific parties and defines specific
c EstabFIJishez a discgrete ine item for informatFiJon secﬁlrity in implement actions to ensure that the allocation of resources control is implemented
organizational programming and budgeting documentation.

. ation. SA-3.1 Examine organizational records or documents to determine if the
goﬂgﬁgggﬁtﬁ;ﬁ%ﬁﬁan system using [ASSIGNMENT: organization manages the information system using a system development life
organization-defined system development life cycle] that Satisfied cycle methodology that includes information security considerations.

SYsTEM o1 incorporates information security considerations; Partially satisfied SA-3.2 Examine organizational records or documents to determine if the
sA3 DEVELOPMENT LIFE MOD SA-3 b. Defines and documents information security roles and ICommon, Hybrid, Not satisfied

CYCLE

responsibilities throughout the system development life cycle;

c. Identifies individuals having information security roles and
responsibilities; and

d. Integrates the organizational information security risk
management process into system development life cycle activities.

System-Specific

Not applicable
Risk-based decision not to
implement

system development life cycle is consistent with NIST Special Publication 800-
64.

SA-3.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the life cycle support control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

Priority / Security Control Ll Assessed Security Control Decision Justification
c";‘:{:jiﬁﬁ;’;’; n Securr‘llt;l"‘.ceo pacl Baseline Security Control and Enhancements Type %?r:lt:::)l/ Irﬁif:‘lsastﬁ)rn Effectiveness FlndlngsFlolzzfcllcuenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used As;ﬁ:::;nt
Allocation (verify this type) el (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
a. Security functional requirements; organization’s acquisition of commercial information technolos roducts
y q g q gy p
b. Security strength requirements; is consistent with NIST Special Publication 800-23.
c. Security assurance requirements;
d. Security-related documentation requirements; ISA-4.3 Examine organizational records or documents to determine if
e. Requlire'mems for‘prolecliljg security-related documentgtion; references to seculrity. configuratjqr) settings and.security implementatipn
f. Description of the information system development environment guidance in organizational acquisitions are consistent with NIST Special
and environment in which the system is intended to operate; and Publication 800-70.
0. Acceptance criteria.
SA-4.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
Control Enhancements: actions to ensure that the acquisitions control is implemented.
(1) The organization requires the developer of the information
system, system component, or information system service to provide Control Enhancements:
a description of the functional properties of the security controls to Satisfied SA-4(1) Examine organizational records or documents to determine if the
P1 ?Ze) f"I'll?g Ig?,giadﬁization requires the developer of the information . Partiall)_/ s_atisfied g{gsindlgai\g?;ﬁﬁilglzeSe"S]c?ﬁJciIrl:lgS:ﬁotrlled (f)SrL\j(r:]tinrnn'rAsl ?r?)lp\:tqss rosfht:ﬁg tsr:luorztsy
ACQUISITION MOD SA-4 (1) (2)(9 . . . . [Common, Hybrid, Not satisfied P p " N !
SA-4 PgOCESS (10)( ) @) system, system component, or information system service to provide System-Spe{:ific Not applicable controls to be employed within the information system, information system
Cengn o3 moerentaten omato o e ey conol o be P beseddeison ot o Comporrts, o oo oyt senics n sfcntdetal 1 perni
external system interfaces; high-level design; low-level design; P
source code or hardware schematics; [Assignment: organization- SA-4(2) Examine organizational records or documents to determine if the
defined design/implementation information]] at [Assignment: organization requires in acquisition documents that vendors/contractors
organization-defined level of detail]. provide information describing the design and implementation details of the
(3) Not Selected. security controls to be employed within the information system, information
(4) Not Selected. system components, or information system services (including functional
(5) Not Selected. interfaces among control components) in sufficient detail to permit analysis
(6) Not Selected. and testing of the controls.
(7) Not Selected.
(8) Not Selected. SA-4(9) Examine organizational records or documents to determine if the
(9) The organization requires thAe develqper of the inforr‘nation ) organization requires the developer of t_he infprma;ion system, system
system, system component, or information system service to identify component, or information system service to identify early in the system
early in the system development life cycle, the functions, ports, development life cycle, the functions, ports, protocols, and services intended
protocols, and services intended for organizational use. for organizational use.
T DTS T TS T UT TU T U T T T O TOT T e T UM T O TS Y STeTTT;
system component, or information system service that describes:
1. Secure configuration, installation, and operation of the system,
component, or service; SA-5.1 Examine organizational records or documents to determine if the
2. Effective use and maintenance of security functions/mechanisms; organization ensures that adequate documentation for the information
and system and its constituent components is available, protected when
3. Known vulnerabilities regarding configuration and use of required, and distributed to authorized personnel.
administrative (i.e., privileged) functions; Obtains, protects as
required, and makes available to authorized personnel, user SA-5.2 Examine organizational records or documents to ensure that
documentation for the information system that describes: Satisfied administrator and user guides include |nformat|9n on: (i) configuring,
b. Obtains user documentation for the information system, system partially satisfied installing, and operating the information system; and (ii) effectively using
INFORMATION P2 component, or !nformatlo_n syster_n service tha_t describes: lCommon, Hybrid, Not satisfied the system's security features.
SAS SYSTEM MOD SA-5 1. User-accessible security functions/mechanisms and how to System-Specific Not anplicable
DOCUMENTATION effectively use those security functions/mechanisms; 4 P ot app! . SA-5.3 Examine organizational records or documents to determine if the
i 2 N gt Risk-based decision not to o . o - Ny " o
2. Methods for user interaction, which enables individuals to use the implement organization assigns responsibility to specific parties and defines specific
system, component, or service in a more secure manner; and P actions to ensure that the information system documentation control is
3. User responsibilities in maintaining the security of the system, implemented.
component, or service;
c. Documents attempts to obtain information system, system SA-5.6 Examine organizational records or documents to determine if the
component, or information system service documentation when such information system documentation describes the functional properties of
documentation is either unavailable or nonexistent and the security controls employed within the system with sufficient detail to
[ASSIGNMENT: organization-defined actions] in response; permit analysis and testing of the controls.
d. Protects documentation as required, in accordance with the risk
management strategy; and
i o : ra scaiT
SA-8.1 Examine organizational records or documents to determine if the
Satisfied organization considers security design principles in the development and
Control: The organization applies information system security Partially satisfied m@ﬁgﬁz;agggg;he information system consistent with NIST Special
sas ES;%EEEILG N engineering principles in the specification, design, development, ICommon, Hybrid, Not satisfied '
PRINCIPLES implementation, and modification of the information system. System-Specific Not applicable

Risk-based decision not to
implement

SA-8.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security design principles control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

NIST S q s ity Control Priority / Security Control Lsa\st D?te A Assessed Security Control Findi | Deficienci Decision Justification A t
Control ;Z"::;’;r ecurr‘llt;lmeon o Baseline Security Control and Enhancements Type C?r:lt:::)ll Infif:‘lsast?orn Effectiveness L lngsFouz‘;menmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used S;[?j::;"
Allocation (verify this type) el (select one of the following) Control Effectiveness is Not Applicable or’
Risk-based decision not to implement)
SA-9.1 Examine organizational records or documents to determine if the
organization ensures that third-party providers of information system
Control: The organization: services employ adequate security controls in the information systems
a. Requires that providers of external information system services providing such services in accordance with applicable federal laws,
comply with organizational information security requirements and directives, policies, regulations, standards, guidance, and established
lemploy appropriate security controls in accordance with applicable service level agreements.
federal laws, Executive Orders, directives, policies, regulations,
standards, and guidance; SA-9.2 Examine organizational records or documents to determine if the
b. Defines and documents government oversight and user roles and Satisfied organization regularly reviews/analyzes outsourced information system
responsibilities with regard to external information system services; partially satisfied services for indications of inappropriate or unusual activity, investigates
EXTERNAL P1 and Common, Hybrid Not sat)i/sfied suspicious activity or suspected violations, reports findings to appropriate
SA-9 INFORMATION MOD SA-9(2)  |c. Employs [ASSIGNMENT: organization-defined processes, Syst S y.f. ! Not licabl officials, and takes necessary actions.
SYSTEM SERVICES methods, and techniques] to monitor security control compliance by [YSt€M-=Peciic R.° kagp 'Cg de - 1
external service providers on an ongoing basis. in'f Iénfsr?t ecision not to SA-9.3 Examine organizational records or documents to determine if the
P organization assigns responsibility to specific parties and defines specific
Control Enhancements: actions to ensure that the outsourced information system services control is
(1) Not Selected. implemented.
(2) The organization requires providers of [ASSIGNMENT:
organization-defined external information system services] to identify Control Enhancements:
the functions, ports, protocols, and other services required for the SA-9(2) Examine organizational records or documents to determine if the
use of such services. organization requires providers of organization-defined external information
system services to identify the functions, ports, protocols, and other services
required for the use of such services.
Control: The organization requires the developer of the information
system, system component, or information system service to:
a. Perform configuration management during system, component, or
service [Selection (one or more): design; development;
gggaﬁ;ﬁ?m:ﬁ:&:}ggg control the integrity of changes to s atish SA-10 Examine or ga”'ﬁa“?”fa' records or doctcjlmenlts to determine if the
[ASSIGNMENT: organization-defined configuration items under afisfied organization requires that information system deve _opers/lntegrator§. ('?
DEVELOPER 1 configuration management]; . Pamally s_atlsfled perform conflgqratlon management during |_nforn'_1_at|on system: -design; -
SA-10 CONFIGURATION MODSA10  |c. Implement only organization-approved changes to the system, (S:ommon, Hybrid, Not satisfied development; -implementation; and -operation; (ii) manage and control
MANAGEMENT component, or service; ystem-Specific Not applicable changes to the !nformatlon _sys@em' during: -design; -development; -
d. Document approved changes to the system, component, or _Rlsk»based decision not to |mp|emer1t§mon, and -moadification; (iii) implement pnly orggnlzatlon-approved
N " > ! implement changes; (iv) document approved changes to the information system; and (v)
service and the potential security impacts of such changes; and N !
N ; e track security flaws and flaw resolution.
e. Track security flaws and flaw resolution within the system,
component, or service and report findings to [ASSIGNMENT:
organization-defined personnel].
SA-11.1 Examine the information system developer's organizational records or
Control: The organization requires the developer of the information documents to determine if the developer creates a security test and evaluation
system, system component, or information system service to: plan, implements the plan, and documents the results.
a. Create and implement a security assessment plan; Satisfied
b. Perform [Selection (one or more): unit; integration; system; Partially satisfied SA-11.2 Examine organizational records or documents to determine if the
sat1 eV P1 regression] testing/evaluation at [ASSIGNMENT: organization- ICommon, Hybrid, Not satisfied organization includes the developer’s security test and evaluation results in the
AND EVALUATION MOD SA-11 defined depth and coverage]; System-Specific Not applicable organization’s Plan of Action and Milestones.
c. Produce evidence of the execution of the security assessment Risk-based decision not to
plan and the results of the security testing/evaluation; implement SA-11.3 Examine organizational records or documents to determine if the
d. Implement a verifiable flaw remediation process; and organization assigns responsibility to specific parties and defines specific
e. Correct flaws identified during security testing/evaluation. actions to ensure that the developer security testing control is
implemented.
iz | SEorihn | “weiou|Not eleced
sA13 TRUSTWORTHINES | NoT sELECTED  [Not Selected
SA-14 Ry NOT SELECTED  [Not Selected
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. - 5 Last Date A i
NIST Security q Priority / Security Control 5 Assessed Security A ey F Justification
Control Coﬁterzllnl\l"zme Baseline Security Control and Enhancements Type sce:r::g)( Irllkfzfrisa\sti?)rn Control Effectiveness FlndmgsFlotl:re‘gclenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The organization: SC-1.1 Examine organizational records or documents to determine if
A Devélo s dc?cuments énd disseminates to system and communications protection policy and procedures: (i)
[ASSIGNI\SIE’NT' or aniz;ation»defined ersonnel or exist; (ii) are documented; (iii) are disseminated to appropriate
roles]: -org p elements within the organization; (iv) are periodically reviewed by
1. A system and communications protection policy L?Zgﬂ?zsalﬁfnz?gsisewmm the organization; and (v) are updated, when
that add_r(a_s_§es purpose, scope, role_s, indicates updates are required
responsibilities, management commitment, Common :
zgg{g;gﬂ? :rr‘rgjong organizational entities, and \f additional Satisfied SC-1.2 Examine the system and communications protection policy to
SYSTEM AND ’ - . . - Partially satisfied determine if the policy adequately addresses purpose, scope, roles,
COMMUNICATION PL 2. Procedures to facilitate the implementation of the |system/application Not sat)i,sfied responsibilities Elana)\lgemgnt cor)rl1mi1mem co%rd?nation anﬁong
sC-1 S PROTECTION MOD SC-1 system and communications protection policy and  |policy/procedures Not applicable organizational éntities and compliance. !
POLICY AND associated system and communications protection |are in place, this is otapp - 9 i P! :
PROCEDURES controls: and 2 hybrid control Risk-based decision not to
b Reviéws and updates the current: Y’ . implement SC-1.3 Examine the system and communications protection
: o S . procedures to determine if the procedures are sufficient to address all
?Assélsée’\r‘nM%n’\?Tc_%Tmﬁﬁg;ﬁgﬁﬁe‘f]ﬁeﬁ?gnu%ﬂsy]_ areas identified in the system and communications protection policy
and :0rg a Y and all associated system and communications protection controls.
2;;?53?;:?:322“&%?1@2: 2:1?;:%%?1':'defined SC-1.4 Examine organizational records or documents to determine if
?re uency] $org the organization assigns responsibility to specific parties and defines
d vl specific actions to ensure that the system and communications
protection policy and procedures control is implemented.
SC-2.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents (including developer design
Satisfied documentation) to determine if the information system physically
. . N Partially satisfied and/or logically separates user functionality (including user interface
sc2 APPLICATION Moglsc-z fcuﬁgﬂghaTli?e(Iirr:frl:)l[lngién}:I0Lrj‘sseyrsiﬁ?r%ipeasi:trsﬁzgz)efrrom Common, Hybrid, Not satisfied services) from information system management functionality and how
PARTITIONING informationysystem mga\nagemem functionality System-Specific Not applicable the separation is implemented and enforced.
! Risk-based decision not to
implement SC-2.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the application partitioning control is
implemented.
SECURITY
SELECTED FOR
sc-3 FUNCTION Not Selected
ISOLATION HIGH ONLY
Satisfied
INFORMATION IN P1 Control: The information system prevents Common, Hybrid Zi?glgs?iz?ﬂed SC-4 Examine organizational records or documents to determine if
Sc-4 SHARED MOD SC-4 unauthorized and unintended information transfer S stem-é e)(,:ific ' Not applicable the information system prevents unauthorized and unintended
RESOURCES 4 P P information transfer via shared system resources.

via shared system resources.

Risk-based decision not to

implement
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. S a Last Date B H et
NIST Security q Priority / Security Control 5 Assessed Security A ey F Justification
Control Coﬁterzl:l:gme Baseline Security Control and Enhancements Type Sce:r:::;)( Irﬁi?ﬁ\sa\sti?)rn Control Effectiveness FlndlngsFlotl:relgmenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SC-5.1 Examine organizational records or documents (including
developer design documentation) to determine if the information
lsystem protects against or limits the effects of the organization-
Control: The information system protects against or S atisfi defined types of denial of service attacks.
o N . atisfied
limits the effects of the following types of denial of Partially satisfied
DENIAL OF p1 service attacks: [ASSIGNMENT: organization- Common, Hybrid Not satisfied SC-5.2 Examine organizational records or documents to determine if
sSC-5 SERVICE MOD SC-5 defined types of denial of service attacks or Syst S i ! Not licabl the organization uses automated tools to protect against or limit the
PROTECTION reference to source for such information] by ystem-sSpecitic Rioski-iggslgg chision not to effects of organization-defined types of denial of service attacks.
employing [ASSIGNMENT: organization-defined implement
security safeguards]. SC-5.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the denial of service protection control
is implemented.
sc6 e, | NOT SELECTED |Not Selected
b. Tmplements subnetworks for publicly accessible the organization assigns responsibility to Specific parties and defines
system components that are [Selection: physically; specific actions to ensure that the boundary protection control is
logically] separated from internal organizational implemented.
networks; and
c. Connects to external networks or information SC-7.5 Interview selected organizational personnel with system and
isystems only through managed interfaces communications protection responsibilities and examine
consisting of boundary protection devices arranged lorganizational records or documents to determine if: (i) the
in accordance with organizational security organization physically allocates publicly accessible information
architecture. system components (e.g., public web servers) to separate
subnetworks with separate, physical network interfaces; and (ii) the
organization prevents public access into the organization’s internal
Control Enhancements: networks except as appropriately mediated.
(1) Not Selected.
(2) Not Selected. Control Enhancements:
(3) The organization limits the number of external SC-7(3) Examine organizational records or documents to determine if
network connections to the information system. Satisfi the organization limits the number of access points to the information
ation. atisfied i e !
(4) The organization: partially satisfied system to allow for more comprehensive monitoring of inbound and
P1 a. Implements a managed interface for each brid N Y fied loutbound communications and network traffic.
sc-7 p?:{%'#g%?fg,\‘ MODéfg)(a) @ external telecommunication service; gommon, Hy‘ rd, ot satisfie
b. Establishes a traffic flow policy for each managed ystem-Specific Not applicable - SC-7(4) Examine organizational records or documents to determine if
" policy 9 Risk-based decision not to - \mine orgar S -
interface; implement (i) the organization defines the frequency for reviewing exceptions to
c. Protects the confidentiality and integrity of the traffic flow policy; (i) the organization implements a managed
information being transmitted across each interface; interface for each external telecommunication service; (jii) the
d. Documents each exception to the traffic flow organization establishes a traffic flow policy for each managed
policy with a supporting mission/business need and interface; (iv) the organization employs security controls as needed to
duration of that need, protect the confidentiality and integrity of the information being
e. Reviews exceptions to the traffic flow policy transmitted; (v) the organization documents each exception to the
[ASSIGNMENT: organization-defined frequency]; traffic flow policy with a supporting mission/business need and
and removes exceptions that are no longer duration of that need; (vi) the organization reviews exceptions to the
supported by an explicit mission/business need. traffic flow policy in accordance with the organization-defined
(5) The information system at managed interfaces frequency; and (vii) the organization removes traffic flow policy
denies network communications traffic by default exceptions that are no longer supported by an explicit
and allows network communications traffic by mission/business need.
exception (i.e., deny all, permit by exception).
(6) HIGH Only. SC-7(5) Examine organizational records or documents to determine if
(7) The information system, in conjunction with a (i) the information system, at managed interfaces, denies network
remote device prevents the device from traffic.hy. defa and (i) the infaumation system.at-o [=le .
[documentation) to determine if the information system protects the
integrity of transmitted information and how the integrity protections
are implemented (i.e., mechanisms, tools, techniques, and
Control: The information system protects the technologies).
integrity of transmitted information. Satisfied
Control Enhan_cel_nents: . Partially satisfied SC-8.2 E>_<am_ine org_anizational rgcgrds or doc_u_ments_ to determi_ne if
TRANSMISSION P1 (1) The organization employs cryptogr_aphlc ) Common, Hybrid Not satisfied the organization assigns responsnblllt)_/ to spt_’emflc parties anq defines
sc-8 MOD SC-8 (1)  |[mechanisms to recognize changes to information . ! specific actions to ensure that transmission integrity control is

INTEGRITY

during transmission unless otherwise protected by
alternative physical measures.

System-Specific

Not applicable
Risk-based decision not to
implement

implemented.

Control Enhancements:

SC-8(1) Examine the information system documentation or test the
information system to determine if the organization employs
cryptographic mechanisms to recognize changes to information
during transmission unless otherwise protected by alternative physical
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Security Control Information

Control Assessment Information

NIST Security
Control
Number

Security
Control Name

Priority /
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date
Security
Control

Assessed

Assessor
Information

Assessed Security
Control Effectiveness
(select one of the following)

Findings / Deficiencies
Found

Scoping Guidance/ Risk -Based Decision
Justification
(must be completed if Assessed Security
Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

NIST 800-53A Assessment Steps Used

Assessment Evidence

SC-10

NETWORK
DISCONNECT

P2
MOD SC-10

Control: The information system terminates the
network connection associated with a
communications session at the end of the session
or after [ASSIGNMENT: organization-defined time
period] of inactivity.

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SC-10.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents (including developer design
idocumentation) to determine if the information system terminates a
network connection at the end of a session or after an organization-
defined time period of inactivity and how the connection is terminated.

SC-10.2 Test the network disconnection capability for the information
system by leaving an open session for a specified amount of time to
determine if the system terminates the network connection as
expected.

SC-10.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the network disconnect control is
implemented.

SC-11

TRUSTED PATH

NOT SELECTED

Not Selected

SC-12

CRYPTOGRAPHIC
KEY
ESTABLISHMENT

AND
MANAGEMENT

Pl
MOD SC-12

Control: The organization establishes and manages
cryptographic keys for required cryptography
lemployed within the information system in
accordance with [ASSIGNMENT: organization-
defined requirements for key generation,
distribution, storage, access, and destruction].

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SC-12.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents (including developer design
documentation) to determine if the information system employs
automated mechanisms with supporting procedures or manual
procedures for cryptographic key

establishment and management and how the mechanisms and
procedures are implemented.

SC-12.2 Test the information system cryptographic key establishment
and management by using the automated mechanisms to walk a test
key through all the phases of its lifecycle from generation to
revocation.

SC-12.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the cryptographic key establishment
and management control is implemented.

Control Enhancements:

SC-12(1) Examine organizational records or documents to determine
if the organization maintains availability of information in the event of
the loss of cryptographic keys by users.

SC-13

CRYPTOGRAPHIC
PROTECTION

Pl
MOD SC-13

Control: The information system implements
[ASSIGNMENT: organization-defined cryptographic
uses and type of cryptography required for each
use] in accordance with applicable federal laws,
Executive Orders, directives, policies, regulations,
and standards.

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SC-13.1 Examine organizational records or documents (including
developer design documentation) to determine if the employed
cryptography complies with applicable federal laws, directives,
policies, regulations, standards, and guidance, including FIPS 140-2
which requires the system to perform all cryptographic operations
(including key generation) using FIPS 140-2 validated cryptographic
modules operating in approved modes of operation.

SC-13.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the use of validated cryptography
control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. S a Last Date B H et
NIST Security q Priority / Security Control 5 Assessed Security A ey F Justification
Control Coﬁterzl:l:gme Baseline Security Control and Enhancements Type Sce:r:::;)( Irﬁi?ﬁ\sa\sti?)rn Control Effectiveness FlndlngsFlotl:relgmenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SC-15.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents (including developer design
documentation) to determine if the information system prohibits
remote activation of collaborative computing mechanisms (e.g., video
Control: The information system: Satisfi and audio conferencing) and provides an explicit indication of use to
c A . atisfied :
a. Prohibits remote activation of collaborative Partially satisfied the local users (e.g., use of camera or microphone) and how remote
COLLABORATIVE P1 computing devices with the following exceptions: Common, Hybrid Not sat)ilsﬁed activation of collaborative computing is prohibited.
sc-15 COMPUTING MoD sC-15  [[ASSIGNMENT: organization-defined exceptions Syst S i ! Not licable
DEVICES where remote activation is to be allowed]; and ystem-Specitic Rioskf-iggslgg decision not to SC-15.2 Test the information system by attempting to remotely control
b. Provides an explicit indication of use to users H video or audio capabilities to determine if remote activation of
Ny y implement N . N y N
physically present at the devices. collaborative computing mechanisms is restricted.
SC-15.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the collaborative computing control is
implemented.
TRANSMISSION
SC-16 OF SECURITY | NOT SELECTED |Not Selected
ATTRIBUTES
SC-17.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents to determine if the organization
Common Satisfied develops and implements a certificate policy and certification practice
Control: The organization issues public key Partially satisfied statement for the issuance of public key certificates used in the
scar INF?TSLT'%SE%R MODPéC 17 [|certificates under an [ASSIGNMENT: organization- |Provided by VDC, if Not satisfied information system and how the policy is implemented in the
E CERTIFICATES defined certificate policy] or obtains public key applicable Not applicable information system.
certificates from an approved service provider. Risk-based decision not to
implement SC-17.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the public key infrastructure certificates
control is implemented.
SC-18.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents to determine if the organization:
(i) establishes usage restrictions and implementation guidance for
. R mobile code technologies based on the potential to cause damage to
g_ogg%ezhaecggﬁgﬁzt:;d unacceptable mobile s atis the information system if us«_ed malicioqsl_y; (ii) qocuments, monitor.s,
code and mobile code technologies; atl;fled » and c_gntrols _the use of_ mo_blle coc!e_wnhln the information system,_
o2 b. Establishes usage restrictions and ) Pamally s_ausfled and (iii) requires organizational officials to approve the use of mobile
sc-18 MOBILE CODE MOD sC-18  fimplementation guidance for acceptable mobile Common, Hybrid, Not satisfied code.

code and mobile code technologies; and
c. Authorizes, monitors, and controls the use of
mobile code within the information system.

System-Specific

Not applicable
Risk-based decision not to
implement

SC-18.2 Test the information system by attempting to run mobile code
in an application where it is specifically prohibited to determine if the
organization implements mobile code usage restrictions.

SC-18.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the mobile code control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. - q Last Date . i
NIST Security q Priority / Security Control 5 Assessed Security A ey F Justification
Control Coﬁterzllnl\l"zme Baseline Security Control and Enhancements Type sce:r::g)( Irllkfzfrisa\sti?)rn Control Effectiveness FlndmgsFlotl:re‘gclenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SC-19.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents to determine if the organization:
(i) establishes usage restrictions and implementation guidance for
\VolP technologies based on the potential to cause damage to the
Control: The organization: info_rm'ation sxstem if used N
- . Common o maliciously; (ii) documents, monitors, and controls the use of VolP
a. Establishes usage restrictions and Satisfied o 4 ; X A e -
N - > > > e within the information system; and (iii) requires organizational officials
VOICE OVER 1 implementation guidance _for Voice over Internet ' |This control is most Pamally s_atlsfled to approve the use of VoIP.
sc-19 INTERNET MOD SC-19 Protocol (VoIP) technolo_gles based on the p_oten'ual likely Not Not satls_fled
PROTOCOL tgaclitijsjstljya.rgsge to the information system if used Applicable. ggtk?ggggzlﬂzmsion ot to SC-19.2 Test the VolIP capability by attempting to spoof or mask a
b. Authorizes, monitors, and controls the use of ggﬁmi& implement caller's identity.
VolP within the information system. SC-19.3 Test the VolIP capability by attempting to generate enough
network volume to create a denial of service attack.
SC-19.4 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the VolP control is implemented.
SC-20.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents (including developer design
documentation) to determine if the information system (i.e.,
authoritative domain name servers) that provides the name lookup
Control: The information system: iservice for accessing organizational information resources to entities
a. Provides additional data origin and integrity across the Internet provides artifacts for data origin authentication and'
artifacts along with the authoritative name resolution Common Satisfied data integrity to enable users to obtain message authentication and
SECURE NAME / data the system returns in response to external Partially satisfied message integrity assurances for the information received during
Ré‘ggfjﬁg’\‘ P1 name/address resolution queries; and ] Provided by VDC Not safisfied network-based transactions and how the information system provides
SC-20 SERVICE MoD sc-20  |b. Provides the means to indicate the security and/or EDUCATE Not applicable artifacts for data origin authentication and data integrity.
(AUTHORITATIVE status of child zones and (if the child supports Risk-based decision not to
SOURCE) secure resolution services) to enable verification of implement SC-20.2 Test the information system by attempting to launch known
a chain of trust among parent and child domains, p attacks against the domain name servers.
when operating as part of a distributed, hierarchical
namespace. SC-20.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the secure name lookup service
(authoritative source) control is implemented.
SE(;%%%QQQAE/ Control: The information system requests and galtfﬂﬁd tisfied SC-21 Examine the information system documentation or test the
RESOLUTION b1 performs data origin authentication and data Common, Hybrid Nit gé’;@[’f e information system to determine if the information system performs
sc-21 SERVICE MoD sc.21  [integrity verification on the name/address resolution S stem-é ecific ! Not applicable data origin authentication and data integrity verification on the
(RECURSIVE OR responses the system receives from authoritative 4 P Risk g§sed decision not to name/address resolution responses the system receives from
RE@%T{?‘E%) sources. implém ent authoritative sources when requested by client systems.
ARCHITECTURE Common Satisfied SC-22 Examine the information system documentation or test the
AND Control: The information systems that collectively Partially satisfied information system to determine if: (i) the information systems that
sc.2 PROVISIONING VoL 822 |Provide name/address resolution service for an Provided by VDC Not satisfied collectively provide name/address resolution service for an

NAME/ADDRESS
RESOLUTION
SERVICE

organization are fault-tolerant and implement
internal/external role separation..

and/or EDUCATE

Not applicable
Risk-based decision not to
implement

lorganization are fault tolerant; and (i) the information systems that
collectively provide name/address resolution service for an
lorganization implement internal/external role separation.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. S a Last Date B H et
NIST Security q Priority / Security Control 5 Assessed Security A ey F Justification
Control Coﬁter?)li":lt:me Baseline Security Control and Enhancements Type sce:r::';‘( Irﬁi?ﬁ\sa\sti?)rn Control Effectiveness FlndlngsFlotl:relgclenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) (select one of the following) Control Effectiveness is Not Applicable or
Assessed . e i
Risk-based decision not to implement)
Common gg:lt?afullle; satisfied
SESSION Pl Control: The information system protects the . Not satisfied SC-23 Test the information system configuration lo determine if the
sc-23 MOD SC-23 L Lo " Provided by VDC " information system provides mechanisms to protect the authenticity of
AUTHENTICITY authenticity of communications sessions. Not applicable communications sessions.
Risk-based decision not to .
implement
FAIL INKNOWN | SELECTED FOR
SC-24 STATE HiGH onLy | |Not Selected
SC-25 THIN NODES NOT SELECTED [Not Selected
SC-26 HONEYPOTS NOT SELECTED [Not Selected
PLATFORM-
sc-27 INDEPENDENT | NOT SELECTED |Not Selected
APPLICATIONS
Satisfied
Control: The information system protects the Partially satisfied SC-28 Examine organizational records or documents to determine if
sc.o8 Img;;%‘%‘,‘viﬁ MODPéC-ZS [Selection (one or more): confidentiality; integrity] of [Common, Hybrid, Not satisfied the information system protects the confidentiality and integrity of
REST [ASSIGNMENT: organization-defined information at |System-Specific Not applicable information at rest.
rest]. Risk-based decision not to
implement
SC-29 HETEROGENEITY | NOT SELECTED |Not Selected
CONCEALMENT
SC-30 AND NOT SELECTED [Not Selected
DISDIRECTION
COVERT
SC-31 CHANNEL NOT SELECTED [Not Selected
ANALYSIS
INFORMATION
SC-32 SYSTEM NOT SELECTED [Not Selected
PARTITIONING
NON-MODIFIABLE
SC-34 EXECUTABLE | NOT SELECTED |Not Selected
PROGRAMS
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST . a o -
- - Priority / Security Control a Assessed Security Control Justification
%?r:rr';{ Sec"?‘tz"?: el Baseline Security Control and Enhancements Type Ir_;aosr:‘lr);te Securltx Assessor i Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
R Allocation (verify this type) . (select one of the following) ffectiven is Not. licable or Risk-based decision
not to implement)
SI-1.1 Examine organizational records or documents to determine if
isystem and information integrity policy and procedures: (i) exist; (i) are
documented; (iii) are to appropriate within the
. o organization; (iv) are reviewed by parties within the
Control: The organization:
a. Develops, documents, and disseminates to [ASSIGNMENT: undates arehreangir(g; are updated, when organizational review indicates
lorganization-defined personnel or roles]: Common P q .
i‘c: 2ysrtoelemsarneds"gr?;"bﬁ|ttlgz 'T_:‘ea%':ye‘:gg?( ég?;:‘ﬁg::ﬁfecsog%ﬁ?;%n SI-1.2 Examine the system and information integrity policy to determine if
amz?n' or alnizal’ijonal enlilie’s and gom liance: and ! If additional Satisfied the policy adequately addresses purpose, scope, roles, responsibilities,
SYSTEM AND g org " P ! system/application Partially satisfied imanagement commitment, coordination among organizational entities, and
sl INFORMATION P1 2 Proce‘dur_es to Yacll\lqte the |mp|em_en(al|on of the system anc_l bolicy/procedures Not satisfied compiiance
INTEGRITY POLICY MOD SI-1 information integrity policy and associated system and information .
AND PROCEDURES integrity controls; and are in place, this is a Npt applicable - . . . o )
b. Reviews and l’deaIes the current: lhybrid control. Risk-based decision not to implement SI-1.3 Examine the system and information integrity procedures to
. : P S . oo determine if the procedures are sufficient to address all areas identified in
é'e?z:&e?eszgr:z;gr:sson integrity policy [ASSIGNMENT: organization the system and information integrity policy and all associated system and
2. System and information integrity procedures [ASSIGNMENT: information integrity controls.
organization-defined frequency]. SI-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the system and information integrity policy and
procedures control is implemented.
SI-2.1 Interview selected organizational personnel with system and
information integrity responsibilities to determine if the organization
identifies recently announced software flaws and potential vulnerabilities
resulting from those flaws that may affect the information system.
SI-2.2 Examine organizational records or documents to determine if the
c ization installs newly released security patches, service packs, and
lhot fixes on the information system in a reasonable timeframe in
Control: The organization: laccordance with organizational policy and procedures.
g' ?:ngf;?ﬁkzﬁgr;? da{i‘:jm?;/)z:\:clzspldn;:g??e‘ll:{‘e s{?z:":lfxé diation for S1-2.3 Interview selected organizational personnel with system and
. N information integrity responsibilities to determine if the organization
2”;2:‘;32:2%32@ -?Slteevn:nall :fffwifrfsgi dbz:?r:\?v;rr‘:tﬁgadgotgé within laddresses flaws discovered during security assessments, continuous
[ASSIGNMENT: organization-defined time period] of the release of the Satisfied ':fgg:g;:g'e%m%?s;:‘{Zeas‘?;:;epzﬁg;"a'iz'Ség;ﬁzgmous manner in
updates; and Partially satisfied .
y P1 ICommon, Hybrid,
stz FLAW REMEDIATION moosiz@ |41 flaw into the 1al configuration 'System-Specific Not satisfied SI-2.4 Examine organizational records or documents to determine if the

management process.

Control Enhancements:

(1) HIGH ONLY.

(2) The employs [ASSIGNMENT:
lorganization-defined frequency] to determine the state of information
isystem components with regard to flaw remediation.

Not applicable
Risk-based decision not to implement

1 tests information system patches, service packs, and hot fixes
[for effectiveness and potential side effects before installation.

SI-2.5 Examine organizational records or documents to determine if the
f ization assigns ibility to specific parties and defines specific
lactions to ensure that the flaw remediation control is implemented.

Control Enhancements:

S1-2(2) Examine 1al records or to determine if (i) the
organization defines the frequency of employing automated mechanisms
lto determine the state of information system components with regard to
flaw remediation; and (ii) the organization employs automated mechanisms
in accordance with the organization-defined frequency to determine the
istate of information system components with regard to flaw remediation.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST . a o -
- - Priority / Security Control a Assessed Security Control Justification
iecunty Sy G Baseline Security Control and Enhancements Type rastbate Securltx Assessor i Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
ontrol Name Allocati ool Control ati o e 7 i A oot
R location (verify this type) (select one of the following) 1 is Not. ] or decision
not to implement) - . 4 -
information system entry and exit points (e.g., firewalls, electronic mail
servers, remote-access servers) and at workstations, servers, or mobile
icomputing devices on the network to detect and eradicate malicious code
(e.g., viruses, worms, Trojan horses).
SI-3.2 Interview selected organizational personnel with system and
Control: The organization: information integrity responsibilities and examine malicious code protection
la. Employs malicious code protection mechanisms at information system imechanisms to determine if the mechanisms detect and eradicate
lentry and exit points to detect and eradicate malicious code; imalicious code transported: (i) by electronic mail, electronic mail
b. Updates malicious code protection mechanisms whenever new attachments, Internet access, removable media (e.g., diskettes, or
releases are available in accordance with organizational configuration icompact discs), or other common means; or (i) by exploiting information
mar policy and pi 3 isystem vulnerabilities.
c. Configures malicious code protection mechanisms to:
1. Perform periodic scans of the information system [ASSIGNMENT: SI-3.3 Interview selected organizational personnel with system and
lorganization-defined frequency] and real-time scans of files from external information integrity responsibilities to determine if the organization
isources at [Selection (one or more); endpoint; network entry/exit points] satisfi lemploys malicious code protection mechanisms for applications that may
" - atisfied : . °
as Ihg fllgs are downloade‘ti, opened, or executed in accordance with . Partially satisfied transfer malicious code (e.g., file transfer software, instant messaging
s MALICIOUS CODE P1 lorganizational security policy; and ICommon, Hybrid, Not satisfied software).
PROTECTION MODSI-3(1)(2) (2. [Selection (one or more): block malicious code; quarantine malicious — |System-Specific Not licabl
code; send alert to administrator; [ASSIGNMENT: organization-defined ot applicable . SI-3.4 Interview selected organizational personnel with system and
e, se S =N Risk-based decision not to implement - tervi janiz ' syst
laction]] in response to malicious code detection; and information integrity responsibilities and examine organizational records or
d. Addresses the receipt of false positives during malicious code documents to determine if the organization updates malicious code
detection and eradication and the resulting potential impact on the protection mechanisms whenever new releases are available in
availability of the information system. laccordance with organizational policy and procedures.
Control Enhancements: SI-3.5 Examine organizational records or documents to determine if the
(1) The organization centrally manages malicious code protection organization assigns responsibility to specific parties and defines specific
mechanisms. lactions to ensure that the malicious code protection control is
(2) The information system automatically updates malicious code implemented.
protection mechanisms.
Control Enhancements:
SI-3(1) Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization centrally manages malicious
code protection mechanisms employed in organizational information
systems.
[a_ Monitors the information system to detect:
1. Attacks and indicators of potential attacks in accordance with
[ASSIGNMENT: organization-defined monitoring objectives]; and
2. Unauthorized local, network, and remote connections;
b. Identifies unauthorized use of the information system through
[ASSIGNMENT: organization-defined techniques and methods];
c. Deploys monitoring devices: (i) strategically within the information
system to collect organization-determined essential information; and (ii)
at ad hoc locations within the system to track specific types of SI-4.1 Interview selected organizational personnel with system and
transactions of interest to the organization; information integrity responsibilities and examine organizational records or
d. Protects information obtained from intrusion-monitoring tools from ’documents to determine if the organization employs information system
unauthorized access, modification, and deletion; imonitoring tools and techniques to include intrusion detection systems,
le. Heightens the level of information system monitoring activity whenever imalicious code protection software, log monitoring software, and network
there is an indication of increased risk to organizational operations and forensic analysis tools.
assets, individuals, other organizations, or the Nation based on law
lenforcement information, intelligence information, or other credible SI-4.2 Examine intrusion detection tools for the information system to
isources of information; Satisfied determine if the tools are configured and updated to detect vulnerabilities,
INFORMATION 1 if. Qb_tains legal opinion with regard to information system mc_)nitoving (Common, Hybrid, Pamall)_/ s_atlsfled charjges to the network, both known and unknown attack signatures, and
Sl-4 MOS]\]ﬁ(TJ%ANG MOD Si-4 (2) (4) (5) |2ctivities in accordance with applicable federal laws, Executive Orders, System-Specific Not satisfied ltraffic anomalies.

directives, policies, or regulations; and

g. Provides [ASSIGNMENT: organization-defined information system
monitoring information] to [ASSIGNMENT: organization-defined
personnel or roles] [Selection (one or more): as needed; [ASSIGNMENT:
lorganization-defined frequency]].

Control Enhancements:

(1) Not Selected.

(2) The organization employs automated tools to support near real-time
lanalysis of events.

(3) Not Selected.

(4) The information system monitors inbound and outbound
icommunications traffic [ASSIGNMENT: organization-defined frequency]
for unusual or unauthorized activities or conditions.

(5) The information system alerts [ASSIGNMENT: organization-defined
personnel or roles] when the following indications of compromise or
natential cc ise occur [ASSIGNMENT: ion-defined

Not applicable
Risk-based decision not to implement

SI-4.3 Interview selected organizational personnel with system and
information integrity responsibilities to determine if the organization is
lappropriately staffed and operational to monitor the information system in
laccordance with organizational policy and procedures.

SI-4.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
lactions to ensure that the information system monitoring tools and
techniques control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST . a o -
- - Priority / Security Control Assessed Security Control Justification
iecunty Sy G Baseline Security Control and Enhancements Type Last Date Secunty ssessol i Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
ontrol Name Al H q A Control ati - e L
R location (verify this type) (select one of the following) 1ess is Not or decision
not to implement)
SI-5.1 Examine organizational records or documents (including any logs
documenting alerts/advisories) to determine if the organization: (i) receives
information system security alerts and advisories; (ii)
disseminates the alerts and advisories to appropriate personnel; (jii) takes
Control: The organization: lappropriate actions in response; and (iv) documents the results including
a. Receives information system security alerts, advisories, and directives the date and time of each action taken.
from [ASSIGNMENT: organization-defined external organizations] on an
longoing basis; SI-5.2 Interview selected organizational personnel with system and
b. b. Generates internal security alerts, advisories, and directives as Satisfied information integrity responsibilities to determine if the organization
SECURITY ALERTS, 1 deemed necessary; (Common, Hybrid, Partially satisfied Iprovides the capability to immediately react and respond to new security
sI5 ADVISORIES AND MOD SI-5 c. c. Disseminates security alerts, advisories, and directives to: [Selection S s(em-é ecific ’ Not satisfied lalerts and advisories.
DIRECTIVES (one or more): [ASSIGNMENT: organization-defined personnel or roles]; [>" P Not applicable
[ASSIGNMENT: organization-defined within the o ion]; Risk-based decision not to implement SI-S 3 Examine organizational records or documents to determine if the
[ASSIGNMENT: organization-defined external organizations]]; and 1 assigns to specific parties and defines specific
d. d. Implements security directives in accordance with established time acllons to ensure that the security alerts and advisories control is
frames, or notifies the issuing organization of the degree of implemented.
noncompliance.
Control Enhancements:
ISI-5(1) Examine organizational records or documents to determine if the
lorganization employs automated mechanisms to make security alert and
ladvisory information available throughout the organization.
Si6 sEcquFgITF\‘/&{rr‘qu\oN SELECTERLFVOR HIGH\ ot Selected
Control: The organization employs integrity verification tools to detect S1-7 Examine or .
: ) P . - ‘ganizational records or documents to determine if the
#ngfggv'fn%ﬁ:?:;ﬁ’;ig’nl[éssIGNMENT' organization-defined software, !mormat!on system detects unauthorized changes to software and
information.
Control Enhancements:
Control Enhancements:
Ei)s'g\é,l\‘n’f\/?érﬁ_argzl:gsfﬁtzzrtr;o?sggfr‘rr\]wesdagomﬂsveagrgtyﬁ\r:;z\a”c:rgf and SI-7(1) Examine organizational records or documents to determine if: (i)
| . o H . Satisfied the organization defines the frequency of integrity scans to be performed
SOFTWARE information] [Selection (one or more): at startup; at [ASSIGNMENT: ICommon, Hybrid, Partially satisfied lon the information system; and (ii) th izati the
ization-defined transitional states or security-relevant events; . Hybrid, Y ystem; and (1l) the organization reassesses the
SI7 ﬁ‘ﬁ%"‘é’mﬁ%’}f MOD 57}7 oo organiza . System-Specific Not satisfied integrity of software and information by performing integrity scans of the
[ASSIGNMENT: organization-defined frequency]]. . I . . )
INTEGRITY (2) Not Selected. Not applicable information system in accordance with the organization-defined frequency.
(3) Not Selected Risk-based decision not to implement
(4) Not Selectecl‘ SI -7(7) Examine organizational records or documents to determine if the
. p the of unauthorized organization-
(5) Not Selected. defined levant changes to the information system into th
(6) Not Selected. e |ne secunty relevant changes to el information system into the
(7) The organization incorporates the detection of unauthorized < 1al incident response capabilty.
[ASSIGNMENT: organization-defined security-relevant changes to the
information system] into the organizational incident response capability.
SI-8.1 Examine organizational records or documents to determine if the
lorganization employs spam protection mechanisms at critical information
Isystem entry points (e.g., firewalls, electronic mail servers, remote-access
servers) and at workstations, servers, or mobile computing devices on the
inetwork.
SI-8.2 Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization employs spam protection
Control: The organization: i to detect and take appropriate action on unsolicited
la. Employs spam protection mechanisms at information system entry and imessages transported by electronic mail.
lexit points to detect and take action on unsolicited messages; and
b. Updates spam protection mechanisms when new releases are ICommon Satisfied S1-8.3 Interview selected organizational personnel with system and
o1 available in accordance with organizational configuration management Partially satisfied information integrity responsibilities and examine organizational records or
S8 SPAM PROTECTION MOD SI-8 policy and procedures. Provided by VDC Not satisfied documents to determine if the organization updates spam protection

Control Enhancements:

(1) The organization centrally manages spam protection mechanisms.
(2) The information system automatically updates spam protection
mechanisms.

Not applicable
Risk-based decision not to implement

mechanisms whenever new releases are available in accordance with

1 ional policy and procedures.

S1-8.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the spam protection control is implemented.

Control Enhancements:
SI-8(1) Examine organizational records or documents to determine if the
organization centrally manages spam protection mechanisms.

S1-8(2) Examine the information system configuration settings to determine
if the information system automatically updates spam protection
imechanisms (including signature definitions).
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Control Assessment Information

NIST
Security
Control
Number

Security Control
Name

Priority /
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date Security

Assessor

Assessed Security Control

Control d

(select one of the following)

Findings / Deficiencies Found

Scoping Guidance/ Risk -Based Decision
Justification
(must be completed if Assessed Security Control

1ess is Not licable or Risk-based decision
not to implement)

NIST 800-53A Assessment Steps Used

Assessment Evidence

SI-10

INFORMATION INPUT)|
VALIDATION

P1
MOD SI-10

Control: The information system checks the validity of [ASSIGNMENT:
lorganization-defined information inputs].

ICommon, Hybrid,
ISystem-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

SI-10.1 Examine the information system to determine if the system checks
information inputs for accuracy, completeness, and validity of information
as close to the point of origin as possible.

SI-10.2 Examine the information system to determine if the system
lemploys rules for checking the valid syntax of information system inputs
(e.g., character set, length, numerical range, acceptable values) to ensure
that inputs match specified definitions for format and content.

SI-10.3 Examine the information system to determine if the system
prescreens inputs passed to interpreters to ensure the content is not
unintentionally interpreted as commands.

SI-10.4 Examine organizational records or documents to determine if the
f ization assigns re ibility to specific parties and defines specific
lactions to ensure that the information accuracy, completeness, validity,
land authenticity control is implemented.

Si11

ERROR HANDLING

P2
MOD SI-11

Control: The information system:

la. Generates error messages that provide information necessary for

corrective actions without revealing information that could be exploited by
i d

; an
b. Reveals error messages only to [ASSIGNMENT: organization-defined
personnel or roles].

ICommon, Hybrid,
ISystem-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

SI-11.1 Examine the information system to determine if the system
identifies and handles error conditions in an expeditious manner.

ISI-11.2 Examine the information system to determine if the system
provides timely error messages that contain useful information to users
\without revealing information that could be exploited by adversaries.

SI-11.3 Examine the information system to determine if the system
provides error messages only to authorized personnel (e.g., system
ladministrators, maintenance personnel).

SI-11.4 Examine the information system to determine if the system lists
sensitive information (e.g., account numbers, social security numbers, and
credit card numbers) in error logs or associated administrative messages.

ISI-11.5 Interview selected organizational personnel with system and
information integrity responsibilities to determine if the information system
provides the capability to identify and handle error conditions in
icompliance with 1al policy and pi 3

ISI-11.6 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the error handling control is implemented.

sk12

INFORMATION
OUTPUT HANDLING
AND RETENTION

P2
MOD Sl-12

Control: The organization handles and retains information within the
information system and information output from the system in

ICommon, Hybrid,
tem-Specifi

laccordance with applicable federal laws, Executive Orders, directives,
policies, regulations, standards, and operational requirements.

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

SI-12.1 Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization retains output from the
information system in accordance with organizational policy and

f i requirements/procedures.

SI-12.2 Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization handles output from the
information system in accordance with: (i) labeled or marked instructions
on information system output (including paper and digital media) that
includes, but not limited to, special instructions for dissemination,
distribution, transport, or storage of information system output; and (ii)

o onal policy and op requirements/procedures.

SI-12.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
lactions to ensure that the information output handling and retention control
lis implemented.

SK13

PREDICTABLE
FAILURE
PREVENTION

NOT SELECTED

Not Selected
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Security Control Information

Control Assessment Information

Scoping Guidance/

NIST P Security Last Date Assessed " i A
" p Priority | = = Risk -Based Decision Justification
Security Sy Eait il Baseline Security Control and Enhancements conil Security Assessor Security Emiie Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Evidence
Control Name Allocation Type Control Information Effectiveness Effectiveness is Not Applicable or Risk-based decision Assessment Steps Used
Number (verify this type) Assessed (select one of the following) ot ’l)gimplemenl)
'The organization:
la. Documents and implements a privacy risk management process that
lassesses privacy risk to individuals resulting from the collection, sharing, Satisfied
AR-2 ZEBIQEVKIMPACT No priority information / isﬂ&:)()r:l:r?étl‘(r)in(sgrlllliFlggnjause, and disposal of personally identifiable Hybrid Zz:llsa;ll}i/s?izlt‘ffmd |AR-2.1 Examine organizational records or documents to determine if a PIA
All baseli g -
IASSESSMENT aselines b. Conducts Privacy Impact Assessments (PIAs) for information System-specific Not applicable has been completed and approved
systems, programs, or other activities that pose a privacy risk in Risk-based decision not to implement
laccordance with applicable law, OMB policy, or any existing
lorganizational policies and procedures.
Satisfied
PRIVACY N t information / 'The organization monitors and audits privacy controls and internal Partially satisfied |AR-4.1 Examine organizational documentation to determine if privacy
AR-4 MONITORING AND P basemea " Iprivacy policy [Assignment: organization-defined frequency] to ensure  [System-specific Not satisfied lcontrols are monitored and assessed regularly to ensure effective
IAUDITING effective implementation. Not applicable implementation
Risk-based decision not to implement
Satisfied
AR-7 ;s&iﬂ;gswémii% No priority information /| The organization designs information systems to support privacy by System-specific :Zzlgl‘?;i:‘ffmd IAR-7.1 Examine the information system documentation and configuration
P ! ram - !
DEVELOPMENT aselines lautomating privacy controls. Not applicable lto determine if automated privacy controls are in place.
Risk-based decision not to implement
'The organization:
la. Confirms to the greatest extent practicable upon collection or creation
of personally identifiable information (PIl), the accuracy, relevance,
timeliness, and completeness of that information; Satisfied DI-1.1 Examine organizational records or documents to determine if a
N formation / b. Collects PII directly from the individual to the greatest extent Hybrid Partially satisfied ISystems of Records Notice (SORN) has been completed and approved
DI-1 DATA QUALITY o prioy Information practicable; V! Not satisfied DI-1.2 Examine system procedures to determine if the system has

c. Checks for, and corrects as necessary, any inaccurate or outdated PII
used by its programs or systems [Assignment: organization-defined
frequency]; and

d. Issues guidelines ensuring and maximizing the quality, utility,
lobjectivity, and integrity of disseminated information.

ISystem-specific

Not applicable
Risk-based decision not to implement

lautomated data integrity checks or if there are procedures in place to
review and correct PIl
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