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PRIVACY IMPACT ASSESSMENT (PIA) 
For the 
SECTION 1:  IS A PIA REQUIRED? 
a. Will this Department of Defense (DoD) information system or electronic collection of information (referred to as an "electronic collection" for the purpose of this form) collect, maintain, use, and/or disseminate PII about members of the public, Federal personnel, contractors or foreign nationals employed at U.S. military facilities internationally?  Choose one option from the choices below.  (Choose (3) for foreign nationals).
* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees."  
b.  If  "No," ensure that DITPR or the authoritative database that updates DITPR is annotated for the reason(s) why a PIA is not required.  If the DoD information system or electronic collection is not in DITPR, ensure that the reason(s) are recorded in appropriate documentation.
 
c.  If "Yes," then a PIA is required. Proceed to Section 2.
SECTION 2:  PIA SUMMARY INFORMATION  
a.  Why is this PIA being created or updated?  Choose one:
b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol Router Network (SIPRNET) IT Registry?
Please provide this number
c.  Does this DoD information system have an IT investment Unique Project Identifier (UPI), required by section 53 of Office of Management and Budget (OMB) Circular A-11?
                  If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.
Enter if Applicable and known
d. Does this DoD information system or electronic collection require a  Privacy Act System of Records Notice (SORN)?
Find at : www.defenselink.mil/privacy/notices
A Privacy Act SORN is required if the information system or electronic collection contains information about  U.S. citizens or lawful permanent U.S. residents that is retrieved by name or other unique identifier.  PIA and Privacy Act SORN information should be consistent.
 
 
         DoD Component-assigned designator, not the Federal Register number.  
         Consult the Component Privacy Office for additional information or 
         access DoD Privacy Act SORNs at:   http://www.defenselink.mil/privacy/notices/ 
 
         or 
e.  Does this DoD information system or electronic collection have an OMB Control Number? Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.   
 
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period regardless of form or format.
                    
f.  Authority to collect information.  A Federal law, Executive Order of the President (EO), or DoD requirement must authorize the collection and maintenance of a system of records.
(1)  If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be the same.  
 
(2)  Cite the authority for this DoD information system or electronic collection to collect, use, maintain and/or disseminate PII.  (If multiple authorities are cited, provide all that apply.)
 
         (a)  Whenever possible, cite the specific provisions of the statute and/or EO that authorizes the operation of the system and the collection of PII.   
 
         (b)  If a specific statute or EO does not exist, determine if an indirect statutory authority can be cited.  An indirect authority may be cited if the authority requires the operation or administration of a program, the execution of which will require the collection and maintenance of a system of records.  
 
         (c)  DoD Components can use their general statutory grants of authority (“internal housekeeping”) as the primary authority.  The requirement, directive, or instruction implementing the statute within the DoD Component should be identified.   
 
g.  Summary of DoD information system or electronic collection.  Answers to these questions should be consistent with security guidelines for release of information to the public.
(1)  Describe the purpose of this DoD information system or electronic collection and briefly describe the types of personal information about individuals collected in the system.
(2)  Briefly describe the privacy risks associated with the PII collected and how these risks are addressed to safeguard privacy. 
h. With whom will the PII be shared through data exchange, both within your DoD Component and outside your Component (e.g., other DoD Components, Federal Agencies)?   Indicate all that apply.
i.   Do individuals have the opportunity to object to the collection of their PII?
(1)  If "Yes," describe method by which individuals can object to the collection of PII.
(2)  If "No," state the reason why individuals cannot object.
j.  Do individuals have the opportunity to consent to the specific uses of their PII?
(1)  If "Yes," describe the method by which individuals can give or withhold their consent.
(2)  If "No," state the reason why individuals cannot give or withhold their consent.
k. What information is provided to an individual when asked to provide PII data?  Indicate all that apply.
NOTE:
 
Sections 1 and 2 above are to be posted to the Component's Web site.  Posting of these  Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in place to protect privacy.
 
A Component may restrict the publication of Sections 1 and/or 2 if they contain information that would reveal sensitive information or raise security concerns.
SECTION 3:  PIA QUESTIONNAIRE and RISK REVIEW
a. For the questions in subparagraphs 3.a.(1) through 3.a.(5), indicate what PII (a data element alone or in combination that can uniquely identify an individual) will be collected and describe the source, collection method, purpose, and intended use of the PII.
 
(1) What PII will be collected?    Indicate all individual PII or PII groupings that apply below.  
(2) What is the source for the PII collected (e.g., individual, existing DoD information systems, other Federal information systems or databases, commercial systems)? 
(3) How will the information be collected?  Indicate all that apply.
(4)  Why are you collecting the PII selected (e.g., verification, identification, authentication, data matching)?  
 
(5) What is the intended use of the PII collected (e.g., mission-related use, administrative use)?  
b. Does this DoD information system or electronic collection create or derive new PII about individuals through data aggregation?  (See Appendix for data aggregation definition.)
If "Yes," explain what risks are introduced by this data aggregation and how this risk is mitigated.
c.  Who has or will have access to PII in this DoD information system or electronic collection?  Indicate all that apply.
d.  How will the PII be secured? 
(1) Physical controls.  Indicate all that apply.
(2) Technical Controls.  Indicate all that apply.
(3) Administrative Controls.  Indicate all that apply.
e.  Does this DoD information system require certification and accreditation under the DoD Information Assurance Certification and Accreditation Process (DIACAP)?
f. How do information handling practices at each stage of the "information life cycle" (i.e., collection, use, retention, processing, disclosure and destruction) affect individuals' privacy?  
g. For existing DoD information systems or electronic collections, what measures have been put in place to address identified privacy risks?  
h. For new DoD information systems or electronic collections, what measures are planned for implementation to address identified privacy risks? 
SECTION 4:  REVIEW AND APPROVAL SIGNATURES
Prior to the submission of the PIA for review and approval, the PIA must be coordinated by the Program Manager or designee through the Information Assurance Manager and Privacy Representative at the local level.
 
 
 
 
 
 
 
 
 
 
 
Publishing:  
 
Only Sections 1 and 2 of this PIA will be published.  Each DoD Component will maintain a central repository of PIAs on the Component's public Web site.  DoD Components will submit an electronic copy of each approved PIA to the DoD CIO at:  pia@osd.mil.
 
If the PIA document contains information that would reveal sensitive information or raise security concerns,  the DoD Component may restrict the publication of the assessment to include Sections 1 and 2. 
 
APPENDIX
 
  
 
Data Aggregation.  Any process in which information is gathered and expressed in a summary form for purposes such as statistical analysis.  A common aggregation purpose is to compile information about particular groups based on specific variables such as age, profession, or income.
 
DoD Information System.  A set of information resources organized for the collection, storage, processing, maintenance, use, sharing, dissemination, disposition, display, or transmission of information.  Includes automated information system (AIS) applications, enclaves, outsourced information technology (IT)-based processes and platform IT interconnections.  
 
Electronic Collection.  Any collection of information enabled by IT. 
  
Federal Personnel.  Officers and employees of the Government of the United States, members of the uniformed services (including members of the Reserve Components), and individuals entitled to receive immediate or deferred retirement benefits under any retirement program of the United States (including  survivor benefits).  For the purposes of PIAs, DoD dependents are considered members of the general public.
 
Personally Identifiable Information (PII).  Information about an individual that identifies, links, relates or is unique to, or describes him or her (e.g., a social security number; age; marital status; race; salary; home telephone number; other demographic, biometric, personnel, medical, and financial information).  Also, information that can be used to distinguish or trace an individual's identity, such as his or her name; social security number; date and place of birth; mother's maiden name; and biometric records, including any other personal information that is linked or linkable to a specified individual. 
 
Privacy Act Statements.  When an individual is requested to furnish personal information about himself or herself for inclusion in a system of records, providing a Privacy Act statement is required to enable the individual to make an informed decision whether to provide the information requested.  
 
Privacy Advisory.  A notification informing an individual as to why information is being solicited and how such information will be used. If PII is solicited by a DoD Web site (e.g., collected as part of an email feedback/comments feature on a Web site) and the information is not maintained in a Privacy Act system of records, the solicitation of such information triggers the requirement for a privacy advisory (PA). 
 
System of Records Notice (SORN).  Public notice of the existence and character of a group of records under the control of any agency from which information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual. The Privacy Act of 1974 requires this notice to be published in the Federal Register upon establishment or substantive revision of the system, and establishes what information about the system must be included. 
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	Add System Name: Joint Services Support (JSS) System
	Add Component Name: National Guard Bureau (NGB)
	MemsPublic: 
	Federalpersonnel: 
	both: 
	No: 
	NewITSYs: 0
	NewElecColl: 0
	ExistingITSys: 1
	ExistingEleColl: 0
	SigModITSys: 0
	DITPRyes: 1
	DITPRnumber: 14629
	SIPRNETyes: 0
	SIPRNETnumber: 
	DITPRno: 0
	UPIYes: 
	UPINo: 
	UPInumber: 
	SORNYes: 
	SORNNo: 
	SORNidentifier: INGB 004
	DateofSubmission: 
	OMBYes: 1
	OMBCollectionNumber: 0704-0537, pending
	OMBCollectionExpiration: 2/28/2018, date tbd
	OMBNo: 0
	AuthorityDescription: [SEC. 582 of PUBLIC LAW 110-181. YELLOW RIBBON REINTEGRATION PROGRAM. 28 JANUARY 2008]:"The Secretary of Defense shall establish a national combat veteran reintegration program to provide National Guard and Reserve members and their families with sufficient information, services, referral, and proactive outreach opportunities throughout the entire deployment cycle."---[CNGB POLICY AND IMPLEMENTATION GUIDANCE FOR THE DoD YELLOW RIBBON REINTEGRATION PROGRAM. 20 JULY 2009]:"In collaboration with DoD and with input from the ARNG and ANG Directorates, help establish a single interactive DoD YRRP website portal that contains the national calendar of DoD YRRP events.  The office will assist the ARNG and ANG Directorates with the development of a joint interactive automated process for States to request DoD YRRP event  funds.  Access to service and state specific data will be provided."---[38 U.S.C. § 4301 – 4335. USERRA. 1994]:The Uniformed Services Employment and Reemployment Rights Act of 1994 (USERRA, 38 U.S.C. § 4301 – 4335) is a federal law intended to ensure that persons who serve or have served in the Armed Forces, Reserves, National Guard or other "uniformed services:" (1) are not disadvantaged in their civilian careers because of their service; (2) are promptly reemployed in their civilian jobs upon their return from duty; and (3) are not discriminated against in employment based on past, present, or future military service.---[DODM 7730.54-M, Volume 1, Enclosure 7. 25 May 2012]"Report a CEI program data record for each current employment status for RC Service members in the Ready Reserve for the CEI program data. The data quality goal is 100 percent. Each RC shall require their Service members to annually review, verify, and update their CEI program data. SELRES AGR Service members are not required to report their full-time military employment data as CEI but may enter any part-time, student, or specified volunteer employment status.  Each RC shall be accountable for ensuring CEI program data compliance such that every Employment Status Code satisfies the annual recertification, each with valid and accurate CEI program data."---[10 U.S.C. 10145, 12302.]Ready Reserve---[EO 9397 (SSN).]NUMBERING SYSTEM FOR FEDERAL ACCOUNTS RELATING TO INDIVIDUAL PERSONS---[DOD DIRECTIVE 1250.1, "NATIONAL COMMITTEE FOR EMPLOYER SUPPORT OF THE GUARD AND RESERVE"] and [DODI 1205.22, "EMPLOYER SUPPORT OF THE GUARD AND RESERVE']Authorize ESGR's Employer and Military Outreach programs, events and activities.---[10 U.S. Code § 1789 - CHAPLAIN-LED PROGRAMS] (STRONG BONDS PROGRAM) (a) Authority.- The Secretary of a military department may provide support services described in subsection (b) to support chaplain-led programs to assist members of the armed forces on active duty and their immediate family members, and members of reserve  components in an active status and their immediate family members, in building and maintaining a strong family structure. (b) Authorized Support Services.-  The support services referred to in subsection (a) are costs of transportation, food, lodging, child care, supplies, fees, and training materials for members of the armed forces and their family members while participating in programs referred to in that  subsection, including participation at retreats and conferences. (c) Immediate Family Members.-In this section, the term "immediate family members", with respect to a member of the armed forces, means-  (1)   the member's spouse; and  (2)   any child (as defined in section 1072(6) of this title) of the member who is described in subparagraph (D) of section 1072(2) of this title.---[ARMY REGULATION 165-1; 14-3 USE OF APPROPRIATED FUNDS FOR RELIGIOUS SUPPORT ACTIVITIES]a. APFs are authorized for command-sponsored religious support activities, including, but not limited to, religious education, retreats, camps, conferences, meetings, workshops, and Family support programs. b. The APF, rather than the CTOF, should be used to- (1) Contract for facilities, resource leaders, and expendable supplies, including literature and equipment. (2) Support chaplain-led programs to assist members of the Armed Forces and their immediate Family members in building and maintaining strong Family structures. This includes cost of transportation, food, lodging, supplies, fees, childcare, and training materials for members of the Armed Forces and their immediate Family members while participating in such programs, including participation at retreats and training conferences (see 10 USC 1789(b)). (3) Pay travel and per diem costs for religious leaders providing a direct benefit to the Government under invitational travel authorization. (4) Provide group travel for command-sponsored personnel participating in religious activities approved in the CMRP. Under applicable regulations, group travel by Government vehicle may be authorized when available. (5) The APF will not be used to fund recreational activities or personal expenses not specifically authorized by law. (6) The Secretary of the Army hereby delegates his or her authority, as prescribed in 10 USC 1789, to provide support services to build and maintain a strong Family structure among active duty Soldiers and reserve Soldiers in an active status, and their Families, to commanders in the grade of colonel and above. This authority may be delegated to a commander in the grade of lieutenant colonel by the first general officer in the chain of command in situations where there is not an intermediate commander between the commanding general and the commanding lieutenant colonel. Commanders may use APF at garrison level and mission funds at unit level to provide the support services prescribed in 10 USC 1789 for the commander's program to build and maintain ready and resilient Family structures.---[Title 32 U.S.C. Section 106, Annual appropriations and Section 107 Availability of appropriations]Sums will be appropriated annually, out of any money in the Treasury not otherwise appropriated, for the support of the Army National Guard and the Air National Guard, including the issue of arms, ordnance stores, quartermaster stores, camp equipage, and other military supplies, and for the payment of other expenses authorized by law.---[Title 31 U.S.C. Section 6301-6308, Using Procurement Contracts and Grant and Cooperative Agreements]The purposes of this chapter are to—(1) promote a better understanding of United States Government expenditures and help eliminate unnecessary administrative requirements on recipients of Government awards by characterizing the relationship between executive agencies and contractors, States, local governments, and other recipients in acquiring property and services and in providing United States Government assistance;(2) prescribe criteria for executive agencies in selecting appropriate legal instruments to achieve—(A) uniformity in their use by executive agencies;(B) a clear definition of the relationships they reflect; and(C) a better understanding of the responsibilities of the parties to them; and(3) promote increased discipline in selecting and using procurement contracts, grant agreements, and cooperative agreements, maximize competition in making procurement contracts, and encourage competition in making grants and cooperative agreements.---[Title 32 U.S.C. Section 509, National Guard Youth ChalleNGe Program of Opportunities for Civilian Youth]The Secretary of Defense may use the National Guard to conduct a civilian youth opportunities program, to be known as the “National Guard Youth Challenge Program”, which shall consist of at least a 22-week residential program and a 12-month post-residential mentoring period. The Program shall seek to improve life skills and employment potential of participants by providing military-based training and supervised work experience, together with the core program components of assisting participants to receive a high school diploma or its equivalent, leadership development, promoting fellowship and community service, developing life coping skills and job skills, and improving physical fitness and health and hygiene.---[DoD Instruction 1025.8, National Guard ChalleNGe Program]1.1. Implements policies, responsibilities, and procedures for executing a NationalGuard civilian youth opportunities program under the authority of reference (a) to beknown as the National Guard ChalleNGe Program.1.2. Describes the program goals, the responsibilities of the implementing officials,and the relationships between the Department of Defense (DoD), the National GuardBureau (NGB), and the Governors of the States or the Commanding General of theDistrict of Columbia National Guard implementing the National Guard ChalleNGeProgram. ---[National Guard Youth Challenge Program Cooperative Agreement No. W____-__-2-4001, National Guard Youth Challenge Operational Instruction]Reference section NATIONAL GUARD YOUTH CHALLENGE OPERATIONAL INSTRUCTION
	ActivityPurposeExplanation: OVERVIEW:JSS is a centralized, web-based system that provides the National Guard Bureau (NGB), its programs and partners, with common capabilities to support program management functions such as: communication and collaboration, outreach and awareness, training/learning management, business process automation and event management for events held nationwide for DoD Service members and their families.  JSS also supports the collection and storage of Civilian Employer Information (CEI) from Service members to fulfill the Uniformed Services Employment and Reemployment Rights Act (USERRA) mandate. The National Guard Youth Challenge Program provides an exclusive custom Academy Cadet Tracking (ACT) capability through the JSS to standardize operations of state Youth Challenge Academies nationwide.Participating programs and partners include:National Guard Bureau Manpower and Personnel Directorate (NG-J1)Family & Employer Programs & Policy at OSD Reserve Affairs (FEPP-OSDRA) OfficeYellow Ribbon Reintegration Program (YRRP)NG Employment Support Program (ESP)Family Program (FP)Financial Management Awareness Program (FMAP)NG Sexual Assault Prevention & Response Program (SAPR)Psychological Health Program (PHP)Warrior Support/Transition Assistance (WS)Youth Challenge Program (AY)Employment Equal Opportunity (EO)Diversity Program (DIV)Employer Support of the Guard and Reserve (ESGR)Strong Bonds Program (SB)NG Office of the Small Business Programs (OSBP)National Guard Chief of Staff Office (CoE)
	OverviewDescription: The National Guard Bureau reviewed the safeguards established for the system to ensure they are compliant with DoD requirements and are appropriate to the sensitivity of the information stored within the system.PII data is safeguarded by the system while "in transit" (to/from end user terminal and database server) using secure sockets layer (SSL) encryption technology.  In addition, PII data is also encrypted while "at rest" in the database using TDE technology.The server data infrastructure is only accessible by authorized system administrators, specifically the system's information system security officer (ISSO) and the information system security manager (ISSM) prescribed through the risk management framework (RMF) process.In addition, PII data is only available to authorized system roles who are responsible for processing the PII data, and not the general public.  A audit log is maintained at all times to ensure system roles that do have PII access are authorized personnel only.
	SharedWithinComponent: no
	WhitinComponentName: 
	OtherDoDComponents: yes
	OtherDoDComponentName: At this time, information is not shared with entities external to the JSS system, except with Defense Manpower Data Center (DMDC).
	OtherFederalAgencies: no
	OtherFedAgenciesName: 
	StateLocalAgencies: no
	StateLocalAgenciesName: 
	Contractor: 1
	ContractorName: Contract PWS: 1.4.5.5 Protection of Personally Identifiable Information (PII): The Contractor shall be responsible to protect allPersonally Identifiable Information (PII) encountered in the performance of work under task order in accordancewith DFARS 224.103, DoDD 5400.11, Department of Defense Privacy Program, and DoD 5400.11-R, Departmentof Defense Privacy Program.
	Other: no
	OtherName: 
	ObjectYes: 
	ObjectNo: 
	IfYesMethod: Yes.  On the JSS portal, a body of text is presented to the user that states the terms of use, privacy policy, and privacy act statement.  The user can elect to accept or decline.  If a user were to object to the collection of their PII, they can still navigate the resources available on the web site, however may not participate in any activity which requires the data elements mentioned in section 2, item g.
	IfNoReason: Users who have registered in the system are not able to give or withhold consent for specific uses based on the way the system is programmed; however, if individuals no longer wish to consent for use of their information, they may submit a written request asking that their personal information be removed from the JSS system.  All communications will be via e-mail and be channeled through the helpdesk.  When received by a JSS technical support representative, the request is forwarded to the appropriate JSS team in the form of a support ticket, with a full audit trail that records the date, time, details and chronology of actions taken.  The record is marked with an administrative note in the database and the user is informed that the request is complete. 
	ConsentYes: 
	ConsentNo: 
	ProvidePrivacyActState: Yes
	ProvidePrivacyAdvisory: No
	ProvideOther: Yes
	ProvidedNone: 0
	InfoProvidedIndividual: The NGB Privacy Policy and the Terms of Use for the JSS system can be found at http://www.jointsupportservices.org on the home page, behind hyper links labeled with the respective titles.  PRIVACY POLICYThis privacy policy statement has been developed to reflect our commitment to our users' privacy. Why We Collect Your InformationIn order for us to provide you with access to the full breadth of functionality on this website, we ask that you create a user profile, which consists of your Name, location, contact information, role and other details that allow us to communicate with you effectively and provide information relevant to you. We do not sell your information to third-parties outside of the organization. In addition, as with most web servers on the World Wide Web today, our server automatically logs information about the environment of each visitor to a website. This type of data-collection is standard, and consists of information that is not personally-identifiable, such as Browser type, Operating System, page response times, and information for statistical analysis to measure visitor interest areas and to provide you with the best experience possible when browsing our website.How We Collect InformationBelow are some of the ways in which information may be collected online and how it may be used.Use of CookiesOur Web site may use cookies to keep track of the user’s session for the purposes of enhancing the user experience. Cookies are small text files that are stored on a visitor's browser and are used for keeping track of settings or data for a particular Web site. Among other things, we may use cookies to deliver content specific to our users' interests. Aggregate InformationAggregate information about which pages are frequently accessed (for example, links within the site, courses, etc.) is only used for internal review as we continue to improve our Web site.User ProfileA user profile is created with information that you provide to us and is used for authentication when you login to the site. It can also be used for a) verifying your identity should you wish to contact us, b) marketing information useful to the user, and c) displaying information on the site that is most relevant to the user.Information Actively Provided by Our VisitorsThere are several places where users may choose to provide personally identifiable information about themselves or others. We may augment the information you provide by correlating, collecting, and storing additional information from other Department of Defense (DoD) systems. Unless we tell you otherwise, we will use the information for the purpose the information was provided.How You Can Access or Correct Your InformationYou may review your profile online, have it deleted, and/or withdraw permission for its continued use by contacting us (see Contact Us section)To protect your privacy and security, we will also take reasonable steps to verify your identity before granting access or making corrections. Children’s GuidelinesWe caution children that they should not divulge their personal information on the Web. Our forums are moderated, and while our moderators cannot prevent children from divulging personal information, they use their best efforts to ensure that personal information is not divulged. In compliance with CHILDREN’S ONLINE PRIVACY PROTECTION ACT (COPPA), we do not allow children of age 12 and under to register online.  If during routine audits, such an account is found, appropriate measures are taken to remove from the system immediately.Acceptance of policy By visiting our site, you accept the terms and conditions of this Privacy Policy, and consent to our collection, storage and use of your information, as described in this Privacy Policy and elsewhere in our Site. We reserve the right to modify this Privacy Policy at any time and from time to time. Your continued use of the site after we either personally notify you or generally post such changes will constitute your acceptance of those changes._______________________________________________________________________________PRIVACY ACT STATEMENT• Authority: 10 U.S.C. 10502, Chief, National Guard Bureau; 38 U.S.C. 4301-4335, Employment and Reemployment Rights of Members of the Uniformed Services; 10 U.S.C. 10145, Ready Reserve: placement in; 10 U.S.C. 12302, Ready Reserve; Public Law 110-181, Section 582, Yellow Ribbon Reintegration Program; 20 CFR part 1002, Regulations Under the Uniformed Services Employment and Reemployment Rights Act of 1994; DoD Instruction 1342.28, DoD Yellow Ribbon Reintegration Program (YRRP); DoD Manual 7730.54-M, Vol.2, Reserve Components Common Personnel Data System (RCCPDS): Domain Values for Reserve Component (RC) Personnel Reports; DoD Manual 7730.54 Vol. 1, Reserve Components Common Personnel Data System (RCCPDS): Reporting Procedures; DoD Directive 1250.1, National Committee for Employer Support of the Guard and Reserve; DoD Instruction 1205.22, Employer Support of the Guard and Reserve; 10 U.S.C  1789, Chaplain-led programs: authorized support, Title 32 U.S.C. Section 106, Annual appropriations and Section 107 Availability of appropriations; Title 31 U.S.C. Section 6301-6308, Using Procurement Contracts and Grant and Cooperative Agreements; Title 32 U.S.C. Section 509, National Guard Youth ChalleNGe Program of Opportunities for Civilian Youth; DoD Instruction 1025.8, National Guard ChalleNGe Program; National Guard Youth Challenge Program Cooperative Agreement No. W____-__-2-4001, National Guard Youth Challenge Operational Instruction; and Executive Order 9397 (SSN).• Principal Purpose: This information will be used to verify the identity of eligible populations to provide DoD program information, referrals and resources.• Routine Uses: In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act of 1974, as amended, the records contained therein may specifically be disclosed outside the DoD as a routine use pursuant to 5 U.S.C. 552a(b)(3) as follows:Congressional Inquiries Disclosure Routine Use:  Disclosure from a system of records from this system may be made to a congressional office from the record of an individual in response to an inquiry from the congressional office made at the request of that individual.Disclosure of Information to the General Services Administration Routine Use:  A record from this system of records may be disclosed as a routine use to the General Services Administration for the purpose of records management inspections conducted under authority of 44 U.S.C. 2904 and 2906.Disclosure of Information to the National Archives and Records Administration Routine Use:  A record from this system of records may be disclosed as a routine use to the National Archives and Records Administration for the purpose of records management inspections conducted under authority of 44 U.S.C. 2904 and 2906.Data Breach Remediation Purposes Routine Use:  A record from a this system of records may be disclosed to appropriate agencies, entities, and persons when (1) The Component suspects or has confirmed that the security or confidentiality of the information in the system of records has been compromised; (2) the Component has determined that as a result of the suspected or confirmed compromise there is a risk of harm to economic or property interests, identity theft or fraud, or harm to the security or integrity of this system or other systems or programs (whether maintained by the Component or another agency or entity) that rely upon the compromised information; and (3) the disclosure made to such agencies, entities, and persons is reasonably necessary to assist in connection with the Components efforts to respond to the suspected or confirmed compromise and prevent, minimize, or remedy such harm.Contractor Technical Support Routine Use: A record from this system of records may be disclosed to the contractor to provide technical support if/when appropriate to troubleshoot and resolve technical issues.Youth Challenge Program Routine Use: The National Youth Challenge Program has no access to PII, rather only statistical information for the purposes of national program management mandates. An ACT record from this system of records may be disclosed to an authorized program staff of a State Youth Challenge Academy only for the purposes of managing and operating the state program and its classes.• Disclosure: Voluntary. However, failure to provide the requested information will result in denial of access to system functions.
	CollectName: Yes
	CollectOtherName: no
	CollectSSN: yes
	Specify: no
	CollectDriversLicense: yes
	CollectOtherID: yes
	CollectCitizenship: yes
	LegalStatus: no
	CollectGender: yes
	CollectRaceEthnicity: yes
	CollectBirthDate: yes
	CollectMailingBirthPlace: no
	CollectPersonalCellPhone: yes
	Cell,Home,Work,etc: yes
	Cell,Home,Work,etc: yes
	Personal and/or Work: yes
	Personal and/or Work: no
	CollectSecurityClearance: no
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	CollectChildrenInformation: yes
	ie. account #s, transaction history, PIN, credit card number, etc: no
	ie. Medical record #, notes, etc: no
	CollectDisabilityInfo: yes
	CollectLawEnforcementData: no
	Badge #, pay type, grade, supervisory status, barganing unit, workspace location, : yes
	CollectMilitaryRecords: no
	CollectEmergencyContact: yes
	Specify: no
	Specify: yes
	Othercollect: These are either (a) provided directly by the end-user and subsequently stored or (b) provided by DMDC and subsequently stored. 1. System accounts - Data Stored: Component, name, unit, phone, email, zip. 2. Event registrations - Data Stored: Component, name, unit, phone, email, address, date of birth, DOD ID, gender, marital status, mode of travel and dates, special needs/preferences for accommodations at event. 3. Civilian Employer Information (CEI) Requirements for Data Collection and Storage - Data Stored: Component, name, unit, phone, email, state, zip, phone, date of birth, social security number, employment information (status, position, date, address)*Detailed field-by-field descriptions are available on request from NGB J1 office.
	NatureSourceDescr: Individual (End Users)Defense Manpower Data Center (DMDC)
	PaperCollection: 0
	Face2Face: 0
	TelephoneInterview: 0
	Fax: 0
	EmailCollection: 0
	WebCollection: 1
	DataTransferSystem2System: 1
	OtherCollection: 0
	Specify Other: 
	WhyDescr: PII is collected to:a) Ensure individuals are who they claim to be.  When a system role is requested which provides administrative access to certain tools and functions, the verification is conducted manually with internal records by program staff personnel in such cases.b) Comply with mandates to account for and report individuals attending eventsc) Print name labels, provide assistance and identify individuals to be able to provide eligible program information appropriately.d) Comply with the CEI mandate
	UseDesc: To communicate relevant information, resources and events to users.  To facilitate the logistics of event registration, confirmation, funding, venue selection, name tags, etc.To see what City/State are most actively participating in the programs---and where awareness and proactive outreach to other areas may be needed.To provide employment related resources to veteransTo provide congressional and/or component specific reporting
	DataAgYes: 
	DataAgNo: 
	YesAggregationExplanation: 
	UserPIIAccess: yes
	DeveloperPIIAccess: no
	AdminPIIAccess: yes
	ContractorPIIAccess: yes
	OtherPIIAccess: no
	OtherExplanation: 
	GuardsPhysical: Yes
	PhysicaCypherLocks: No
	PhysicalIDBadges: Yes
	Physicallocks: No
	PhysicalKeyCards: Yes
	PhysicalCCTV: Yes
	Physicallsafes: No
	PhysicalOther: 1
	PhysicalOtherExplained: PHYSICAL SECURITYOutside of the development and testing environments, the Joint Services Support (JSS) System has (1) environment where LIVE data exists.• ProductionThe Production servers are hosted on DoD-accredited Amazon Web Services (AWS) GovCloud.Data center access limited to Amazon data center technicians • Biometric scanning for controlled data center access • Security camera monitoring at all data center locations • 24x7 onsite staff provides additional protection against unauthorized entry • Unmarked facilities to help maintain low profile • Physical security audited by an independent firm
	TechnicallUserID: Yes
	TechnicalBiometrics: Yes
	TechnicalPasswords: Yes
	TechnicalFirewall: Yes
	TechnicalIntrusionDetection: Yes
	TechnicalVPN: Yes
	TechnicalEncryption: Yes
	TechnicalDODPKI: Yes
	TechnicalECI: Yes
	TechnicalCAC: 1
	TechnicalOther: Yes
	TechnicalOtherDescription: SYSTEM SECURITY• System installation using hardened, patched OS • System patching configured by Amazon to provide ongoing protection from exploits • Dedicated firewall and VPN services to help block unauthorized system access • Data protection with Amazon's backup solutions • Distributed Denial of Service (DDoS) mitigation services• An independent Computer Network Defense (CDS) service to be provided by Army Research Lab (ARL) to actively monitor network traffic, particularly for reporting unusual/unauthorized connections to the system.
	PeriodicAuditds: Yes
	Monitoring: Yes
	LimitedAccess: Yes
	Encryption: Yes
	Backups: Yes
	OtherAdmin: 1
	AdminOtherDescription: OPERATIONAL SECURITY - The Amazon InfrastructureRefer to Amazon's security white paper: http://d0.awsstatic.com/whitepapers/Security/AWS%20Security%20Whitepaper.pdfOPERATIONAL SECURITY - Customer's Application Environment Best practices used in the generation of initial password including option to select randomly generated passwords (min 15 characters in length) • Common Access Card (CAC) authentication • All passwords encrypted during transmission and while in storage • Secure media handling and destruction procedures for all customer data
	CertYes: 1
	ATO: 1
	ATOgranted: January 26, 2017
	IATO: 0
	IATOgranted: 
	DATO: 0
	DATOgranted: 
	IATT: 0
	IATTgranted: 
	CertNo: 0
	InfoLifeCycleDescription: Collection: User's PII may be collected with consent via direct input through a (secure) web application.Use, Retention/Destruction, and Processing: only personnel with the "need-to-know" can access a user's PII information. Records are treated as permanent pending a determination by the National Archives and Records Agency of authority for disposition of the records. Processing of any PII information requires an explicit user consent obtained prior to such processing taking place (either upon PII collection or before any such processing can occur).Disclosure: Only personnel with the "need-to-know" basis can access a user's PII information. Any other disclosure requires an explicit user consent and communication of the intended use.
	MeasureMItigateRisks: All JSS information collection practices are clearly spelled out in its Privacy Policy, which explains in detail what information is collected (both automatically by the system and provided by users), for what purpose, and how it can be accessed or corrected. This helps users make informed decisions about providing and managing their sensitive information. All records are securely stored in an encrypted storage system. When any information is altered, a complete audit trail remains which captures all change stages of a record. Information disclosure is permitted only within the scope of the intended information collection. Any PII information is only used in processing (ex. sending email newsletter) when explicit user consent is obtained (either upon collection or before any such processing can take place).  The users are required upon registration to obtain a password IAW AR 25-2. The following safeguards are also in place:Data at rest---in the database, the system utilizes "Transparent Data Encryption" (often abbreviated to TDE).  It is a technology employed by both Microsoft and Oracle to encrypt database content. TDE offers encryption at a column, table, and table space level. TDE solves the problem of protecting data at rest (i.e. while not in transit), encrypting databases both on the hard drive and consequently on backup media.Data in transit---the system utilized the strongest possible encryption - secure sockets layer (SSL).  The SSL certificate in use uses the sha1RSA algorithm by Digicert High Assurance CA-3.  This protects against unauthorized access while the data is in transit (to/from the end user's computer and the server).On the application itself, during day-to-day operation of the system, the system ONLY provides PII data to those with authorized access either with CAC or 2-factor-authentication.  Authorized access is available upon these conditions ONLY (ALL MUST BE MET): a) the authorized user is approved by an NGB and/or its program staff member after s/he registers on the system, b) is a paid staff member of the NGB and/or its programs, and c) the authorized individual needs PII data in order to conduct NGB and/or its programs official business only.
	newMeasureMItigateRisks: N/A
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