PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.186; "DoD Priveicy impact Assessment-(PiA) Guidance”, Complele this form for Department of Deferise.
{DoD) informaticn systems or'electronic collections of information (referred to-as an "electronic-collection” for the purpose: of this form).that collect, maintain, use,
and/or-disserninate personally identifiable information (F'll) about members:of the pub]lc Federal empioyees cohiractors, or fOI‘E!Ig['I natiohals employed-4f U.S.
milltary facllifies internationally. In the case'where no Pil is collected, the PIA will serve-as a coniclusive determination that privacy reqmrements dé not-apply to
system,

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:-

Emergency Mé;‘ss Notification System

2. BOD COMPONENT NAME: ‘3. PIA APPROVAL DATE:
Lifiited States Ait-Force '

-SECTION 1: Pl DESCRIPTION SUMMARY (FOR PUBLIC RELEASE]
a. The Pl Is: {Check one. Note: fareign naffonals sre included it general public.)

|:j From members of the general public [[] FiomFederal employees andfor Federal contractors

From both members of the general, public and Federal employees and/or
Federal contractars’

D Not-Collected (if checked proceed 16 Section 4)
b. The Pil is in a: (Check one)

[¥X] New DoD information System. [ New Electronic Collectiof.

[0 Existing Dob information System {7] Existing Electronic Callecticn

O -S'ignif cantly Modifi ed DoD Information System

¢. Pescribe the purpose of this DoD Information system or e!ectronlc collection and describe the types of personal information about indlviduals
collectad In thip system.

The kmergency Mass Notification System provides: rapid notification of time-critical/time sensitive alerts to the. chain of command as well as
disseminates urgent information to the base populace ina timely manner. It has the capabz]:ty to notlfy mambers in the. Emergency Mass
Notifi catlon System database via elec’fronlc or telephone devices, of persorme] recalls, real-world and exercise threat conditions, and. of
natural or man-made disasters. Notifications can also be made via the Installation Notification and Warnmg System, aka Giant Voice. Type
of personal information gathered will be for notlf' cation purposes only and will aid the lnstallanon Command Post in making immediate
notifications to base-populace, The type of” personal information that will be collected are first and Jast name, Electronic Data Interchange
‘Personal Identifier (EDIPI), Grade/Rank, Office/unit name physwal office Tocation work phone, home.phone, rnobzle phone, home e-mail
address, work e- -mai! address, voluntary GPS coordinates for notified individuals via mobile app (if they optin).

d. Why is the Pll collected and/or what Is the intended use of the PII? (& g. verification, fdentification, duthentication, data matching, mission-related use;
administrative use)

PIkis collected to effectively send an alert to warn 100% of assigned forces 'qu'iékly and effectively ofan emergeﬁt' event; Increased force
protection; Information protection impletheritation; Wing recall; Force generation; Crisis action-team recall/relocation; Accountability of

personnel; Emergency mass notification of active shooter; CBRN mcndems, Natural disasters.

e. Doindividuals have the-opportunity to object to'the collectlon of thair PII? B Yes D No
(1} If "Yes," describe the method by which individuals can'object 1o the collection of Pil.

(2) If "No," state the reason why individuals cannot object to. the collection 6f PII.

Non-key civilians may elect to object to the collection-of this Personally Identifiable Information. This is igentinied in-the web-based Seil
Service page where this information is entered by each individual. Objection can-be easily.accomplished by simply not inputting their
personal information into the system, When this information is requested by individuals, & Privacy Act Statement is pravided which inforis
them that the collection is not mandatory for non- -key civilians. Military members and key civilians do not have the option o object to the
‘collection of duty related elements but they are not required to, mput the rémaining Personally Identifiable Information. Mandatory
information is office symbol, bas, base zip code, and duty building number. All other inforthation is'optional for these individuals.
Aurthority: Air Foree Policy Directive 10-2 Readiness, Air Force Policy Directive 10-4 Operations Planning, Air Force Policy Directive
10-25 Emergency Management, Air Force Instruction 10-207 Command Posts, and Air Force Tnstruction 10-218 Personnel Accountability in

Lonjunction with Natural Disasters or Naticnal Emereencies.
f. Do individuals have the opportunity to consent to the specific. uses of their PI|? " Yes D No

{1) If “Yes," describe the methed by which individuals can give or withheld their consent,

{2) If "No,” state the-reason why individuals ¢annot give or withhold their consent.
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The act of inputting the Personally Tdentifiable Information Into Emergency Mass Nofification System constitutes the consent for spectiic
use. The instructions given te individuals upon account creaticn states that by inputting theit information in this syster, they. are giving their
consent: for its use as stated in the Privacy Act Statement. This is identified in the web-based Self Service page where this infermation is
inputted by each individual. Objection can be easily accomplished by simply not inputting:their hoirie telephone information, cell phone, or
personal hofne. email addréss in the systemi. When this information is requested by individuals, a Privacy Act Statement is provided which
informs them that the collection is voluntary not mandatory for-non key-civilians but mandatory for Military members and key-civilians.
Authority: Air Force Policy Directive 10-2 Readiness, AirForce Policy Directive. 10-4 Obperations Planning, Air Force Policy Directive:
10-25 Emergency Management, Air Force Instruction 10207 Cothmand Posts, and Air Force Instruction 10-218 Pérsonnel ‘Accountability in|

i Conjunction with Natural Disastets or National Emereencies.

g. When an individual is dsked to provide Pll,a anacy Act Statement {PAS) andior a Privacy Advisory must be provided. (Check as appropriate and
provide the actual wording.)

X1 Privacy Act Statement 7] Privacy Advisory [] NotApplicable

AUTHORITY: 5 US.C. 7902, Safety Programs, 10 U.S.C. 136, Under Secretary of Defense for Personnel and Readiness; DoDD3124.02,
Under Secretary of Defense for Personnel and Readiness (USD(P&R) DoDI3020.42, Defense Continuity Plan Development; DoDY
3020.52, DoD Installation Chemical, Biologiccal, Radiological, Nuclear, and ngh -Yield Explosive {CBRNE) Preparedness Standards;
DoD Instruction 6035.17, DoD Emergency Management (EM) Program 'AF1°10-206, Operational Reportmg

PURPOSE: To send alert notification to assigned military personael, famlly members .and contractors gquickly and effectively of an
emergent event.
ROUTINE USES: Information gathered will not be released outside DoD:channels.
DISCLOSURE: Voluntary - Failure to disclose information would result in not being notified of mission-essential or emérgency
information.

h.. With whom will the Pil be shared through data exchange, both within your DoD Component and outside your Component? (Check alf that apply}

DoD Leadership with avalid ’n‘e'ed:to-know"re'q'ul_rem'ent.in
e - : ard to recalling specific mili d key Air Force
[E Within the DoD Component. Specify. rf;:_g:':u:t?l FD reca.llll.q.a _sp§c1ﬁc mllltal:-y. and k }’ e I
R : °" letvilian personngl in support-of naticnal defense.and security]
policy..

[} ©Other DoD Componenis Specify. I [

[ Other Federal Agencies Specify. | |

[ State.and Local Agencies Specify. | |

American Systems- To rporatton.
Contractor {Nanie of contractor and describe the fanguage in PWS 6:4P rivacy _{k'ct: )

Ihe contract that safegiuards Pif. Include whether FAR privacy Spedify "Work.on this project requires that p_:_:r_s_qnnel have access to
clauses, Lg., 52.224-1, Privacy Act Notification, 52.224-2, " |Privacy Information. Per_so_nnc]_-sha]l ad_h_ere_ to the Privacy
Privécy Act, and FAR-39.105 are included in the contract ) A, Title 5 of the U.S. Code, Section 5 57a and applicable

agency rules and reculations.”

7] Other fe.g., commercial providers, cofleges}), Specify. |

i. Source of the Pil collected is: (Check all that apply and Kist alf inforation systerns if applicable)

Individuals [C] Databases

|z] Existing DoD Iriformation Systerms Ec:] Comimercial Systems

[] OtherFederal Information Systems.

EMNS Global Positioning System Application

j. How will. the Information be collected? (Check all that apply and list alt Official Formi Nurmbers If applicable)
[ E-mai Official Form {Enter Fortn Number(s) iri the box.below)
Facesto-Face Contact Paper
Fax Telephone .Inten._rfew

Website/E-Farm

MOOO

[x] Information Stiarirg - Systém td Systerm
[X] Other (i Other, enter the ihfpmatfon in the box beiow)

‘Name and EDIPI data collected using Comtmon Access Card. Other data'coliected using web form.
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k. Does this DoD Information system or electronic’ co[let’:tion'i‘équira a Privacy Act System of Records Notice {SORN}?.
A Privacy Act SORN-is requiréd if the information system or electronic collection contains information about . 8. cmzens or lawful parmanent’ u.s. res;dents that
is Lgme_s@_d_by namé of othér unique identifier. PIA and Privacy Act-SORN. infermation must be consistent,

[X] Yes [INo
If*Yes," enter SORN'-Sy_stenﬁ-idenliﬁer [FOI0 AFMC A i

SORN Identifier, not the Federal Register (FR) Citation. Consult the D_oD::Component F‘rivacy Office for additional information or hitp:/fdpold defense.govi
Privacy/SORNs/ ' ' ' '

or

If 8 SORN has notyet been pub_t_ishec;.'ih the Federal Register, enter date of submission for approval to Defense-Privacy, Civil Libaries; and Transparency
Division (CPCLTD}). Gonsultthe DoD Companent Privacy Office for this date

I “No;" explain why thie SORN is not required in accordance with Dob Reguiation 5400.,11-R: Departmient of Defenise Privacy Progam

I What is the National Archives-and Records Administration {NARA} approved, pending or general records schedule {GRS) disposition authority for
the system or for the recerds maintained in the system?

(1) NARA Job Numbier or General Records Schedule Authority. [T33-46 R27,00/T-10-10s§

(2) If pending, provide the date the SF:115 was submitted to NARA. | |

{3) Retention Instructions.

Locator and Personne} Data - Destray wher superseded or reassignment or staratlon of individuaj.
Emergency Mass Notification System (EMNS) Global Positioning System (GPS) Data - Destroy immediately after the notification,

m. What is.the author[ty to collect information? A Federal law or Executive Order-must authorize the collection and maintenance of-a system of

reécords: For Pll.not coflected or maintained. in a systéfn of records, the collectlon or maintenance of the PIl must be necessary to discharge the
requirements of a statue or Executive Order.

{1} if this system has a Privacy Act SORN, the authoritiesin this P14 and the existing Privacy Act SORN should be similar:

(2} if a SORN does.not apply, cite lhe ‘authority forthis DoD information-system or electronic collection fo collect; use, maintaln andfor disseminate PIL.
(I_f multiple:authorities. are cited, prowde_al[ that app[y}

(a) Cite the specific provisions of the statute and!_cu_‘ EC thaf-adthorizes__ the-operation of t_he system and the coli'ec'ti_on of PIL.

b} ¥f direct statutory authority or an Executive Order does not exist, indirect statutory .authaority may be cited if the- authority reqmres the
operation of atdministration’ef a. program, the execution of which will fequire the collecticn and miaintenance of a system of records.

() If direct or indirect authority does not exist, DoD Components can.use their general statutory grants.of authority (‘infernal housekeeping’) as
the primary authority. The--r"equlrém'ent; directive, or instruction implementing the statute within the DoD Companent must be Identified.

5 U.S.C. 7902, Safety Programs; 10 U.S.C. 136, Under Secretary of Defense tor Personnel and Readiness; DoDD3124.02, Under Secretary
of Defense for Personnel arid Readiness (USD(P&R); DoDI 3020.42, Defense Continuity Plan Development; DoDI 3020.52, DoD’
Installation Chemical, Biologiccal, Radiological, Nuclear, and High-Yield Explosive (CBRNE) Preparedness Standards;. D(_}D_'Instru_ction !
6055.17. DoD Emergency Management (EM) Program; AFI 10-206, Operational Reporting.

n.-Does this Dob informatlon system.or electrani¢ collection have ap active and approved Office of Management and Budget {OMB) Control
Number?

Contact the Component Information Management Control Officer or DoD Clearance- Officer for this information. This number indicates OMB approval to i
zollect data from 10 ar.more menibers of the public in a 12-month period regardiess of form orformat. i

[ Yes O wno Pending

(1) IF"Yes," list all applicable OMB.Control Numbers, collection fitles, and expiration dates.

{2} If "No," explain why OMB-approval is not required in accordance with DoD Manuai 8810.01, Volume 2, DioD Informatiori Collections Manual:
Progedures for DeD-Public Information Collections.”

(3) If "Pending," provide the date for the 60 and/or 30 day notice and the Federal Register éitation.
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